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METHOD AND SYSTEM FOR MONITORING TRANSACTIONS

Field of Invehtion

This invention is generally directed to a system for monitoring and reviewing
accounts, and more particularly, to a method and system for monitoring financial

transactions to detect fraud, money laundering, and other suspicious or illegal activities.

Backeround of the Invention

In the financial industry, funds are often separated into different accounts wherein
each account is a uniquely identifiable construct wherein funds can be segregated from other
funds. An account is generally associated with a person or entity and can be used to invest
money or to place the money in a relatively safe place. A person or entity may be assigned
more than one account such that, for example, the person or entity may be assigned both a
regular account and a retirement account with a single brokerage, bank, or other financial
entity. Furthermore, the person or entity may be assigned a checking account, a savings
account, and a line of credit at a financial institution.

Funds may be placed into an account through the use of “deposits,” wherein deposits
may be accomplished in a variety of ways, such as through the use of a check, wire transfer,
debit card transaction and/or the like. After funds are placed into an account through the use
of a deposit, various actions can be performed on the funds. For example, in an account
held in a brokerage, the funds can be used to purchase financial securities, such as stocks
and/or bonds. Money may be removed from an account through the use of a “withdrawal,”
wherein withdrawals may include a cash withdrawal, money order, cashier’s check, wire
transfer, domestic transfer, debit card transaction, and/or the like.

A single entity may own multiple accounts, so a “transfer” may occur when money
from one account is moved to another account owned by the same entity. Transfers are also
possible between accounts with different owners; however, in such a situation, it may be
more appropriate to categorize the transfer as a deposit for the receiving party and as a
withdrawal for the sending party because the funds are typically no longer available to the
sending party.

Certain people may use banks, brokerages, and other financial institutions in an
attempt to conceal or commit criminal activities. For example, money laundering is usually

the process by which an attempt is made to conceal the origin of ill-gotten funds, through the
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use of various otherwise legitimate activities. In a typical scenario, illegally obtained funds
may be processed through a brokerage account, bank account, or the like in such a way that,
by depositing the money into an account and withdrawing it at a later time, the origin of the
funds may be more difficult to determine. In addition, a criminal may attempt to use a
financial account to commit fraud on various entities. An example of debit card fraud is
where one uses stolen debit cards or stolen details of debit cards (e.g., account number,
expiration date, etc.) to fund multiple deposits into their account and then withdraws the
proceeds via some other mechanism, such as check, domestic transfer, or wire transfer. By
tracking the deposit and withdrawal behavior, these types of fraudulent activities can be
identified. In general, a person or entity attempting to launder money or otherwise conceal
or commit fraud does not transfer money between accounts owned by the same entity, but
rather deposits money and later withdraws the money from the same account. Thus,
deposits and withdrawals are of great interest to those investigating potential financial fraud.

It is often desirable for financial institutions to monitor accounts in an attempt to
detect fraud, money laundering, and other suspicious activities, in order to prevent illegal

activities and to aid law enforcement in identifying previous illegal activities.

Summary of the Invention

A method for monitoring financial accounts to determine thé possibility of money
laundering and other attempts at fraud includes monitoring the financial accounts owned by
a person or entity, extracting data regarding withdrawals and deposits from the accounts
owned by that person or entity from a computer database and analyzing the data. The
extracted data may include the type, amount, and date of each transaction. The analysis may
comprise determining the amount of time between a large deposit and the withdrawal (in
one or more transactions) of a large portion of that deposit, such as, for example, 90% of the
deposit. The data is then combined by, for example, using a quotient of the two values to
calculate a constant, where a lower constant is more indicative of suspicious behavior.

A further analysis may include determining the amount of time between a large
withdrawal and the time of the earliest deposit, wherein multiple deposits may be combined
in such an analysis. The data is then combined by, for example, using a quotient of the two
values to calculate a constant, where a lower constant is more indicative of suspicious

behavior.
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A system for monitoring financial accounts includes a computer system configured
to access various financial data, storage for various financial data, a database program
configured to find and extract certain pieces of financial data, and output capabilities to

transmit the results in a variety of different manners.

Brief Description of the Drawing

A more complete understanding of the present invention may be derived by referring
to the detailed description and claims when considered in connection with the Figure, where:

Figure 1 is a flow chart showing an exemplary method in accordance with the
present invention; and

Figure 2 is a block diagram showing a system of the present invention.

Detailed Description

The present invention may be described herein in terms of various functional
components and various processing steps. It should be appreciated that such functional
components may be realized by a variety of different hardware or structural components
configured to perform the specified functions. For purposes of illustration only, exemplary
embodiments of the present invention will be described herein. Further, it should be noted
that, while various components may be suitably coupled or connected to other components,
such connections and couplings may be realized by a direct conmnection between
components, or by a connection through other components and devices.

An embodiment of the present invention operates by examining the transaction
history (e.g., withdrawals, deposits, transfers, and the like) of an account holder. As used
herein, “account holder” includes any person, family, group, business, organization, entity,
device, account, software and/or hardware associated with an account. The “account” may
include any database record, financial ledger and/or other record. The account may include
electronic records, databases and/or physical items of monetary amounts, various types of
currency, loyalty points, precious metals, commodities, stocks, bonds, memberships and/or
the like. The account may be further allocated to one or more account holders and may be
associated with an account number. An “account number,” as used herein, includes any
device, code, number, letter, symbol, biometric or other identifier/indicia suitably configured
to allow the account holder to interact or communicate with the account, such as, for

example, authorization/access code, personal identification number (PIN), Internet code,
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other identification code, and/or the like which is optionally located on a rewards card,
charge card, credit card, debit card, prepaid card, telephone card, smart card, magnetic stripe
card, bar code card, transponder, radio ﬁ'equéncy card and/or the like. The account number
may be distributed and stored in any form of plastic, electronic, magnetic, radio frequency,
wireless, audio and/or optical device capable of transmitting or downloading data from itself
to a second device.

The databases discussed herein may be any type of database, such as relational,
hierarchical, object-oriented, and/or the like. Common database products that may be used
to implement the databases include DB2 by IBM (White Plains, NY), any of the various
database products available from Oracle Corporation (Redwood Shores, CA), Microsoft
Access or Microsoft SQL Server by Microsoft Corporation (Redmond, Washington), the
open source MySQL database product, or any other database product. Databases may be
organized in any suitable manner, including as data tables or lookup tables. Association of
certain data may be accomplished through any data association technique known and
practiced in the art. For example, the association may be accomplished either manually or
automatically. Automatic association techniques may include, for example, a database
search, a database merge, GREP, AGREP, SQL, and/or the like. The association step may
be accomplished by a database merge function, for example, using a “key field” in each of
the manufacturer and retailer data tables. A “key field” partitions the database according to
the high-level class of objects defined by the key field. For example, a certain class may be
designated as a key field in both the first data table and the second data table, and the two
data tables may then be merged on the basis of the class data in the key field. In this
embodiment, the data corresponding to the key field in each of the merged data tables is
preferably the same. However, data tables having similar, though not identical, data in the
key fields may also be merged by using AGREP, for example.

In general, information regarding transactions on an account is stored for a
predetermined period of time. In one embodiment, the information (“transaction history”) is
stored in a database accessible by various computer means. The transaction history of a
particular account holder is searched by one or more of a variety of different methods and
the results are examined. The portions of the transaction history that may be examined
include the type of transaction (e.g., withdrawals, deposits, transfers, and the like), the date
of the transaction, and the amount of the transaction. The transaction history is then

separated into withdrawals and deposits.



10

15

20

25

30

WO 2004/079508 PCT/US2004/004745

With reference to FIG. 2, a block diagram showing a system incorporating an
embodiment of the present invention is presented. A computer system 202 is coupled to
storage unit 204, where storage unit 204 contains the transaction history. The transaction
history stored in storage unit 204 is typically in the form of a database. A software program
206 is configured to be loaded onto computer system 202. Thereafter, software program
206 can perform the various searches and calculations on the data contained in storage unit
204. Computer system 202 displays results on a video display unit 208. In the alternative,
computer system 202 may output results via a printer or may route results electronically via,
for example, the Internet.

With reference to FIG. 1, a review of the deposits may operate in the following
manner. An account holder is selected (step 102). In one embodiment, the application code
is stored as a program that has direct access to the database containing the stored
transactions. Another embodiment may involve the use of a secure message transfer to
receive the transaction data and account history from a separately stored database. The
secure message transfer may take place via; for example, secure hypertext transfer protocol
(“HTTPS”). The account may be selected by a variety of different criteria, limited only by
the amount of data stored with respect to the account. In one embodiment, all accounts at a
particular institution may be eligible for selection. In another embodiment, a subset of all
accounts may be selected in one of a variety of different manners. For example, only
customers meeting a specific condition, such as having a mailing address in a certain
location, or investment in certain equities, may be queried.

Information regarding the transactions, both withdrawals and deposits, related to the
accounts owned by the selected account holder are extracted, including information
regarding the type of transaction, the date of the transaction, and the amount of the
transaction (step 104). In one embodiment, the data is extracted through the use of various
types of SQL statements performed on the appropriate tables. An embodiment of the
present invention may be software that is stored in a manner such that it can access the
financial information stored in the various tables. The SQL queries can be configured to
include or exclude any transaction type. In certain embodiments, a subset of the transaction
history of an account may be used. For example, only a predetermined number of
transactions may be examined. In another embodiment, transactions within a predetermined
time period may be examined. In another embodiment, transactions within a specific

statement narrative may be examined. In another embodiment, transactions under, over,



10

15

20

25

30

WO 2004/079508 PCT/US2004/004745

equal to, or between pre-determined threshold amounts may be examined. After obtaining
the desired subset of data, various calculations are performed on the extracted transaction
information (step 106).

The present invention includes various embodiments for performing the calculations.
For example, the number of days between the deposit of an amount and the withdrawal of
90% of the reviewed deposit may be used to calculate a constant, wherein the value of the
constant is equal to the quotient of the number of days to withdraw 90% of a particular
deposit and the amount of the deposit:

Constant = (# of days to withdraw 90% of deposit + amount of deposit)

For example, customer A deposits $10,000 on February 2, 2002, but customer A
withdraws $4,000 on May 5, 2002 and withdraws $5,200 on June 25, 2002. Thus, there is a
total of 143 days between the time $10,000 is deposited and the time at least 90% of the
deposited amount (i.e., $9,000) is withdrawn. The constant would thus be equal to 0.0143.

In contrast, customer B deposits $62,000 on April 4, 2002, but then on May 15,
2002, customer B withdraws the entire amount. The constant would thus be (40/62,000) or
0.0006452, which is much lower than the constant for customer A. Thus, the lower constant
may be indicative of suspicious behavior as it indicates large portions of a deposit being
withdrawn in a shorter timeframe. It should be understood that a percentage other than 90%
may also be used.

After reviewing the analysis of deposits above, the following is a review of an
analysis of the withdrawals. After the information regarding the accounts is extracted, in a
manner similar to that described above in steps 102 and 104, a predetermined number of
withdrawals (or all the withdrawals over a predetermined number of days) may be examined
and various calculations may be performed on the withdrawal data. For example, the
number of days for the prior deposit amounts to sum up to 90% of the selected withdrawal
amount may be used to calculate a constant. In one embodiment, the value of the constant is
equal to the quotient of the number of days since the first deposit, prior to the withdrawal,
wherein the deposit amounts total 90% of the selected withdrawal amount, and the amount
of the withdrawal:

Constant = (# of days since the first deposit that constitutes 90% of withdrawal
amount -+ amount of withdrawal)

For example, customer C makes the following transactions:

February 15, 2002--deposit $2,000
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April 4, 2002--deposit $4,000

August 22, 2002--withdraws $5,500

Thus, there are 188 days between the time customer C withdrew the money and the
time of depositing the first amount constituting the aggregated deposit that exceeded 90% of
the withdrawal, so the calculated constant is (188/5,500) = 0.03418.

In another example, Customer D makes the following transactions:

April 4, 2002--deposit $6,500

April 5, 2002--deposit $8,000

April 9, 2002--deposit $4,000

April 17, 2002--withdraw $18,000

Thus, there are 13 days between the withdrawal of $18,000 and the first deposit and
the constant is 13/18,000 = 0.0007222. This low constant may be indicative of suspicious
behavior, as it is indicative that a withdrawal of a large portion of a deposit is being
completed shortly after the deposit is completed.

The deposit review and withdrawal review may be similar in certain respects. In
fact, in some instances, the different reviews may produce similar results. For example,
customer B deposits $62,000 on April 4, 2002, then withdraws the full amount 40 days later.
The deposit review and the withdrawal review result in the same constant.

However, there is an important difference between the two methods. This is
illustrated using the case of Customer D above - applying the deposit review algorithm to
each deposit, the constants are 8/4,000 = 0.0020; 12/8,000 = 0.0015; 13/6,500 = 0.0020.
While these constants are relatively low, if the withdrawal algorithm is used, the constant is
much lower at 0.0007222.

Thus, one difference between the deposit review and the withdrawal review is that
the deposit review method can identify a single large deposit followed by multiple
withdrawals, while the withdrawal review method can identify multiple deposits followed
by a single large withdrawal.

It should be understood that the constants described above may be inverted such that
a higher number is indicative of suspicious behavior. Such a constant would then be the
quotient of the amount of the deposit and the average number of days to withdraw 90% of a
particular deposit. In the above examples, the constants would be (10,000/143) = 69.93 and
(62,000/40) = 1,550, respectively, with higher constants being more indicative of suspicious

behavior.
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Tt should be understood that the review of deposits and withdrawals may use various
forms of currency. Because the constant is related to the currency, it may be preferable to
convert currency amounts to a single currency type before the calculations are performed
such that, for example, transactions using British pounds are converted to US dollars prior to
performing the calculations.

There are various possible configurations of the various reviews described above.
The reviews may be run randomly or at predetermined, regular intervals such as, for
example, daily, weekly, monthly, and/or the like. A financial institution may have a large
number of accounts. Performing the above described method on every account may be too
time intensive if performed every day on each account. Therefore, only a portion of the
accounts may be examined each day. However, each account is still examined at a regular
interval.

Moreover, the reviews may be configured to review transactions only over certain
amounts because, for example, transactions with low constants, but low dollar amounts, may
be of little interest to those monitoring the accounts. Furthermore, money laundering
typically involves larger amounts of money. The reviews may also be configured to ignore
certain transactions, such as, for example, exchanges between two accounts of a single
entity. In addition, if a customer has multiple accounts, the behavior of both accounts may
be monitored jointly, such that a deposit into one account and a withdrawal from another
account can be both placed in the same calculation. Thus, if an entity deposits funds into
account A, transfers the money into account B, then withdraws from account B, the above
calculations will take place in the same manner as if only one account were being used.

In addition, once an account is flagged, past transactions may be analyzed to
determine if there is a pattern to the transactions. Moreover, once an account is flagged,
future transactions may be monitored more closely. For example, future transactions by the
entity that owns the account may be monitored on a more regular basis, or transactions of
different amounts may be viewed.

The reviews described above are typically performed by a computer system. Often,
financial information is stored in a computer database. The reviews may be conducted by
searching the database for transactions meeting the particular criteria specified above. Such
a search may be accomplished through the use of a query performed in a variety of different
manners. The results of the above search may be disseminated in a variety of different

manners. For example, if suspicious account holders are found, various information about
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the account holder, such as the accounts owned and the transactions involved, may be
transmitted to various people. Such a transmission may be in the form of an electronic mail
(e-mail) message containing the relevant information to another party via a computer
system, land phone, cellular phone, pager or any other wire or wireless network. In the
alternative, the relevant information may be placed on a web site that is only accessible to
certain, predetermined people, such as the FBI. When the web site is updated to contain
information about account holders, a notice may be e-mailed to various people, informing
them of the new information that has become available. The system may incorporate a
suitable website or other Internet-based graphical user interface which is accessible by users.
In one embodiment, the Internet Information Server, Microsoft Transaction Server, and
Microsoft SQL Server, are used in conjunction with the Microsoft operating system,
Microsoft NT web server software, a Microsoft SQL database system, and a Microsoft
Commerce Server. Additionally, components such as Access or SQL Server, Oracle,
Sybase, Informix, MySQL, Intervase, etc., may be used to provide an ADO-compliant
database management system. The term “webpage” as it is used herein is not meant to limit
the type of documents and applications that might be used to interact with the user. For
example, a typical website might include, in addition to standard HTML documents, various
forms, Java applets, Javascript, active server pages (ASP), common gateway interface
scripts (CGI), extensible markup language (XML), dynamic HTML, cascading style sheets
(CSS), helper applications, PHP pages, plug-ins, and the like.

For the sake of brevity, conventional data networking, application development and
other functional aspects of the systems (and components of the individual operating
components of the systems) may not be described in detail herein. Furthermore, the
connecting lines shown in the various figures contained herein are intended to represent
exemplary functional relationships and/or physical couplings between the various elements.
Tt should be noted that other alternative or additional functional relationships or physical
connections may be present in a practical electronic transaction system.

The system may include a host server or other computing systems including a
processor for processing digital data, a memory coupled to said processor for storing digital
data, an input digitizer coupled to the processor for inputting digital data, an application
program stored in said memory and accessible by said processor for directing processing of
digital data by said processor, a display coupled to the processor and memory for displaying

information derived from digital data processed by said processor and a plurality of
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databases, said databases including client data, merchant data, financial institution data
and/or like data that could be used in association with the present invention. As those skilled
in the art will appreciate, a user computer will typically include an operating system (eg.,
Windows NT, XP, 95/98/2000, Linux, Solaris, OS X, etc.) as well as various conventional

support software and drivers typically associated with computers. A user computer can be

in a home or business environment with access to a network. In an exemplary embodiment,

access is through the Internet through a commercially-available web-browser software
package.

The information obtained or derived by the present invention may also be distributed
via any other distribution method and/or device such as, for example, a telephone network,
Intranet, Internet, point of interaction device (point of sale device, personal digital assistant,
cellular phone, kiosk, etc.), online communications, off-line communications, wireless
communications, transponder communications and/or the like. One skilled in the art will
also appreciate that, for security reasons, any databases, systems, or components of the
present invention may consist of any combination of databases or components at a single
location or at multiple locations, wherein each database or system includes any of various
suitable security features, such as firewalls, access codes, encryption, de-encryption,
compression, decompression, and/or the like.

The present invention is described herein with reference to block diagrams,
flowchart illustrations of methods, systems, and computer program products according to
various aspects of the invention. It will be understood that each functional block of the
block diagrams and the flowchart illustrations, and combinations of functional blocks in
block diagrams and flowchart illustrations, respectively, may be implemented by computer
program instructions. These computer program instructions may be loaded on a general
purpose computer, special purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions which execute on the computer or
other programmable data processing apparatus create means for implementing the functions
specified in the flowchart block or blocks.

Accordingly, functional blocks of the block diagrams and flowchart illustrations
support combinations of means for performing the specified functions, combinations of
steps for performing the specified functions, and program instruction means for performing
the specified functions. It will also be understood that each functional block of the block

diagrams and flowchart illustrations, and combinations of functional blocks in the block
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diagrams and flowchart illustrations, can be implemented by either special purpose
hardware-based computer systems which perform the specified functions or steps, or
suitable combinations of special purpose hardware and computer instructions.

In the foregoing specification, the invention has been described with reference to
specific embodiments. However, it will be appreciated that various modifications and
changes can be made without departing from the scope of the present invention. The
specification and figures are to be regarded in an illustrative manner, rather than a restrictive
one, and all such modifications are intended to be included within the scope of present
invention.

Benefits, other advantages, and solutions to problems have been described above
with regard to specific embodiments. No element described herein is required for the

practice of the invention unless expressly described as “essential” or “critical”.
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Claims
I claim:
1. A method of monitoring financial transactions comprising:
selecting an account;
analyzing transactions performed on said account; and

determining if the transactions performed are indicative of suspicious behavior.

2. The method of claim 1 wherein said transactions comprises withdrawals and

deposits.

3. The method of claim 1 wherein said selecting step comprises:

searching a database to find an account owned by said account holder.

4. The method of claim 3 wherein said analyzing step comprises:

searching said database to find data regarding a deposit over a first threshold
amount, wherein said data includes an amount of said deposit, and a date of said deposit;

extracting data regarding one or more withdrawals wherein said data includes an
amount of said withdrawal, and a date of said withdrawal and further wherein the total
amount of said withdrawals is equal to or greater than a predetermined percentage of the
amount of said deposit;

determining the number of days between the deposit and the withdrawal of a
predetermined percentage of the amount of said deposit; and

calculating a constant by dividing said number of days by said deposit.

5. The method of claim 1 wherein said method is performed using a computer.

6. The method of claim 4 further comprising:
finding one or more additional accounts owned by said account holder; and
further wherein,
said filtering, extracting, determining, and calculating steps are performed for

each of said one or more additional accounts.

12
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7. The method of claim 4 wherein said predetermined percentage is greater than or

equal to approximately 90%.

8. The method of claim 4 further comprising:

flagging the account if said constant is below a second threshold amount.

9. A method of monitoring financial transactions comprising: ‘

selecting an account holder;

searching a database to find an account owned by said account holder;

filtering said database to extract data regarding a withdrawal over a first
threshold amount, wherein said data includes an amount of said withdrawal, and a date of
said withdrawal,

extracting data regarding one or more deposits wherein said data includes an
amount of said deposit, and a date of said deposit and further wherein the total amount of
said one or more deposits is equal to or greater than a predetermined percentage of the
amount of said withdrawal,

calculating the number of days between the earliest of said one or more deposits
and the withdrawal,

formulating a constant by dividing said number of days by said amount of said

withdrawal.
10. The method of claim 9 wherein said method is performed using a computer.

11. The method of claim 9 further comprising:
finding one or more additional accounts owned by said account holder; and
further wherein,
said filtering and extracting steps are performed for each of said one or more

additional accounts.

12. The method of claim 9 wherein said predetermined percentage is greater than or

equal to approximately 90%.

13
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13. A system for monitoring financial accounts comprising:
a computer system configured to access various financial data;
storage for various financial data;
a program configured to find and extract certain pieces of financial data and
5  analyze the data for suspicious behavior; and

output capabilities to transmit results of said analysis in a variety of different

manners.

14
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