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VEHICLE ACCESS SYSTEM WITH COARSE AND FINE RANGING

CROSS REFERENCE TO RELATED APPLICATION
j0D01] This apphication claims priority to United States Provisional Application
No, 62/835,604 filed on June 7, 2019,

TECHNICAL FIELD
{0002} The present disclosure relates to operation of vehicle access, sdentification

and control devices, and more particularly fo extending battery life of a key fob.

BACKGROUND

jOG03] Vehicles now commonly include passive catryipassive start {(PEPS)
systoms that utilize a remote authentication device to hutiate and authorize gocess to the
vehicle, The remote authentication device is commonly referred to ag a key fob that includes
a fravsmitter that conwranicates with the PEPS system of the vebicle. The PEPS system s
powered by the vehicle clectric system.  However, the remote authentication device i
powered by a battery.  The useful life of the battery s linited and largely dependent on
power consumption utilized to establish the compummcation link with the vehicle.

jou04] The background description provided herein is for the purpose of generally
presenting a context of this disclosure. Work of the presently named tnventors, to the extent
it is desertbed i this background scction, as well as aspeets of the descviption that may not
otherwise gualify as prnor art at the hme of fhng, are pether expressly nor mpliedly

admitted as prior art agamngt the present disclosure.

SUMMARY
HUELIR] A vehicle apcoss systom govording to a disclosed example embodiment
includes, amonyg other possible things, an identification device including a first transceiver, 2
shori-range trapsceiver and a processor configured to control the first transceiver and the

short-range transceiver o activate the first transceiver only when a distance measurement
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between the dentification device and a vebicle 15 within a predefined range ag determuned
gtilizing the short-range fransceiver,

[o006]  In another disclosed cmbodiment of the forepomg system, the first
transceiver is in an off condition uniil being activated by the processor,

j0007] In another disclosed smbodiment of any of the foregomy systems, the
vehicle access svstem disables velucle access components in response to the wdentification
device being outside the predefined range.

[0608]  In another disclosed cmbadiment of any of the foregoing systems, the
distance measurement is based on a recetved signal strength indicator (RSSH.

{0009] {n another disclosed embodiment of any of the foregoing systems, the
distance measurement is based on one of at least one of time of flight, pbase angle, phase
delay, angle of arrival, and angle of departure.

j681 0] in another disclosed embodimat of any of the forepoing systams, a
vehicle franscoirver inchudes a Dirst transcotver modude for oovmnumicating with the first
ransceiver and a short-range transeetver modale for commuenicating with the short-range
gransceiver and a vehicke processor configured to control the first transceiver module and the
short-range transceiver module, wheretn the first transcetver modale is 1 an off condition
until the distance measurement between the wdentification device and a vehicle 1s within the
predefined range.

(UL B Y] In another diselosed combodinment of any of the firepping systems, the
vehicle processor activates the first trapscetver module i rosponse to the distance
measurement being within the predefined range and the distance between the dentification
device and the vehicle is measured by communication between the fisst transceiver and the
first franscetver module.

[0012]  In another disclosed embodiment of any of the foregoing systems, the first
transceiver and the first transcoiver module are configured 0 measwre the range more
precisely than the shortrange transcaiver,

1R 3] {n another disclosed smbodiment of any of the foregoing systems, the first
transeeiver comprises at least one of a low frequeney receiver and an uhtra~wide hand

franscelver,
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{0814}  In another disclosed embodiment of any of the foregoing systems, the
short-range transcoiver comprises 3 Blactooth transcetver,

{3015] A method of operating a velucle access conwol systern according o
another disclosed embodiment includes, among other possible things, ransmitting connection
wformation with a short-range franscetver within an identification device, wherein the
identitication device also includes a first transceiver that is deactivated. The method further
includes establishing a connection between the short-range transceiver and a shori-range
transeeiver module that is part of @ vehicle transceiver, wherein the vehicle transceiver further
includes a first transcever modele for communicating with the first fransceiver within the
wlentification device. The method further includes detornuning a distance between the
wlentification device and the vebicle based only on communication between the shott range
fransceiver n the dentification device and the short range transceiver module of the velicle
iransceiver; and activating and cstablislung & commumication link between the i
fransceiver within the identification device and a fivst transceiver module within the vehucie
gransceiver responsive to the deternnned distance being within a predefined range.

{0816} In another disclosed embodiment of the foregoing method, the first
wranscelver module is in an off condition wntil the distance measurement betwesn the
wientification deviee and a vehicle is within the predefined range.

{8017} Another disclosed embodiment of any of the foregoing methods further
comprising disabling operation of vehicle access components in response to the identification
device being outside of the predefined range.

{0018} Another disclosed embodiment of any of the foregoing methods, further
comprising doternuning the distance measurement between the identification device and the
vehicle with the first fransceiver and the first transceiver modude once activated.

{0019 Another disclosed embodiment of any of the foregoing methods, fusther
comprising determining the distance between the identification device and the vebicle with
the first wansceiver and the first manseaiver module at a frequency that ersases as the
identification device is moved closer to the veluele,

0024 Another disclosed embodiment of any of the foregoing methods, further
comprising comparing the detormined distance between the identification device and the

vehicle with a predefined catry thresheld in response fo an attempied entry into the vehicle
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and enabling entry 1nto the vehicke in response to the determined distance being within the
predefined entry threshold.

{0021]  Asnother disclosed embodiment of any of the foregoing methods, funther
comprising comparing the distance determined by the fivst transceiver o a threshold distance
and enabling vehicle starting in vesponse o the distance being within the threshold distance.

j0022] Another disclosed embodiment of any of the foregoing methods, further
comypising redueing a frequency that the distance between the identification device and the
vehicle 5 deternuned with the shorb-range trenscetver 1 response Yo the staring of the
vehicle

[0023] In another disclosed cmbodiment of any of the foropoing methods,
determining the distance between the identification device and the vehicle is deterouned
utitizing one of a received signal strength indicator, time of fhght, phase angle, phasse delay,
angle of srrival, and angle of departure.

jo424] in another disclosed embodiment of any of the foregoing methods, the first
gransceiver congprises ot least one of a fow froquency wanscetver and an altra-wide band
gransceiver and the short-range transeetver comprises o Blustooth transeetver.

{0025]  Although the differcant examples have the specific components shown in
the lustrations, cmbodmnents of tus disclosure are not hiouted to those particular
combinations. It 15 possible to use some of the components or features from one of the
gxamples in combination with feabwes or components from another one of the examples,

j0026]  These and other features disclosed berein can be best understood from the

following specificaton and drawmgs, the following of which is a brief deseription.

BRIEF DESCRIPTION OF THE DRAWINGS
{0027]  Fumre 1 is a schematic view of an example vebicle and identfication
device embodiment.

Je2 8] Figare 2 s a schematic viewof stages of conununication betwesn the

example vehicle and identification device,
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DETAILED BESCRIPTION

{0029} Referring to Figures 1 and 2, a vehicle 20 includes an access control
system 24 that communicates with an wentification device or key fob 22, The key fob 22
mohudes a fivst transceiver 38 and a Bluetooth Low Energy ("BLE”) wanscoiver 40 capable of
performing distance measurement vig recevved signal strength mdicator ("RSSI), time of
flight (“TOF™), phase angle or delay, angle of arrival ("AQA™), angle of departure {(“AQD™),
The key fob 22 further mcludes a processor 42 configured o control operation of the first
transceiver 38 and the BLE vansceiver 40, The BLE teanscetver 40 prompts sctivation of the
first transcotver 38 once the measured distance 44 between the key fob 22 and the vehluele 20
is within a predefined range to reduce power consumption and lengthen battery life.

j8030] The access control system 24 includes a vehicle wansceiver 26 with a
short-range BLE transceiver module 28, a first transceiver module 36 and a vehicle processor
36, The access contrel system 24 oporates to control and cnable operation of vehicle
functions that are typically part of passive entry/passive start (PEPS) svstemis, In one
disclosed embodiment, the access control system 24 controls operation of an ignition svstem
32 and vehicke door Iatches 34

{0031} In one disclosed embodiment, the first franscetver 38 is a low frequency
("LF"} transcetver 38 and is in a deactivated or off condition when the key fob 22 15 cutside
of the predefined range. The LF transceiver 38 is controlled by the processor 42 in response
10 measurements {aken by the BLE transceiver 38, In one sxample embeodiment, the BLE
transceiver 38 is a BLE chip and determines the distance 44 with a RSSI, The power staie
{onfoff) of the L¥ ransceiver 40 inside key fob 22 is controlled by the processor 42 based on
information regarding distance that is determined utilizing only the BLE transcerver 38, The
LF transeeteer 30 draws most of the quiescent current from the battery 56 in the key fob 22,

{0832]  Accordingly, when the LY transceiver 40 is off, only the BLE transcesver
3R draws power from the battery 56. The reduced power drawn by the BLE transceiver 38
caables o signifivant increase in the operational life of the battery 36,

1033} Reforvng o Figure 2, with continued reference to Figare 1, a first phase of
operation of the key fob 22 is indicated at 46, The phase indicated at 46 is one where the key
fob 22 1s out of range of the vehicle transceiver 26, In the first phase 46, the BLE transeetver

38 sends out connection data in a process known as advertising at regolar intervals, The LF
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transceiver 40 is off and does not receive or transmit any data from the key fob 220 The
short-range BLE transceiver modale 28 of the vehicle transcetver 26 is active and scanning
for advertisements from the key fob 22, The first transceiver module 30 13 mactive and not
operating to receive signal m the first phase 46.

j0034] in ong example embodiment, during the first phase 46, the access control
system 24 disables operation of the ignition system 32 and the door handles 34, Disabling
operation of the door handles 34 prevemts the vchicle trapscorver 26 from triggering
Iransnussions in response to & brute force attack o the veluele. Disgbled the door handles 34
during the fivst phase 46 when the key fob 22 15 nowhere pear the velncle 20 prevents the
unintended frigger of a response by repeated pulling on the door handles 34, B should be
appreciated, that disabling of the door handles 34 and igninon are disclosed by way of
example and othor vehiele features way be disabled in the first phase 1o prevent unintended
intgeering of the vehicle transcerver 26 that could be utilized to gain unauthorized access to
the velucke,

f0835]  Once the key fob 22 mwoves into closer proximity with the vehicle 20 ag
shown i the second phase 48, a commuication hnk s established.  In one disclosed
embodiment, the second phase 48 occurs when the distance 44 15 less than about B meters
{328 feet). As appreciated, other distances may be vtlized and are within the contemplation
of this disclosure. Moreover, although the disclosed example utihizes RSS! to determune the
distance between the key fob 22 and the vehicle 20, other devices and techniques for
determuning distance can be utilized and are within the contemplation of this disclosure.

[6835] In the sccond phase 48, a communication link s established between the
BLE transcetver 38 within the key fob 22 and the BLE transcaver module 28 withan the
vehicle transceiver 26, The LF transceiver 44 within the key fob 22 and the LF ranseetver
module 30 within the velucle 20 remain off and/or deactivated, The distance 44 between the
key fob 22 and the vehicle 20 15 monitored and updated. Accordingly, a BLE conununication
tink 15 established while the LF wanscetver 40 receiver tomains off

J837] When the key fob 22 cstablishes a comnumication link with the vehicle 20,
the BLE transceiver 38 and the BLE transcerver module 28 perform range measurements

between the key fob 22 and the vehicle 26, The range measwoments can be performed
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ptilizing known range devices and techniques such as RSSE, TOF, Phase, AQA, and AQD
The measuared range is pertodically updated and stored in the key fob 22,

{3038]  In a third phase 50, the key fob 22 15 closer 1o the vehicle 22 and prompt
activation of the LF wanscetver 40, In one disclosed embodiment, once the key fob 22 35
within 10 meters (32 foet) of the velucle 20, the processor 42 turns on the LF transcetver 40
inside the kev fob 22, The vebicle transceoiver 26 also will activate the LF transeoivar module
30} to cstahlish an LF compwmication link,

[0639] As appreciated, in one disclosed ombodiment, the predefined thresheld
distance for activation the LF transceiver is 10 meters, however other distances may be
utilized and are within the contemplation of this disclosure.

j8040] Once the LF transcetver 38 is activated, the LF communication link is
utitized to perform ranging measurements. The LF commuanication hnk s capable of batter
and more accwate distance and position detorminations as compared o the BLE
communication Hnk, Accordingly, the LF communucation hink is utihized © provide precise
distance and postton deternunations that are stilized for measerements used for passive entry
and passive start fanctions of the vehicle 2

{0841]  In one example cmbodiment, the distance between the key fob 22 and the
vehicle 20 with the LF transceiver 40 and the first transeetver module 30 18 at a frequency
that increases as the wentification deviee 1s moved closer 1o the velucle 20,

joU42] in a fourth phase 32, the LF conununication link s utilized to provide the
precise meastrements required to enable access 1o the vehuele. In one disclosed embodiment,
actuation of the door latch 34 friggers a comparison of the measured distance deternned by
the LF commmunication link and a predefined threshold distance. The precise postton of the
key fob 22 relative to the vehicle 20 s determined by the comsmmication Hink bebween the LF
transceiver within the key fob 22 and the velucle transcerver 26 mstead of unhizing the less
accurate BLE communication link.

je043] In g fifth phase S, actoation of the vehicle ignition system 33 prompts
another comparison to assure that the key fob 22 i within the vehicle to enable starting and
operation of the vehicle. As appreciated, the relative positon of the key fob 22 required to
meet the predefined threshold valse can be any distance determined to indicate a desired

position of a vehicle operator for vehicle operation.  Again, the more accwate LF
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communieation link i3 atthzed to provide the desired precision of distance measurements to
cnable operation of the vehicle ignition 32,

{0044  Moreover, mecting the desired position threshold to enable operation of
the vehicle may also prompt a reduction m the freguency of ranging and distance
deternunation. As appreciated, the distance and ranging wmformation would be reinstituted at
mcreased frequencics based on vehicle oporation.

f0045]  In another disclosed embodiment, an ultra-wide band ("UWB”) transcetver
is utilized nstead of the exanmple LF wsceiver. The UWE tansceiver is operated ke the
LF transceiver by being beld nactive wtil the BLE transcetver indicates that the kev fob 22
is within a predeformined distance from the vehicle 20, The UWB transceiver is then uilized
to establish a conmwnunication hink and to determine a distance between the key fob 22 and the
vehicle 20.

j0046] Accordmgly, the cxample koy fob 22 mitlally advertises utilizing the BLE
transceiver 38 to keep power consumption low wmiil a conununication hink s established.
Once the BLE communtcation fink is established, a range between the key fob 22 and vebicle
is monttored and wpdated to prompt estabhishment of more accurste LF andior UWB
communication with the vehicle once within a predefined threshold distance. The LF aadior
UWB compmumication link with the velucle provides ncreascd ranging precision and
accuracy needed for operation of the vehicle access system.  Operation of the BLE
transceiver only until within a close proximity to the vehicle can significantly increase battery
hife and in some embodiments such an tmplomentation in PEPS systemn move than double
battery hife.

{0847 Although the different non-hinnting embodinments are illusirated a5 having
specific components or sfeps, the embodiments of this disclosure are not himited to those
particular combinations. B is possible 1o usc some of the components or features from any of
the non-himiting embodiments 1 combination with features or components from any of the
ather won-thmiting combodiments,

048] ft should be understood that bke reforence numerals  identfy
corresponding or similar clements throughout the several drawings, It should be understood

that although a particular component arcangement is disclosed and ilustrated m these
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exemplary enthodiments, other arvangements could also benefit from the teachings of this
disclosare.

{0049 The foregoing deseription shall be interpreted as iHustrative and not wn any
fimiting sense. A worker of ordinary skill in the ant would understand that centain
modifications coudd come within the scope of this disclosure.  For these reasons, the
following claims should be studied o determine the true scope and content of this disclosure.

j0056] Although an ecxample cmbodiment has been disclosed, a wotker of
ardinary’ skill in this art swould recognize that cortan modifications would come withun the
seope of this disclosure. For that reason, the following clamns should be studied to detenmine

the scope and content of this discloswre,
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What is claimed 1s;

i. A vehicle access system compnising!

an identification device including a first transceiver, a short-range transeeiver and a
processor configored to control the first transceiver and the shortrange transceiver fo activate
the first transcetver only when a distance measurement between the identification deviee and

a vehicle is within a predefined range as deternuned vtibizing the short-range tragsceiver.

2 The vehicle access svetem as secited in clabm 1, wheroin the first transeeiver is

in an off condition until being activated by the processor.

3. The vehicle access system as recited 1 clabm 2, wheresn the vehicle access
system Hsables vehicle access components i response to the ideotification device being

outside the predefined range.

4, The vehicle access system as recited m claim !, wherein the distance

measurement is based on a received signal strength indicator {RSSI).

R The vehicle accoss system as veewted in claim §, wherem the distance
measurement 13 based on ong of at least one of time of flight, phase angle, phase delay, angle

of arrival, and angle of departure.

&. The vehicle access svstem as recited 1 claim 1 including a vebiele transceiver
inclading a frst transcsiver modude for connmupicating with the figst transcetver and a shovt
range ransceiver module for conunpnicating with the shortrange transceiver and a vehicle
processor configured to control the first transceiver module and the short-range transceiver
module, wherein the fisst fransceiver modide s in an off condiion until the distancs

measurement between the identfication device and o vehicle is within the predefined rangs.
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7. The vehicle socess system as recited in clanm 6, wherein the vebucle processor
activates the first transcetver module in response to the distance measurement being within
the predefined range and the distance between the identification device and the vebicle 18

measured by communication botween the first transeeiver and the first transceiver modude.

8 The vehicle ancess systom as recited in clabm 7, wherein the first ransceiver
and the first transeeiver module are configured to measure the range wore precisely then the

shorf-range gapsceiver.

3 The vehicle sccess svstom as rectied 1o chaim |, wheredn the fivst ranseciver

comprises at least one of a low frequency reeeiver and aw ultra-wide band travscerver.

o The vehicle accoss systom as recited in clama &, wherein the shor-range

transceiver comprises 3 Bluctooth transcetver,
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i1, A method of operating a vehicke sccess control svstem comprising:

transmitting connection  information with a shortrange transceiver within an
wdentification device, wheremn the wdentification device also includes a first transcetver that is
deactivated:

csiablishing & comuection between the shortwange bansceiver and a shortrange
wansceiver module that is part of 3 vehicle transceiver, wherem the vehicle ranscetver further
includes & frst trapscerver module Ry communteating with the first ransceiver within the
identification device;

determining a distance between the identification device and the vehicle based only
on communication between the short range transeetver w the identification device and the
short range transceiver module of the velacle franseeiver; and

activating and cstablishing a commumnication link between the first transceiver within
the wdentification device and a first transceiver module within the vehicle transceiver

responsive to the determined distance being within a predefined range.

12, The method as recited mn clamm 11, wherein the first transceiver modale is in
an off condition wntil the distance measurement between the identification device and a

vehicle 15 within the predefined range.

13, The nethod as recited in claim 12, further comprising disabling operation of
vehicle access components in response to the wdentification device being outside of the

predefined range.

4, The mothod as recited i clam 12, further comprising dotermining the
distance ‘measurement between the identification device and the vehicle with the fust

transeeiverand the fist ransceiver modude once setivated.
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15, The method as rectted i clanm 13, further compnsing determimng the
distance between the densification deviee and the vehicle with the first transceiver and the
first transceiver module at a frequency that increases as the wdenufication device is moved

closer to the vehicle

16 The method as recited n claim 13, frther comprising comparing the
determined distance betwean the dentification device and the vehicle with a predefined entry
threshold in response to an attenpted entry into the vehicle and cnabling entry mio the

vehicle m response o the detornuned distanee being within the predefined entry threshold.

17.  The method as recited i claim 16, further comprising comparing the distance
determined by the first ranseetver to a threshold distance and enabling vehicle starting

response to the distance being within the threshold distance.

18, The method as recited in clm 17, forther comprising reducing a frequency
that the distance bepween the identification device and the vehiole 15 determined with the

short-range transceiver i response o the starting of the vehicle.

1. The method as recited in claim 11, wherein deternuning the distance between
the identification device and the vehicle is deternmined otiltzang one of a received signal
strength indicator, wume of flight, phase angle, phase delay, angle of arnival, and angle of

departure.

20, The method as recited n claim 11, wherein the first fransceiver comprises at
feast one of a low frequency transceiver and an uliva-wide band transceiver and the short-

range transceiver comprises a Bluctooth transceiver,
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