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NTSTATUS
NtFilterToken (
IN HANDLE ExistingTokenHandle,
IN ULONG Flags,
IN PTOKEN_GROUPS SidsToDisable OPTIONAL,
IN PTOKEN_PRIVILEGES PrivilegesToDelete OPTIONAL,
IN PTOKEN_GROUPS RestrictingSids OPTIONAL,
OUT PHANDLE NewTokenHandle

);
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(13) JP 4414092 B2 2010.2.10

WINADVAPI

BOOL

APIENTRY

CreateRestrictedToken(
IN HANDLE ExistingTokenHandle,
IN DWORD Flags,
IN DWORD DisableSidCount,
IN PSID_AND_ATTRIBUTES SidsToDisable OPTIONAL,
IN DWORD DeletePrivilegeCount,
IN PLUID_AND_ATTRIBUTES PrivilegesToDelete OPTIONAL,
IN DWORD RestrictedSidCount,
IN PSID_AND_ATTRIBUTES SidsToRestrict OPTIONAL,
OUT PHANDLE NewTokenHandle

);
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(14) JP 4414092 B2 2010.2.10

Typedef struct _"TOKEN {
TOKEN_SOURCE TokenSource; // Ro: 16 /31 I
LUID Tokenld; // Ro: 8 34 K
LUID AuthenticationlId; I Ro: 8 /31 |
LUID ParentTokenld,; /I Ro: 8 /31 K
LARGE_INTEGER ExpirationTime; I Ro: 8 /XA K
LUID ModifiedlId; Il Wr: 8 73A b
10

ULONG UserAndGroupCount; Il Ro: 4 34 |
ULONG RestrictedSidCount; I Ro: 4 /31 |k
ULONG PrivilegeCount; Il Ro: 4 /N1 |k
ULONG VariableLength; // Ro: 4 /"1 |k
ULONG DynamicCharged; /I Ro: 4 /"A |
ULONG DynamicAvailable; 1 Wr: 4 31 &~ (Mod)
ULONG DefaultOwnerIndex; I Wr: 4 234 |~ (Mod) 20
PSID_AND_ATTRIBUTES UserAndGroups; /I Wr: 4 734k (Mod)
PSID_AND_ATTRIBUTES RestrictedSids; /l Ro: 4 /314 k
PSID PrimaryGroup; /I Wr: 4 /34 = (Mod)
PLUID_AND_ATTRIBUTES Privileges; /I Wr: 4 751 | (Mod)
PULONG DynamicPart; I Wr: 4 234 |~ (Mod)
PACL DefaultDacl; Il Wr: 4 314~ (Mod)
TOKEN_TYPE TokenType; I/ Ro: 1 31 K 30
SECURITY_IMPERSONATION_LEVEL

ImpersonationLevel; I/ Ro: 1314 &
UCHAR TokenFlags; //Ro: 4 )54 |k
BOOLEAN TokenInUse; HWr: 131 &
PSECURITY_TOKEN_PROXY_DATA ProxyData; /I Ro: 4 /34 b
PSECURITY_TOKEN_AUDIT_DATA AuditData; /I Ro: 4 /XA | 40
ULONG VariablePart; Il Wr: 4 31 1~ (Mod)

} TOKEN, * PTOKEN;
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