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(57) ABSTRACT

Technologies and techniques for providing third party noti-
fications within a workspace on a processing device in
medical computer system. The third party notifications are
effectuated using a third party information manager that
monitors inputs or changes to system information, such as
the information that is pertinent to a currently displayed
workspace, and then obtain third party messaging related to
these inputs or changes. Additionally, a display decision
manager is used to then determine the manner of displaying
the third party messaging in the workspace based on either
a determined priority of the messaging or the current content
of the workspace. This selective managing of the third party
messaging affords customization to the system that mitigates
user alert fatigue caused by simply allowing all messages to
be displayed.

18 Claims, 10 Drawing Sheets
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APPARATUS, SYSTEMS, AND METHODS
FOR THIRD-PARTY INFORMATION
DISPLAY IN A USER INTERFACE IN A
MEDICAL COMPUTER SYSTEM
ENVIRONMENT

FIELD OF TECHNOLOGY

The present disclosure is directed to technologies and
techniques for providing display of third party information
in a user interface in a medical computer system environ-
ment. More specifically, the present disclosure is directed to
the specific times and ways for displaying third party
information such as Clinical Decision Support (CDS) Hooks
in a workspace.

BACKGROUND

Medical computer systems have become critical aspects
of modern-day health care, and include systems such as
hospital information systems (HIS s), health information
management (HIM) systems, electronic health record (EHR)
systems and associated health information technology (HIT)
that may incorporate aspects of medical record systems,
medical imaging, personal health records, and patient track-
ing systems. These system architectures have been config-
ured using a single level platform and/or a plurality of levels
(e.g., government level, territory level, and patient carrying
level) and are generally supported in client-server architec-
tures for networking and processing.

For many medical record systems, third party information
providers, such as Clinical Decision Support (CDS) Hooks,
are increasingly being integrated into such systems. The
third party providers offer notifications related to current
workspace items and are increasingly becoming an impor-
tant part of clinician workflow when using medical record
systems. In the case of CDS Hooks, in particular, this is a
third party application program interface (API) that may be
integrated within and/or used with a medical record system
where the API intercepts or “hooks” function calls, events,
or messages occurring in the medical record system and,
based on the data particular to those calls, events, or mes-
sages, determines relevant notifications related thereto that
may be made available to a user. Typically, however, there
is not a standard way to display and interact with such third
party notifications.

SUMMARY

Various apparatus, systems and methods are disclosed
herein relating to workspace navigation in a processing
device operating environment including providing status
indication for segmented controls.

In some illustrative embodiments, an apparatus for pro-
viding third party notifications for a processing device in a
healthcare record system is disclosed. The apparatus
includes a processor and a memory operatively coupled to
the processor. Furthermore, the apparatus includes a work-
space manager circuitry configured to generate a workspace
for the processing device, and a third party information
manager configured to monitor inputs or changes to system
information within the processing device and obtain third
party messaging related to the inputs or changes to the
system information. Moreover, the apparatus includes a
notification display decision manager configured to deter-
mine the manner of displaying the third party messaging in
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the workspace based on at least one of a determined priority
of the third party messaging and content of a current
workspace.

In other illustrative embodiments, a method for providing
third party notifications for a processing device in a health-
care record system as disclosed. The method includes gen-
erating a workspace for the processing device and monitor-
ing inputs or changes to system information within the
processing device and obtaining third party messaging
related to the inputs or changes to the system information
with a third party information manager. Furthermore, the
method includes determining the display of the third party
messaging in the workspace based on at least one of a
determined priority of the third party messaging and a
content of a current workspace.

In yet other illustrative embodiments, a non-transitory
computer readable media containing computer executable
instructions for performing a method to display third party
messages in a workspace on a processing device is dis-
closed. The media includes code for generating a workspace
for the processing device, and code for monitoring inputs or
changes to system information within the processing device.
Additionally, the media includes code for obtaining third
party messaging related to the inputs or changes to the
system information with a third party information manager,
and code for determining the display of the third party
messaging in the workspace based on at least one of a
determined priority of the third party messaging and a
content of a current workspace.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example
and not limitation in the figures of the accompanying
drawings, in which like references indicate similar elements
and in which:

FIG. 1 illustrates a simplified view of a processor-based
computer system configured to provide system such as an
electronic health record system;

FIG. 2 schematically illustrates an operating environment
for processing devices and a server communicatively
coupled to a network for processing data, such as segmented
control data, under an illustrative embodiment;

FIG. 3 schematically illustrates an operating environment
for a processing device configured to process data, such as
segmented control data, under an illustrative embodiment;

FIG. 4 shows another operating environment for an elec-
tronic healthcare record system utilizing a third party appli-
cation or hook to display clinical decision support (CDS)
notifications or information under an illustrative embodi-
ment;

FIG. 5 shows an exemplary workspace display including
3" party notification information under an illustrative
embodiment;

FIG. 6 shows an exemplary alert icon under an illustrative
embodiment;

FIG. 7 illustrates a workspace display including a fly-out
notification of third party provided information under an
illustrative embodiment;

FIG. 8 illustrates another workspace display including a
fly-out notification of third party provided information under
an illustrative embodiment; and

FIG. 9 illustrates another workspace display including a
pop-up or toaster style notification of third party provided
information under an illustrative embodiment; and
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FIG. 10 illustrates a method for displaying notifications of
third party provided information under an illustrative
embodiment.

DETAILED DESCRIPTION

Various embodiments will be described herein below with
reference to the accompanying drawings. In the following
description, well-known functions or constructions are not
described in detail since they may obscure the invention in
unnecessary detail.

It will be understood that the structural and algorithmic
embodiments as used herein does not limit the functionality
to particular structures or algorithms, but may include any
number of software and/or hardware components. In gen-
eral, a computer program product in accordance with one
embodiment comprises a tangible computer usable medium
(e.g., hard drive, standard RAM, an optical disc, a USB
drive, or the like) having computer-readable program code
embodied therein, wherein the computer-readable program
code is adapted to be executed by a processor (working in
connection with an operating system) to implement one or
more functions and methods as described below. In this
regard, the program code may be implemented in any
desired language, and may be implemented as machine
code, assembly code, byte code, interpretable source code or
the like (e.g., via C, C++, C #, Java, ActionScript, Swift,
Kotlin, Xcode, Objective-C, Javascript, CSS, XML, etc.).
Furthermore, the term “information” as used herein is to be
understood as meaning digital information and/or digital
data, and that the term “information” and “data” are to be
interpreted as synonymous.

In addition, while conventional hardware components
may be utilized as a baseline for the apparatuses and systems
disclosed herein, those skilled in the art will recognize that
the programming techniques and hardware arrangements
disclosed herein, embodied on tangible mediums, are con-
figured to transform the conventional hardware components
into new machines that operate more efficiently (e.g., pro-
viding greater and/or more robust data, while using less
processing overhead and/or power consumption) and/or
provide improved user workspaces and/or toolbars for
human-machine interaction.

It is noted that as third party information and notification
providers such as CDS Hooks become an accepted standard
for electronic health record integration points, the user
interfaces used to display and interact with the CDS Hook
notifications will become increasingly important for clini-
cian workflow. Although technical messaging standards
exist to transport CDS Hook-based messages to electronic
healthcare record systems, for example, methods and appa-
ratus for displaying the information to system users in more
useful and meaningful ways has yet to be developed.
Accordingly, the present disclosure provides systems, meth-
ods, and apparatus for displaying third party information
such as CDS Hook information that is scalable across
various workspaces within an electronic heath record sys-
tem, and also may be applicable to other clinical applica-
tions.

Additionally, it is noted that it currently known to provide
Clinical Decision Support (CDS) information at the point of
care (POC) as close to the workflow as possible without
being intrusive. In some systems, this provision of informa-
tion is based on suggestions in the CDS Hooks specification
(e.g., draft form of v 1.0), which allows for innovation on
various platforms by both internal and external parties. In
particular, the present disclosure provides various user-
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interface mechanisms for displaying the third party infor-
mation (e.g., CDS information) that mitigate the problem of
provider “alert-fatigue” by allowing electronic healthcare
records system to be configured to allow selection between
interruptive or passive notifications based on third party
parameter (e.g., CDS Hook parameters) that best match a
user goal for a particular workflow.

Turning to FIG. 1, a system 100 is shown for generating
workspaces for a computing environment in a medical
records computer system, for example. The system 100 may
include one or more computing devices 102, which may be
workstations, personal computers (PCs), laptops, tablets,
etc., that are coupled to a computer network 108. Addition-
ally, the system 100 may include wireless access points (e.g.,
AP 106) for wireless communication with further computing
devices 104. A server 110 may also be communicatively
coupled to the network 108 and communicate with any of
computing devices 102, 104. While only a few computing
devices are shown in the figure, those skilled in the art will
recognize that any number of suitable computing devices
may be coupled to network 108. Similarly, server 110 may
be configured as a stand-alone server, or may be part of a
server network that includes a plurality of server, or a cloud
server network. Server 110 may be coupled to a central
storage database(s) 112, that stores data associated with the
medical records system, including data concerning work-
spaces and controls. As will be explained in further detail
below, the data from database 112, as well as data from
computing devices 102 and 104 may be processed by server
110 to provide computer workspaces and toolbars including
sequence controls and allow for third party notifications that
may relate to a particular viewed workspace or domain.

FIG. 2 shows an operating environment for a system 200
that includes a processing device 202, which may be con-
figured as any of computer devices 102, 104, and a server
220, which may be configured as server 110, communicating
via the network 108, wherein the system is configured to
provide customized computer workspaces for various dif-
ferent system operations under an illustrative embodiment.
In the illustrative embodiment, the processing device 202
includes a processor 210 or processor circuitry, one or more
peripheral devices 204, memory/data storage 206, commu-
nication circuitry 212, a third party information display
module 214, and a workspace module 216.

Workspace module 216 is configured to generate work-
spaces for device 202 that may include, but is not limited to,
segmented controls, toolbars, interfaces, dialog, fly-out or
pop-up boxes, and other formatting related to a medical
application being executed on device 202. The workspace
module 216 may be configured to receive manual inputs and
also receive automatically generated workspace data includ-
ing data received from the third party information display
module 214, which is configured to receive third party
notifications and other information and display alerts in the
workspace. In some illustrative embodiments, third party
information display module 214 and workspace module 216
may be incorporated into memory/data storage 206 with or
without a secure memory area, or may be a dedicated
component, or incorporated into the processor 210. Of
course, processing device 202 may include other or addi-
tional components, such as those commonly found in a
digital apparatus and/or computer (e.g., sensors, various
input/output devices), in other embodiments. Additionally,
in some embodiments, one or more of the illustrative com-
ponents may be incorporated in, or otherwise form a portion
of, another component. For example, the memory/data stor-
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age 206, or portions thereof, may be incorporated in the
processor 210 in some embodiments.

The processor 210 may be embodied as any type of
processor currently known or developed in the future and
capable of performing the functions described herein. For
example, the processor 210 may be embodied as a single or
multi-core processor(s), digital signal processor, microcon-
troller, or other processor or processing/controlling circuit.
Similarly, memory/data storage 206 may be embodied as
any type of volatile or non-volatile memory or data storage
currently known or developed in the future and capable of
performing the functions described herein. In operation,
memory/data storage 206 may store various data and soft-
ware used during operation of the processing device 210
such as access permissions, access parameter data, operating
systems, applications, programs, libraries, and drivers.

Memory/data storage 206 may be communicatively
coupled to the processor 210 via an I/O subsystem 208,
which may be embodied as circuitry and/or components to
facilitate input/output operations with the processor 210,
memory/data storage 206, and other components of the
processing device 202. For example, the I/O subsystem 208
may be embodied as, or otherwise include, memory con-
troller hubs, input/output control hubs, firmware devices,
communication links (i.e., point-to-point links, bus links,
wires, cables, light guides, printed circuit board traces, etc.)
and/or other components and subsystems to facilitate the
input/output operations. In some embodiments, the 1/O
subsystem 208 may form a portion of a system-on-a-chip
(SoC) and be incorporated, along with the processor 210,
memory/data storage 206, and other components of the
processing device 202, on a single integrated circuit chip.

The processing device 202 includes communication cir-
cuitry 212 (communication interface) that may include any
number of devices and circuitry for enabling communica-
tions between processing device 202 and one or more other
external electronic devices and/or systems. Similarly,
peripheral devices 204 may include any number of addi-
tional input/output devices, interface devices, and/or other
peripheral devices. The peripheral devices 204 may also
include a display, along with associated graphics circuitry
and, in some embodiments, may further include a keyboard,
a mouse, audio processing circuitry (including, e.g., ampli-
fication circuitry and one or more speakers), and/or other
input/output devices, interface devices, and/or peripheral
devices.

The server 220 may be embodied as any type of server
(e.g., aweb server, etc.) or similar computing device capable
of performing the functions described herein. In the illus-
trative embodiment of FIG. 2 the server 220 includes a
processor 228, an I/O subsystem 226, a memory/data storage
224, communication circuitry 232, and one or more periph-
eral devices 222. Components of the server 220 may be
similar to the corresponding components of the processing
device 202, the description of which is applicable to the
corresponding components of server 220 and is not repeated
herein for the purposes of brevity.

The communication circuitry 232 of the server 220 may
include any number of devices and circuitry for enabling
communications between the server 220 and the processing
device 202. In some embodiments, the server 220 may also
include one or more peripheral devices 222. Such peripheral
devices 222 may include any number of additional input/
output devices, interface devices, and/or other peripheral
devices commonly associated with a server or computing
device. The server 220 also includes a third party informa-
tion manager/module/circuitry 234, which is responsible for

20

30

35

40

45

50

6

processing data from or sending data to third party infor-
mation display module 214 in device 202, as well as
managing the receipt of third party information from a third
party provider, such as CDS Hooks. The third party infor-
mation manager/module/circuitry 234 also communicates
with workspace manager module 230 in order to generate
workspaces having desired displays of the notifications from
the third party provider, as will be discussed in more detail
herein. Additionally, in certain aspects modules 230 and 234
are configured to interface such that the third party notifi-
cations are selectively displayed based on contextual infor-
mation about the state of the workspace. That is, the noti-
fications may or may not be displayed based on whether the
notifications are sufficiently relevant to the current goals/
tasks of a current workspace, as will also be discussed later
herein.

Under an illustrative embodiment, when users interact
with software being executed on device 202, they may add,
modify, or consume/view data related to a workspace,
toolbar, and/or the software data itself. Additionally, based
on user interactions, the third party information manager/
module/circuitry 234 will generate notifications that are sent
to the workspace manager module 230, which may be
configured to modify an existing workspace and/or toolbars
based on the notifications, and transmit the modified work-
space to workspace module 216, which loads the modified
workspace into device 202 during operation.

The disclosed configuration is particularly advantageous
for customizing workspaces in a medical software environ-
ment, by allowing the system (e.g., 200) to customize
workspaces for users. The customization may be based on
any number of factors including, but not limited to, the
medical position of the user (e.g., IT staff, nurse, doctor,
technician, etc.), the medical process being used or reviewed
during software execution (e.g., medical imaging, pharma-
ceutical, accounting), location of user, user team group, and
so forth. As users from an organization enter customization
data or selections during software use, the system (e.g., 200)
may customize the workspaces to provide optimal display,
positioning and functionality of the workspace to each group
according to their needs and/or preferences.

In the illustrated embodiment, communication between
the server 220 and the processing device 202 takes place via
the network 108 that may be operatively coupled to one or
more network switches (not shown). In one embodiment, the
network 108 may represent a wired and/or wireless network
and may be or include, for example, a local area network
(LAN), personal area network (PAN), storage area network
(SAN), backbone network, global area network (GAN),
wide area network (WAN), or collection of any such com-
puter networks such as an intranet, extranet or the Internet
(i.e., a global system of interconnected network upon which
various applications or service run including, for example,
the World Wide Web). Generally, the communication cir-
cuitry of processing device 202 and the communication
circuitry 232 of the server 220 may be configured to use any
one or more, or combination, of communication protocols to
communicate with each other such as, for example, a wired
network communication protocol (e.g., TCP/IP), a wireless
network communication protocol (e.g., Wi-Fi, WIMAX), a
cellular communication protocol (e.g., Wideband Code
Division Multiple Access (W-CDMA)), and/or other com-
munication protocols. As such, the network 108 may include
any number of additional devices, such as additional com-
puters, routers, and switches, to facilitate communications
between the processing device 202 and the server 220.
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FIG. 3 is an exemplary embodiment of a computing
device 300 (such as processing devices 102, 104, 202), and
may be a personal computer, smart phone, tablet computer,
laptop and the like. Device 300 may include a central
processing unit (CPU) 301 (which may include one or more
computer readable storage mediums), a memory controller
302, one or more processors 303, a peripherals interface 304,
RF circuitry 305, audio circuitry 306, accelerometer 307,
speaker 321, microphone 322, and input/output (I/O) sub-
system 324 having display controller 318, control circuitry
for one or more sensors 319 and input device control 320.
These components may communicate over one or more
communication buses or signal lines in device 300. It should
be appreciated that device 300 is only one example of a
portable multifunction device, and that device 300 may have
more or fewer components than shown, may combine two or
more components, or a may have a different configuration or
arrangement of the components. The various components
shown in FIG. 3 may be implemented in hardware or a
combination of hardware and software, including one or
more signal processing and/or application specific integrated
circuits.

Memory (or storage) 308 may include high-speed random
access memory (RAM) and may also include non-volatile
memory, such as one or more magnetic disk storage devices,
flash memory devices, or other non-volatile solid-state
memory devices. Access to memory 308 by other compo-
nents of the device 300, such as processor 303, and periph-
erals interface 304, may be controlled by the memory
controller 302. Peripherals interface 304 couples the input
and output peripherals of the device to the processor 303 and
memory 308. The one or more processors 303 run or execute
various software programs and/or sets of instructions stored
in memory 308 to perform various functions for the device
300 and to process data. In some embodiments, the periph-
erals interface 304, processor(s) 303, decoder 313 and
memory controller 302 may be implemented on a single
chip, such as a chip 301. In other embodiments, they may be
implemented on separate chips.

RF (radio frequency) circuitry 305 receives and sends RF
signals, also known as electromagnetic signals. The RF
circuitry 305 converts electrical signals to/from electromag-
netic signals and communicates with communications net-
works and other communications devices via the electro-
magnetic signals. The RF circuitry 305 may include well-
known circuitry for performing these functions, including
but not limited to an antenna system, an RF transceiver, one
or more amplifiers, a tuner, one or more oscillators, a digital
signal processor, a CODEC chipset, a subscriber identity
module (SIM) card, memory, and so forth. RF circuitry 305
may communicate with networks, such as the Internet, also
referred to as the World Wide Web (WWW), an intranet
and/or a wireless network, such as a cellular telephone
network, a wireless local area network (LAN) and/or a
metropolitan area network (MAN), and other devices by
wireless communication. The wireless communication may
use any of a plurality of communications standards, proto-
cols and technologies, including but not limited to Global
System for Mobile Communications (GSM), Enhanced Data
GSM Environment (EDGE), high-speed downlink packet
access (HSDPA), wideband code division multiple access
(W-CDMA), code division multiple access (CDMA), time
division multiple access (TDMA), Bluetooth, Wireless
Fidelity (Wi-Fi) (e.g., IEEE 802.11a, IEEE 802.11b, IEEE
802.11g and/or IEEE 802.11n), voice over Internet Protocol
(VoIP), Wi-MAX, a protocol for email (e.g., Internet mes-
sage access protocol (IMAP) and/or post office protocol
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(POP)), instant messaging (e.g., extensible messaging and
presence protocol (XMPP), Session Initiation Protocol for
Instant Messaging and Presence Leveraging Extensions
(SIMPLE), and/or Instant Messaging and Presence Service
(IMPS)), and/or Short Message Service (SMS)), or any other
suitable communication protocol, including communication
protocols not yet developed as of the filing date of this
document.

Audio circuitry 306, speaker 321, and microphone 322
provide an audio interface between a user and the device
300. Audio circuitry 306 may receive audio data from the
peripherals interface 304, converts the audio data to an
electrical signal, and transmits the electrical signal to
speaker 321. The speaker 321 converts the electrical signal
to human-audible sound waves. Audio circuitry 306 also
receives electrical signals converted by the microphone 321
from sound waves, which may include utterances from a
speaker. The audio circuitry 306 converts the electrical
signal to audio data and transmits the audio data to the
peripherals interface 304 for processing. Audio data may be
retrieved from and/or transmitted to memory 308 and/or the
RF circuitry 305 by peripherals interface 304. In some
embodiments, audio circuitry 306 also includes a headset
jack for providing an interface between the audio circuitry
306 and removable audio input/output peripherals, such as
output-only headphones or a headset with both output (e.g.,
a headphone for one or both ears) and input (e.g., a micro-
phone).

1/0 subsystem 324 couples input/output peripherals on
the device 300, such as touch screen 315, sensors 316 and
other input/control devices 317, to the peripherals interface
304. The I/O subsystem 324 may include a display controller
318, sensor controllers 319, and one or more input control-
lers 320 for other input or control devices. The one or more
input controllers 320 receive/send electrical signals from/to
other input or control devices 317. The other input/control
devices 317 may include physical buttons (e.g., push but-
tons, rocker buttons, etc.), dials, slider switches, joysticks,
click wheels, and so forth. In some alternate embodiments,
input controller(s) 320 may be coupled to any (or none) of
the following: a keyboard, infrared port, USB port, and a
pointer device such as a mouse, an up/down button for
volume control of the speaker 321 and/or the microphone
322. Touch screen 315 may also be used to implement
virtual or soft buttons and one or more soft keyboards.

Touch screen 315 provides an input interface and an
output interface between the device and a user. Display
controller 318 receives and/or sends electrical signals from/
to the touch screen 315. Touch screen 315 displays visual
output to the user. The visual output may include graphics,
text, icons, video, and any combination thereof. In some
embodiments, some or all of the visual output may corre-
spond to user-interface objects. Touch screen 315 has a
touch-sensitive surface, sensor or set of sensors that accepts
input from the user based on haptic and/or tactile contact.
Touch screen 315 and display controller 318 (along with any
associated modules and/or sets of instructions in memory
308) detect contact (and any movement or breaking of the
contact) on the touch screen 315 and converts the detected
contact into interaction with user-interface objects (e.g., one
or more soft keys, icons, web pages or images) that are
displayed on the touch screen. In an exemplary embodiment,
a point of contact between a touch screen 315 and the user
corresponds to a finger of the user. Touch screen 315 may
use LCD (liquid crystal display) technology, or LPD (light
emitting polymer display) technology, although other dis-
play technologies may be used in other embodiments. Touch
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screen 315 and display controller 318 may detect contact
and any movement or breaking thereof using any of a
plurality of touch sensing technologies now known or later
developed, including but not limited to capacitive, resistive,
infrared, and surface acoustic wave technologies, as well as
other proximity sensor arrays or other elements for deter-
mining one or more points of contact with a touch screen
315.

Device 300 may also include one or more sensors 316
such as heart rate sensors, touch sensors, optical sensors that
comprise charge-coupled device (CCD) or complementary
metal-oxide semiconductor (CMOS) phototransistors. The
optical sensor may capture still images or video, where the
sensor is operated in conjunction with touch screen display
315. Device 300 may also include one or more accelerom-
eters 307, which may be operatively coupled to peripherals
interface 304. Alternately, the accelerometer 307 may be
coupled to an input controller 320 in the I/O subsystem 226.
The accelerometer is preferably configured to output accel-
erometer data in the X, y, and z axes.

In some illustrative embodiments, the software compo-
nents stored in memory 308 may include an operating
system 309, a communication module 310, a text/graphics
module 311, a Global Positioning System (GPS) module
312, decoder 313 and applications 314. Operating system
309 (e.g., Darwin, RTXC, LINUX, UNIX, OS X, WIN-
DOWS, or an embedded operating system such as
VxWorks) includes various software components and/or
drivers for controlling and managing general system tasks
(e.g., memory management, storage device control, power
management, etc.) and facilitates communication between
various hardware and software components. Communica-
tion module 310 facilitates communication with other
devices over one or more external ports and also includes
various software components for handling data received by
the RF circuitry 305. An external port (e.g., Universal Serial
Bus (USB), Firewire, etc.) may be provided and adapted for
coupling directly to other devices or indirectly over a
network (e.g., the Internet, wireless LAN, etc.).

Text/graphics module 311 includes various known soft-
ware components for rendering and displaying graphics on
the touch screen 315, including components for changing
the intensity of graphics that are displayed. As used herein,
the term “graphics” includes any object that can be dis-
played to a user, including without limitation text, web
pages, icons (such as user-interface objects including soft
keys), digital images, videos, animations and the like. Addi-
tionally, soft keyboards may be provided for entering text in
various applications requiring text input. GPS module 312
determines the location of the device and provides this
information for use in various applications. Applications 314
may include various modules, including health monitoring
software, sensor software, navigation software, mapping,
address books/contact list, email, instant messaging, and the
like.

Turning to FIG. 4, a further exemplary electronic health
record system 400 is illustrated including the use of an
integrated third party information provider application (e.g.,
a hook application to hook information and notifications). In
particular, the example of FIG. 4 illustrates a system 400 for
a using an application such as CDS Hooks, but the disclo-
sure is not limited to such and could be applied to various
other third party information providers. It is noted that in the
particular example of CDS Hooks, user activity inside an
electronic health record (EHR) system, such as the system
402 (also 200 as shown in FIG. 2), will trigger the CDS
Hooks application in real-time. As an example, the system
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402 may include a third party hook application, API, man-
ager, or circuitry 404 that is configured to be triggered by
events occurring in the system 402. In particular, the third
party hook application 404 may monitor a system processor
406 or a workspace manager circuitry 408, as examples, for
various events occurring in the system 402. When the event
occurs, the third party hook application 404 may access a
database 410 that includes clinical decision notification
related to the various events occurring. In an aspect, data-
base 410 may be separate or merely a part of the system
database as illustrated by lines 412 and/or communicatively
coupled to another database 414, which may be the database
for system 402. The application 404 is configured to pull
data, information, or notifications (termed “CDS cards” for
the CDS Hooks application, in particular). Additionally, the
database 410 may receive updated third party information
directly from a network 416, which may be the internet as
an example, or via the system 402 accessing proprietary
information via the internet as illustrated by a dashed line
communicative coupling from the system 402 to the network
416. Information obtained with application 404 is sent either
to the processor 406 or the workspace manager 408, which
in turn send the information or notifications to system
devices 418 (e.g., device 202 in FIG. 2).

In a specific example, a CDS Hooks application used as
application 404 may be triggered during various events in
the EHR system 402. In one example, a patient view, such
as during the opening of a new patient record, may trigger
the application 404 to pull notification data. Other triggers
may include a medication prescribe operation when a new
prescription is authored and entered into the EHR system
402. Yet a further trigger may include an order-review upon
viewing pending orders for approval in the EHR system 402.
In particular implementations, when a triggering activity
occurs, the EHR 402 notifies each CDS service registered
for the activity. These services then provide near-real-time
feedback about the triggering event. Each service gets basic
details about the EHR context via a context parameter of the
hook, plus whatever service-specific data are required, with
may be via a pre-fetch-template parameter.

In further aspects, it is noted that the database 410 may
utilize Fast Healthcare Interoperability Resources (FHIR),
which is a proposed standard created by the Health Level
Seven International (HL7) health-care standards organiza-
tion describing data formats and elements known as
“resources” and third party application programming inter-
faces (API), such as application 404, for exchanging elec-
tronic health records. In certain aspects, FHIR uses a web-
based suite of API technology, including HTTP-based
RESTful protocol, HTML, and Cascading Style Sheets for
user interface integration. Additionally, the application 404
may utilize a choice of JSON, XML or RDF for data
representation, and Atom for results. FHIR facilitates inter-
operation between legacy health care systems in order to
make it easy to provide health care information to health
care providers and individuals on a wide variety of devices
(e.g., computers, tablets, mobile phones, etc.) and allow
third-party application developers to provide medical appli-
cations that may be easily integrated into existing systems.

Of further note, in CDS Hooks, in particular, the infor-
mation or notifications are termed “CDS Cards,” which are
to be understood as being synonymous with the term “noti-
fications™ used herein. These cards provide decision support
services representing discrete recommendations or sugges-
tions that are presented to the user within the EHR 402. Each
CDS service can return any number of cards in response to
a particular hook. The cards may convey some combination
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of text (i.e., an information card), alternative suggestions
(i.e., a suggestion card), and/or links to apps or reference
materials (i.e., an app link card). A user may view these
cards as they are integrated or embedded in the EHR 402,
and may also interact with them in different ways, such as
providing text for the user to read in the case of an
information card, providing a button or clickable area to
populate a suggested change into the EHR 402 in the case of
suggestion cards, or provides a link to an app (e.g., a
SMART app) where the user can supply details, step through
a flowchart, or do anything else required to help reach an
informed clinical decision.

The present disclosure further provides methods and
apparatus for deciding when and how to display the notifi-
cations or CDS cards based on context of the workspace or
information being displayed to a user of the system 402.
Accordingly, the system 402 further includes a notification
display decision manager 420 that is configured to decide
when and how to displays the notifications and CDS cards.

As an example of the display of notifications or CDS
cards, FIG. 5 illustrates an exemplary workspace display
500 including 3rd party notification information under an
illustrative embodiment. As may be seen in a portion of
display 500, exemplary indicators are displayed for the three
types of hooks in the CDS Hooks application discussed
above, but it should be understood that the invention is not
limited to such. Accordingly, display 500 illustrates a patient
view alert icon 502, a prescription/medication view alert
icon 504, and an order view alert icon 506. As the third party
applications do not necessitate or specify how to display the
notifications or cards, and because a user does not always
wish to view every notification or card in all situations, the
present invention provides for the minimized views shown,
and further includes indicators (boxes or badges 508 as an
example) that show notifications or cards have been
received, and may even show the number of notifications.
Additionally, as may be seen in FIG. 5, in certain aspects the
alert icons or areas 502, 504, and 506 may be arranged in an
alert bar 510 that can be placed at the frame of an EHR user
interface, where the icons may serve as a launching mecha-
nism, as well as being passive and required selection to
launch viewing the third party notifications or messages.

In an aspect, the notification display decision manager
420 is configured to generate the information for these
displayed alert icons 502, 504, 506 and the badges 508, and
also decide whether or not to impose or overlay on the
workspace 500 with an active pop-up (e.g., “Toaster” style
alert) or fly-out message or a notification dependent on the
context of workspace and the information being access/
viewed by the user, rather than passive indication in a
toolbar or an icon as shown in FIG. 5. According to certain
aspects, the present methodology for displaying the third
party information, notifications or alerts are configured to
present the specific information at the point of care (POC)
where the data that is most important to the clinical user of
the EHR system will be actively displayed.

In the case of CDS Hooks, in particular, it is noted that the
CDS Hook display mechanisms support rules that determine
where CDS Hooks cards are rendered in in the workspace
shown on the user interface (UI). The mechanisms may be
based on card attributes where the CDS Hooks standard
supports the following indicators: (1) Information, (2) Warn-
ing, and (3) a Hard-stop. Additionally, the presently dis-
closed systems may support interruptive or active alerts such
as pop-up of “Toaster” alerts for CDS Hooks following a
prioritization of hard-stop indicators for active alerts noti-
fications (i.e., pop-ups or other overlaying messaging)
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according to a “hard-stop rule”, whereas passive alert bar
notifications are only provided for information and warn-
ings. This prioritization and decision to show only certain
higher priority CDS notifications serves to avoid “alert-
fatigue” in the clinical user and is only to be interrupted for
the most crucial or highest priority messages or notifica-
tions, with passive alerting via a motion-based icon display,
as an example for the info and warnings.

FIG. 6 shows an example of a passive style alert icon
under an illustrative embodiment. In this example, the alert
icon or area 504 from FIG. 5 is illustrated to show various
features that may be included according to various aspects.
In particular, the alert icon 504 may include an indicator area
602 that is configured to alert a user that new CDS notifi-
cations or messages are available for viewing. The indicator
602 may be a motion-based indicator that visually (or
audibly) alerts the user that there are new CDS Hook
notification messages to view, such as by blinking or a
changed appearance (e.g., color). Moreover, the system may
be configured such that the motion indicator 602 does not
show once the user interacts with the alert icon 504 and has
viewed the new CDS Hook message information.

Furthermore, the alert 504 may include badges 508 that
are used to indicate the urgency or importance of what the
CDS hook information will convey, as well as the number of
messages. For example, badge 5084 may provide an indi-
cation of an information message and the number of mes-
sages (i.e., 1 in this example), and badge 50856 may provide
an indication of a warning message and the number of
messages of that type (i.e., 1 in this example). The badges
508 may also be configurable to be changed in appearance
to indicate that messages are present, and revert back to a
default appearance when the messages have been viewed
and no new messages are present.

For certain third party provided information, messages, or
notification that are classified of a first priority level (e.g.,
CDS hook information coded as ‘Info’ or ‘Warning’ as
discussed above), the system may be further configured to
support a fly-out area that will display a full view of the
notifications or messages on demand, such as by a cursor
click, hover, or touch of the alert icons 502, 504, or 506.
FIG. 7 illustrates one example of a workspace display 700
including a fly-out notification of third party provided infor-
mation under an illustrative embodiment. In the particular
example of FIG. 7, the fly-out area 702 results from selecting
one of the icon alerts 502, 504, and 506. In this particular
example, the fly-out area 702 shows “Medication/Prescribe”
CDS hook information (e.g., selection of alert icon or area
504). In further embodiments, the fly-out area may be
configured with tabs 704, 706, and 708 that allow a user to
conveniently select between the CDS Hooks categories or
types while the fly-out area 702 is displayed rather than
closing the fly-out and selecting another alert icon (e.g.,
icons 502 or 506 in this particular case).

Additionally, it is noted that the present system may be
configured to allow a user to link to other workspaces of the
EHR system (e.g., system 200 or 400) based on the third
party information notifications or messages being delivered.
As an example, FIG. 8 illustrates another workspace display
view 800 including the fly-out view 702 of third party
provided information under an illustrative embodiment, but
showing access to a different part or workspace 802 of the
EHR system after selection of a message in the fly-out 702.
The system is configured to display relevant information
from the EHR system related to the third party information
message or notification in the fly-out 702 that has been
selected by a user. In this particular example, when a
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message in the fly-out 702 related to medications or pre-
scriptions is selected by a user, the workspace view 802 is
changed to display relevant medication information from a
different part of the EHR system where the third party
information is the most useful (i.e., in prescribing medica-
tion).

As mentioned above, in cases where the third party
information is determined either to be categorized as higher/
highest priority or coded as a “Hard Stop”, the system may
be further configured to always display the message or
notification without user input or selection. As an example
of such display of the third party messages or notification,
FIG. 9 illustrates another workspace display 900 including
a pop-up notification 902 of the third party provided infor-
mation (e.g., a toaster style pop-up that rises up from the
bottom portion of a display). Additionally, the system may
be configured to selectively fade out the pop-up after a
predefined time period has elapsed, or, alternatively, con-
figure the pop-up to force the user take an action to close the
pop-up.

It is noted that in one aspect the various displays of third
party information as shown in the examples of FIGS. 5-9, for
example, may be accomplished with a specialized processor
or circuitry configured as notification display decision man-
ager 420 in FIG. 4. Additionally, the manager 420 may be
configured to act in communication with other processors
such as system processor 406 and/or workspace manager
circuitry 408 to effectuate particular displays and EHR
system workspace integration. Additionally, the manager
420 may be configured to receive the third party information
directly from the third party hook application (e.g., 404) and
execute message prioritization and decision making for the
display of the third party messages and notifications.

FIG. 10 illustrates a method 1000 for displaying notifi-
cations of third party provided information under an illus-
trative embodiment. Method 100 includes generating a
workspace for the processing device as shown at block 1002.
The process of block 1002 may be effectuated by the
workspace manager circuitry 230 or 408 according to vari-
ous examples. Method 1000 further includes monitoring
inputs or changes to system information within the process-
ing device as shown in block 1004. Furthermore, method
1000 includes obtaining third party messaging related to the
inputs or changes to the system information with a third
party information manager as shown in block 1006. The
processes in blocks 1004 and 1006 may be implemented
with the third party information managers 234 or 404 as
examples.

Additionally, method 1000 includes determining the dis-
play of the third party messaging or the manner thereof in
the workspace based on at least one of a determined priority
of the third party messaging and a content of a current
workspace as shown in block 1008. In an aspect, the
processes of block 1008 may be effectuated with a display
manager, such as managers, modules, or circuitries 214 or
420 as examples. Furthermore, the determined priority may
include determining whether the third party messaging is
important enough to display actively (e.g., a toaster pop-up)
or passively (an alert indicator such as 504 shown in FIGS.
5 and 6) as was discussed above. Alternatively, the deter-
mination of how and when to display the third party mes-
saging may be based at least in part on the content of the
workspace. For example, if a particular screen of high
importance is displayed in the workspace, the third party
messaging may not be actively displayed but rather pas-
sively so (or delayed in time), even though in other work-
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spaces the message would be of such import that the
message would normally be displayed with a pop-up, for
example.

In other aspects, method 1000 may include the third party
information manager (e.g., 404) is configured to determine
the type of inputs or changes to the system information and
obtain the third party messaging from a database (e.g., 410)
when the input or changes are present in the processing
device (e.g., 406). Additionally, method 1000 may include
determining a priority level of the third party messaging
obtained by the third party information manager, and decid-
ing the manner of displaying the third party messaging based
on the determined priority level. It is noted here that the term
“manner of displaying” as used herein and as found in the
claims is meant to include when to display a third party
message or notification and where to display the third party
messaging (i.e., with an alert indicator such as 504 or
actively with a pop-up such as 902), but may include also
further specific features or parameters such as badges within
an alert indicator, bar, or area and shown numbers of alerts
within, as well as an active, blinking, or moving indicator
(e.g., 602), an accompanying audible indicator, or combi-
nations thereof, as well as further features not enumerated
here but discussed within the present disclosure or equiva-
lents thereof.

In other aspects, method 1000 may include determining
the priority of the third party messaging is based on at least
one of metadata or coding information within the third party
messaging. Additionally, method 1000 may include display-
ing the third party messaging in the workspace with an alert
indicator displayed in the workspace when the determined
priority level is below a predetermined threshold, wherein
the alert indicator is configured to allow a user to selectively
view the third party messaging. Still further, method 1000
may include actively displaying the third party messaging
when the determined priority level is above a predetermined
threshold (e.g., displaying with a pop-up regardless of the
workspace content when the priority level is high enough).
In yet further aspects, the third party information manager
used in effecting the method 1000 may include an applica-
tion hook (e.g., CDS Hooks) that is configured intercept one
or more of function calls, messages, or events being received
or transmitted by the processing device.

The figures and descriptions provided herein may have
been simplified to illustrate aspects that are relevant for a
clear understanding of the herein described devices, struc-
tures, systems, and methods, while eliminating, for the
purpose of clarity, other aspects that may be found in typical
similar devices, systems, and methods. Those of ordinary
skill may thus recognize that other elements and/or opera-
tions may be desirable and/or necessary to implement the
devices, systems, and methods described herein. But
because such elements and operations are known in the art,
and because they do not facilitate a better understanding of
the present disclosure, a discussion of such elements and
operations may not be provided herein. However, the present
disclosure is deemed to inherently include all such elements,
variations, and modifications to the described aspects that
would be known to those of ordinary skill in the art.

Exemplary embodiments are provided throughout so that
this disclosure is sufficiently thorough and fully conveys the
scope of the disclosed embodiments to those who are skilled
in the art. Numerous specific details are set forth, such as
examples of specific components, devices, and methods, to
provide this thorough understanding of embodiments of the
present disclosure. Nevertheless, it will be apparent to those
skilled in the art that specific disclosed details need not be
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employed, and that exemplary embodiments may be embod-
ied in different forms. As such, the exemplary embodiments
should not be construed to limit the scope of the disclosure.
In some exemplary embodiments, well-known processes,
well-known device structures, and well-known technologies
may not be described in detail.

The terminology used herein is for the purpose of describ-
ing particular exemplary embodiments only and is not
intended to be limiting. As used herein, the singular forms
“a”, “an” and “the” may be intended to include the plural
forms as well, unless the context clearly indicates otherwise.
The terms “comprises,” “comprising,” “including,” and
“having,” are inclusive and therefore specify the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
elements, components, and/or groups thereof. The steps,
processes, and operations described herein are not to be
construed as necessarily requiring their respective perfor-
mance in the particular order discussed or illustrated, unless
specifically identified as a preferred order of performance. It
is also to be understood that additional or alternative steps
may be employed.

When an element or layer is referred to as being “on”,
“engaged t0”, “connected to” or “coupled to” another ele-
ment or layer, it may be directly on, engaged, connected or
coupled to the other element or layer, or intervening ele-
ments or layers may be present. In contrast, when an element
is referred to as being “directly on,” “directly engaged to”,
“directly connected to” or “directly coupled to” another
element or layer, there may be no intervening elements or
layers present. Other words used to describe the relationship
between elements should be interpreted in a like fashion
(e.g., “between” versus “directly between,” “adjacent” ver-
sus “directly adjacent,” etc.). As used herein, the term
“and/or” includes any and all combinations of one or more
of the associated listed items.

Although the terms first, second, third, etc. may be used
herein to describe various elements, components, regions,
layers and/or sections, these elements, components, regions,
layers and/or sections should not be limited by these terms.
These terms may be only used to distinguish one element,
component, region, layer or section from another element,
component, region, layer or section. Terms such as “first,”
“second,” and other numerical terms when used herein do
not imply a sequence or order unless clearly indicated by the
context. Thus, a first element, component, region, layer or
section discussed below could be termed a second element,
component, region, layer or section without departing from
the teachings of the exemplary embodiments.

The disclosed embodiments may be implemented, in
some cases, in hardware, firmware, software, or any tangi-
bly-embodied combination thereof. The disclosed embodi-
ments may also be implemented as instructions carried by or
stored on one or more non-transitory machine-readable (e.g.,
computer-readable) storage media, which may be read and
executed by one or more processors. A machine-readable
storage medium may be embodied as any storage device,
mechanism, or other physical structure for storing or trans-
mitting information in a form readable by a machine (e.g.,
a volatile or non-volatile memory, a media disc, or other
media device).

In the drawings, some structural or method features may
be shown in specific arrangements and/or orderings. How-
ever, it should be appreciated that such specific arrange-
ments and/or orderings may not be required. Rather, in some
embodiments, such features may be arranged in a different
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manner and/or order than shown in the illustrative figures.
Additionally, the inclusion of a structural or method feature
in a particular figure is not meant to imply that such feature
is required in all embodiments and, in some embodiments,
may not be included or may be combined with other
features.

In the foregoing description, it can be seen that various
features may be grouped together in a single embodiment for
the purpose of streamlining the disclosure. This method of
disclosure is not to be interpreted as reflecting an intention
that the claimed embodiments require more features than are
expressly recited in each claim. Rather, as the following
claims reflect, inventive subject matter lies in less than all
features of a single disclosed embodiment. Thus the follow-
ing claims are hereby incorporated into the description, with
each claim standing on its own as a separate embodiment.

What is claimed is:

1. An apparatus for providing clinical decision support
(CDS) system notifications for a processing device in a
healthcare record system, comprising;

a processor;

a memory, operatively coupled to the processor;

a workspace manager circuitry configured to generate a

workspace for the processing device;

a CDS system information manager configured to monitor
inputs or changes to system information within the
processing device and obtain CDS system messaging
related to the inputs or changes to the system informa-
tion, wherein the CDS system information manager
comprises a CDS application hook that is configured to
be triggered by events occurring in the CDS system to
intercept one or more of function calls, messages, or
events being received or transmitted by the processing
device, and wherein the CDS system information man-
ager is configured to generate a context parameter of
the CDS application hook; and

a notification display decision manager configured to
determine the manner of displaying the CDS system
messaging in the workspace, based on the context
parameter of the CDS application hook, a determined
priority of the CDS system messaging and content of a
current workspace.

2. The apparatus of claim 1, wherein the CDS system
information manager is configured to determine the type of
inputs or changes to the system information and obtain the
CDS system messaging from a database when the input or
changes are present in the processing device.

3. The apparatus of claim 1, wherein the notification
display decision manager is configured to determine a
priority level of the CDS system messaging obtained by the
CDS system information manager, and decide the manner of
displaying the CDS system messaging based on the deter-
mined priority level.

4. The apparatus of claim 3, wherein the notification
display decision manager is configured to determine the
priority of the CDS system messaging based on at least one
of metadata or coding information within the CDS system
messaging.

5. The apparatus of claim 3, wherein the notification
display decision manager is configured to display the CDS
system messaging in the workspace with an alert indicator
displayed in the workspace when the determined priority
level is below a predetermined threshold, the alert indicator
allowing a user to selectively view of the CDS system
messaging.

6. The apparatus of claim 3, wherein the notification
display decision manager is configured to actively display
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the CDS system messaging in the workspace when the
priority level is above a predetermined threshold.

7. A method for providing third party notifications for a
processing device in a healthcare record system, comprising;

generating a workspace for the processing device;

monitoring inputs or changes to system information
within the processing device and obtaining clinical
decision support (CDS) system messaging related to
the inputs or changes to the system information with a
CDS system information manager, wherein monitoring
inputs or changes comprises a CDS application hook
that is configured to be triggered by events occurring in
the CDS system to intercepting one or more of function
calls, messages, or events being received or transmitted
by the processing device via the CDS system informa-
tion manager;
generating a context parameter of the CDS application
hook via the CDS system information manager; and

determining the display of the CDS system messaging in
the workspace based on the context parameter of the
CDS application hook, a determined priority of the
CDS system messaging, and a content of a current
workspace.

8. The method of claim 7, wherein the CDS system
information manager is configured to determine the type of
inputs or changes to the system information and obtain the
CDS system messaging from a database when the input or
changes are present in the processing device.

9. The method of claim 7, further comprising:

determining a priority level of the CDS system messaging

obtained by the CDS system information manager; and
deciding the manner of displaying the CDS system mes-
saging based on the determined priority level.

10. The method of claim 9, wherein determining the
priority of the CDS system messaging is based on at least
one of metadata or coding information within the CDS
system messaging.

11. The method of claim 9, further comprising displaying
the CDS system messaging in the workspace with an alert
indicator displayed in the workspace when the determined
priority level is below a predetermined threshold, wherein
the alert indicator is configured to allow a user to selectively
view the CDS system messaging.

12. The method of claim 9, actively displaying the CDS
system messaging when the determined priority level is
above a predetermined threshold.

13. One or more non-transitory computer readable media
containing computer executable instructions for performing
a method to display clinical decision support (CDS) system
messages in a workspace on a processing device, the media
comprising:
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code for generating a workspace for the processing

device;

code for monitoring inputs or changes to system infor-

mation within the processing device and obtaining
CDS system messaging related to the inputs or changes
to the system information with a CDS system informa-
tion manager comprising a CDS application hook
including a pre-fetch-template parameter, wherein the
code for monitoring inputs or changes comprises code
for intercepting one or more of function calls, mes-
sages, or events being received or transmitted by the
processing device via the CDS system information
manager triggered by events occurring in the CDS
system to;

code for generating a context parameter of the CDS

application hook via the CDS system information man-
ager; and

code for determining the display of the CDS system

messaging in the workspace based on a determined
priority of the CDS system messaging and a content of
a current workspace.

14. The non-transitory computer readable media of claim
13, including code for determining the type of inputs or
changes to the system information and to obtain the CDS
system messaging from a database when the input or
changes are present in the processing device.

15. The non-transitory computer readable media of claim
13, further comprising:

code for determining a priority level of the CDS system

messaging obtained by the CDS system information
manager; and

code for deciding the manner of displaying the CDS

system messaging based on the determined priority
level.

16. The non-transitory computer readable media of claim
15, wherein the code for determining the priority of the CDS
system messaging is configured to make the determination
based on at least one of metadata or coding information
within the CDS system messaging.

17. The non-transitory computer readable media of claim
15, further comprising code for displaying the CDS system
messaging in the workspace with an alert indicator displayed
in the workspace when the determined priority level is
below a predetermined threshold, wherein the alert indicator
is configured to allow a user to selectively view the CDS
system messaging.

18. The non-transitory computer readable media of claim
15, further comprising code for actively displaying the CDS
system messaging when the determined priority level is
above a predetermined threshold.
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