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EEPROM ¢ = lom HHF24 71=(500) & ol #E
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AEst7] Adl vHEFA gt o EHES F7kE & A
o] 282 Euld NFC ZlH e} 22 #EV|Z2HEHe A doly wd 847 e sl o] a4 §H3
I NDEF HAE gjl2& Adxydd o33t Heot 0TPE 38t NDEF HA A E AAe == Az 9 = g},

S5 Folob (SR = 1)(600)& =AIRTE. sfut ool ofZElo
3 HAE HOR lEdgstes Jdst g ¢ vk A5 AAldelM NDEF A
A w ojde] Ha=s 23 vk, ofE 0P Hz=e] Frkste] sty ool 44 B Ha=g

-
S g3t 9+ Aok

A Ael el ATglo]l Tag type: well known type, text, encoding English(en); Applet ID:
D2760000850101; Capabilities: read-only access; Encoding: the authentication message may be encoded as
ASCIT hex;ZE X33} type-length-value(TLV) Hlo]El:= NDEF HAIX S AAstE d AFEE & & 713}
stz AT & Ark. shpe] AAFHAA AF BFRS AA FH AF HolEE AT A% B @
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¥3st 4 qlt}: UDK AUT key; Derived AUT session key(using 0x00000050); Version 1.0; pATC =
0x00000050; RND = 4838FB7DC171B89E; MAC = <eight computed bytes>.
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Al 4 ApelE Al 7] S S theS X 4 dvk. F1 o:= PATC(lower 2 bytes) || 'FO' [] '00" []
PATC(four bytes) F1 := PATC(lower 2 bytes) || 'OF' || '00' || PATC(four bytes) SK :={(ALG(MK) [F1] )
[l ALGOMK) [F2] }, ©1714 ALGE= 3DES ECBE 2% <+ dor MKe 7= 1f A wkxy 718 238
AT,

2 Al A vpe} Zo] st o] 4ke] MAC Al 7] pATC 945 7HEE ] 1] 2 HlolEE ARgEte] fied
T Arh. HIHEFA Ft=e] ZF gloA pATC 945% {H|0lE HEF A4t Ha Jt= wuhA~E 7] Card-Key-AUTH
925 % Card-Key-DEK 930 A4 7] Aut-Session-Key 935 % DEK-Session-KEY 9402 0% thak3 ®u}.
PATC(945) 7|Ql3l = ofZ 8l 7|3} A zto] 002 Z7|3" 4 Qvl. dF A do]| A pATC 7HE](945)=
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EDH6
7 6 5 4 3 2 1 0
I I
MB | ME | CF 1 IL TNF
| |
TYPE LENGTH
| | | | | | |
PAYLOAD LENGTH
I i I I I I I
ID LENGTH
| | | | | | | | |
I T T T T T T T 1
TYPE
| I | I I I I | |
| T T T T T T T |
D
| I | I | I I I |
I T T T T T T T 1
PAYLOAD
| I | | | | |
600
EH7

00 D1 (Message Begin, Message End, Short Record, noID length) 01 (well known type) 0101 Text type
02 <Payload Length including recordID and ‘EN’, or contentlength+3) = 45+3 = 48 (DEC)

0354(T)

0402 record ID

0565 6 (language length, ‘en’)

0743010076 a6 62 7b 67 a8 cf bb <eight mac bytes>

D101305402656E 43010076A6627B67ABCFBB <eight mac bytes>

o
VERSION pUD (g) PATC__[ENCYPHERED CRYPTOGRAM(16)
0100 0015399555360061 00000050 | 7D28BBBIDBG6GES143153ACHCI44ESAG

DECRYPTED CRYPTOGRAM

RANDOM (8) MAC (8)

4838FB7DC171BB9E__|CF3F3BBC56DA0BF1

WAC(T=[ZVERSION (2BYTES) | pUID (8 BYTES) [ pATC £ BYTES) | [pSHSEC (4 BYTES) |80 10000000 00]

20
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