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(57) Abstract: The system and method of the present
invention provides multimodal authentication platform
as a front channel (100, 300) for user to access a partic-
ular application site with security intact. The system of
the present invention comprising at least one user
(101); at least one authentication gateway (105) and at
least one authentication server (102). The at least one
authentication server (102) comprising at least one user
registration module (302); at least one user profile
module (303); at least one manage authentication mod-
ule (301); and at least one authentication database in-
tertace (304). The methodology of the present inven-
tion comprises steps of accessing application site by
providing URL link (701); setting authentication mod-
ule (s) for user access based on authentication module
(s) preference list (702); redirecting user to authentica-
tion site (703); providing interface with multimodal au-
thentication platform (704); selecting modal of authen-
tication to access application site (705); presenting user
credential information required for selected modal of
authentication (706); authenticating user based on user
credentials (707); and granting user access to applica-
tion site upon successful authentication (708).
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A SYSTEM AND METHOD FOR MULTIMODAL AUTHENTICATION PLATFORM

FIELD OF INVENTION

The present invention relates to a system and method for authentication by providing
multimodal authentication platform as a front channel for user to access a particular

application site with security intact.
BACKGROUND ART

Multiple authentication methods are available, for example username and password,
certificate and biometric. The similarity between these authentication methods is the
capability in providing a unique identity to represent user, as such only the user is
indeed, the user claims to be. Traditionally, system will present a challenge for user
authentication. The challenge may involve one or more factors of authentication as
user will need to provide a valid respond to have access to the system.

At present, current authentication issues arises wherein user has to handle multiple
authentications and identities in order to access different applications. Authentication
method is handled solely by the application. Application ‘A’ is using ‘1’ type of
authentication method and application ‘B’ is using another, ‘2' type of authentication
method. In result, different authentication methods are adapted in order to login to
various applications. In addition, user is unable to select user's preferred
authentication method for specific application in accordance to its security intensity.
Authentication method is fixed by the application. Application ‘A’ is using ‘1’ type of
authentication method. But user insists in using ‘2’ type of authentication method. In
result, user is forced to use ‘1’ type of authentication method in order to access the

application.

User is also unable to select user's preferred dynamic authentication method in
accessing an application. Authentication method is fixed by the application. In case
where capability of multi level and factors authentication method is turned on for the
application, the next level of authentication method is fixed by the application. In
result, to re-authenticate a user, user is forced to use a fixed authentication method.
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User is unable to select user’s preferred dynamic authentication method in accessing
an application. Authentication method is fixed by the application. The adaptive
authentication method is fixed by the application where capability of adaptive
authentication is turned on for the application.

The present invention proposes a system and method to allow users to access a
particular application site with multiple modal of authentication methods as valid user’s
access accounts is proposed. User will be presented with a centralized multimodal
authentication as a front channel in accessing any application site. The method
includes presenting the multimodal authentication interface to user before accessing
any application site; receiving user credentials and authenticates the user and
granting user access to ‘the application site, provided that the authentication is
successful. The present invention allows and re-enforce security in selection of
authentication ‘mechanism by allowing system preference of multi modal
authentication to precede the user preference.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area
where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides a.system and method for authentication by providing
multiple multimodal authentication platform (100,300) as a front channel for user to
access a particular application site with at least one user (101); at least one
authentication gateway (105) and at least one authentication server (102). The at least
one authentication server (102) comprising at least one user registration module (302);
at least one user profile module (303); at least one manage authentication module (301);

and at least one authentication database interface (304).

Another aspect of the present invention provides for at least one authentication gateway
(105) wherein said authentication page and framework (100, 300) having means for
providing muitimodal authentication method for accessing a particular application site;
presenting selected authentication module (s) as a front channel in accessing a
protected application site; supporting multiple level and factors of authentication based
on available methods; providing method to request additional authentication method;
providing method to add user registration module; providing method to add user profiling

module; and providing method to maintain user account module.

A further aspect of the present ‘invention provides for at least one authentication
gateway (105) wherein said authentication server (102) further comprises of at least one
interface; said interface having means for displaying multiple iconic interfaces set in
accordance to either user or system preference. The at least one interface is user
configurable in which user can dynamically select any multiple authentication method set
to user preference. Further, the at least one interface is system configurable in which

system can presets user selection of multiple authentication method.

A further aspect of the present invention provides for at least one user registration
module (302) wherein said user registration module further comprises of at least one
interface. The at least one interface having means for selecting default authentication
method based on user preference for user registration; submitting user identification;
entering any unique identification based on chosen authentication method; re-entering
unique identification for verification; confirming registration for validation; and storing

user registration information.
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Another aspect of the present invention provides for at least one user profile module
(303) wherein said user profile module further comprises of at least one interface. The at
least one interface having means for selecting default authentication method based on
user preference for authentication; selecting only or multiple authentication method (s)
based on user preference for authentication; selecting order of authentication method
based on user preference for authentication; submitting Media Access Control (MAC)
address of machines used to trigger another level of authentication; sdbmitting any
unique user information used to trigger another level of authentication; and storing user

profile information.

A further aspect of the present invention provides for at least one manage authentication
module (301) wherein said manage authentication module further comprises of at least
one interface. The at least one interface having means for updating each of available
authentication method (s) that associates to user  account; and  storing user
authentication maintenance information. Further, the present invention provides for at
least one authentication database interface (304) having means for user registration,

profile and maintenance of user account.

Another aspect of the present invention provides for a method for authentication by
providing multimodal authentication platform as a front channel to access a particular
application site. The method comprising steps of accessing application site by providing
URL link (701); setting authentication module (s) for user access based on
authentication module (s) preference list (702); redirecting user to authentication site
(703); providing interface with multimodal authentication platform (704); selecting modal
of authentication to access application site (705); presenting user credential information
required for selected modal of authentication (706); authenticating user based on user
credentials (707); and granting user access to application site upon successful
authentication (708).

A further aspect of the presént invention provides the methodology for setting
authentication module (s) for user access based on authentication module (s) preference
list. The said method comprises steps of extracting authentication module (s) provided
by application site (802); grouping and ranking extracted authentication module (s)
based on its security ‘intensity (804); setting current authentication module (s) as L1, S1
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(806); checking availability of any authentication module (s) set by authentication server
(808); removing authentication module (s) in L1, S1 against any risk factor when no
authentication module is set by authentication server (810); adding unlisted
authentication module (s) in L1, S1 for any known risk factor (812); setting current
authentication module (s) as L2, S2 (814); checking availability of any flag to adopt user
profiles for the adaptive or next level of authentication (816); adding elements of user
profiles in L2, S2 when there are flags to adopt user profiles for the adaptive or next level
of authentication (818); setting current authentication module (s) as L3, S3 (820);
checking availability of authentication module (s) set by user (822); grouping and ranking
extracted authentication module (s) set by user based on security intensity (824);
ranking extracted authentication module (s) against L3, S3 by group (826); ranking
extracted authentication module (s) against L3, S3 by sub group (828); setting current
authentication module (s) as L4, S4 (830); and presenting selected authentication
module (s) as a front channel in accessing a protected application site (832).

Another aspect of the present invention provides for checking availability of any
authentication module (s) set by authentication server (808) which further comprises of
directly setting current authentication module (s) as L2, S2 when no authentication
module (s) are set by authentication server (814) while checking availability of any fiag to
adopt user profiles for the adaptive or next level of authentication (816) further
comprises directly setting current authentication module (s) as L3, S3 when there is no
flag to adopt user profiles for the adaptive or next level of authentication (820) and
checking availability of authentication module (s) set by user (822) further comprises
directly setting current authentication module (s) as L4, S4 when no authentication

module (s) are set by user (830).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the. invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the accompanying drawings in which:

FIG. 1.0 illustrates the integration module of the present invention.

FIG. 2.0 illustrates the authentication interface as a Front Channel of the present

invention.

FIG. 3.0 illustrates the integrated modules in Authentication Server.

FIG. 4.0 illustrates the determining factors of multimodal authentication.

FIG. 5.0 illustrates the ranking of authentication module(s).

FIG. 6.0 illustrates the example flow of authentication module(s) list of preference.
FIG. 7.0 is a flowchart illustrating user authenticates to the Application Site Flow.

FIG. 8.0 is a flowchart illustrating the setting up authentication module(s) for user
access.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for authentication by providing
multiple multimodal authentication platform as a front channel for user to access a
particular application site. Hereinafter, this specification will describe the present
invention according to the preferred embodiments. It is to be understood that limiting the
description to the preferred embodiments of the invention is merely to facilitate
discussion of the present invention and it is envisioned without departing from the scope

of the appended claims.

Reference is first being made to FIG. 1.0 and FIG. 2.0 respectively. FIG. 1.0 illustrates
the integration module of the present invention while FIG. 2.0 illustrates the
authentication interface as a Front Channel of the present invention. As illustrated in
FIG. 1.0, (101), represents a user. A user is accessing an Application Site #1.....Site n,
(1086), commonly via web browser. The Authentication Gateway (105) shall forward
user's access request to Authentication Server (102) in order to access to the
Application Site #1 (106), which is the secure content. The Authentication Gateway (105)
will communicate with the Authentication Server (102) regarding user authenticity
information. If the user has not been authenticated, the Authentication Server (102) will
perform user authentication and present an authentication site interface as illustrated in
FIG. 2.0. If the user has been authenticated, Authentication Gateway (105) will received
user authentication information and proceeds with the authorization process.
Authentication database (103) is the database to store user information with the
following support authentication module. Authentication module (104) is an example to
identify user with the authentication module supported to access the Application Site
#1.....Site n (106).

As illustrated in FIG. 2.0, (201) represents the multimodal authentication platform. The
interface will consist of at least a display of muiltiple authentication method that is
available to user. The interface preferably consists of multiple iconic interfaces where
one iconic interface represents one authentication method. (202) is a link for user to
register as a new user which may also exist by its own dedicated interface while (203) is
for user to manage the account, which include setting for the default for authentication
module and setting for user information and profile. The interface may also exist by its
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own dedicated interface. (204) is an optional interface where a user can scroll to the left
and to the right, to browse the entire series of available authentication module. in adding
a new module of authentication, it will create one new icon in the series of authentication

module.

Reference is now being made to FIG. 3.0. FIG. 3.0 illustrates the integrated modules in
Authentication Server of the present invention. The present invention provides a system
(100, 300) for authentication by providing multimodal authentication platform as a front
channel to access a particular application site (106) with at least one user (101); at least
one authentication gateway (105) and at least one authentication server (102). The at
least one authentication server (102) comprising at least one user registration module
(302); at least one user profile module (303); at least one manage authentication module
(301); and at least one authentication database interface (304). The at least one manage
authentication module (304) provides a direct communication interfface to the
Authentication Database (103).

The at least one authentication page and framework (100, 300) having means for
providing multimodal authentication method for accessing a particular application site;
presenting selected authentication module (s) as a front channel in accessing a
protected application site; supporting multiple level and factors of authentication based
on available methods; providing method to request additional authentication method,;
providing method to add user registration module; providing method to add user profiling
module; and providing method to maintain user account module. The at least one
authentication server (102) further comprises of at least one interface; said interface
having means for displaying multiple iconic interfaces set in accordance to either user or
system preference and the at least one interface is user configurable in which user can
dynamically select any multiple authentication method set to user preference. The at
least one interface is also system configurable in which system can presets user
selection of multiple authentication method.

Further, as illustrated in FIG. 3.0, the at least one user registration module (302) further
comprises of at least one interface. The said interface having means for selecting default
authentication method based on user preference for user registration; submitting user
identification; entering any unique identification based on chosen authentication method;
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re-entering unique identification for verification; confirming registration for validation; and

storing user registration information.

The at least one user profile module (303) further comprises of at least one interface
wherein said interface having means for selecting default authentication method based
on user preference for authentication; selecting only or multiple authentication method
(s) based on user preference for authentication; selecting order of authentication method
based on user preference for authentication; submitting Media Access Control (MAC)
address of machines used to trigger another level of authentication; submitting any
unique user information used to trigger another level of authentication; and storing user

profile information.

The at least one manage authentication module (301) further comprises of at least one
interface having means for updating each of available authentication method (s) that
associates to user account; and storing user authentication maintenance information. In
addition, the at least one authentication database interface (304) having means for user

registration, profile and maintenance of user account.

Reference is now being made to FIG. 4.0 and FIG. 5.0 respectively. FIG. 4.0 illustrates
the determining factors of multimodal authentication while FIG. 5.0 illustrates the ranking
of authentication module(s). User shall be presented with muitimodal authentication
interface and have access to the numbers of authentication methods. The authentication
methods available to user are set by user’s preferences to be authenticated. In addition,
the number of authentication methods presented to a user can be controlled by the
determining factors as illustrated in FIG. 4.0.

As illustrated in FIG. 4.0, the Application Site (401) is the first determining factor in
setting up the list of authentication methods and its sequence order (L1, S1). The
application site will determine its authentication methods for application site that has high
security risk and demand for high security requirement which will adopt a high
authentication method(s). For example, a financial site will require high authentication
method. The financial site will set a policy that it will not support username and password
for ifs authentication method. In this case, (L1, Si) is preferably to be biometric,
certificate, and short message service (SMS) mobile, as its authentication method.
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The module authentication gateway (105) shall be configured to accept the (L1, S1). If
the list is empty, the application site will adopt authentication methods that are

determined by the next factor (i.e. the Risk Factor (402)).

The second determining factor (i.e. the Risk Factor (402)) in setting up the list of
authentication methods and its sequence order (L2, S2) will include security risk that is
based on security event or knowledge base. For example, for security event, if the HTTP
request is coming from the internet protocol address or location that is a victim of
hacking activities, it will immediately stop the request. For the knowledge base example,
if the authentication method contains unavoidable security breach, then the
authentication method will be discarded in the list. In this case, from the value of (L1, S1)
above, if the certificate has been compromised either by its signing algorithm or any
other factor, (L2, S2) the value is biometric and short message service (SMS) mobile as
its authentication method. The module authentication server (102) shall be configured to
accept the (L2, S2) updating the previous list of authentication method and its sequence
order (L1, S1).The next factor, (i.e. User Profile (403)) will determine the authentication
method(s) if the list is empty.

User Profile (403) is the third determining factor in setting up the list of authentication
methods and its sequence order (L3, S3). It is based on user usage history of the
authentication system. It automates the collection of user information and creates user
profiles for each user. This will includes user internet protocol address, the time of login
and etc. The user profiles information will contributes to the adaptive authentication
method. The module authentication server (102) shall be configured to accept the (L3,
S3) updating the previous list of authentication method and its sequence order (L2,
S$2).The next factor, user preference (404) will determine the authentication method(s) if

the list is empty.

The final determining factor lies in the User Preference (404) in setting up the list of
authentication methods and its sequence order (L4, S4) which is based on user
preference of the authentication system. User will have an option to select user’s
preferred authentication mechanism. If user’'s preferred authentication mechanism is not
listed in L4, then user preference is discarded. If user set the user's preference than
comparison should be made to the current list of preference set in L3, S3. The decision
of ranking is based on the strength of authentication module(s) as illustrated in FIG. 5.0.
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The module authentication server (102) shall be configured to accept the (L4, S4). If the
list is empty, the authentication can adopt any available method to the user.

As illustrated in FIG. 5.0, the ranking of the authentication module(s) are preferably to be
based on measurement of authentication strength. There are two ways ranking is
performed. Ranking is performed via group (501) and via subgroup (502). As for ranking
via group (501), the group is characterized as Highest, Intermediate, Low and Zero
security. Ranking via subgroup (502) will proceed upon completion of ranking via group
(501). The example of the subgroup ranking is certificate of key size, username and
password.

Reference is now being made to FIG. 6.0. FIG. 6.0 illustrates the example flow of
authentication module(s) list of preference. As illustrated in FIG. 6.0, Flow #1 represents
a sample flow where user preference of authentication module(s) precedes the system
preference while Flow #2, represents a sample flow where system preference of
authentication module(s) precedes the user preference.

For Flow #1, Application site does not set any minimum - security authentication
module(s). Hence, no preference list of authentication modules resides in L1, S1. The
next flow is to check whether any risk factors are identified before proceeding to the next
action. In this example we have identified that the risk factor is a certificate based
authentication with 512 as its key size. The preference list is updated to L2, S2
(~Certificate 512). Thereafter, the next flow is to check whether the authentication
request adopts an adaptive or next level of authentication. The preference list is updated
to L3,S3 (~Certificate 512) if authentication request does nor adopt an adaptive or next
level of authentication. The final flow is to check whether user has a set of preference list
for authentication. In this example, user has set username and password. Thus, the
preference list is updated to L4,S4 (~Certificate 512, username & password).

For Flow #2, Application site does set minimum security authentication module(s).
Hence, L1, S1 is set to Certificate, SMS mobile, OTP. For the risk factor, it limits the
authentication module to accept certificate based authentication higher than 512 key
size, which set up the list to L2,S2 (Certificate > 512, SMS mobile, OTP). For user
profiles, it adopts the adaptive authentication which adds checking for IP address for
user. The final flow will check the security intensity of the authentication module set by
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user and the L3,S3, which results in L4,S3 (Certificate > 512, SMS Mobile, OTP, IP
address).

Reference is now being made to FIG. 7.0 and FIG. 8.0 respectively. FIG. 7.0 is a
flowchart illustrating authentication of user to the Application Site Flow while FIG. 8.0 is a
flowchart illustrating the setting up of authentication module(s) for user access. As
illustrated in FIG. 7.0, user access to a site by providing a URL link for the dedicated
application site (701). Thereafter, the multimodal authentication platform dynamically
sets the authentication module (s) for user access based on authentication module (s)
preference list (702) and redirects user to the authentication site (703).

As illustrated in FIG. 8.0, the methodology of setting authentication module (s) for user
access based on authentication module (s) preference list (702) further comprises steps
of extracting authentication module (s) provided by application site (802); grouping and
ranking extracted authentication module (s) based on its security intensity (804); setting
current authentication module (s) as L1, S1 (806); and checking availability of any
authentication module (s) set by authentication server (808). The authentication module
(s) in L1, S1 is removed against any risk factor when no authentication module is set by
authentication server (810). Thereafter, unlisted authentication module(s) are added in
L1, S1 for any known risk factor (812); and current authentication module(s) are set as
L2, S2 (814). The method for checking availability of any authentication module (s) set
by authentication server (808) further comprises directly setting current authentication
module (s) as L2, S2 when no authentication module (s) are set by authentication server
(814).

Thereafter, the said method proceeds by checking the availability of any flag to adopt
user profiles for the adaptive or next level of authentication (816) and elements of user
profiles are added in L2, S2 when there are flags to adopt user profiles for the adaptive
or next level of authentication (818). Current authentication module(s) are set as L3, S3
(820). ‘The method for checking availability of any flag to adopt user profiles for the '
adaptive or next level of authentication (816) further comprises directly setting current
authentication module (s) as L3, S3 when there is no flag to adopt user profiles for the
adaptive or next level of authentication (820).
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The said method accordingly proceeds by checking the availability of authentication
module (s) set by user (822) by grouping and ranking extracted authentication module
(s) set by user based on security intensity (824) when authentication module (s) are set
by user. Thereafter, the extracted authentication modules (s) are ranked against L3, S3
by group (826) and extracted authentication module (s) are ranked against L3, S3 by
sub group (828). Current authentication modules (s) are accordingly set as L4, S4 (830).
Alternatively, upon checking the availability of authentication module (s) set by user
(822) and it is confirmed that authentication module (s) are not set by user, current
authentication module (s) are directly set as L4, S4. Selected authentication module(s)
are presented as a front channel in accessing a protected application site (832).The
current authentication module(s) are set as per progress. For example L1, S1 is updated
with the information from the application site while L2, S2 is updated based on risk
factors. L3, S3 is added based on user profile and L4, S4 is updated based on user
preference.

Upon redirecting user to authentication site, user receives interface with multimodal
authentication platform (704) as described and illustrated in FIG. 2.0. Thereafter, user
selects modal of authentication to access application site (705) and presents user
credential information required for selected modal of authentication (706) and user is
authenticated based on user credentials (707). Access is granted to a user to access to
the application site upon successful authentication (708).

- The system and method of the present invention for authentication provides multimodal

authentication platform as a front channel for user to access a particular application site
with security intact. The present invention is user configurable in which user can
dynamically select any multiple authentication method set to user preference.
Alternatively, the present invention is system configurable in which system can preset
user selection _of multiple authentication method. The present invention allows and re-
enforce security in selection of authentication mechanism by allowing system preference
of multi modal authentication to precede the user preference.

The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
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indicated by the appended claims rather than by the foregoing description. All changes,
which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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CLAIMS

1.

3.

4.

A system (100, 300) for authentication by providing multimodal authentication
platform as a front channel to access a particular application site (106) with at
least one user (101); at least one authentication gateway(105) and at least one
authentication server (102);
wherein the said authentication server (102) comprising:

at least one user registration module (302);

at least one user profile module (303);

at least one manage authentication moduie (301); and

at least one authentication database interface (304)

characterized in that

the said manage authentication module (301) further comprises of

at least one interface having means for selecting default authentication
based on user preference for user registration and authentication wherein said
interface is system configurable in which system can presets user selection of

multiple authentication method.

A system (100) according to Claim 1, wherein the at least one authentication
gateway (105) having means a support multiple level and factors of
authentication based on multimodal authentication to add user registration

module, profiling module and user account module.

A system (100) according to Claim 1, wherein the at least one authentication
server (102) further comprises of at least one interface; said interface having
means for displaying multiple iconic interfaces set in accordance to either user or

system preference.

A system (100) according to Claim 3, wherein the at least one interface is user
configurable in which user can dynamically select any multiple authentication

method set to user preference.
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5. A system (300) according to Claim 1, wherein the at least one user registration
module (302) comprises of at least one interface for selection default
authentication based on user preference further comprises:

submission the user identification;

entering any unique identification based on chosen authentication
method,;

re-entering unique identification for verification;

confirming registration for validation; and

storing user registration information.

6. A system (300) according to Claim 1, wherein the at least one user profile
module (303) comprises of at least one interface for selection default
authentication based on user preference further comprises:

selecting only or multiple authentication method (s) based on user
preference for authentication;

selecting order of authentication method based on user preference for
authentication; ‘

submitting Media Access Control (MAC) address of machines used to
trigger another level of authentication;

submitting any unique user information used to trigger another level of
authentication; and

storing user profile information.

7. A method (700) for authentication by providing multimodal authentication
platform as a front channel to access a particular application site; the method
comprising steps of:

accessing application site by providing URL link (701);

setting authentication module (s) for user access based on authentication
module (s) preference list (702); '
redirecting user to authentication site (703);

providing interface with multimodal authentication platform (704);
selecting modal of authentication to access application site (705);
presenting user credential information required for selected modal of
authentication (706);
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authenticating user based on user credentials (707); and
granting user access to application site upon successful authentication
(708)
characterized in that
setting authentication module (s) for user access based on authentication
module (s) preference list (702) further comprises steps of:
checking availability of any authentication module (s) set by
authentication server (808);
removing authentication module (s) in L1, S1 against any risk
factor when no authentication module is set by authentication
server (810);
adding unlisted authentication module (s) in L1, S1 for any known
risk factor (812);

. setting current authentication module (s) as L2, S2 (814);
checking availability of any flag to adopt user profiles for the adaptive or
next level of authentication (816);

adding elements of user profiles in L2, S2 when there are flags to
adopt user profiles for the adaptive or next level of
authentication (818);
setting current authentication module (s) as L3, S3 (820);
checking availability of authentication module (s) set by user (822);
grouping and ranking extracted authentication module (s) set by
user based on security intensity (824);
ranking extracted authentication module (s) against L3, S3 by
~group (826), 7 A _
ranking extracted authentication module (s) against L3, S3 by sub
group (828);
setting current authentication module (s) as L4, S4 (830); and
presenting selected authentication module (s) as a front channel
in accessing a protected application site (832).

8. A method according to Claim 7 wherein checking availability of any
authentication module (s) set by authentication server (808) further comprises
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directly setting- current authentication module (s) as L2, S2 when no
authentication module (s) are set by authentication server (814).

9. A method according to Claim 7, wherein checking availability of any flag to adopt
5 user profiles for the adaptive or next level of authentication (816) further
comprises directly setting current authentication module (s) as L3, S3 when there
is no flag to adopt user profiles for the adaptive or next level of authentication
(820).

10 10. A method according to Claim 7, wherein checking availability of authentication
module (s) set by user (822) further comprises directly setting current
authentication module (s) as L4, S4 when no authentication module (s) are set by
user (830).
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