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A database is queried as of any wall-clock time within a 
retention period, via undo that uses database Snapshots and a 
list of page level modifications. The Snapshot is user-identi 
fied, automatically generated, or extracted from a backup. 
The list is maintained in a transaction log by persisting page 
content before a page is re-used, persisting deleted rows 
before they are moved, persisting compensation log record 
undo information, and/or logging a full page. To rewind an 
entire database, the undo scans the transaction log in reverse 
LSN order and undoes all page modifications. Undo reverses 
reallocated pages, table truncation, and/or table deletion, as 
well as page-level modifications of a schema, metadata val 
ues, and/or system tables. An as-of query is handled using 
as-of page(s) from a sparse page file. If the sparse page file 
does not already contain the responsive page(s), they are 
created and added to it. 
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DATABASE POINT-IN-TIME RESTORE AND 
AS-OF QUERY 

BACKGROUND 

0001. In database systems, backups can be used for vari 
ous purposes, such as recovery from hardware failure, disas 
ter recovery, recovery from user error, and/or recovery from 
application error. In replicated cloud database and other data 
base systems, redundant copies of data can provide local high 
availability, leading in some cases to frequent use of backups 
to recover from application or user error. But when large 
volumes of data are stored, with backups that include a base 
fullbackup and incremental transaction log backups for point 
in-time roll forward recovery, Supporting Such recovery from 
user or application errors can impose a high storage cost. 
Substantial time may also be spent recovering from an error 
by restoring the fullbackup and applying incremental back 
ups, even to extract something as Small as few rows that were 
deleted by either human or application error 

SUMMARY 

0002. A database can be queried as of an arbitrary past 
time within a specified retention period, without unaccept 
able storage and processing costs. Some embodiments 
described herein provide access to a version of database con 
tent as it existed at a previous point in time, referred to as the 
“as-of time'. Instead of (or in addition to) a roll-forward 
recovery mechanism, an undo mechanism can be applied to 
obtain the desired version of a database. Theundo mechanism 
utilizes tracking of modifications at a page level, namely, at 
the level of pages being used as memory allocation units, as 
opposed to table level, row level, etc. Some embodiments 
utilize a transaction log for undo tracking and Snapshots to 
Surface the as-of query. In some, the as-of query is issued 
against a database Snapshot which uses the undo mechanism 
to undo modifications tracked at page level. The additional 
storage for an as-of query can be bounded by the changes 
made during the retention period, and the computation to do 
point-in-time restore or as-of query can be bounded by the 
amount of data to be retrieved. 
0003 For example, some embodiments acquire a database 
Snapshot based on a database. The database Snapshot resides 
in and thus configures a non-transitory computer-readable 
storage medium, Such as RAM and/or disk storage. The Snap 
shot may be an existing Snapshot that is expressly identified 
by a database user, or a Snapshot automatically generated 
internally by the mechanism, or Snapshot data extracted from 
a differential backup of the database, for example. 
0004. In some embodiments, the undo mechanism com 
putationally undoes modifications of database content which 
were made after the as-of time, in the context of the acquired 
Snapshot at a page level within the storage medium, thereby 
producing an electronically accessible as-of Snapshot which 
is a Snapshot of the database as it existed at the as-oftime. The 
as-of time may be specified as a wall clock time, which the 
mechanism maps to a transaction log record sequence num 
ber, namely, an as-of LSN. "LSN” stands for “log sequence 
number, which is also known as a transaction log record 
sequence number. 
0005. In some embodiments, undoing modifications at a 
page level includes traversing a list of page modifications that 
has been maintained in an enhanced log and/or in other file(s). 
A log that is enhanced to list page modifications may be an 
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active transaction log of the database, or an inactive transac 
tion log of a databasebackup, for example. A list that Supports 
undoing page modifications may be maintained, for example, 
by persisting page content before a page is re-used, persisting 
deleted rows before they are moved to a newly allocated page 
during a structure modification operation, persisting compen 
sation log record undo information, incrementally logging 
page content before a page is re-used, incrementally logging 
deleted rows before they are moved to a newly allocated page, 
incrementally logging compensation log record undo infor 
mation, logging the full content of at least one page as an 
optimization, maintaining an uninterrupted sequence of page 
modifications in an enhanced transaction log with each modi 
fication logged separately, and/or performing incremental 
logging and additionally logging full page images to optimize 
undo operations, e.g., to reduce the number of individual 
modifications that must be undone. Some embodiments can 
rewind an entire database Snapshot back to an as-of time by 
performing a single scan over an enhanced transaction log in 
reverse LSN order and undoing modifications to all the data 
base pages. The transaction log is "enhanced in some 
embodiments by the addition of information to Support page 
level undo, as discussed herein. 
0006. In some embodiments, undoing modifications at a 
page level includes undoing an operation on a reallocated 
page, undoing an operation which truncated a table, and/or 
undoing an operation which deleted a table. Some embodi 
ments computationally undo page-level modifications of a 
schema, a metadata value, and/or a system table of the data 
base which were made after the as-oftime, using the acquired 
Snapshot. 

0007 Some embodiments handle an as-of query, that is, a 
query whose response is based on the database content as it 
existed at the as-of time. An as-of query is handled using one 
or more pages from a sparse page file that contain information 
responsive to the query. The sparse page file of an as-of 
Snapshot may already contain the responsive page(s), but if 
not, they are created and added to it. In some embodiments, 
the sparse page file is replaced by a side file or other equiva 
lent mechanism, namely, one that caches the pages that were 
already prepared or otherwise have accurate content for as-of 
query response(s). Accordingly, in some situations handling 
an as-of query includes identifying a page which contains 
information responsive to the query, determining that the 
responsive page is present in a sparse page file, and respond 
ing to the as-of query using the page. In other situations, the 
responsive page(s) are created and added to the sparse page 
file. In those situations, handling an as-of query includes 
identifying a responsive page, determining that the respon 
sive page is not yet present in the sparse page file, reading the 
page from the database as of the current point intime, undoing 
modifications of the page back to the as-oftime to produce an 
as-of page, writing the as-of page to the sparse page file, and 
responding to the query using the as-of page. 
0008. The examples given are merely illustrative. This 
Summary is not intended to identify key features or essential 
features of the claimed subject matter, nor is it intended to be 
used to limit the scope of the claimed subject matter. Rather, 
this Summary is provided to introduce—in a simplified 
form—some concepts that are further described below in the 
Detailed Description. The innovation is defined with claims, 
and to the extent this Summary conflicts with the claims, the 
claims should prevail. 
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DESCRIPTION OF THE DRAWINGS 

0009. A more particular description will be given with 
reference to the attached drawings. These drawings only illus 
trate selected aspects and thus do not fully determine cover 
age or Scope. 
0010 FIG. 1 is a block diagram illustrating a computer 
system having at least one processor, at least one memory, at 
least one database, and other items in an operating environ 
ment which may be present on multiple network nodes, and 
also illustrating configured storage medium embodiments; 
0011 FIG. 2 is a block diagram illustrating aspects of 
efficient database point-in-time restore and as-of query 
mechanisms in an example architecture for Some embodi 
ments; 
0012 FIG. 3 is a flow chart illustrating steps of some 
process and configured storage medium embodiments; 
0013 FIG. 4 is a data flow diagram illustrating a conven 
tional database page organization and operations; 
0014 FIG. 5 is a data flow diagram illustrating database 
page structures and operations according to Some embodi 
ments for efficient database point-in-time restore and as-of 
query; and 
0015 FIG. 6 is a data flow diagram illustrating a refine 
ment of the database page structures and operations of FIG.5 
used in Some embodiments that optimize an undo mechanism 
via shortcut pages. 

DETAILED DESCRIPTION 

Overview 

0016. In some traditional database systems, backups are 
used to recover from application or user error (also known as 
“oops' recovery), as well as from hardware failures or disas 
ters. In some highly replicated cloud database systems, 
redundant copies of data provide local high availability and 
disaster recovery. As a result, such backups are often used to 
recover from application errors such as undesired program 
ming, or from user errors such as mistaken user actions. 
0017. But with large volumes of data being stored in cloud 
systems, traditional backups come at a high storage cost, e.g., 
when they include a base fullbackup and incremental trans 
action log backup(s) for point in-time roll forward. A full 
copy of the data is maintained for the baseline backup, and 
another such copy is also made highly available, thus effec 
tively doubling the total storage cost in Some systems. In 
Some cases, each of the redundant copies of the data main 
tained for high availability has its own baseline and its own 
incremental backups. In addition to the storage costs, recov 
ering from an error takes processing time while the full 
backup is restored and incremental backups are applied. Sub 
stantial processing can be performed during "oops' recovery, 
even to allow correction of a localized error such as recover 
ing a few rows that were deleted by mistake. 
0018. Some embodiments described herein permit a data 
base to be queried as of an arbitrary point in time within a 
specified retention period. The additional storage for an as-of 
query is bounded by the amount of changes that have hap 
pened during the retention period. When no full baseline 
backup is used for the as-of query, there are substantial space 
savings. Moreover, the computation used for a point-in-time 
restore oranas-of query is bounded by the amount of data that 
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is retrieved for the previous state and the amount of time the 
process is going back, thereby speeding up user error recov 
ery. 
0019. Some embodiments use a transaction log to undo 
committed changes and produce previous versions of data 
pages. Because transaction logs are familiar as part of write 
ahead logging, transaction logs that are used for as-of query 
and/or point-in-time recovery as taught herein are sometimes 
referred to here as "enhanced' logs. However, a log can be 
used as taught herein without necessarily being explicitly 
called and enhanced log. Familiar write-ahead logging may 
also still be done in Some cases in combination with as-of 
query and/or point-in-time recovery. 
0020 Some embodiments provide dynamic creation of a 
database Snapshot as of a previously passed point-in-time. 
Some perform on-demand page level undo and/or undoing 
changes in the whole database. Some embodiments impose 
no overhead for initial page allocation and any Subsequent 
de-allocations, and very little overhead on transaction work 
load. 

0021. Some embodiments described herein may be 
viewed in a broader context. For instance, concepts such as 
databases, database pages, Snapshots, queries, points in time, 
logging, data modification, recovery, and/or undoing modifi 
cations may be relevant to aparticular embodiment. However, 
it does not follow from the availability of a broad context that 
exclusive rights are being sought herein for abstract ideas; 
they are not. Rather, the present disclosure is focused on 
providing appropriately specific embodiments. Other media, 
systems, and methods involving databases, database pages, 
Snapshots, queries, points in time, logging, data modification, 
recovery, or undoing modifications are outside the present 
Scope. Accordingly, vagueness and accompanying proof 
problems are also avoided under a proper understanding of 
the present disclosure. 
0022 Reference will now be made to exemplary embodi 
ments such as those illustrated in the drawings, and specific 
language will be used herein to describe the same. But alter 
ations and further modifications of the features illustrated 
herein, and additional applications of the principles illus 
trated herein, which would occur to one skilled in the relevant 
art(s) and having possession of this disclosure, should be 
considered within the scope of the claims. 
0023 The meaning of terms is clarified in this disclosure, 
so the claims should be read with careful attention to these 
clarifications. Specific examples are given, but those of skill 
in the relevant art(s) will understand that other examples may 
also fall within the meaning of the terms used, and within the 
Scope of one or more claims. Terms do not necessarily have 
the same meaning here that they have in general usage, in the 
usage of a particular industry, or in a particular dictionary or 
set of dictionaries. Reference numerals may be used with 
various phrasings, to help show the breadth of a term. Omis 
sion of a reference numeral from a given piece of text does not 
necessarily mean that the content of a Figure is not being 
discussed by the text. The inventors assert and exercise their 
right to their own lexicography. Terms may be defined, either 
explicitly or implicitly, here in the Detailed Description and/ 
or elsewhere in the application file. 
0024. As used herein, a “computer system” may include, 
for example, one or more servers, motherboards, processing 
nodes, personal computers (portable or not), personal digital 
assistants, cellor mobile phones, other mobile devices having 
at least a processor and a memory, and/or other device(s) 
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providing one or more processors controlled at least in part by 
instructions. The instructions may be in the form offirmware 
or other software in memory and/or specialized circuitry. In 
particular, although it may occur that many embodiments run 
on workstation or laptop computers, other embodiments may 
run on other computing devices, and any one or more Such 
devices may be part of a given embodiment. 
0025. A "multithreaded’ computer system is a computer 
system which Supports multiple execution threads. The term 
“thread’ should be understood to include any code capable of 
or Subject to scheduling (and possibly to synchronization), 
and may also be known by another name. Such as “task.” 
“process,” or “coroutine.” for example. The threads may run 
in parallel, in sequence, or in a combination of parallel execu 
tion (e.g., multiprocessing) and sequential execution (e.g., 
time-sliced). Multithreaded environments have been 
designed in various configurations. Execution threads may 
run in parallel, or threads may be organized for parallel execu 
tion but actually take turns executing in sequence. Multi 
threading may be implemented, for example, by running dif 
ferent threads on different cores in a multiprocessing 
environment, by time-slicing different threads on a single 
processor core, or by some combination of time-sliced and 
multi-processor threading. Thread context Switches may be 
initiated, for example, by a kernels thread scheduler, by 
user-space signals, or by a combination of user-space and 
kernel operations. Threads may take turns operating on 
shared data, or each thread may operate on its own data, for 
example. 
0026. A “logical processor or “processor is a single 
independent hardware thread-processing unit. Such as a core 
in a simultaneous multithreading implementation. As another 
example, a hyperthreaded quad core chip running two threads 
per core has eight logical processors. Processors may be 
general purpose, or they may be tailored for specific uses Such 
as graphics processing, signal processing, floating-point 
arithmetic processing, encryption, I/O processing, and so on. 
0027. A "multiprocessor computer system is a computer 
system which has multiple logical processors. Multiproces 
Sor environments occur in various configurations. In a given 
configuration, all of the processors may be functionally equal, 
whereas in another configuration some processors may differ 
from other processors by virtue of having different hardware 
capabilities, different Software assignments, or both. Depend 
ing on the configuration, processors may be tightly coupled to 
each other on a single bus, or they may be loosely coupled. In 
Some configurations the processors share a central memory, 
in some they each have their own local memory, and in some 
configurations both shared and local memories are present. 
0028 “Kernels' include operating systems, hypervisors, 
virtual machines, BIOS code, and similar hardware interface 
software. 

0029. “Code' means processor instructions, data (which 
includes constants, variables, and data structures), or both 
instructions and data. 

0030) “Program' is used broadly herein, to include appli 
cations, kernels, drivers, interrupt handlers, libraries, and 
other code written by programmers (who are also referred to 
as developers). 
0031 “Automatically’ means by use of automation (e.g., 
general purpose computing hardware configured by Software 
for specific operations discussed herein), as opposed to with 
out automation. In particular, steps performed “automati 
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cally are not performed by hand on paper or in a person’s 
mind; they are performed with a machine. 
0032 “Computationally likewise means a computing 
device (processor plus memory, at least) is being used, and 
excludes obtaining a result by mere human thought or mere 
human action alone. For example, doing arithmetic with a 
paper and pencil is not doing arithmetic computationally as 
understood herein. Computational results are faster, broader, 
deeper, more accurate, more consistent, more comprehen 
sive, and/or otherwise beyond the scope of human perfor 
mance alone. “Computational steps” are steps performed 
computationally. Neither “automatically nor “computation 
ally necessarily means “immediately”. 
0033 “Proactively’ means without a direct request from a 
user. Indeed, a user may not even realize that a proactive step 
by an embodiment was possible until a result of the step has 
been presented to the user. Except as otherwise Stated, any 
computational and/or automatic step described herein may 
also be done proactively. 
0034. Throughout this document, use of the optional plu 
ral “(s)”, “(es)”, or “(ies) means that one or more of the 
indicated feature is present. For example, "page(s) means 
“one or more pages' or equivalently "at least one page'. 
0035. Throughout this document, unless expressly stated 
otherwise any reference to a step in a process presumes that 
the step may be performed directly by a party of interest 
and/or performed indirectly by the party through intervening 
mechanisms and/or intervening entities, and still lie within 
the scope of the step. That is, direct performance of the step by 
the party of interest is not required unless direct performance 
is an expressly stated requirement. For example, a step 
involving action by a party of interest Such as acquiring, 
configuring, determining, extracting, generating, handling, 
identifying, listing, logging, maintaining, making, mapping, 
modifying, performing, persisting, producing, reading, 
receiving, residing, responding, rewinding, Scanning, speci 
fying, traversing, undoing, using, Writing (or acquires, 
acquired, configures, configured, etc.) with regard to a desti 
nation or other subject may involve intervening action Such as 
forwarding, copying, uploading, downloading, encoding. 
decoding, compressing, decompressing, encrypting, decrypt 
ing, authenticating, invoking, and so on by some other party, 
yet still be understood as being performed directly by the 
party of interest. 
0036. Whenever reference is made to data or instructions, 

it is understood that these items configure a computer-read 
able memory and/or computer-readable storage medium, 
thereby transforming it to a particular article, as opposed to 
simply existing on paper, in a person’s mind, or as a transitory 
signal on a wire, for example. Unless expressly stated other 
wise in a claim, a claim does not cover a signal per se. A 
memory or other computer-readable medium is presumed to 
be non-transitory unless expressly stated otherwise. 

Operating Environments 
0037. With reference to FIG. 1, an operating environment 
100 for an embodiment may include a computer system 102. 
The computer system 102 may be a multiprocessor computer 
system, or not. An operating environment may include one or 
more machines in a given computer system, which may be 
clustered, client-server networked, and/or peer-to-peer net 
worked. An individual machine is a computer system, and a 
group of cooperating machines is also a computer system. A 
given computer system 102 may be configured for end-users, 
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e.g., with applications, for administrators, as a server, as a 
distributed processing node, and/or in other ways. 
0038 Human users 104 may interact with the computer 
system 102 by using displays, keyboards, and other periph 
erals 106, via typed text, touch, Voice, movement, computer 
vision, gestures, and/or other forms of I/O. System adminis 
trators, database administrators, developers, engineers, and 
end-users are each a particular type of user 104. Automated 
agents, scripts, playback Software, and the like acting on 
behalf of one or more people may also be users 104. Storage 
devices and/or networking devices may be considered periph 
eral equipment in Some embodiments. Other computer sys 
tems not shown in FIG. 1 may interact with the computer 
system 102 or with another system embodiment using one or 
more connections to a network 108 via network interface 
equipment, for example. 
0039. The computer system 102 includes at least one logi 
cal processor 110. The computer system 102, like other suit 
able systems, also includes one or more computer-readable 
non-transitory storage media 112. Media 112 may be of dif 
ferent physical types. The media 112 may be volatile 
memory, non-volatile memory, fixed in place media, remov 
able media, magnetic media, optical media, and/or of other 
types of non-transitory media (as opposed to transitory media 
Such as a wire that merely propagates a signal). In particular, 
a configured medium 114 such as a CD, DVD, memory stick, 
or other removable non-volatile memory medium may 
become functionally part of the computer system when 
inserted or otherwise installed, making its content accessible 
for use by processor 110. The removable configured medium 
114 is an example of a computer-readable storage medium 
112. Some other examples of computer-readable storage 
media 112 include built-in RAM, ROM, hard disks, and other 
memory storage devices which are not readily removable by 
users 104. Unless expressly stated otherwise, neither a com 
puter-readable medium nor a computer-readable memory 
includes a signal perse. 
0040. The medium 114 is configured with instructions 116 
that are executable by a processor 110; “executable' is used in 
a broad sense herein to include machine code, interpretable 
code, and code that runs on a virtual machine, for example. 
The medium 114 is also configured with data 118 which is 
created, modified, referenced, and/or otherwise used by 
execution of the instructions 116. The instructions 116 and 
the data 118 configure the medium 114 in which they reside; 
when that memory is a functional part of a given computer 
system, the instructions 116 and data 118 also configure that 
computer system. In some embodiments, a portion of the data 
118 is representative of real-world items such as product 
characteristics, inventories, physical measurements, settings, 
images, readings, targets, Volumes, and so forth. Such data is 
also transformed by backup, restore, commits, aborts, refor 
matting, and/or other operations. 
0041. One or more logical databases 120 and database 
tools 122 Such as queries 124, SQL and/or other query lan 
guages 126 (in the form of compilers, interpreters, user inter 
faces, profilers, debuggers, source code, etc.), database man 
agement system (DBMS) software 128, report generators 
130, other software, and other items shown in the Figures 
and/or discussed in the text, may each reside partially or 
entirely within one or more media 112, thereby configuring 
those media. In addition to display(s) 148, an operating envi 
ronment may also include other hardware, such as buses, 
power Supplies, and accelerators, for instance. 
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0042. In some embodiments, a given database 120 
includes content 132, namely, table(s) 134, table rows 136, a 
database schema 138, metadata 140, system table(s) 142, 
storage units in the form of pages 144, transaction logs and 
other logs 146 containing log records 152. Content may also 
include Zero or more database snapshots 150 which configure 
a memory 112 of the system 102. 
0043 Content as defined above allows a broad scope, but 
does not always require a broad scope. Except as expressly 
stated otherwise (which may occur in the specification, origi 
nal claims, and/or amended claims), "content herein refers 
more narrowly to user-supplied content of a database, e.g., a 
schema, or the data values stored in table row(s), as opposed 
to referring to automatically-generated content such as sys 
tem tables or metadata. Likewise, although system tables are 
a kind of table, unless expressly stated otherwise “table' 
refers to a table of user-supplied content as opposed to a 
system table. 
0044 One or more items are shown in outline form in FIG. 
1 to emphasize that they are not necessarily part of the illus 
trated operating environment, but may interoperate with 
items in the operating environment as discussed herein. It 
does not follow that items not in outline form are necessarily 
required, in any Figure or any embodiment. 

Systems 

004.5 FIG. 2 illustrates an architecture which is suitable 
for use with some embodiments. One or more lists 202 of 
page modifications 204 reside in memory 112 (recall that 
memory 112 may be RAM, disk, and/or other memory). As 
used herein with respect to page modifications, "list’ is used 
broadly to include linked lists, sequences, sets, tables, trees, 
graphs, collections, and other structures that contain a set of 
items and that are ordered (or at least Susceptible to ordering) 
to reflect modification of page data 206 over time. Page modi 
fications 204 include modifications (i.e., additions, deletions, 
changes) of page data 206 (sometimes called “page content”). 
Page data 206 typically includes database content 132, and 
may include familiar content used in memory management. 
Page data 206 may include familiar and/or additional page 
addresses, pointers, index values, handles, links, sequence 
numbers, and/or other page identifiers, as discussed further 
below and/or as shown, e.g., in FIGS. 5 and 6. 
0046. In some embodiments, one or more lists 202 of page 
modifications 204 are stored in a log 146, Such as in enhanced 
records 230, 152 of a transaction log 208 or another log. Logs 
146 are typically kept in the form of files, tables, and/or other 
structures which exist at least in part in persistent (a.k.a. 
non-volatile) memory. Writing to a log, whether the log is 
currently in RAM or in persistent memory, is referred to as 
“logging. Writing to a log or any other structure that is in 
persistent memory is referred to as “persisting. Some 
embodiments persist lists 202 and/or log lists 202. 
0047 Embodiments may use as-oftime(s) 210 and related 
items in various ways. An as-oftime is a time previous to the 
current time, for which database content 132 (in the broad or 
narrow sense) is sought. In a given embodiment, an as-oftime 
210 may be implemented as a floating point, integer, or other 
variable having allocated memory 112, and/or be specified in 
a query 124, for example. 
0048. A given embodiment may include one or more items 
related to an as-of time 210, in a given situation. One Such 
item is an as-of snapshot 212, which is a snapshot 150 having 
content 132 as it existed at the as-of time. Each snapshot 150 
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is identified by a respective snapshot ID 226. Another as-of 
item is an as-of query 214, which is a query 124 seeking 
content 132 as it existed at the as-of time. Another as-of item 
is an as-of page 216, which is a page 144 having content 132 
as it existed at the as-of time. As-of pages 216 can be gener 
ated on demand (in response to an as-of query 214) in some 
embodiments, and stored in a sparse page file 224 or other 
side file 224 in case they are needed again. Anotheras-of item 
is an as-of LSN 218, which is a log record sequence number 
identifyingalog 208 (e.g., an enhanced transaction log record 
230) having data as it existed at the as-of time. Another as-of 
item is as-of-code 220, which includes code executable by a 
processor 110 to undo at least Some page modifications 204. 
thereby producing an as-of page 216. 
0049 Familiar backups are also present in some cases. In 
some environments, backups 228 include at least one full 
backup and Zero or more Subsequent differential backups. In 
Some lexicons, differential backups are sometimes called 
incremental backups. In other lexicons, there are three types 
of backups: full backups, differential backups (containing 
data pages that have changed since a full backup) and log 
backups (containing transaction log or changes since last full 
or log backup). Unless otherwise indicated, reference herein 
to incremental backups refers to transaction log backups, not 
differential backups, and differential backups are called out 
explicitly. 
0050. With reference to FIGS. 1 and 2, some embodiments 
provide a computer system 102 with a logical processor 110 
and a memory medium 112 configured by circuitry, firmware, 
and/or software to give users access to a version of database 
content 132 as it existed at a previous point in time, namely, a 
specified as-of time 210. The memory 112 is in operable 
communication with the logical processor 110. A database 
snapshot 150 resides in the memory, and thus configures the 
memory. The database Snapshot is based on a particular data 
base 120. A list 202 of page modifications 204 also resides in 
the memory, although not necessarily in the same portion or 
kind of memory as the snapshot. The list 202 describes, at a 
page 144 level, modifications 204 that were made to the 
database content after the as-of time. 
0051. Some embodiments also include a sparse page file 
224 or other cache of an as-of snapshot 150. The sparse page 
file also resides in the memory 112, although as noted differ 
ent items may reside in different portions of memory (e.g., on 
different devices) and/or reside in different kinds of memory 
(e.g., RAM versus hard disk). 
0052. In some embodiments, the list 202 of page modifi 
cations 204 includes one or more of the following: content of 
a page 144 (not necessarily the full page image) which was 
persisted before that page was re-used; a deleted row 136 
persisted before it was moved to a newly allocated page 144; 
page 144 content incrementally logged before a page was 
re-used; a deleted row 136 incrementally logged before it was 
moved to a newly allocated page 144; logged full content of a 
page 144; an uninterrupted sequence of page modifications 
204 (descriptions of changes to page content) stored in an 
enhanced transaction log, with at least some of the modifica 
tions logged separately from one another, incrementally 
logged page modifications and additional logged full page 
images. 
0053 Some embodiments include code 220 configuring 
the memory 112 and executable by the processor 110 to undo 
modifications at a page 144 level. For example, execution of 
code 220 may undo an operation on a reallocated page 144, an 
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operation which truncated a table 134, and/or an operation 
which deleted a table 134. Some embodiments include code 
220 to handle an as-of query 214 using an as-of page 216 that 
contains information (content 132) responsive to the query. 
0054. In some embodiments peripherals 106 such as 
human user I/O devices (screen, keyboard, mouse, tablet, 
microphone, speaker, motion sensor, etc.) will be present in 
operable communication with one or more processors 110 
and memory. However, an embodiment may also be deeply 
embedded in a system, such that no human user 104 interacts 
directly with the embodiment. Software processes may be 
users 104. 

0055. In some embodiments, the system includes multiple 
computers connected by a network. Networking interface 
equipment can provide access to networks 108, using com 
ponents such as a packet-switched network interface card, a 
wireless transceiver, or a telephone network interface, for 
example, will be present in a computer system. However, an 
embodiment may also communicate through direct memory 
access, removable nonvolatile media, or other information 
storage-retrieval and/or transmission approaches, or an 
embodiment in a computer system may operate without com 
municating with other computer systems. 
0056. Some embodiments operate in a "cloud computing 
environment and/or a "cloud' storage environment in which 
computing services are not owned but are provided on 
demand. For example, as-of queries 214 may originate on 
multiple devices/systems 102 in a networked cloud, snap 
shots 150 may be stored on yet other devices within the cloud, 
and the as-of code 220 may configure the displays 148 on yet 
other cloud device(s)/system(s) 102. 

Processes 

0057 FIG. 3 illustrates some process embodiments in a 
flowchart 300. Processes shown in the Figures may be per 
formed in some embodiments automatically, e.g., by as-of 
code 220 under control of a script or otherwise requiring little 
or no contemporaneous user input. Processes may also be 
performed in part automatically and in part manually unless 
otherwise indicated. 

0058. In a given embodiment Zero or more illustrated steps 
of a process may be repeated, perhaps with different param 
eters or data to operate on. Steps in an embodiment may also 
be done in a different order than the top-to-bottom order that 
is laid out in FIG. 3. Steps may be performed serially, in a 
partially overlapping manner, or fully in parallel. The order in 
which flowchart 300 is traversed to indicate the steps per 
formed during a process may vary from one performance of 
the process to another performance of the process. The flow 
chart traversal order may also vary from one process embodi 
ment to another process embodiment. Steps may also be 
omitted, combined, renamed, regrouped, or otherwise depart 
from the illustrated flow, provided that the process performed 
is operable and conforms to at least one claim. 
0059 Examples are provided herein to help illustrate 
aspects of the technology, but the examples given within this 
document do not describe all possible embodiments. 
Embodiments are not limited to the specific implementations, 
arrangements, displays, features, approaches, or scenarios 
provided herein. A given embodiment may include additional 
or different features, mechanisms, and/or data structures, for 
instance, and may otherwise depart from the examples pro 
vided herein. 
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0060 Some embodiments provide a computational pro 
cess for accessing a version of database content as it existed at 
a previous point in time, namely, the as-of time 210. The 
process includes acquiring 302 a database snapshot 150 
which is based on a database 120. The database snapshot 
resides in and configures a non-transitory computer-readable 
storage medium 112. In some cases, acquiring 302 the Snap 
shot includes receiving 304 from a database user 104 through 
a user interface an express identification 226 of a Snapshot to 
use as the acquired Snapshot. In some, the Snapshot is 
acquired 302 by internally (as opposed to externally from the 
user) automatically generating 306 a Snapshot for use as the 
acquired Snapshot. In some cases, the Snapshot is acquired 
302 by extracting 308 data 118 from a differential backup 228 
of the database to use as the acquired Snapshot. 
0061 This particular process also includes undoing 310 
modifications 204 of database content which were made after 
the as-of time 210. The undoing step 310 is performed com 
putationally with the acquired Snapshot at a page level within 
the non-transitory computer-readable storage medium 112. 
The undoing step 310 computationally produces 312 an elec 
tronically accessible as-of Snapshot 212 which is a Snapshot 
of the database in question as it existed at the as-of time. 
0062. In some embodiments of the computational process, 
the as-of time 210 is specified as a wall clock time, and the 
process includes mapping 314 from the wall clock 316 as-of 
time to a corresponding transaction log record 230 sequence 
number, namely, the as-of LSN 218. This may be accom 
plished, e.g., using timestamps on enhanced log records. In 
Some embodiments, timestamps in the log records are already 
present, as they are used for point-in-time restore using tra 
ditional backups. Some embodiments use checkpoint records 
which include time to approximate a log region to search and 
use the individual transaction timestamps to find the exact 
LSN. 

0063. In some embodiments, undoing 310 modifications 
at a page level includes traversing 318 a list 202 of page 
modifications 204 that has been maintained 320 in an 
enhanced log 146. For example, a list 202 of page modifica 
tions may be maintained 320 in an active transaction log 208 
of the database, and/or in an inactive transaction log 208 of a 
databasebackup 228. 
0064. In some embodiments, maintaining 320 a list of 
page modifications to support undoing page modifications 
may include persisting 322 page content before a page is 
re-used, persisting 322 deleted rows before they are moved to 
a newly allocated page, and/or persisting 322 compensation 
log 324 record undo information. Those of skill will recog 
nize that compensation logs record the rollback of particular 
changes to database content, e.g., to note that a given action 
has been undone. Persisting step 322 may include logging 
data in an enhanced transaction log 208 and/or other struc 
ture. 

0065. Some embodiments of the computational process 
include handling 326 an as-of query 214. Handling 326 pro 
ceeds differently, depending on whether a responsive as-of 
page 216 already exists in usable form. Thus, in some cases 
the page exists, and handling 326 an as-of query 214 includes 
identifying 328 a page which contains information respon 
sive to the query 214, determining 330 that the page 216 
which contains information responsive to the query is present 
in a cache 224 of the as-of snapshot 212, and responding 338 
to the as-of query using the page. In other cases, the respon 
sive page does not exist, and handling 326 an as-of query 214 
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includes identifying 328 a page which contains information 
responsive to the query 214, determining 332 that the page 
which contains information responsive to the query is not yet 
present in a cache file of the as-of snapshot, reading 334 the 
page from the database, undoing 310 modifications of the 
page back to the as-of time to produce an as-of page 216, 
writing 336 the as-of page to the cache file of the as-of 
Snapshot, and responding 338 to the query using the as-of 
page. Writing 336 to the sparse page file or other cache may 
precede, follow, or overlap responding 338 to the user. In 
Some embodiments, the as-of query determines which page to 
access as of the previous time as follows. As with familiar 
query processing, metadata is consulted to determine where 
the data required by the query is stored. This metadata itself is 
stored in its own pages. After these pages of metadata are 
constructed for the as-of time, they indicate which pages 
contained the query-responsive data for the as-of time. Then 
the query processor accesses those data pages for the as-of 
time. 
0066. Some embodiments of the computational process 
rewind 340 the entire database snapshot back to the as-oftime 
210. Rewinding may be accomplished by performing a single 
scan 342 over an enhanced transaction log 208 (or other 
structure containing a list 202) in reverse LSN order, and 
undoing 310 modifications 204 to all the database pages 144 
located by the scan. 
0067. In some embodiments, maintaining 320 a list of 
page modifications to support undoing page modifications 
includes one or more of the following: incrementally logging 
344 page content before a page is re-used; incrementally 
logging 346 deleted rows before they are moved to a newly 
allocated page; 
0068 incrementally logging 348 compensation log record 
undo information; logging 352 the full content of at least one 
page; maintaining (logging 354) an uninterrupted sequence 
of page modifications in a transaction log, with each modifi 
cation logged separately, performing incremental logging 
344/346/348 and additionally logging 352 full page images to 
optimize 356 undo operations. 
0069. In some embodiments, undoing 310 modifications 
at a page level includes at least one of the following: undoing 
an operation358 on a reallocated page 360, undoing an opera 
tion 362 which truncated a table 134, undoing an operation 
364 which deleted a table 134. 
0070. Some embodiments include computationally undo 
ing 310 modifications 204,366 of a schema 138 of the data 
base which were made after the as-of time 210. The schema 
modification 366 undoing step is performed computationally 
with the acquired 302 snapshot 150 at a page 144 level. Some 
embodiments include computationally undoing 310 modifi 
cations 204, 368 of a metadata 140 value of the database 
which were made after the as-of time 210. The metadata 
modification 368 undoing step is also performed computa 
tionally with the acquired 302 snapshot 150 at a page 144 
level. Similarly, some embodiments include undoing 310 
modifications 204,370 of a system table 142 of the database 
which were made after the as-of time 210, and the system 
table modification 370 undoing step is performed computa 
tionally with the acquired 302 snapshot 150 at a page 144 
level. 

Configured Media 
0071. Some embodiments include a configured computer 
readable storage medium 112. Medium 112 may include 
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disks (magnetic, optical, or otherwise), RAM, EEPROMS or 
other ROMs, and/or other configurable memory, including in 
particular non-transitory computer-readable media (as 
opposed to wires and other propagated signal media). The 
storage medium which is configured may be in particular a 
removable storage medium 114 such as a CD, DVD, or flash 
memory. A general-purpose memory, which may be remov 
able or not, and may be volatile or not, can be configured into 
an embodiment using items such as as-of code 220, as-of 
snapshots 212, as-of LSNs 218, side files 224, enhanced log 
records 230, and/or as-of pages 216, in the form of data 118 
and instructions 116, read from a removable medium 114 
and/or another source Such as a network connection, to form 
a configured medium. The configured medium 112 is capable 
of causing a computer system to perform process steps for 
transforming data through undoing 310 modifications 204 at 
a page 144 level as disclosed herein. FIGS. 1 through 3 thus 
help illustrate configured storage media embodiments and 
process embodiments, as well as system and process embodi 
ments. In particular, any of the process steps illustrated in 
FIG. 3, or otherwise taught herein, may be used to help 
configure a storage medium to form a configured medium 
embodiment. 

Additional Examples 

0072 Additional details and design considerations are 
provided below. As with the other examples herein, the fea 
tures described may be used individually and/or in combina 
tion, or not at all, in a given embodiment. 
0073. Those of skill will understand that implementation 
details may pertain to specific code. Such as specific APIs and 
specific sample programs, and thus need not appear in every 
embodiment. Those of skill will also understand that program 
identifiers and some other terminology used in discussing 
details are implementation-specific and thus need not pertain 
to every embodiment. Nonetheless, although they are not 
necessarily required to be present here, these details are pro 
vided because they may help some readers by providing 
context and/or may illustrate a few of the many possible 
implementations of the technology discussed herein. 
0074. In some embodiments, a technological solution 
includes transaction log extensions to enable page level 
physical level undo, combined with Microsoft(R) SQL 
Server R. Snapshot technology and/or other Snapshot function 
ality (marks of Microsoft Corporation). An embodiment cre 
ates a static Snapshot 150 of a database by persisting pages 
144 that have been modified since the snapshot creation time. 
The pages are persisted 322 in a side file 224 Such as a sparse 
page file. Some embodiments allow creation of Snapshots 212 
as of a previous point in time. Once a snapshot 150 is created, 
an embodiment undoes changes to modified pages dynami 
cally from the records 230 of the enhanced transaction log 
208 at the time of page access. This approach allows the 
restriction of undo 310 activity to only those pages called on 
to run a query “as of a specified point in time. 
0075 For page level undo, some solution embodiments 
chain all page modifications 204 in a single chain of transac 
tion log records 230, with each chained entry pointing to the 
previous log record 230 modifying the page 144 in question. 
Each of the enhanced log records 230 has enough information 
to undo the modification to the page. In comparison to famil 
iar ARIES based database recovery, some embodiments log 
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additional information. For example, row deletions during 
page splits are logged 346, as well as undo information 350 of 
compensation log records. Some embodiments also log 344 
the previous page image at the time of the page re-allocation. 
This previous page log image is called a pre-format log record 
in FIG. 5. Logging a page's previous image at reallocation 
time does not introduce any significant overhead at the initial 
database population time, nor at the time of page deallocation 
Such as during table or index drops or table truncation. Some 
embodiments track the first time a page was allocated, in 
special database allocation (Page Free Space) pages. 
0076. The figures show page history in a transaction log 
before (FIG. 4) and after (FIGS. 5, 6) some solution 
approaches taught herein. Specifically, FIG. 4 shows a 
sequence of familiar transaction log records 152 and their 
corresponding page content and logged operations, prior to 
the solutions taught herein. FIG. 5 shows an example 
enhanced log 208; note that with some solutions taught herein 
page allocation does not destroy the logged history of changes 
made to a page. FIG. 6 shows a variation of the teachings in 
FIG. 5, with shortcut page images logged 352 to speed undo 
310 operations. 

0077. Some embodiments manage information retention 
in an enhanced transaction log 208 by introducing a way to 
control the retention based on time units (e.g., minutes, hours, 
or even days). The enhanced transaction log can be truncated 
and reused once the undo information ages past the specified 
retention limit. Some embodiments extend a familiar ALTER 
DATABASE command syntax. Thus, a retention period is 
configured in Some cases using a syntax like that shown 
below: 

ALTER DATABASE 
UNDO INTERVAL=24 HOURS 

SampleDB SET 

0078. To be able to access the information as of a certain 
point in time. Some approaches expose the database as a 
database snapshot 212. The userspecified AsOftime (anas-of 
time 210) is converted (mapped 314) to an LSN (Log 
Sequence Number) 402 which uniquely identifies a position 
in a database transaction log 208. This LSN is called 
SplitLSN and is used as a boundary value to be checked 
against all pages. Once an ASOf database Snapshot 212 is 
created, all pages on access (e.g., to respond to a query 214) 
have their current page LSN checked against splitLSN. All 
pages that have LSNs greater than splitLSN are undone 310 
by following the chain of transaction log records and applying 
undo information one record at a time. This mechanism 
allows the undoing of only the pages that (a) were modified, 
or reallocated after a table dropped, and (b) are accessed at the 
time of query. All pages 144 which were undone 310 are then 
cached in a sparse page file 224 or other cache for future fast 
access. In some embodiments, sparse file content can be 
shared and reused by multiple snapshots created for close but 
different as-of times 210. 

(0079. Some embodiments extend an existing CREATE 
DATABASE SNAPSHOT syntax with a “AS OF <datetime> 
clause to specify the point in time 210 for the AS OF queries 
214. Thus, in some cases an ASOf database Snapshot 212 can 
be created with syntax similar to that shown below: 
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CREATE DATABASE SampleDBAsOfSnap ON 
0080 (NAME=SampleDB primary, FILENAME='d: 
\Sampledb.ss) 

AS SNAPSHOT OF SampleDB 

AS OF 2011-06-05 O8:26:25.473 

0081 Certain pages 144 (mostly allocation related) 
receive a high ratio of updates. Undoing 310 such pages back 
in time may take a significant number of operations. To speed 
up a page undo, Some embodiments periodically produce 352 
a log record with a full page image having additional shortcut 
information 602 to jump through the page history quicker. An 
example of this structure is shown in FIG. 6. In some embodi 
ments, full page images can also be extracted from differen 
tial backups that are taken periodically. 
0082 In addition to page level undo, some embodiments 
also allow rolling back (a.k.a. unwinding or rewinding 340) 
the entire databaseback in time by making a single sequential 
pass (scan 342) over an enhanced transaction log 208 back 
wards to the desired LSN and undoing 310 all modifications 
to the pages in the database. This approach may be favored 
when there is a large number of pages and modifications that 
need to be undone, and the entire database is to be restored to 
the specified point-in-time 210, either in-place or as a copy. 
0083. In some embodiments, a database snapshot capabil 

ity in an enhanced Microsoft(R) SQL ServerR) system or other 
enhanced database system creates a transactionally consistent 
view of a database at the time a Snapshot is requested (marks 
of Microsoft Corporation). Approaches taught herein extend 
the existing Snapshot capabilities to create a replica as of a 
specified time 210 in the past, as long as the time 210 lies 
within the retention period covered by the list 202. In some, 
the primary database keeps the enhanced transaction log 208 
for the retention period and the “AsOf replica uses the 
enhanced transaction log 208 to undo 310 committed changes 
and produce previous versions of the data. In some embodi 
ments, the undo 310 step physically undoes one data page 144 
at a time independently of the other data pages in the database. 
This allows one to limit the undo 310 to only those pages that 
are accessed by the queries 214 in the lifetime of the AsOf 
replica. 
0084. In some embodiments, during the lifetime of an 
allocated data page modifications to the page are chained in 
the log 208, starting at the most recent modification and going 
all the way back to the format page log record 230. Page 
oriented undo Starts with the current copy of the data page and 
then follows the chain of log records to undo them to produce 
the previous version of the page. This approach involves a 
continuous chain going back from the current version to the 
version being produced, with each of the log records along the 
way having enough information to undo the page. In some 
embodiments, the additional logging discussed herein, and 
the act of retaining the transaction log for the retention period, 
occur only after the user opts in. In other embodiments, they 
occur by default for a specified default retention period, 
which can be configured by an administrator or built-in. 
0085. In some prior approaches, when a previously de 
allocated page is re-allocated the contents of the page are 
overwritten unconditionally by a format log record 152, as 
shown in FIG. 4. This breaks the chain of page log records 152 
and would prevent undoing the page across a re-allocation. 
Some embodiments address this by using a pre-format log 
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record 230 (FIG. 5) which logs the previous contents of the 
page before it is unconditionally overwritten by the format 
log record. In addition, some embodiments chain the pre 
format log record with the new format log record so that the 
page now has a continuous chain of log records 230 since it 
was allocated. To reduce or minimize the overhead of pre 
format log records, some embodiments log 344 pre-formats 
only if the page is re-used and only if it was ever allocated. 
Information as to whether a page was everallocated is tracked 
in the Page Free Space (PFS) page entry of the page 144. 
I0086. In order to help ensure that each log record 230 
contains sufficient information to undo 310 the modifications 
204, Some embodiments log additional information. In some, 
B-Tree splits involve logging 346 the deleted rows before 
they are moved to the newly allocated page. Familiar com 
pensation log records (CLRs) are redo-only, so in order to 
help ensure that they can be undone 310 some embodiments 
either log the undo information in the compensation log 
record itself or extract this information from the original log 
record that this CLR compensates. 
I0087. With regard to the “AsOf Replica, database snap 
shots 150 (also known as persistent replicas) are a copy-on 
write replica of the primary database. In some embodiments, 
when the Snapshot is created a point in the transaction log 
(SplitLSN) is chosen as the point of transactional consistency 
and the Snapshot is recovered to undo any transactions that 
were active at the SplitLSN. Once creation completes, the 
Snapshot is available as a regular read-only database. The data 
pages 144that are modified since the snapshot was created are 
written to the copy-on-write sparse file 224 before modifica 
tion. When the snapshot database retrieves the data, it reads 
the unchanged pages from the primary database and reads 
older versions from the copy-on-write file 224. 
I0088. One view is that instead of rolling a log forward, one 
can roll the databasebackwards by using the enhanced trans 
action log 208 to unwind the database. In some cases, this 
eliminates reliance on a fullbackup, without sacrificing trans 
actional consistency. Some embodiments allow one to thus 
extract good versions of corrupt data and merge them with an 
online database. Individual pages can be undone 310 inde 
pendently, and one can reconstruct metadata, allocations, and 
user data. Undo 310 can be managed transparently in a 
DBMS storage layer, without having a query processor or 
metadata that understand the underlying time travel, and with 
no change to on-disk structures. 
I0089. Some possible variations include unwinding a 
selected set of pages or the whole database; performing a 
single sequential backwards scan of the log 208; using logs 
208 in backups instead of an active log; iterating an undo 310 
over backup sets instead of undoing an active log; combining 
differential backups with a log to reduce page undo calcula 
tions; occasionally or periodically logging 352 full pages to 
reduce undo computations; and performing an object level 
restore that restores a specified set of objects to an as-of time 
210. 

0090. In short, some approaches taught herein provide a 
space-efficient and computation-efficient ASOf query and 
recovery from user mistakes for write-ahead-logging-based 
database systems. Some approaches provided herein have 
reduced or minimal space and time overhead during normal 
transaction logging. Moreover, the undo cost is paid only at 
the time of recovery from a user mistake, and is bounded by 
the amount of information to recover. 
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Conclusion 

0091 Although particular embodiments are expressly 
illustrated and described herein as processes, as configured 
media, or as systems, it will be appreciated that discussion of 
one type of embodiment also generally extends to other 
embodiment types. For instance, the descriptions of pro 
cesses in connection with FIG. 3 also help describe config 
ured media, and help describe the operation of systems and 
manufactures like those discussed in connection with other 
Figures. It does not follow that limitations from one embodi 
ment are necessarily read into another. In particular, pro 
cesses are not necessarily limited to the data structures and 
arrangements presented while discussing systems or manu 
factures Such as configured memories. 
0092. Not every item shown in the Figures need be present 
in every embodiment. Conversely, an embodiment may con 
tain item(s) not shown expressly in the Figures. Although 
Some possibilities are illustrated here in text and drawings by 
specific examples, embodiments may depart from these 
examples. For instance, specific features of an example may 
be omitted, renamed, grouped differently, repeated, instanti 
ated in hardware and/or software differently, or be a mix of 
features appearing in two or more of the examples. Function 
ality shown at one location may also be provided at a different 
location in some embodiments. 
0093. Reference has been made to the figures throughout 
by reference numerals. Any apparent inconsistencies in the 
phrasing associated with a given reference numeral, in the 
figures or in the text, should be understood as simply broad 
ening the scope of what is referenced by that numeral. 
0094. As used herein, terms such as “a” and “the are 
inclusive of one or more of the indicated item or step. In 
particular, in the claims a reference to an item generally 
means at least one such item is present and a reference to a 
step means at least one instance of the step is performed. 
0095 Headings are for convenience only; information on 
a given topic may be found outside the section whose heading 
indicates that topic. 
0096 All claims and the abstract, as filed, are part of the 
specification. 
0097 While exemplary embodiments have been shown in 
the drawings and described above, it will be apparent to those 
of ordinary skill in the art that numerous modifications can be 
made without departing from the principles and concepts set 
forth in the claims, and that such modifications need not 
encompass an entire abstract concept. Although the Subject 
matter is described in language specific to structural features 
and/or procedural acts, it is to be understood that the subject 
matter defined in the appended claims is not necessarily lim 
ited to the specific features or acts described above the claims. 
It is not necessary for every means or aspect identified in a 
given definition or example to be present or to be utilized in 
every embodiment. Rather, the specific features and acts 
described are disclosed as examples for consideration when 
implementing the claims. 
0098 All changes which fall short of enveloping an entire 
abstract idea but come within the meaning and range of 
equivalency of the claims are to be embraced within their 
scope to the full extent permitted by law. 
What is claimed is: 
1-8. (canceled) 
9. A computer-readable storage medium configured with 

data and with instructions that when executed by at least one 
processor causes the processor(s) to perform a process for 
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accessing a version of database content as it existed at a 
previous point in time (the 'as-of time'), the process com 
prising the steps of: 

acquiring a database Snapshot based on a database; 
undoing modifications of database content which were 
made after the as-of time, said undoing step being per 
formed computationally in the acquired Snapshot at a 
page level, said undoing step computationally producing 
an electronically accessible as-of Snapshot which is a 
Snapshot of the database as it existed at the as-of time; 
and 

handling an as-of query using a page which contains infor 
mation responsive to the query, wherein the as-of query 
handling step comprises at least one of the following: 
determining that the page which contains information 

responsive to the query is present in a sparse page file 
of the as-of Snapshot; 

determining that the page which contains information 
responsive to the query is not yet present in a sparse 
page file of the as-of Snapshot, reading the page from 
the database, undoing modifications of the page back 
to the as-oftime to produce an as-of page, and writing 
the as-of page to the sparse page file of the as-of 
Snapshot; or sharing sparse file cache content among 
different as-of Snapshots. 

10. The configured medium of claim 9, wherein undoing 
modifications at a page level includes traversing a list of page 
modifications that has been maintained in at least one of the 
following: an active transaction log of the database, an inac 
tive transaction log of a database backup. 

11. The configured medium of claim 9, wherein the process 
further comprises computationally maintaining a list of page 
modifications to Support undoing page modifications, by per 
forming at least two of the following: 

persisting page content in a transaction log before a page is 
re-used; 

persisting deleted rows in a transaction log before they are 
moved to a newly allocated page; or 

persisting compensation log record undo information in a 
transaction log. 

12. The configured medium of claim 9, wherein the process 
further comprises computationally maintaining a list of page 
modifications to Support undoing page modifications, by per 
forming at least two of the following: 

incrementally logging page content before a page is re 
used; 

incrementally logging deleted rows before they are moved 
to a newly allocated page; 

incrementally logging compensation log record undo 
information; 

logging the full content of at least one page; 
maintaining an uninterrupted sequence of page modifica 

tions in a transaction log, with each modification logged 
separately; or 

performing incremental logging, and additionally logging 
full page images to optimize undo operations. 

13. (canceled) 
14. The configured medium of claim 9, wherein undoing 

modifications at a page level comprises at least one of the 
following: 

undoing an operation on a reallocated page; 
undoing an operation which truncated a table; or undoing 

an operation which deleted a table. 
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15. The configured medium of claim 9, wherein the process 
further comprises at least one of the following: 

undoing modifications of a schema of the database which 
were made after the as-of time, said Schema modifica 
tion undoing step being performed computationally 
with the acquired Snapshot at a page level; 

undoing modifications of a metadata value of the database 
which were made after the as-of time, said metadata 
modification undoing step being performed computa 
tionally with the acquired Snapshot at a page level; or 

undoing modifications of a system table of the database 
which were made after the as-of time, said system table 
modification undoing step being performed computa 
tionally with the acquired Snapshot at a page level. 

16-20. (canceled) 
21. The configured medium of claim 9, wherein the acquir 

ing step comprises receiving from a database user an express 
identification of a Snapshot to use as the acquired Snapshot. 

22. The configured medium of claim 9, wherein the acquir 
ing step comprises at least one of the following: 

internally automatically generating a Snapshot for use as 
the acquired Snapshot; or 

extracting data from a differential backup of the database to 
use as the acquired Snapshot. 

23. The configured medium of claim 9, in which the as-of 
time is specified as a wall clock time, and the process includes 
mapping from the wall clock as-of time to a transaction log 
record sequence number (the “as-of LSN). 

24. The configured medium of claim 9, wherein the process 
further comprises maintaining a list of page modifications to 
Support undoing page modifications, by performing at least 
one of the following: 

persisting page content before a page is re-used; or 
persisting deleted rows before they are moved to a newly 

allocated page. 
25. The configured medium of claim 9, wherein the process 

further comprises maintaining a list of page modifications to 
Support undoing page modifications, by persisting compen 
sation log record undo information. 

26. The configured medium of claim 9, wherein the process 
comprises handling an as-of query at least in part by perform 
ing the following: 

identifying a page which contains information responsive 
to the query; 

determining that the page which contains information 
responsive to the query is present in a side file of the 
as-of Snapshot; and 

responding to the as-of query using the page which was 
identified by the identifying step and which was deter 
mined by the determining step to be present in the side 
file. 

27. The configured medium of claim 9, wherein the process 
comprises handling an as-of query at least in part by perform 
ing the following: 

identifying a page which contains information responsive 
to the query; 

determining that the page which contains information 
responsive to the query is not yet present in a side file of 
the as-of Snapshot; 

reading the page from the database; 
undoing modifications of the page back to the as-oftime to 

produce an as-of page; 
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writing the as-of page to the side page file of the as-of 
Snapshot; and 

responding to the query using the as-of page. 
28. The configured medium of claim 9, wherein the process 

further comprises rewinding the entire database Snapshot 
back to the as-of time by performing a single scan over a 
transaction log in reverse LSN order and undoing modifica 
tions to all the database pages. 

29. A computer system comprising: 
at least one processor, 
a memory in operable communication with the logical 

processor, the memory configured with data and with 
instructions that when executed by at least one processor 
causes the processor(s) to perform a process for access 
ing a version of database content as it existed at a previ 
ous point in time (the 'as-of time'), the process com 
prising the steps of acquiring a database Snapshot based 
on a database, undoing modifications of database con 
tent which were made after the as-of time, said undoing 
step being performed computationally in the acquired 
Snapshot at a page level, said undoing step computation 
ally producing an electronically accessible as-of Snap 
shot which is a Snapshot of the database as it existed at 
the as-oftime, and handling an as-of query using a page 
which contains information responsive to the query, said 
as-of query handling comprising at least one of the fol 
lowing: 
determining that the page which contains information 

responsive to the query is present in a sparse page file 
of the as-of Snapshot; 

determining that the page which contains information 
responsive to the query is not yet present in a sparse 
page file of the as-of Snapshot, reading the page from 
the database, undoing modifications of the page back 
to the as-oftime to produce an as-of page, and writing 
the as-of page to the sparse page file of the as-of 
Snapshot; or 

sharing sparse file cache content among different as-of 
Snapshots; 

a database Snapshot residing in (and thus configuring) the 
memory, the database Snapshot based on a database; and 

a list of page modifications residing in the memory and 
describing at a page level modifications made to the 
database after an as-of time. 

30. The system of claim 29, wherein the system further 
comprises a cache file of an as-of Snapshot, the cache file 
residing in the memory. 

31. The system of claim 29, wherein the list of page modi 
fications comprises at least two of the following: 

page content persisted before a page was re-used; 
a deleted row persisted before it was moved to a newly 

allocated page; 
page content incrementally logged before a page was re 

used; 
a deleted row incrementally logged before it was moved to 

a newly allocated page; 
logged full content of a page; 
an uninterrupted sequence of page modifications in a trans 

action log, with at least some modifications logged sepa 
rately from one another, or 

incrementally logged modifications and additional logged 
full page images. 
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32. The system of claim 29, further comprising code con 
figuring the memory and executable by the processor(s) to 
undo modifications at a page level by performing at least one 
of the following: 

undoing an operation on a reallocated page; 
undoing an operation which truncated a table; or 
undoing an operation which deleted a table. 
33. The system of claim 29, further comprising code con 

figuring the memory and executable by the processor(s) to 
handle an as-of query using an as-of page which contains 
information responsive to the query. 

34. The system of claim 29, wherein the list of page modi 
fications comprises at least four of the following: 

page content persisted before a page was re-used; 
a deleted row persisted before it was moved to a newly 

allocated page; 
page content incrementally logged before a page was re 

used; 
a deleted row incrementally logged before it was moved to 

a newly allocated page; 
logged full content of a page; 
an uninterrupted sequence of page modifications in a trans 

action log, with at least some modifications logged sepa 
rately from one another, or 

incrementally logged modifications and additional logged 
full page images. 
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