
(12) STANDARD PATENT (11) Application No. AU 2001238056 B2
(19) AUSTRALIAN PATENT OFFICE

(54) Title
System and method for installing an auditable secure network

(51)7 International Patent Classification(s)
H04L 009/00 H04L 009/12

(21)

(87)

(31)

(43)
(43)
(44)

(71)

(72)

(74)

(56)

Application No: 2001238056

WIPO No: W001/59973

Priority Data

(22) Date of Filing: 2001.02.07

Number
09500883

(32) Date
2000.02.09

(33) Country
US

Publication Date:
Publication Journal Date:
Accepted Journal Date:

2001.08.20
2001.11.01
2005.06.02

Applicant(s)
Angel Secure Networks, Inc.

Inventor(s)
Smith, Fred Hewitt; Smith, Benjamin Hewitt

Agent Attorney
Davies Collison Cave, 1 Little Collins Street, Melbourne, VIC, 3000

Related Art
US5594866
US4731880
US5974250



(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
16 August 2001 (16.08.2001)

I 11111ll11111 lllllllllllllllllllllllllll1111111111111111 IllllIIIIIII111l1llll
(10) International Publication Number

WO 01/59973 A3PCT

(51) International Patent Classification': H04L 9/00, 9/12

(21) International Application Number: PCT/US01/03954

(22) International Filing Date: 7 February 2001 (07.02.2001)

Filing Language:

(26) Publication Language:

English

English

SMITH, Fred, Hewitt; 127 Washington Street. Belmont,
MA 02178 (US).

(74) Agent: LAPPIN, Mark, McDermott, Will Emery,
28 State Street, Boston, MA 02109 (US).

(81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CR, CU, CZ,
DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM, HR,
HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR,
LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ,
NO. NZ, PL, PT, RO, RU, SD, SE, SG, ST, SK, SI TJ, TM,
TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM.
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,

Priority Data:
09/500,883 9 February 2000 (09.02.2000) US

(71) Applicant; ANGEL SECURE NETWORKS, INC.
[US/US]; 127 Washington Street, Belmont, MA 02178
(US).

(72) Inventors: SMITH, Benjamin, Hewitt; 540 W. 122nd
Street, Apartment 21B, New York, NY 10027 (US).

II

II

II

II

[Continued on next page]

(54) Title: SYSTEM AND METHOD FOR INSTALLING AN AUDITABLE SECURE NETWORK

2060 2050 2040

(57) Abstract: Disclosed is a first subnet-
work (2010) comprising a first child level
hub node (2012) and a first child level moni-
tor node (2014 or 2016). The first child level
hub node is configured to communicate, via
a parent level hub node (2040) in a network
(2000), with a second child level hub node
(2022) in another subnetwork (2020) con-
nected to the network. The first child level
monitor node is connected to a parent level
monitor node (2050 or 2060) in the network
and configured to selectively initiate termi-
nation of the communications between the
first and second child level hub nodes. Each
of the first and second child level hub modes
has an encryptor. Strobing of each encryp-
tor can be selectively initiated by the parent
level monitor node.



WO 01/59973 A3 111111111111111111 11111111111111111I 11111 11111 111111111111111111111 HE tl

IT, LU. MC NL, PT SE, TR), OAPI patent (BE, BJ. CF, (88) Date of publication of the international search report:
CG, Cl, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG). 13 December 2001

Published:
wit/h international search report

For two-letter codes and other abbreviations, refer to the "Guid-
once Notes on Codes andAbbreviations" appeoring at the hegin-
fling of each regular issue of the PCT Gazette.



WO 01/59973 PCT/US01/03954

SYSTEM AND METHOD FOR INSTALLING AN AUDITABLE SECURE NETWORK

Related Applications

This application is a continuation-in-part of U.S. Patent Application 09/441,403, entitled

SYSTEM AND METHOD FOR INSTALLING AN AUDITABLE SECURE NETWORK, filed

November 16, 1999, which is a continuation-in-part of U.S. Patent Application 08/689,767,

entitled SYSTEM AND METHOD FOR DISTRIBUTING SOFTWARE OVER A NETWORK,

filed August 13, 1996, both incorporated herein by reference.

Background

The invention relates to a system and method for distributing software over a network.

More particularly, the invention relates to a method for controlling software distribution by

embedding a sub-component of the distribution control software in each software application,

and having a central monitoring software for monitoring the distribution of the software

applications.

Digitally encoded information, or software, is one of the most economically important

commodities of the era. The ease and economy with which perfect copies can be made and

distributed has promoted the spread of software and related technologies through traditional

commercial channels such as retail and mail-order sales. More recently, non-traditional

distribution channels such as distribution over networks of interconnected computers such as the

Internet have become more viable. These non-traditional distribution channels have made it

difficult for software creators and copyright holders to regulate the use of their creations or to

receive payment and registration information from their users. Consequently, software producers

forfeit substantial revenues and valuable information about their customer base and potential

markets.

Various security methods have been employed in an attempt to inhibit illegal copying of

software. Such attempts have included software security, such as password protection and

requiring original diskettes to initiate startup, for example, and hardware security, such as a

dongle, for example, inter alia. Further, hardware-based copy protection techniques, as well as

those which involve modification or customization of executable programs, prevent software

vendors from exploiting the non-traditional distribution networks that are becoming a mainstay

of software distribution in the software marketplace. Therefore, these protection methods have

generally proved inadequate for large-scale commercial distribution of software. Thus, most

large software companies have relied on shrink-wrap licenses and legal remedies to enforce their
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copyrights which have proved moderately effective.

Another challenge to the software industry is regulating the installation of software.

Since individual users perform most installations of software, the vendor has no control over the

software installation. A user can currently purchase software that will not run on the user's

computer. The user may not lknow the limitations of the user's computer hardware or may not

understand the software's hardware requirements. If a user purchases software and the user's

computer hardware is inadequate to run the software, then various problems are going to occur in

the installation and execution of the software on the user's hardware. The user will have to spend

much time and effort attempting to resolve the problem, often including multiple calls to the

vendor's technical support lines at a cost to both the vendor and potentially the user.

Additionally, companies having large networked facilities can internally have thousands

of networked computers accessible by numerous content servers on a single network. Each of

the content servers can be running any of various operating systems as can the computers with

which the servers are communicating. From an information management standpoint, maintaining

such a computer base can be very difficult given that each user may have to install their own

software or, in the case of networked software, each server has an individual copy of networked

software for a subset of the users.

Many computer users are reluctant to purchase software on-line due to security issues.

The possibility of piracy of the software and, more importantly to the user, personal information

inhibits many users from taking advantage of this method of transaction. Some on-line services

include security features for such information, but generally lack an ability for the user or the

service to audit the security of the transmission. In addition, on-line services generally do not

allow the service to keep users informed of new products and releases, unless the users release

personal information to the service.

In some environments, the security of the network and data transmitted and stored thereon

is critical. Such networks and environments include military, legal, business, and financial

services. As a financial services example, an investment trading system may be linked to a bank

custody and accounting system, wherein the two systems exchange data so that the bank system

can provide "settlement" services related to the trading system's investment transactions.

Attempts to make such networks secure, preventing the theft or manipulation of data by insiders

and outsiders, often involves using human entered passwords to gain access to the network.

However, because such passwords exist in human readable form, it is possible to steal such

passwords and gain access to the system. Such systems may also implement key encryption to



WO 01/59973 PCT/US01/03954

secure the data, but if the system is violated through password detection or other means, the keys

may be obtained and used, unknown to network administrators. As an example, a method

presently used to protect transmission of data over a network is a virtual private network that

uses digital certificates, which involves the use of various root private keys which are manually

protected in a secure environment. If these root keys can be discovered or broken, the network

can be compromised. These keys generally have a life of one or two years. If a key in one of

these system is stolen, the theft cannot be detected. Consequently, these networks may be

unacceptably vulnerable.

Additionally, these networks are typically large and complex and susceptible to the

inclusion of "trap doors" during their generation and installation. A "trap door" is hidden

software code that allows an application to secretly send data to unauthorized recipients, for

example. Furthemnnore, the generation and installation is typically labor intensive, requiring

programmer generation and manipulation of software files to build the necessary components and

hand installation of these components at remote sites to build-the network. Since the generation

and installation is piecemeal and disjoint, it is not a quick process. Also, it does not lend itself to

generating billing information of the clients receiving access to the network as it is being

installed, since account services are not typically included until after the system or network

installation is complete. Therefore, additional resources are required to generate necessary

billing information.

Accordingly, it is an object of the invention to provide a private secure network and

method for protecting electronically distributed and stored data from theft, both by outsiders and

technologically sophisticated insiders. It is another object of the invention to provide an

auditable secure network and method for auditing a secure network during generation,

installation, and operation of the secure network. It is yet another object of the invention to

provide a secure network and method for establishing and maintaining a high degree of data

security in the direct connection between a trading desk in a securities firm and the settlement

application in a custody bank, thereby facilitating real-time, or near real-time, settlement. It is a

further object of the invention to provide a system and method for rapidly generating and

installing an auditable secure network remotely. It is yet a further object of the invention to

provide a system and method for systematically defining the types of data to be sent over a

network to be generated and installed and for auditing performance against this definition. It is

still another object of the invention to provide a system and method for generating billing

information from a network installation. It is also an object of the present invention to provide a
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system and method for resolving security violations in a private secure network that
00

requires verification by auditors.

It is further an object of this invention to protect transfers of cash among large

IND financial institutions. When cash is transferred through electronic means, large quantitiesV¢)
0 5 of cash can be transferred in a short period of time. Insiders who have access to the00
M networks of large financial institutions might plan to install software that, at the

appropriate moment, could overcome the security system and process a large illegal cash

Stransfer. A further object of this invention is to install systems that can protect against

insider theft of cash through electronic means, particularly where the insiders have time

and technical knowledge to install sophisticated software to accomplish an illegal theft of

cash.

These and other objects of the invention are achieved by the system and methods

described herein.

Summary of the Invention

The aforementioned and other objects of the invention are achieved by the

invention.

According to the present invention there is provided a secure network of computer

nodes, wherein substantially each node includes a separate encrypting means

corresponding to each other node with which said node communicates, said secure network

of computer nodes comprising:

A. a first parent level monitor node;

B. a parent level hub node; and

C. a plurality of subnetworks, wherein each subnetwork includes:

i. a first child level hub node configured to selectively communicate

with a second child level hub node via said parent level hub node;

and

ii. a first child level monitor node, connected to said first parent level

monitor node, and configured to selectively initiate termination of

communications by said first child level hub node with said second

child level hub node;

wherein said first parent level monitor node is configured to selectively initiate a
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coordinated strobing of the encrypting means of each of said first and second child level
00
CI hub nodes.

The invention also provides a secure financial services network configured for

ION custody and exchange of financial data, said network including a plurality of nodes,
0 5 wherein substantially each node includes a separate encrypting means corresponding to00

Mc, each other node with which said node communicates, said financial services secure

network comprising:

A. a first parent level monitor node;(-i

B. a parent level hub node; and

C. a plurality of subnetworks, wherein each subnetwork includes:

i. a first child level hub node configured to selectively communicate

with a second child level hub node via said parent level hub node;

ii. a first child level monitor node, connected to said first parent level

monitor node, and configured to selectively initiate termination of

communications by said first child level hub node with said second

child level hub node; and

iii. a set of financial application nodes, wherein each financial

application node is configured to communicate with others of said

plurality of nodes via said first child level hub node;

wherein said first parent level monitor node is configured to selectively initiate a

coordinated strobing of the encrypting means of each of said first and second child level

hub nodes.

The invention also provides a method for securing a network of computer nodes,

wherein said network of computer nodes includes a first parent level node, a parent level

hub node, and a plurality of subnetworks, each subnetwork having a child level monitor

node and a child level hub node configured to communicate with another child level hub

node via said parent hub node, and wherein substantially each node includes a separate

encrypting means corresponding to each other of said nodes with which it communicates,

said method for securing a network of computer nodes comprising the steps of:

A. designating, by said first parent level monitor node, a first and a second

child level hub node to strobe;

B. terminating strobing by a first child level monitor node, corresponding to



Q.\OPER\OCP\2001238056odm.-2804/05

4B

said first child level monitor node;
00

C. terminating strobing by a second child level monitor node, corresponding to

said second child level monitor node;

D. terminating data transmission by each of said first and second child level

O 5 hub nodes;00
M E. strobing a first encrypting means of said first child level hub node and a

second encrypting means of said second child level hub node, wherein said

Sfirst and second encrypting means are used for securing data transmission

between said first and second child level hub nodes;

F. resuming strobing by said first and second child level monitor nodes and

data transmission by said first and second child level hub nodes.

Features and advantages of embodiments of the invention are described below.

In one application the secure network can be used to install a software application

to a remote computer. The network is one which has at least one content server located

thereon, which serves data to a plurality of attached computer clients. This network model

is intended to include both intranets and internets. That is, the network may be an internal

corporate network, an intranet, or a global network of networks such as the Internet, for

example. The system comprises a server module and an agent module.

The server module is disposed on the server. The server module maintains a

database of software applications and constraints associated therewith. In the case of

commercial distribution of the software application, the server module also maintains a

database that includes billing information.

The agent module can be embedded in more than one type of software application,

and is actuatable by the remote computer to initiate installation of the software application

on the remote computer. Upon initiation, the agent module electrically communicates with

the server module which selectively enables the installation. In the case of a commercial

distribution of the software over the Internet, for example, the user, upon finding a

software application which the user wishes to purchase, the user selects the software

application. An agent module would then communicate with the server module.

In one embodiment, the agent module would be embedded in the software

application the user selected to purchase, and it would be actuatable by the remote

computer. After actuation by
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the remote computer the agent module would cormnunicate with the server module. In another

embodiment, the agent module embedded in the software application would remain inactive until

after the software application was installed. In this embodiment, a second agent module, which

for clarity will hereinafter be referred to as a plug-in, disposed on the remote computer would

communicate with the server module. The plug-in would preferably be installed in the user's

browser software, which the user is using to connect to the Internet.

The server module can be on a separate remote content server or the same content server

upon which the software application is located. The physical location is not important to the

individual modules as long as they can communicate electronically. The server module then

transfers hardware constraints, pricing information and available options particular to the chosen

software application to the remote computer.

The user of the remote computer then accepts the pricing, confirms acceptance of license

terms and inputs user information, all of which is then transferred back to the server module as

identification information. Upon verified receipt of the user's information, the server module

then enables the installation of the software application by communicating with the agent

module, either the agent module embedded in the software application or the plug-in embedded

in the browser. Installation of the software application can then proceed over the network.

In other embodiments, where the pricing and payment of the software application is

accomplished independently of the installation, installation of the software on a remote computer

target site) may be commenced in response to other parameters, rather than pricing and

payment. For example, if a company or other organization procured several copies (or licenses)

of a single application for several of its sites, payment of such software (or licenses) may be

accomplished prior to the installation thereof or in accordance with a payment schedule.

Therefore, payment and installation need not be related.

Where data security is a concern and the protection of data is necessary, the present

invention includes mechanisms to prevent unauthorized copying or alteration of electronically

stored and transmitted data by outsiders "pirates") and trusted insiders. For example, the

system performs generation and subsequent operation of a secure network without revealing

embedded detailed security measures to software developers. The network includes a plurality of

linked nodes, wherein each node is formed from the installation of a software application on a

predetermined remote computer or target site. A monitoring capability is used to ensure security

is maintained and to respond to security violations and human auditing of the network may be

employed to verify proper installation in accordance with a network definition template. Once
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completed, the template substantially defines, in human readable form, the network from a top

level, including identification of each node, identification of each link between nodes,

identification of data types to be exchanged between nodes, and identification of a software

application to be installed as part of each node. A set of agent library functions is included with

the application to facilitate communication of each node with the rest of the network.

An agent module generator receives the template information and generates network

components therefrom. For each specific node identified in the template, a unique agent module

and a node configuration file is generated, including information about each link of which the

node is a part. A network infonmnation file, or files, is also generated which embodies the overall

network structure. For each link, as part of each agent module, a pair of keys is generated, one

key corresponds to data transmission over the link in one direction and the second key

corresponds to data transmission in the opposite direction. A key is a series of binary bits,

probably not human readable, which is used as part of an encryption algorithm. Each agent

module is loaded, either over a network the Web) or manually from a computer disk or CD

ROM, for example, onto its corresponding target site. Once loaded, the agent module is

executed, configures itself, and communicates with an installation server server module) in

a secure, encryption key based manner to load the requisite software application onto the target

site. Once the application software and configuration file are downloaded and executed on a

target site, the node communicates with a monitor node to gain access into the network. The

agent module should be used to install the link as soon after it is constructed as possible.

As part of the auditing of the installation of each network node, the input of a local sales

password may be required for downloading the node application software and configuration file

and input of an audit password may be required for installation of the node into the network (via

the monitor node). A password is a string of numbers and letters which is used by humans to

gain access to a computer system. The monitor node oversees the installation and subsequent

operation and security of the network. If an attempt is made to install a node more than once, the

monitor node may shut down that node or the entire network. The feature that a node may be

installed only once is important to prevent an attack whereby an agent module might be stolen

and then used to attempt to install a node from a location other than the target location. Even if

the thieves somehow were able to spoof that the fraudulent node was the real node, when the

legitimate attempt was made to install the correct node, the deception would be uncovered. An

account server may also be included which, among other things, tracks the installation of each

node for billing purposes.
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Communication between nodes requires a dual login between the two nodes seeking to

send and receive data, using the keys for that link. These keys are randomly generated data, and

may be changed periodically. Communication is further protected using encryption with unique,

randomly generated public-private key pairs. One pair of keys is generated for each node in the

link. Of the pair, one pair of keys is dedicated for data transfer in one direction over the link and

the other key is dedicated for data transfer in the other direction. The private key is randomly

generated when an agent module is executed for the first time on its node, and is generally used

to decrypt data received by the node. The node's public key is generated from the private key

using a known encryption algorithm RSA) and is used by another node to encrypt data to be

transmitted to the node that generated the public key. A session key for the node may also be

generated for a given communication session. The session key is used to perform a second

encryption on the data to be transmitted. Session keys are shared by the nodes in a link Each

node in the link passes its public key to the other node. When a sending node prepares to

transmit a message to a receiving node, that message is encrypted with the receiving node's

public key and then again with the session key. The receiving node uses the session key and the

receiving node's private key to decrypt the message. Rather than one shared session key, each

node may, alternatively, have its own session key, which is encrypted and sent to the other node

in the link.

For increased security, the keys may be strobed, that is, changed every few seconds. The

monitor node controls the strobing of keys between nodes. Critical node pairs may be strobed at

regular or erratic intervals, possibly every 2 or 3 seconds, whereas less critical node pairs could

be strobed at longer intervals, possibly every 5 to 10 seconds. To strobe, each node randomly

generates a new private-public key pair and session key and passes the public and session keys to

the other node in a secure manner. Each node involved then stores the other node's keys for

decryption of messages received from that node. When strobing is performed between two

linked nodes, in-progress communication between the two nodes, if any, must complete before

the strobing takes place. In another embodiment, strobing is accomplished with persistence of

the current and previous set of keys from each node in the link being strobed. Therefore, if a

node, a link, or the network goes down, the links will attempt to come back up using the current

set of keys, but may default to the previous set of keys if unsuccessful. This can be particularly

useful if a node goes down during a strobe.

Unlike the manually protected root keys of typical virtual private networks, which may

have a life of a year or more, the private keys under the present invention have an initial life that
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consists of the time between when the keys for the agent modules are generated by the server and

when the modules use these keys to make an installation. This time period could be as short as

minutes, for example. Thereafter, when the system is installed, the keys are changed or

strobed every few seconds. Thus the present invention substantially diminishes the time during

which private keys remain valid and substantially reduces the risk of the private keys being stolen

and used by pirates. Moreover, the present invention includes methods for detecting theft during

the relatively brief period when a private key is in effect.

With regard to installation, there is a window of opportunity, between the time the agent

is generated and the link is installed, during which the pirate could steal the private key from the

server and construct a phony server so that, at the time of installation, the phony server could

spoof to the agent that it was the server and to the server that it was the agent. This type of attack

would require a "mole" in the installation server room capable of stealing the private key and

with software that could immediately generate a phony server.

The present invention, preferably, includes a method of detection of this type of attack by

auditing the installation to compare the server public key used by the agent or the installed

application to the actual server public key: if they are different, a pirate has interposed itself

between them. This comparison can be effectuated by a proper auditing procedure that uses

human beings to communicate certain control values from the installed site to the audit server

through means which are not related to the network connecting the installed site with the server.

Thus, unlike the case of the root keys used in a digital certificate system, if a private key

is stolen under the present system it can be detected before the system is installed.

Also, there is a very narrow window of opportunity (a fraction of a second) for a pirate to

interpose itself when the network is in operation. If a pirate did penetrate an installation server,

room and steal private keys and session keys instantaneously as they were generated, it could

possibly interpose a node on the network. This type of security violation can also be detected by

human audit of the network. The network can be automatically audited every few seconds by

using two monitors, where the second monitor is used to compare the two keys. For pirates to

penetrate a two-monitor network, they would then have to be able to instantaneously steal private

keys from two separate secure sites.

Thus, when the network is in operation, the window of opportunity during which a

private key can usefully be stolen is a fraction of a second compared with a year for a digital

certificate system. Moreover, the present invention includes a method to detect an interposition

even within a fraction of a second.
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A secure network may include a plurality of subnetworks. Each subnetwork can be a

distributed complement of computers, located at physically separate locations. Furthermore,

each subnetwork may include a plurality of subnetworks. A typical network or subnetwork may

include a hub node to which is connected a plurality of application nodes. Additionally, as

described above, each subnetwork may include two or more monitor nodes. In such a network,

the hub nodes may be interconnected via a higher level hub node and two monitor nodes (also at

the higher level) may be connected to the higher level hub node and to corresponding subnetwork

level monitor nodes. Communication between hub nodes preferably includes the same key-based

security measures previously discussed, including the strobing of keys. Two hub nodes strobe

their keys under the control of a higher level monitor node, similar to the monitor controlled

strobing previously discussed.

In further aspects, the invention provides methods in accord with the apparatus described

above. The aforementioned and other aspects of the invention are evident in the drawings and in

the description that follows.

Brief Description of the Drawings

The foregoing and other objects of this invention, the various features thereof as well as

the invention itself may be more fully understood from the following description, when read

together with the accompanying drawings in which:

Figure 1 is a block diagram of the software distribution system of the invention;

Figure 2 is a data flow diagram for the installation of software over the system of

Figure 1;

Figure 3 is a data flow diagram of a software update procedure for the system according

to Figure 1;

Figure 4 is a block diagram of a corporate network utilizing the invention;

Figure 5 is a block diagram of a portion of a corporate network utilizing the invention,

wherein the remote server includes multiple servers;

Figure 6A is a block diagram of a system for generating and installing a private secure

auditable network, in accordance with the present invention;

Figure 6B is a block diagram of a system for generating and installing a private secure

auditable network with automatic detection of possible interposed pirate nodes in accordance

with the present invention. 

Figure 7 is a diagram of a template used with the system of Figure 6;

Figure 8 is a top level method flow charts for generating and installing a private secure
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auditable network, using the system of Figure 6;

Figure 9 is a method for generating network components, as part of the method of

Figure 8;

Figures 10-10C are method flow charts for installing application nodes, as part of the

method of Figure 8;

Figure 11 is a method flow chart for the strobing keys between a monitor node of

Figure 6 and a node being installed, as part of the method of Figure 

Figure 12 is a method flow chart for the strobing of keys between two nodes, as part of

the method of Figure 8;

Figures 13A-C are flow charts for strobing keys with persistence, as part of the method of

Figure 8;

Figure 14 is a block diagram of a functional bank client private secure auditable network

to be generated and installed using the system of Figure 6 and Figure 14B is template from which

the system in Figure 6 will generate and install the network described in Figure 14A;

Figure 15 is a method flow chart of the process for generating and installing the network

described in Figure 14A and 14B;

Figures 16A-F are block diagrams functionally depicting the method steps of Figure 

Figure 17 is a method flow chart of an installation audit procedure in accordance with the

present invention;

Figure 18 is a method flow chart of a dual monitor audit procedure in accordance with the

present invention.

Figure 19 is a block diagram of a subnetwork, in accordance with the present invention;

Figure 20 is a block diagram of a network including a plurality of subnetworks, like those

of Figure 19; and

Figure 21 is a method flow chart depicting a process for strobing the encryption keys of

two hub nodes.

Detailed Description of the Preferred Embodiment

While the present invention retains utility within a wide variety of networks and may be

embodied in several different forms, it is advantageously employed in connection with the

Internet. Though this is the form of the preferred embodiment and will be described as such, this

embodiment should be considered illustrative and not restrictive.

Referring now to Figure 1, a remote computer 10 is shown having an electrical

connection 12 to a network 14. The remote computer 10 can be a personal computer, such as an
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IBM compatible or a MAC, can be a work station, or any other such computer that is adapted to

communicate over a network 14. The electrical connection 12 is used generically to indicate a

physical connection to a client/server network. Though such a connection can take any of

various forms and use any of numerous protocols, in the preferred embodiment communication

via the electrical connection 12 uses Transfer Control Protocol/Internet Protocol ("TCP/IP").

TCP/IP is preferred as it is the communication protocol suite required to commnunicate over the

Internet. Communication over the Internet is desirable because the Internet is a global

interconnection of multiple content servers which are freely communicable to each other and

accessible by an unlimited group of remote computers. For illustration purposes, the network 14

will be assumed to be the Internet, though other possibilities exist, such as electronic mail

networks utilizing X.25 protocols.

As previously stated, the network 14 has multiple content servers, one of which is 

shown in Figure 1 as content server 16. The content server 16, in this example, is owned by a

third-party vendor of software. The software can be any digitally stored information including

both executable and non-executable digital information. Examples of the foregoing are

executable software applications, digitally stored music, digitally stored reference materials,

photographs, inter alia. Therefore, any reference to software or software applications contained

herein shall be understood to encompass any form of digitally stored information whether or not

listed as an example above.

The third-party vendor uses the content server 16 to sell software by using a virtual store

18. The virtual store 18 generally provides a large listing of available software from which a

potential purchaser can choose. When a user of the remote computer 10 decides to purchase a

software application 20 from the virtual store 18, the remote computer 10 sends a message via

the electrical connection 12 over the network 14 and through another electrical connection 12 to

the content server 16. Since the virtual store 18 is simply an application running on the content

server 16, the content server 16 actuates the installation functions of the virtual store 18 for the

selected software application 20. The installation functions on the content server 16 are

generally governed by an agent module which the user of the remote computer 10 is using to

access the virtual store 18.

In one embodiment, an agent module 22 is embedded in the software application 20. The

agent module 22 is actuatable by the remote computer 10 to access the virtual store 18. The agent

module 22 is embedded into the software application 20 by a developer of the software

application simply by incorporating a library of functions which make up the agent 15 module 22.
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In another embodiment, the agent module 22 embedded in the software application 20 is

inactive until after the installation of the software application 20 on the remote computer 10. In

this embodiment, a second agent module, a plug-in module 23, is installed on the remote

computer 10 and used to access the virtual store 18. The plug-in module 23 is made available on

the Internet or other well known resources or by other well known methods, for installation on

the remote computer 10 by the user. The plug-in module 23 is preferably disposed in a software

package 19, a browser, which the user of the remote computer 10 uses to access the virtual store

18. When the agent module 22 is actuated the agent module 22 and the plug-in module 23 have

the same functionality, and the agent module 22 and plug-in module 23 are used interchangeably

by this invention, although for clarity the embodiments will refer to one or the other module.

Upon being actuated by the virtual store 18, the plug-in module 23 sends a message via

the network 14 to a server module 26 disposed on a remote server 24. One skilled in the art will

realize that this example describes a remote server, but the invention will work as described if the

server module 26 is also disposed on the content server 16. This particular example allows

multiple content servers 16 to communicate with a single server module 26, and therefore the

server module 26 is disposed on a data storage apparatus 25, such as a hard disk or any other

means for storing digital infornnation, on the remote server 24.

The server module 26 maintains a database of software applications. The developers

have previously registered the use of the software application with the server module 26. If the

developer had neglected to perform the registration, then this first installation attempt would fail

and the server module 26 would attempt to contact the developer.

The database contains information relating to the software applications comprising the

name of the application, the developer, hardware constraints, operating or other software

constraints, pricing information and any other particular instructions or information helpful for

the installation.

The server module transmits the installation information and the license agreement,

which the agent displays in a dialog box. If the user chooses to read the license agreement prior

to acceptance, the text is sent to the remote computer either from the server module 26, from

storage within the database, or a link to the developer's page on the World-Wide Web is

exercised. In either case, acceptance of the license is generally required before continuing,

though the developer may choose to perform this function during the software installation itself.

In the preferred embodiment, the dialog box displays information prepared by an 

independent auditor relative to assuring that the installation software performs only certain



WO 01/59973 PCT/U S01/03954

limited functions strictly necessary for the software installation and does not examine or transfer

other data from the remote computer 10. The dialog box also gives the user the option of

verifying the credentials of the installer.

If the user exercises the option to verify the credentials of the installer, the plug-in module

23 connects to an audit server 30 maintained by an independent auditor. The plug-in module 23

links to a verification program, which simply incorporates a library of functions that make up an

audit module 34, disposed on a hard disk 32 in the audit server 30. The user is then invited to

enter a number displayed on the display screen of the remote computer 10 by the plug-in module

23 which is a code representing the installer. The verification program 34 then authenticates the

audited installer by providing the installer's name and details regarding the nature of the audit

which the auditor has performed. Alternatively, the verification program 34 could be

automatically initiated by having the plug-in module 23 transmit the code to the audit server 

The user must then input personal information, such as name, address and phone

numbers, as well as billing information, such as a credit card number for example. The billing

information usually must be included to enable the transaction. In the preferred embodiment,

both the billing and the user information are kept confidential and are, therefore, transmitted

using secure methods.

Any of various secure methods can be used, such as encoding the information in a known

manner readable only by the server module 26, for example. Other such secure methods

comprise key-escrow encapsulated within an application program interface such as a

Secure Socket Layer in NETSCAPE, a trademark of Netscape, Inc., or CRYPTOAPI, a

trademark of Microsoft Corporation.

Once the billing information is verified and the user information is recorded in the

database maintained by the server module 26, the server module 26 transmits an enabling

command to the plug-in module 23 which allows transmission of the software application to the

remote computer 10. The software application 20 is transmitted as an installation program which

is then installed locally to the remote computer 

The agent module 22 embedded in the software application 20 remains enabled and

active, and maintains communication with the server module 26. At predetermined intervals,

once a week for example, the agent module 22 can then correspond with the server module 26

and inquire as to whether any updates are available to the software application. The server

module 26 can then inform the agent module 22 of updates or any additional marketing

information which the vendor would have the user of the software application 20 know.



'WO 01/59973 PCT/US01/03954

Figure 2 shows a flow diagram of a method which will be described with reference to the

system of Figure 1. As previously described, an installation request 36 is first received by the

plug-in module 23 after a user decides to purchase the software application 

The user is then queried whether installer verification is required 38. If so, then a code

given to the user by the plug-in module 23 is input 40. The code helps determine information

appropriate to the software application 20 and the installer, which should be transmitted to the

user. If the installer information is sufficient and the installer is verified 41, then the installation

process is continued. Otherwise, the installation is terminated 64. The server module 26 is then

contacted 42 by the plug-in module 23 and pricing, constraint information, and any special

instructions are then transmitted to the user of the remote computer 

As previously described, in the preferred embodiment the user is provided with

information by the independent auditor regarding the limited functionality of the installing

program. The user is given the option of verifying the credentials of the installer. If the user

chooses this option, the user is given the option of connecting to the auditor via a Web Browser

such as NETSCAPE or directly by the plug-in module 23. Once connected to the audit module

housing the verification program 34 disposed on the audit server 30 provided by the independent

auditor 36, the user will have the opportunity to review the assurances provided by the auditor

and to verification that the installer is known to the auditor. To perform the verification, the user

would enter a code which might be a checksum for the installer and the software application 

of the installer, would appear on the user screen 10. Using this code, the auditor would verify

that the installer is certified by the auditor. At this stage, the user also has the option of

registering with the installer by entering user information such as name, address and phone

number, regardless of whether the user will purchase a software application from the installer.

After the verification, the user would also have the option of terminating the installation.

The user then inputs billing information 44. The billing information can be credit 

card numbers, debit card numbers, a pre-established account number, or a bank account number

or any of various other finance related numbers or forms of electronic commerce.

At this stage, the user has the option of entering user information such as name, address

and phone number, so that ultimately the installer can track who is using the software application

20. The plug-in module 23 at this point also extracts from the remote computer 10 serial number

information or any other information particular to that remote computer 10 that is software

accessible. In the preferred embodiment, the other information includes hardware and

configuration information of the machine. The remote server 24 via the server module 26 is used
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to determine whether or not the remote computer 10 is capable of running the software

application 20 which the user intends to purchase. Often such serial number information is

retrievable simply by making a call to the BIOS of the remote computer 10. Both the

information specific to the remote computer 10 and the user of the remote computer 10 may be

stored on the data storage apparatus 25 as identification information.

The billing information is then transferred back to the server module 26, which 

verifies the billing information 46. Such verification in the preferred embodiment is done by

communicating the numbers to a central source of verification in much the same manner as is

done for conventional transactions. That is, the credit card number is transmitted to a credit card

number verification service and a verification code is transmitted back. If the billing information

is not accepted 48, then the user is invited to input new billing information 44. If the billing

information is accepted 50, then the plug-in module 23 is sent an enabling signal which allows

transfer of installation modules 52 of the software application 20 to the remote computer 10. The

installation modules are generally executable modules which are created by the server at the time

of a request by the plug-in module 23 so as to contain only the particular product options which

the user has purchased. Therefore, the executable code can be configured so that it will only

operate on the remote computer 10 for which the user has purchased the application software 

The executable code is transmitted as a self-extracting executable as is well known in the

art. The plug-in module 23 then executes the self-extracting executable which proceeds to

automatically install the software application 20 on the remote computer 

The user then follows the procedure proscribed therein to install the software on the

remote computer 10. The server module 26 during this process monitors the installation to verify

the installation 54. Upon completion, the plug-in module 23 in the software application

transmits installation information back to the server module 26. If the installation failed, or was

unsuccessful 56, then the installation logs and the identification information are transmitted to a

technical department 58 of the installer or the developer such that contact can be made to the user

directly. The transmission to the technical department can be by any known communication

method including manual contact. In the preferred embodiment, however the technlmical

department would be disposed upon the network and in electrical communication with the server

module 26. The technical support person would then have, prior to making any contact with the

user, complete information related to the hardware and software and the installation attempt, all

prior to contacting the user thus expediting the support process.

If the installation was successful 60, then the user inputs whether the user wishes
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automatic notification of future updates and relevant messages 62. If the future contacts are

enabled then each time the vendor of the software application 20 updates the software application

or transmits information relevant to the software application 20, the agent module 22 detects

the message/change and informs the user. The procedure is then complete 64.

Figure 3 is a method similar to that of Figure 2 and will be described with reference to the

same system of Figure 1, but in this method an update is being requested 70. An update is

requested generally in one of two circumstances: the user has received a demo version of the

application software on either a physical medium, such as diskette or CD ROM, or has

downloaded a demo version firom the vendor, or a new version of the software has been produced

by the developer. In either event though, the user is requesting to purchase a new version from

the vendor.

If the software is a demo version, then there would generally be a soft button in the

graphic user interface that allows the user to buy the software. Selecting the button

activates the agent module 22, the agent module 22 then contacts the server module 26. If a new

version of the software has been produced then, as previously described, the agent module 22

which periodically contacts the server module 26 for information on new versions has likely

informed the user of the availability of the new version. In this case, the agent module 22 is

simply bcing instructed by the user to update the software application 

In either event, the update request 70 actuates the agent module 22 to send a signal 20 to

the server module 26 requesting the update while also transmitting the identification information

72. The identification information is again secure, like the billing information, and includes user

information and computer information specific to the remote computer 10, as well as information

relating to the software application 20 which is to be updated.

A check is performed to confirm that the update is being requested by the same 

remote computer 10 on which the software application 20 was originally installed 80. Then, the

server module 26 checks for the availability of a newer or a full version 78. In this way, piracy is

inhibited in that the same remote computer 10 must be requesting the update as was the one that

originally requested the software application 20. Under some circumstances, the remote

computer 10 may change for reasons other than pirating software. Such circumstances can

include replacing the computer with a more modem computer or transferring the software

application 20 pursuant to the terms of the license agreement to a third party. Under these

circumstances, the user may transfer the information specific to the remote computer 10 to the

new computer as long as verification is made that the old computer either no longer exists or is
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no longer loaded with the software application 

A comparison 74 is then performed in the remote server 24 to check whether the 

software application 20 is an old version or is a demo version. If it is the most current version

76, then the procedure is complete 92 and the update request is canceled.

If this request is not made and it is determined that the user is pirating the software 82,

then a signal is sent from the server module 26 to the agent module 22 in the remote computer 

to disable the program 94. The program will then no longer be usable by the remote computer 

and only the complete new installation including a purchase of the software will re-enable the

software.

If the remote computer 10 is the same machine 84, then the hardware constraints are then

rechecked 86. This is to insure that the new updated software does not have additional hardware

constraints that the previous version had not had.

If the software update is more than simply a maintenance update, there may be additional

billing necessary. The user is then enabled to use the previous billing information or input new

billing information 88. Upon verification of the billing information, the new version is then

installed 90 and the procedure is complete 92.

Referring now to Figure 4, another application of the invention is shown. A corporate

network 102 is shown having a corporate server 100. The corporate server 100 is in electrical

comnunication with both the corporate network 102 and the outside network 14, the

Internet. The corporate network 102 provides a communication bus for a client computer 104 as

well as numerous other client and server computers 106.

It should be noted that a typical corporate network, or intranet, of a large corporation is

actually quite like the previously described Internet in that a great variety of networks and

equipment are linked together through a variety of sub-networks and routers. Again, like the

Internet, there is almost no method in such a network to install or de-install software across

subnets, and certainly not across different networks.

In this embodiment, the user of the client computer 104 wishes to purchase a new

software application. The installation and payment can proceed exactly as previously described

for a non-networked computer if so desired. Generally though, a corporate network has network

administrators who try to keep software applications uniform and purchasing departments, which

try to govern spending. Therefore, in such an installation, the corporate server 100 contains on

its hard disk 108 multiple software applications 110, 112, each having an agent module

embedded therein as previously described.



WO 01/59973 PCT/U S01/03954

The system administrator for the corporate network 102 would generally purchase a

predetermined number of licenses for the software application 110 using a method similar to that

previously described or upload them directly from a vendor's disk. The user would then access

the software application 110 using the client computer 104 via the corporate network 102.

Requesting installation of the applications software 110 causes the agent contained therein to

contact a server module 114 which, in this embodiment, is stored on the hard disk 108 of the

corporate server 100. The server module 114 monitors the number of licenses and, if more are

available, then enables the installation.

If additional licenses are required, the server module 114 contacts the remote server 24

and requests additional licenses 116. If the system administrator has approved the transaction,

for example by having a standing pre-approval of no more than two additional license without

confirmation, then the license 116 is downloaded and a message is sent to the system

administrator.

Periodically, an auditing module 118 on the data storage apparatus 25 of the remote

server 24 queries the corporate server 100 for information relating to licenses and installations.

The server module 114 then transfers such information to the remote server 24.

The capability of being audited by an independent auditor provides a user assurance that

the user's privacy will be protected. The auditing system herein described is physically and

organizationally separate from a software developer, the virtual store, or, in the case of a

corporate intranet, a department of the corporation. This separateness allows for a server to be

dedicated to the sole task of installing software and for this server to be placed in a physically

secure setting. Thus, the remote server 24 can be situated in a locked room dedicated solely to

the task of installing software. By periodically examining the disk of this server with software

appropriate for this task, which is well known in the art, the data returned to this server could be

verified not to contain any data other than that required to complete the installation.

Figure 5 shows a system configuration where the functions previously handled by the

single remote server 24 have been divided among several servers and should, therefore, be read

with continuing reference to Figure 1. A router 120 routes incoming data to appropriate servers.

Initially, when an agent module contacts the router 120 the request is transferred to the

receptionist server 122. The receptionist server 122 verifies that the request is from an

authorized agent module, and then transfers the request to server A 124 or server B 126. Servers

A and B 124, 126 actually perform the installation.

The receptionist server 122 monitors which of servers A or B 124, 126 are currently busy
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and routes new requests to the less busy server 124, 126. Thus, the use of the receptionist is

useful to provide loading to other servers to maintain appropriate levels of service and also

provides for a configuration that is highly scalable, since additional capacity can be added simply

by adding additional servers.

In an alternative embodiment, each of servers A and B 124, 126 store a predetermined set

of applications. The receptionist upon receiving a request for installation of a an application

stored on server B 126 automatically routes the request to that server.

Also shown is an audit server 128 which is used to continuously audit the operations 5 of

servers A and B 124, 126. In the preferred embodiment, the auditing operation also includes

monitoring of data received by servers A and B from user of the remote computer. The auditing

server 128 communicates with the independent auditor so that periodically or on demand the

auditor is able to verify the actual operation of the servers A and B 124, 126.

The auditing operation that would take place has a dual function. The owners of the

virtual store 18 are able to have accurate records as to the software that was actually installed.

The user of the remote computer 10 would have the assurance that only data needed for the

installation and options chosen by the user were in fact transferred to the remote server 24.

An additional design element of the system herein described is that it will use an

exclusive audit-capable packet (XAP) to transfer data from the remote computer 10 to the remote

server 24. The auditor can audit this capability by examining the code, as described below,

by observing a build of the software, and by verifying that the software actually running on the

servers is the same software as that produced by the controlled build.

The following is an example of the steps that an independent auditor would use to verify

that the software performs in a specific manner and does not violate the privacy interests of the

user. The method described below of auditing the functionality of the software will be described

using calls. The language is used due to its inherent mechanisms for systematic data

typing such that the exact nature of data passed in packets can be controlled and defined. One

skilled in the art will recognize that these steps can be performed in other languages with like

functionality without departing from the essence of the invention.

In order to certify the operation of the server, the auditor first examines the software for

the server and the agent. The auditor performs or observes a build of the software from the

sources and verifies, through its audit server or by other means, that the software that was built in

is the same software actually running on the remote server 24. Finally, the auditor supplements

and confirms this audit by examining the actual data received by the servers.
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To accomplish this task, the auditor determines from the sources that the software can

only receive a XAP_Packet class and that the software can only send a XAP_Packet class. The

auditor then examines the software and verifies that a XAP_Packet can only contain certain types

of data and notes that this data is necessary for the installation of the software and does not

include data that is not necessary for installation of the software.

The auditor verifies that the TCP/IP receive function occurs only inside a class

XAPReceive, and appears only inside this class. The auditor verifies that a XAP_Receive class

can only be created using a XAP Packet, and the auditor observes that the only interface to the

rest of the application from the XAP_Receive class is through the XAP_Packet. From these

observations, the auditor concludes that the application can only receive data that can be inserted

into a XAP Packet.

The auditor verifies that the TCP/IP send function is encapsulated in a class XAP_Ship,

and appears only inside this class. The auditor verifies that a XAPShip object can only be

created from a XAP_Packet, and that therefore, without a XAP_Packet object the application

will cannot ship data over TCP/IP. The auditor verifies that the TCP/IP ship function only ships

the data provided to it by XAP Packet. From these observations, the auditor concludes that the

application can only ship data that can be extracted from a XAP_Packet.

From examination of the sources, the auditor observes that a XAP_Packet can only be

composed of XAP_Record objects. has facilities for defining insertions and extractions

from classes, which can limit the insertions and extractions to certain other classes. The

XAP_Record classes are defined in the application. The auditor examines each of these classes.

From examination of the individual XAPRecord classes, the auditor concludes that these classes

can be composed only of certain XAP_Data objects. Again the XAPRecord classes has defined

insertions and extractions which limit the data that can be put into these records to XAPData

objects. Finally, the auditor examines the various defined, XAP_Data objects, and observes that

the XAPData objects represent the data needed to perform an installation but will not permit

other data that might violate a user's privacy. For example, the data objects could have

predefined limits on overall length and predefined data values which would render impossible

the copying of correspondence from the user's personal computer. The data objects would be

limited as to size and content so that bitmaps or spread sheets, for example, could not be copied

from the user's personal computer.

In another embodiment, it may be imperative to maintain a high level of network and data

security, while accomplishing an automated installation of the network and a software
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application to be run thereon. For instance, for some large distributed organizations a

financial or investment related organization), it may be desirable to install a networked

application at geographically remote sites. The network may include sites from a plurality of

organizations, and the software application may involve the exchange of financial or other

sensitive data between sites (or "nodes"). Typically, with such sensitive financial) data

security is of the utmost importance to all parties involved.

Figure 6A depicts the preferred embodiment of a system 600 for generating, installing,

and maintaining a secure network, including a plurality of application nodes (or "nodes"). To

achieve a high degree of security, the system includes measures for protection from outsiders

"pirates") seeking to steal data and teclmologically sophisticated insiders software

developers) with mal intent. These measures include a dual login procedure using a unique pair

of keys generated for each link. These keys are, preferably, long binary codes that are "hidden",

that is, never stored in unencrypted human readable) form. Each node of a link, logs in to

the other node in the link using its key, so each key corresponds to data transmission in one

direction over the link. Because the keys are hidden, even trusted individuals, like software

developers, can not determine the keys for a given link. Data is encrypted for transmission using

encryption keys, wherein each node in the network has its own unique private-public key pair.

End-to-end encryption is used to enhance security, wherein data is not decrypted and made

vulnerable at any point in the transmission from a sending node to a receiving node. Session

keys may also be randomly generated between two nodes to encrypt data to be transmitted over a

link. For an added measure of security, these keys are preferably strobed randomly

generated anew) at fixed or random short intervals, such that even if these keys were determined,

they would have been changed before a corruption or violation of the network may be

accomplished. To further enhance the security of the network, intermediate auditing steps may

be performed, such as human verification that the delivered applications are, in fact, installed and

running on the proper site. In such a case, installation of the network is preferably paused

awaiting such auditor authentication. Auditing nodes may also be included to audit software at a

packet level, during builds, as previously described.

The system for generating and installing a secure network 600 includes a generator 620

that generates all of the components, as software modules or files, which substantially become

the secure network when installed on remote computers or target sites. Network generator 620 is

a software program running on a standard server. The generator 620 also generates components

needed to install the secure network and establish communications among the nodes, including
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agent modules, node configuration files, and network information files. These components are

generated in response to the input of information contained in a template 610. A partial

exemplary template 610 is shown in Figure 7 and includes network node names 612, node IP

addresses 614, identification of the applications 616 to be installed on each node, links 618

between nodes and passwords 617. The monitor node connects to all other nodes. These

connections are assumed and not shown in the links section 618 of the template 610 used to

configure a specific network. The agent modules 642, 652, and 662 (for the target applications)

and 772 (for the monitor) are stored in memory 635 or on a disk and each agent module is

ultimately loaded onto a predetenrnined target site 640, 650, 660, and 670, respectively. The

agent modules may be delivered to their corresponding target sites by any of a variety of means.

For example, an agent module may be stored on a computer disk, the disk may be transported to

the target site, and the agent module may be loaded on the target site from the disk. As another

example, agent modules may be accessed and downloaded over the World Wide Web via a Web

server 615.

The node configuration files and network information files are loaded on an installation

server 630, and the agent modules are registered with and accessible by installation server 630.

The installation of the network is primarily accomplished by the installation server 630. The

applications to be installed are stored in memory and at least some components may be

accessible by the installation server. The applications may or may not be loaded on the

installation server itself. Each application is linked to (or includes) an agent module library file

which includes functionality and routines that manage the communication between the agent

module and other nodes and servers within the network. A node, node 644 for example, is

considered installed when a predetermined application has been loaded on a predetermined target

site 640 and the node has entered the network linked to other nodes as defined in template

610). Since all nodes are not likely to be installed simultaneously, nodes are typically added to

the network incrementally and each node's links are established as the node enters the network.

A monitor node 674 (or "monitor") manages the security of the network, the strobing of

keys andpasswords, and the termination of a node or the network in response to a security

violation. Because of its unique interaction with the other nodes in the network, monitor node

674 must be the first node installed. Monitor node 674 links to each other network node as the

nodes are installed and there is a unique key pair for each of those links. Like other nodes,

monitor node 674 has a private and public key pair used for encrypting data sent to other nodes.

The monitor node may be installed on the installation server 630 or on an independent computer
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and linked into the network. It is recommended that the monitor be maintained in a highly secure

environment, preferably inside a secure room, and preferably on a machine on which the monitor

is the only application. In other embodiments, there may be more than one monitor node per

network, particularly if the network is segmented into subnetworks. In such a case, a subnetwork

may have its own monitor node.

A particular example of a network 600' with more than one monitor node is shown in

Figure 6B. In Figure 6B, network 600' is shown with two monitor nodes, 674 and 676, located

on separate secure machines 670 and 675. In this configuration, nodes 646, 656, and 666 will be

monitored by monitor nodes 674 and 676. The connections between monitor node 674 and

nodes 646, 656, and 676 are installed by agent modules 642, 652 and 662, respectively, which

are generated by generator 620. The connections between monitor node 676 and nodes 646, 656,

and 676 are installed by agent modules 648, 658 and 668, respectively, which are generated by

generator 622. Generator 622 is located in a secure location that is separate from Generator 620.

The two monitor nodes exchange inforhation regarding the public keys that are in use between

monitor node 674 and nodes 646, 656, and between the nodes themselves. Independent

verification of the public keys in use on each side of a link allows for the detection of a pirate

node that has been interposed in the link.

Generally, monitor node 674 monitors the status of the nodes from a security standpoint

and may facilitate shut down all or part of the network in response to a security violation.

Examples of security violations include the inability to decrypt a message received from another

node or an attempt to install a node on more than one site. In such a case, tainted nodes are shut

down nodes and the monitor node initiates reinstallation of nodes by installation server 630 to

restore the network thereafter. To reestablish the network, the monitor node 674 also includes a

link to generator 620 so that if monitor node 674 causes a node to be disconnected from the

network due to a security violation, the monitor node can then task generator 620 to regenerate

the node, or the entire network, if needed.

An account server 680 is linked to installation server 630 and monitor node 674, and

keeps track of which nodes are installed in the network. Account server 680 may be used to keep

such tracking with respect to certain clients, customers, organizations, departments, and so on,

for a variety of purposes, including billing purposes. For example, account server 680 may

generate bills (or invoices) to clients, as client's nodes enter the network during installation. The

auditing nodes and capability previously described with respect to Figures 1 and 5 may also be

added to the network. As part of the secure network, these auditing nodes employ the same
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password and encryption measures as other network nodes. As with previously described

embodiments, the communication between nodes, between servers, and between servers and

nodes may be accomplished using any of a variety of communication links and protocols, but is

preferably accomplished using TCP/IP.

Using system 600, a secure network may be generated and installed according to the

methods described in Figures 8 13A, 13B and 13C. In Figure 8, a top level method for

generating and installing a secure network is described. In step 802, template 610 is generated in

human readable form. In the example shown in Figure 7, template 610 identifies five nodes by

name 612, that is, nodes named Node A Node E. As an example, the I.P. Address of Node A is

155.108.21.10 and application appA is to be installed Node A. As previously mentioned, a

monitor node must connect to all nodes. Therefore, it is not necessary to identify monitor links

in the template 610 if there is only one monitor. In the two monitor configuration, Monitor B

676 is considered an application node with respect to Monitor A 674, and the link between

Monitor A and Monitor B must be specified. In the two monitor node configurations, there is a

second set of template entries (not shown) for Monitor B specifying the links between Monitor B

and application nodes 646, 656, and 666, and additional sales and audit passwords for Monitor B

and application nodes 646, 656, and 666. The software which runs the monitor node is generated

by the generator, and is installed by an agent module (672 in Figure 6A, 672 and 674 in Figure

6B), generated by the generator 620 in Figure 6A or by generators 620 and 622, respectively, as

shown in Figure 6B. The monitor node application software manages security of the network,

manages the strobing of keys between nodes, determines and responds to security violations, and

tasks generator 620 to regenerate nodes or the network.

Continuing with Node A as an example, from Figure 7 it is apparent that Node A links to

Nodes B, C, and D, but not to Node E. Template 610 may be input, in step 804, into generator

620 in any one of a variety of known manners. In one embodiment, template 610 may by

completed as a hardcopy paper version and input at a generator terminal (not shown) by keying

or scanning it in. In another embodiment, template 610 may input from a remote computer via a

standard Web browser and delivered to generator 620 via the Web.

Based on the information in template 610, network generator 620 generates a group of

network components in step 806 which, when loaded and executed, comprise the network. The

preferred method 900 of performing step 806 is shown in Figure 9. The information from

template 610 is read, in step 902, by generator 620 to determine the composition of the network

to be generated. In response, in step 904, generator 620 creates network information files which
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generally map the structure of the network, and include node and link identification information.

A pair of dual login keys is created by generator 620 for each link in the network, in step 906.

Each pair of keys is unique to a given link and each key of the pair corresponds to a different

node (or direction of communication) in the given link. For example, from template 610, Node

A is linked with Node B. A pair of keys for this link may include Key AB for establishing a

transmission path from Node A to Node B and Key_BA for establishing a transmission from

Node B to Node A. For a communication session between Node A and Node B to be conducted,

Node A is required to login to Node B by transmitting Key_AB to Node B and Node B must

login to Node A by transmitting KeyBA to Node A. Once this dual login is complete, the

communication session between Nodes A and B is commenced. These keys are kept hidden, that

is, always encrypted, so that they never exist in human readable form in the software code.

Consequently, even trusted technologically sophisticated individuals can not readily determine

the keys for a link. These keys may be changed from time to time by the procedures for strobing

the encryption keys, as described below and as shown in Figures 11, 12, 13A-13C.

Additionally, in optional step 908, generator 620 generates a local password for each

node, wherein the download of node files is conditioned upon the timely input of the local

password at the target site, transmission of the password to installation server 630, and

verification of the password by the installation server. Each local password is a human readable

string, preferably. In an embodiment where the node (and network) is being delivered to and

installed by a first party client) doing business with a second party originator) which

owns the system 600 for generating and installing a secure network, the local password may be a

"sales" password issued to the originator's sales department and provided by the sales group to

the client's group installing the network. The requirement for the verification of a separate local

password to download node files, provided by a group which is independent of the group

installing the network, substantially eliminates the possibility of one rogue group successfully

installing a node on an unintended site. Therefore, the use of a local password at each node is

preferred. A time limit may be incorporated into the installation server, such that if the local

password is not entered at the target site within the time limit, installation is halted. The

counting of time against the limit may begin from any predetermined point in the generation and

installation process, for example from the completion of generation of the components.

In step 910, generator 620 generates a unique agent module for each node. Each agent

module agent module 642) includes information identifying its corresponding node 

node name Node A and IP address 155.108.21.10) as well as information and functionality
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necessary to automatically connect to the installation server upon execution. The agent module

will also include the "sales" password 617A generated in step 908. If this password is not

entered at the terminal when the agent module attempts to perform an installation at the target

site, the agent module will not operate. In step 912, generator 620 creates a node configuration

file for each node. The node configuration file includes the node name, node address, hardware

parameters, and link definitions associated with that node. The pair of unique and hidden keys

used to enable communication between the link nodes, and described above, is also included, in

step 914, in the node configuration files. Steps 904, 906, 908, 910, and 912 (and 914) maybe

performed in a different order, simultaneously, or intermittently. Upon completion of method

900, the process returns step 808.

In step 808, generator 620 stores each one of the agent modules into data storage device

635, where each agent module awaits transfer to its respective target site. The agent modules

may be loaded into storage device 635 as they are generated or may be initially loaded in

temporary storage RAM) of the generator and then transferred to storage device 635. All of

the application files, network information files, and node configuration files are stored at, or are

made accessible by, installation server 630, in step 810. Since it needs to know where the agent

modules are located in the network to install the network, the agent modules are "registered"

with installation server 630, in step 812. That is, an identification and the predetermined target

site location of each node's agent module is stored with installation server 630.

As part of steps 806 through 812, generator 620 also generates at least one monitor node

674, as defined by template 610. A monitor node is always the first node installed by the

installation server, because the installation depends on the monitor node interacting with the node

being installed. Monitor node 674 connects to each node as it enters the network, preferably

strobes each nodes' keys after the node establishes communication with other predetermined

nodes in the network, and monitors the network from a security standpoint. Consequently, in

step 814 a test is performed to ensure that all monitor nodes (if there are more than one) are

installed. If all monitor nodes are not installed, the next monitor node is installed, as depicted by

step 816. In other embodiments, it may be required that only a first monitor node is installed and

then any other monitor nodes need not be installed immediately after the installation of the first

monitor node. A monitor node is installed, with a monitor application, by loading a monitor

node application on a predetermined target site and establishing communications with

installation server 630.

In step 818, each agent module agent modules 642, 652, and 662) is loaded on a
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preselected target site target sites 640, 650, and 660, respectively) as shown in Figure 6A.

Agent modules produced by network generator 620 may be distributed to and loaded on their

respective nodes in one of a variety of ways. As mentioned previously, the agent modules in

storage device 635 may be linked to web server 615 and accessed via the Web. Alternatively,

each module may be loaded onto a disk or CD ROM, physically delivered to its target site, and

then loaded onto the target site. As another alternative, an agent module may be transferred

using a generic file transfer capability and protocol FTP) from a remote computer to its

corresponding target site. As will be appreciated by those skilled in the art, various agent

modules may be distributed and loaded in different manners.

Once loaded on their respective target sites, installation of the nodes may commence,

preferably according to process 1000 of Figures 10A, 10B, and 10OC. In these figures, labeled,

dashed line boxes encase the process steps performed by the various devices of Figure 6A.

When an agent module is initially executed on a target site the agent module knows how to

communicate with the installation server 630. It is this communication capability which is

required to download the necessary files needed to set up the node, including verification that it

is the proper target site for that node. As shown in Figure 10 OA, once an agent module agent

module 642) is loaded on a target site site 640), the agent module is executed to initiate

installation of the node Node A 644) on the target site, in step 1002. During the execution,

the agent module determines the I.P. Address and other relevant information hardware

configuration) relative to the site on which it is executing. As part of this execution, the agent

module randomly generates the node's private and public key pair, in step 1004. The public key

is derived firom the private by known means, such as the RSA algorithm. The node's public key

is.transmitted to installation server 630, in step 1006.

In step 1008, installation server 630 responds by storing the node's public key, randomly

generating a session key, and encrypting the session key with the node's public key. The

installation server then transmits the encrypted session key to the node to complete step 1008.

The agent module decrypts the session key with its private key and stores the session key in local

memory, in step 1010. Installation server 630 and the node use the session key to encrypt

subsequent communications between the two for the duration of the then current transaction. A

new session key may be generated for each new transaction between two nodes or servers and

exchanged as described above. If a local password has been generated for the node being

installed, for example Node A, the installation pauses awaiting input of the local password at the

target site and the local password is entered in step 1012. The agent module generates a message
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containing the information gathered in step 1002 and the input local password in step 1014. The

agent module, in step 1016, encrypts the message using the public key of installation server 630

and transmits the message to installation server 630.

If installation server 630 cannot decrypt the message, a security violation is detected in

step 1018, a corresponding message is transmitted to monitor node 674, as shown by step 1022.

If installation server 630 decrypts the message and determines that the local password and site

identification information are consistent with the node information on installation server 630, in

step 1020, then the installation server has verified that the agent module is installed on the proper

target site. If this is not the case, a security violation is detected and communicated in

accordance with step 1022. Assuming that the agent module is operating on the proper site, in

step 1024 the installation server checks to determine whether that agent module as already

performned a node installation and if so, a security violation is detected and communicated in

accordance with step 1022. Otherwise, the installation server encrypts the configuration file and

application corresponding to that node with that node's public key and the session key and

transmits these files to the target site, in step 1026.

In step 1028 of Figure 10B, the target site decrypts (using the session key and its private

key) the node configuration file and application and begins to install the node on the target site

accordingly. The node configuration file includes information as to which other nodes the node

being installed can connect, and contains the initial encryption key pairs generated by generator

620 for each link for which it is an end point. These keys are stored at the target site in step

1030. In. the preferred embodiment, the node configuration file also contains information

regarding the configuration of the application to be installed and information regarding the other

nodes with which it is to be linked, and communicates this information to the agent module as

the node is being installed in step 1032. At this juncture, the activity between the node and

installation server 630 is substantially complete, with all files required by the node having been

downloaded to the target site.

As part of the installation of the node, the node must establish communication with the

monitor node 674. The link between monitor node 674 and Node A (as an example) is similar to

other links in the network, in that a pair of hidden keys was generated for this link by generator

620. Therefore, a key pair for this link may include keyAM corresponding to Node A's login to

the monitor node and key_MA corresponding to the monitor's login to Node A. In step 1034 the

node generates a "connect" message to initiate connection and login with monitor node 674.

When the node is run on the target site, it includes a capability to automatically connect with the
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monitor node, such auto-connect capability is known in the art and will not be described in detail

herein. The connect message generated in step 1034 includes information which will uniquely

identify the Node A to the monitor node, such as the node name Node A) and the node's

hidden key key AM). The connect message is encrypted with the monitor node's public

key and transmitted to the monitor node, in step 1036.

If monitor node 674 is unable to decrypt the connect message, in step 1038, it declares a

security violation in step 1050 and may shut done the installation of the node. If it does decrypt

the connect message, monitor node 674 reads the information in the message, including the node

name and key, to determine if this information is consistent with the information stored at

monitor node 674 corresponding to the node being installed, in step 1040. If the information is

not consistent, a security violation is declared in step 1050. Otherwise, monitor node 674

recognizes the node being installed. Accordingly, in step 1042, the node is logged into monitor

node 674 and the monitor node generates an "accept" message, which includes the monitor

node's name and key. In step 1044, the monitor node encrypts the message with the node's

public key and transmits the accept message to the node. Similar to the monitor node, the node,

in steps 1046 and 1048, determines whether it can decrypt the accept message and whether it

recognizes monitor node 674. If not, a security violation is declared in step 1050. Otherwise, the

monitor node has logged into the node and the double login is complete, in step 1052.

Proceeding to step 1054 of Figure 10C, the encryption keys of the monitor node node

link may be strobed. The preferred process for strobing between the monitor node and another

node is shown in Figure 11 and described ahead with respect thereto. In the preferred

embodiment, as an additional security measure, an auditing password may be required to be input

at the target site before the installation proceeds and the node is allowed into the network. In

such a case, this auditing step preferably requires a human verification that the node is actually

being installed physically on the proper target site. Ideally, the human is an auditor that is

independent from the group installing the network and independent from the sales group from

which the network was procured. Therefore, in step 1056, an auditor inputs an audit password at

the target site, providing verification that the node is being installed on the proper target site. If

such an audit step is not desired, the installation proceeds from step 1054 to step 1070 and step

1072. In step 1070, account server 680 is updated to reflect that the node is entering the network.

In step 1072, as will be discussed, the node begins the process of connecting into the network.

Assuming that the auditing function and audit password are used, in step 1058, the input

audit password is encrypted with the monitor node's public key and transmitted to the application
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node at the target site. The application node decrypts the password using the node's private key,

in step 1060, and determines whether it recognizes the audit password in step 1062. If it does

not, a security violation is declared in step 1080, else the process proceeds to step 1064. In step

1064, monitor node 674 performs another test to determine whether this is the first time this node

has been installed. The test in step 1064 is preferred, but not essential. If such a test is included,

the monitor node keeps track of each time an audit password is received from the node. Any

audit passwords received after the first audit password for a given node causes a security

violation to be declared in step 1080. If it is the first time the node is being installed, the monitor

node generates an acknowledgment message, which it encrypts with the node's public key, and

then transmits to the node, in step 1066. The node decrypts the message with the node's private

key and provides an indication to notify the account server that the node is entering the network,

in step 1070. As one example, the indication may take the form of a message electronically

transmitted to account server 680 via the monitor node 674, installation server 630, or via some

other path. Alternatively, as another example, the indication may be generated at the target site

and communicated via voice or hardcopy means to a party having access to account server 680.

Upon generating the acknowledgment in step 1066, or in parallel therewith, the monitor

node 674 communicates with each other node in the network to which the node being installed is

to be linked, and updates the other nodes with information relating to the node being installed to

prepare the other nodes to connect with the node being installed, in step 1072. Such information

may include, for example, node identification information and the current public key of the node.

Monitor node 674 also generates a message prompting the node to enter the network, in step

1074. The message may include information about the other nodes with which the node is about

to connect I.D.s and current public keys of each node). This message is encrypted with the

node's public key, also in step 1074, and transmitted to the node. In step 1076, the node decrypts

the message with its private key. The node then establishes a connection with each other link, in

step 1078, according to the definitions in template 610 and using the node's passwords for each

of those links. This connection between nodes is accomplished in a substantially similar manner,

using the dual login approach, as the connection between monitor node 674 and the node being

installed, in steps 1034 through 1052 in Figure 10B. Once the node connects with the other

nodes in the network, the installation of the node is complete, as indicated in step 1078, and the

process returns to step 821 of Figure 8.

The installation auditing process shown in Figure 17 is similar to traditional on-site

auditing of physical objects performed by an auditor, but adapted to a network installation. The
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auditor visits the location where the node is running, step 1740, and records this information in

an audit workbook, step 1746, for example. At the target site, the auditor logs into the

application, step 1742. This login is recorded by the monitor node in step 1720. The application

presents to the auditor, in a window on the screen, a human recordable hash of the Monitor

public key currently in use by the application. The auditor records this hash in an audit

workbook, step 1744. The monitor node also makes a separate record of this hash in step 1720.

The monitor node and the on-site auditor could also record hashes for a series of public keys to

ensure that a valid comparison will be possible. The auditor then returns to office, step 1748,

where the auditor is called by the main office. Alternatively, the auditor personally visits the

main office, step 1730. These procedures to audit the node are deliberately not performed with

software and are a significant protection against software attack by a pirate. Human contact is

intentionally introduced into a computerized system.

The hash for the monitor node public key and the hash produced on the target site by the

application are compared in step 1732. If they are not the same, in step 1752, this indicates that a

pirate has interposed itself between the application and the monitor node. This is a security

violation, step 1754. The network is then closed (or shutdown) and reinstalled. If they are the

same, the process continues to step 822.

In step 822 of Figure 8, installation server 630 performs a check to determine whether all

of the nodes in the network defined in template 610) have been installed. If all the nodes

have not been installed, the process returns to step 818, wherein the next agent module is loaded

on a target site and the process of installing a node follows the process of Figures 10A-10C.

Once all of the nodes have been installed into the network, as depicted by step 824, the network

is installed.

An additional auditing capability may be included in step 826, because one prominent

danger in a secure network is that a pirate, possibly an insider, could introduce software into a

node that would allow the pirate to install software remotely or to issue commands remotely, in

other words, to "break into" the remote system and perform unauthorized activities. The

installed network software will presumably be very large, consisting of thousands of lines of

code. Therefore, it would be practically impossible to perform a software audit to determine

what the software does. Rather, auditable nodes can be installed between parts of the secure

network for the purpose of auditing data. Preferably, if auditable nodes are included in the

network, they handle only a small amount of code, which is audited using the techniques

described previously with respect to Figures 1-5. For these nodes, auditors would examine the
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code and watch the build of software as it takes place, rather than auditing the entire configured

network. These auditable nodes examine all incoming packages against predetermined criteria,

and pass the conforming packages on to the rest of the network. The auditable nodes are similar

to other nodes in the network, in that they implement the same password and encryption schemes

described previously. Accordingly, the data is decrypted coming into an auditable node and

encrypted going out of the node, after the appropriate examination. Since installation server 630

does not, ideally, contain any customer data, other than the very limited data needed to perform

the installation, the installation server 630 can also be audited against criteria using the

techniques set forth with respect to Figures 1-5. The auditing of the network in step 826 is

presumably an ongoing task, which is performed as the network is being installed, and while the

network is up and running.

In step 828, the encryption keys for each link are strobed. As discussed briefly with

respect to step 1054 of Figure 10C, the monitor and a node being installed may strobe their keys.

The process of accomplishing the strobing of keys between the monitor and a node is described

in Figure 11. This process may be used while the node is being installed and at any time after the

node is up and running in the network. As with previous figures, the dashed line boxes around

the process steps and the node labels corresponding to the boxes indicate which node is

accomplishing the individual steps. In step 1102, monitor node 674 generates a "get ready to

strobe" message. This message in encrypted in step 1104 with the current node public key and

transmitted to the node. In step 1106, the node decrypts this message with its private key. In

response, in step 1108, the node generates a "ready" message which is encrypted with the

monitor's public key and transmitted in step 1110. In step 1112, monitor node 674 decrypts the

message with its private key and generates a new monitor node private key, by a random

generation process and derives a public key from the new private key, in step 1114. In step 1116,

the monitor node encrypts its new public key and a message to "begin" the strobe with the node's

current session key and transmits this message to the node. In step 1118, the node decrypts the

message with its corresponding session key and stores the new monitor node public key, in step

1120. In step 1122, the node responds by generating a new node private key, deriving a new

public key, and also generating a new node session key. The new session key and public key are

encrypted with the new monitor node public key and the current session key and transmitted in

step 1124 to the monitor node.

Monitor node 674 decrypts this message with its session key and the monitor node's

current private key, in step 1126, and stores the new node public key and session key in memory,
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in step 1128. In step 1130, monitor node 674 generates a new monitor session key. The monitor

session key is encrypted with the new node public key and the current node session key and

transmitted back to the node in step 1132. The node decrypts the message, in step 1134, and

stores the new monitor session key, in step 1136. In step 1138, the node generates a "ready to

change session keys" message. This message is encrypted with the new monitor public key and

the current monitor session key, in step 1140, and transmitted to monitor node 674. The monitor

node decrypts the message, in step 1142, and generates a message indicating the acceptance of

the new session keys, in step 1144. In step 1146, the monitor node encrypts the new node public

key and the new node session key and transmits the message to the node, where it is decrypted in

step 1148. The node then generates an acknowledgment message indicating that it is ready to use

the new session keys, in step 1150. The node encrypts this message with the new monitor public

key and the new monitor session key and transmits the message to monitor node 674, in step

1152. In step 1154, the monitor node decrypts the message and, as indicated in step 1156, the

strobing of keys is complete.

The process 1200 for strobing keys between two nodes, wherein one of the nodes is not

monitor node 674, is described in Figure 12. The strobing of keys between two nodes may be

initiated while the nodes are sending other data business data) to one another. In such a

case, the nodes will safely coordinate key strobing with data transmission. To accomplish this,

the nodes implement a thread-based strobing protocol, wherein data transmissions are ceased or

"blocked" to allow strobing to occur. A thread is a unit of execution within an application which

executes by itself. An application (or node) typically has several threads, and typically maintains

a thread for receiving data from each other node to which it is connected, and maintains another

thread to send data. The same thread could be used to send data to different nodes. When two

nodes exchange data, the data is encrypted using the keys that have been established between the

two nodes. Strobing involves changing these keys. In one embodiment, in order for strobing to

occur, it is necessary that, while a strobe operation is underway, the nodes between which the

strobing is taking place, send only strobe data to one another, and that they not send business data

or any other data to one another. The keys have to be properly reestablished in order for the flow

of business data to recommence.

To initiate a strobe between two (non-monitor) nodes, the monitor node 674 and nodes to

be strobed implement process 1200 of Figure 12. In step 1202, the monitor node identifies two

linked nodes, as an example Nodes A and B, to strobe. In step 1204, one of the two nodes, in

this case Node A, is designated as the "connect" node and the other node, in this case Node B, is
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designated as the "accept" node. Monitor node 674 generates a "get ready to strobe" message

STROBE_GETREADY) for each node in step 1206. In step 1208, this message is

encrypted with node A's current public key and transmitted to Node A. In step 1212, Node A

decrypts this message with its private key, and completes the transmission of current messages to

Node B, in step 1214.

Two nodes (or applications) sending data to one another may have dozens of different

messages pending for one another, so control must be applied in step 1214. In order to be able to

issue a STROBE_READY message to monitor node 674 complete transmissions), nodes

impose order on the messages they send to one another, preferably by the following method. The

nodes order their messages into a small number of top level messages, say six messages are

pending, for example. Subsidiary messages are included as options within top level messages.

The top level pending request messages are given even numbers, say 100, 102, 104, 106,108, and

110. A response to a request message is given an odd number, one greater than its corresponding

request message. In an object oriented context, a synchronization object is created for every top

level message. These are referred to as message synchronization objects. By using a scheme of

even messages for requests, odd messages for responses, and a message synchronization object

for every request message, a node, when it receives a message, can immediately calculate

whether the message is a request or a response and the index number of the corresponding

message synchronization object. Assuming message is the first message for a series of top

level messages, is the message number of the top level message, and is an index

beginning at zero for a series of message synchronization objects. Then a message is a request if

M%2 is zero and it is a response if M%2 is one. (The is modulus operator.) Further, the index

I can be calculated:

I M%2

A "sending" thread initiates a request message, and it must wait until a response is

received to initiate another request. Imposing an organizational scheme, such as the scheme

revealed above, allows a strobe to safely occur between any two nodes in the network. That is,

using the index and message numbers, a message can be held and, therefore, subsequent

messages are also held. A target synchronization object is created for every other node with

which the node is connected. A target synchronization object will pass through a "wait" if the

object is signaled. Immediately after an object has passed through a "wait" it is set to non-

signaled. When a thread has passed through a "wait", thereby setting the synchronization object

to non-signaled, it is said to have "acquired" the object. Waiting for a target synchronization
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object means waiting until the object has become signaled, which passes the object through the

"wait," and then immediately setting the object to non-signaled.

A node issuing a data request to another node: waits for the target synchronization

object for the other node; chooses an appropriate message and sends the message; waits

for the message synchronization object; and sets the target synchronization object to signaled.

A receiving thread in the node will set the message synchronization object to signaled when the

response is received. Thus, the sending thread will wait between steps and until a

response to the message is received. When a STROBE_GET_READY message is received from

monitor node 674, the node waits for the target synchronization object from the monitor node. A

STROBE_READY is not returned to the monitor node until the target synchronization object

has been acquired. When the application passes through this "wait," and acquires the target

synchronization object, the sending thread will wait at step above. Thus, while a strobe is in

progress, the sending thread will wait at Ultimately, when monitor node 674 sends a

message indicating the strobe is complete STROBE_DONE),. the node sets the target

synchronization thread to "signaled", and the send thread will be released to move beyond 

In order for strobing to occur, it is not necessary that requests be even and responses be

odd, but only that the nodes wait for a response to each message in order to be able to assure that

the data path between the two strobing nodes is clear of business data. H-owever, the even/odd

scheme described herein is a very convenient way to implement this functionality. A variation

would be to require the request be divisible by three, thereby allowing two different responses,

and so on.

Once each node has ceased data transmission, Node A generates a "ready to strobe"

message STROBEREADY) in step 1216 in Figure 12. In step 1218, Node A encrypts this

message with the monitor node's current public key and transmits it to monitor node 674.

Similarly, in step 1210, the "get ready to strobe" message for Node B generated in step 1206 by

the monitor node is encrypted with the Node B's current public key and transmitted to Node B.

Node B decrypts this message with its private key in step 1220, completes the transmission of

any current messages to Node A in step 1222, and generates a "ready to strobe" message, in step

1224. In step 1226, Node B encrypts this message with the monitor node's current public key

and transmits the message to the monitor node. Upon receipt of both "ready to strobe" messages

from Node A and Node B, monitor node 674 generates an "acknowledgment" message and

instructions for Node A and Node B to strobe STROBE_START message), in step 1228.

The monitor node encrypts the message to Node A with Node A's public key and transmits it to
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Node A, and encrypts the message to Node B with Node B's public key and transmits it to

Node B.

In step 1230, Nodes A and B conduct a strobe according to steps 1114 through 1156 of

Figure 11, wherein the "connect" node assumes the role of the monitor node and the "accept"

node assumes the role of Node X in Figure 11. In step 1232, Node A generates a "strobe

complete" message and encrypts the message with the monitor node's public key and transmits

this message to monitor node 674, in step 1234. Similarly, in step 1238, Node B generates a

"strobe complete" message, and encrypts this message with the monitor node's public key and

transmits the message, in step 1240, to monitor node 674. In step 1242, the monitor node

decrypts the messages received from Node A and Node B. Monitor node 674 then authorizes

Nodes A and B to exchange data using the new keys, in step 1244. Authorization to transmit

data is communicated to each node and in steps 1246 and 1248, and the nodes resume data

transmission. Once the strobe between the two nodes is complete, monitor node 674 waits for

some time, and chooses another node pair to strobe. Monitor node 674 can assign priorities, and

cause certain node pairs to strobe more frequently than others.

If two monitors are used, steps 1246 and 1248 are appropriate points to send control

information to Monitor B, the second monitor node 676 (see Figure 13B and 18). The

information that is important are the public keys that are in use by the various nodes at a

particular time. If a pirate has interposed itself, it will have to provide its public key, have data

sent to the pirate public key, decrypt the data, and reencrypt the data with a valid public key of

the actual destination of the data. Thus, the comparing of the public key in use by a node with

the required public key of the target facilitates detection of the interposition of a pirate. The data

sent to the second monitor node 676 will also have a time stamp to facilitate comparison. The

applications and the monitor node 676 could record hash values for a series of public keys to

ensure that a valid comparison will be possible.

The monitor node 676 also records its version of what its public key should with respect

to nodes A and B 1243. When the information is available, 1826, Monitor B compares what

each node believes the public key of the other to be and what each node believes the public key

of monitor node 676 to be 1828. If these values do not match, a security violation is declared,

1830, and the network (or a portion thereof) is closed.

In some situations, the network or a node of the network may "come down" go off-

line). In another embodiment of system 600 and strobing, the network is able to recover in a

state compatible with the last strobe. Recovery to a prior state is referred to as "persistence".
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The process for strobing with persistence 1300, is shown in Figures 13A-13C. Like process

1200, process 1300 is thread-based. That is, in order for strobing to occur while a node (or

application) is also sending and receiving data, the node should maintain a separate thread to

handle the transmission and receipt of data with other nodes. This thread is referred to as the

"work thread". The thread in which the node strobing' occurs is referred to as the "main thread".

In order for strobing to occur, the work thread must be prevented from sending data over the

connection to the other node while the strobing operation with its node is in progress. Preventing

the work thread from sending data is referred to as "blocking", as previously described.

For the most part, process 1300 is similar to process 1200 for strobing between two

nodes, with the addition the ability to recover after the network or a network node goes dowvn.

Referring to top level process 800 in Figure 8, strobing process 1300 relates to step 828 "strobe

keys". Process 1300 begins after monitor node 674 has selected two nodes to strobe, that is,

steps 1202 through 1212 of Figure 12, and terminates once the strobe is completed at step 828 of

Figure 8. Once a connect node, in this case Node A, and an accept node, in this case Node B,

have been designated, and the nodes have received the "get ready to strobe" message from

monitor node 674, the connect node blocks pending transmissions to Node B in step 1302. The

connect node then generates a new Node A private and public key pair, in step 1304. In step

1306, Node A encrypts the new public key and a message to begin the strobe with the current

Node A sessions key and transmits the message to Node B. Node B decrypts the message, in

step 1308, and stores the new Node A public key step 1310. Node B also persists the current

Node A public key in step 1312.

In step 1314, Node B blocks pending transmissions to Node A. Node B then generates a

new Node B private and public key pair and a new Node B session key, in step 1316. In step

1318, Node B encrypts the new Node B session key and public key with the new Node A public

key and the current Node A session key, and transmits the message to Node A. Node A decrypts

the message in step 1320, and stores the new Node B session and public keys in memory, in step

1322. Node A also persists, or saves, the current Node B session key and public key, in step

1324. Node A also generates a new Node A session key in step 1326. The new Node A session

key is encrypted with the new Node B public key and the current Node B session key and

transmitted to Node B, in step 1328. Node B, in step 1330, decrypts the message and stores, in

step 1332, the new Node A session key.

In step 1334, Node B also persists the current Node A session key. In step 1336, Node B

generates a message indicating that it is ready to change session keys. This message, in step
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1338, is encrypted with the new Node A public key and the current Node A session key, and

transmitted to Node B. In step 1340, Node A decrypts the message and, in step 1342, Node A

changes session keys to Node A's new session key. In step 1344, Node A generates a message

confirming the use of the new keys. Then, in step 1346, Node A encrypts this message with the

new Node B public key and new Node B session key and transmits the message to Node B.

Node B, in step 1348, decrypts this message and, in step 1350, changes Node B's session key to

the new Node B session key. In step 1352, Node B generates a response message confirming the

use of the new keys. This message, in step 1354, is encrypted with the new Node A public key

and new Node A session key and transmitted to Node A. In step 1356, Node A decrypts this

message and, as indicated by box 1358, the strobe is complete.

The process continues in Figure 13B at steps 1360 and 1362. In these steps a check is

done to determine if there are two monitor nodes. If not, Node A, in step 1364, unblocks

transmissions. Node B also unblocks transmissions, in step 1368. In step 1370, Node B saves

the new Node B public, private and session keys and Node A public and session keys in a "stage

one" file. Node B, in step 1372, generates a "saving keys" message, which it encrypts with the

new keys, in step 1374, and transmits the message to Node A. Node A, in step 1376, decrypts

this message, and, in step 1378, saves the new Node A public, private and sessions keys and the.

new Node B public and session keys in a "stage one" file. Node A, in step 1380, generates a

message indicating the keys have been saved. This message is encrypted with the new keys and

transmitted to Node B, in step 1382. In step 1384, Node B decrypts the message and, in step

1386, Node B saves the previous Node B private, public and session keys and previous Node A

public and session keys in a "stage two" file. n step 1388, Node B generates a message

indicating that it has "saved keys" and encrypts this message in step 1390 and transmits it to

Node A. In step 1392, Node A decrypts the message, and saves the previous Node A private,

public and session keys and previous Node B public and session keys in a "stage two" file.

At this point, the strobing with persistence is complete and the process continues to step

828 of Figure 8. If a node goes down, while strobing is in progress, recovery becomes an issue.

When the node that went down comes back up, it attempts to connect using the latest set of keys,

that is, the "stage one" keys. If this connect fails, the node attempts to reestablish connection

using the previous keys, that is, the "stage two" keys. As a result, strobing with persistence

makes the network robust with respect to such situations.

If two monitors are installed the process continues from steps 1360 and 1362 to steps

1363 and 1365, wherein each node sends the public keys it is using with the other nodes 
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Monitor Node A, Node A, and Node B) to Monitor Node B. Also, referring to Figure 18,

monitor A (from Figure 12) sends its corresponding group of keys. Monitor B compares the

keys, step 1826, and detennrmines if all public keys are consistently reported, step 1878. If not, a

security violation is declared an interposed node is detected) in step 1838. Else the process

returns to steps 1244, 1364 and 1368 for Monitor A, Node A and Node B, respectively.

The system and installation processes described in Figures 6 through 13C are applicable

to a wide variety of situations and environments wherein network and data security is desired,

and possibly, paramount, such as in military, business, legal, or financial services environments.

As one example, Figures 14 through 16F demonstrate how the present invention may be

embodied in the context of a financial services environment, wherein a bank (which may be

referred to as an "originator") has a software product (or application) which is capable of

performing custody and accounting services for clients and investors, such services being typical

in the financial services industry. The bank seeks to sell its services to clients other

financial service entities or parties), to do so involves distributing and configuring the bank's

software application as part of a private secure network that includes the bank and its clients.

Typically, a sales department (SD) of the bank negotiates the sale of a private secure network of

application nodes, the production "network", with a procurement or purchasing group from the

client. Preferably the network is also auditable.

Once the bank sales department and client purchasing department have reached

agreement on the procurement of a private secure network, the definition of that network is

reflected in a order form template (similar to template 610 of Figure Figure 14A depicts a

block diagram of a "functional network", referred to as "bankone network" 1400, represented in

template 1450 of Figure 14B. Functional network 1400 is a representation of the network

required to accomplish the functional goals of the client and is substantially similar to the

"production" network 1600 (see Figure 16A), except that the production network also includes

monitor node 674. Functional network 1400 is divided into two sub-networks, that is, a bank

sub-network 1410 (in this case, located in Boston, Massachusetts, USA), and a client sub-

network 1420 (in this case, located in London, Great Britain). In this simplified example, bank

sub-network 1410 includes a bank mainframe computer system 1418 which performs centralized

processing and control of the applications and their corresponding data, a sub-network monitor

node, Node 1 1412, and two application nodes, Node 2 1414 and Node 3 1416. Client sub-

network 1420 includes a client investment trading system 1428 which performs investment

transactions, a monitor node, Node 4 1422, and two application nodes, Node 5 1424 and Node 6
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1426. As will be appreciated by those skilled in the art, the bank may use an alternative forms of

computing system, and need not use a mainframe system. Furthermore, network 1400 may

involve a plurality of organizations and need not be limited to the bank and one client.

Template 1450 and functional network 1400 each show the links between nodes. In this

embodiment, each sub-network monitor node is installed as an application node that may

perform application or communication monitoring for its corresponding sub-network, or may

optionally be omitted, since neither is the monitor node 674 used for installation, security

monitoring, and key strobing of the production network. Therefore, the monitor node of each

sub-network need not be linked to the monitor node of the other sub-network. However, nodes

of different sub-networks should be linked, such as Node 3 in bank sub-network 1410 and Node

in client sub-network 1420, to establish communication between the sub-networks.

Once template 1450 is completed, the generation and installation of the private secure

network may be accomplished using process 1500 of Figure 15. System 600 of Figure 6 is used

to accomplish the generation and installation of production network 1600. Accordingly,

production network 1600 (or the "network") of Figure 16A employs end-to-end encryption of

data, with passwords and encryption keys being strobed every few seconds under the control of

monitor node 674. The passwords are hidden, that is, not stored in human readable form. There

is limited and controlled data transfer, since the network is generated from a specific definition of

nodes and links. Generation, installation, and operation of the network is accomplished,

preferably, using formal audit procedures to mitigate the risk of corruption of the network and

data.

In Figure 15, the process is begun in step 1502 and in step 1504 a core set of agent

module library software is added to the bank's application software. The library functionality

enables communication among the installation system and nodes. Therefore, the library is

required to create and operate the final production network 1600 shown in Figure 16A. In this

embodiment, in step 1506, the bank's development group (BDG) models the network using

template 1450 and tests the network in a test mock) environment 1610, shown in Figure

16B, including a test bank mainframe 1418T and a test client trading system 1428T, which model

bank mainframe 1418 and client trading system 1428. The network test model 1610 includes a

modeled bank sub-network 1410T and client sub-network 1420T.

Upon successful completion of step 1506, the process proceeds to step 1508, wherein the

network is modeled in a user acceptance test (UAT) environment 1620, shown in Figure 16C,

which closely resembles "production" network 1600. The UAT includes a UAT bank mainframe
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1418UAT and a UAT client trading system 1428UAT, which model bank mainframe 1418 and

client trading system 1428. The UAT network model 1620 includes a modeled bank sub-

network 141OUAT and client sub-network 1420UAT. Upon successful completion of the UAT,

the BDG obtains, from a bank network administration group, a series of local BDG passwords

and authorization to install the network on installation server 630, in step 1510. The BDG then

submits the network definition source code, embodying the network definition derived from

template 1450, to an agent build module 1630, as depicted in step 1512 and shown in Figure

1 6D. Agent build module 1630 includes software code that checks the source code for hidden

"trap doors" entry points) and builds the production code, such code analysis and generation

functionality being generally known in the software development arts.

In step 1514, the BDG installs the network definition source code on generator 620, as

shown in Figure 16E. Generator 620 extensively tests the network configuration for accuracy

and completeness. The bank sales department obtains, from the bank network administration

group, local sales passwords and authorization to install the network, in step 1516. The sales

department, using template 1450, audits the network configuration, which is rendered by

generator 620 on a generator display (not shown), in step 1518. Therefore, any "phantom" nodes

or connection may be easily detected and removed. The bank's sales department also provides

the sales passwords to the generator in this step. Generator 620 checks that all required

confirmations required by the sales department are made, and the process continues. In step

1520, the bank's audit department (AD) obtains audit passwords and authorization to install the

network from the bank network administration group. As with the sales department, the audit

department audits the network configuration rendered by generator 620 against template 1450, in

step 1522. The local audit department also provides the audit passwords to the generator in this

step. Generator 620 checks that all required confirmations required by the audit department are

made.

At this point in process 1500, generator 620 is enabled to and does create the agent

modules, node configuration files, and network information files, as indicated by step 1524. In

this step, generator 620 also registers the agent modules with installation server 620 and stores

the agent modules in memory or moves them to a bank web server 1640. This configuration is

substantially similar to that of storage device 635 and web server 615 of Figure 6. A more

detailed discussion of step 1524 is provided with respect to the processes of Figures 8 and 9. As

before, each agent module is configured to connect with installation server 630 and install a

predetermnnined software application on a predetermined target site. Agent modules may only be
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installed once and, preferably, the software stays installed only if properly audited. That is, an

installation period or time limit may be included in the code of the installation server, wherein

failure to install the network prior to elapse of the period, as measured from the begin of

component generation by generator 620, causes the installation to terminate and installed

software to be uninstalled automatically.

To facilitate installation at the target sites, the bank's sales department communicates the

sales passwords to the bank's sales department staff at bank target sites and to client purchasing

department staff at client target sites, as shown in step 1526. Similarly, in step 1528, the bank's

audit department communicates the audit passwords to the bank's audit department staff at bank

target sites and to client audit department staff at client target sites. At each target site, the

corresponding agent module is downloaded from web server 1640 by the sales department staff

at that target site, in step 1530, and executes the downloaded agent module, as shown in Figure

16F. The agent module prompts the sales staff to input the local sales password and upon input

and verification of the sales password, the agent module downloads the application and network

components for that target site, in step 1532.

In step 1534, the sales staff runs the application on the target site and the application,

using the network components, establishes communication with mgnitor node 674. To verify

that the application is running on the proper target site, the monitor node requests the input of the

audit password for that node. In step 1536, the audit department staff at the target site inputs the

audit password. Upon verification by monitor node 674 of the audit password, the node is

allowed by monitor node 674 to enter the network. The audit department staff at each target site

may also communicate directly with bank audit department staff to personally confirm that the

applications are runnming on the proper target sites. The details of the process for entering the

network are described with respect to the process of Figures 10OA through 10C. Preferably, key

strobing and auditing are performed on the production network once installation is complete, as

previously described.

In some cases, a secure network (or production network) may include a plurality of

subnetworks. In such a case, the previously discussed generation, installation, auditing and

security mechanisms and processes may be extended to the subnetworks. As shown in Figure 19,

a subnetwork 1900 may include a hub (or hub node), to which other nodes in the subnetwork

application nodes) are connected. For example, nodes N1 1910, N2 1920, and N3 1930 are

each connected to hub 1950. In the preferred form, subnetwork 1900 includes two monitor nodes

MON1 1960 and MON2 1970, rather than one monitor node. As previously discussed, the use of
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two monitor nodes allows for additional auditing and security of the network, but subnetwork

1900 could include only one monitor node, if desired. Each monitor node is connected to each

non-monitor node in subnetwork 1900. That is, monitor node 1960 is connected to hub node

1950 and each of nodes 1910, 1920, and 1930. Likewise, monitor node 1970 is also connected to

hub node 1950 and each of nodes 1910, 1920, and 1930.

A network 2000 including a plurality of subnetworks 2010, 2020, and 2030 is shown in

Figure 20. As will be appreciated by those skilled in the art, a network may include a hierarchy

of subnetwork levels parent and child levels), wherein a subnetwork may be comprised of a

plurality of subnetworks. Like subnetwork 1900 of Figure 19, each subnetwork in Figure 

includes a hub node and two monitor nodes. For example, subnetwork 2010 includes hub 2012,

monitor M1 2014, and monitor M2 2016. Additionally, a hub node 2040 (at a hierarchical level

above subnetworks 2040, 2050, and 2060) is connected to each hub node of each subnetwork,

hub nodes 2012, 2022, and 2032. Similarly, a monitor node, MON1C, is connected to a

first monitor node of each subnetwork, monitor nodes 2014, 2024, and 2034, as well as to

hub 2040. Also, a second monitor node, MON2C 2060, is connected to a second monitor

node of each subnetwork, monitor nodes 2016, 2026, and 2036, as well as to hub 2040. In

network 2000, monitor nodes 2014 and 2016 control the strobing of the nodes within subnetwork

2010, as an example. However, monitor node 2050 or 2060 (being at a higher level) may prompt

either of monitor nodes 2014 and 2016 to initiate strobing between two nodes within their

corresponding subnetwork 2010. Additionally, either of monitor nodes 2050 and 2060 may

initiate and control a strobing between any two of the subnetworks' hubs, hub 2012 and hub

2022. The monitor node not initiating or controlling the strobing may be used for auditing the

strobing, wherein an unfavorable comparison of encryption keys of the nodes being strobed by

the monitor node doing the auditing results in a security violation, as described with respect to

Figure 18.

Strobing between two hub nodes is accomplished in a substantially similar manner as the

strobing between two application nodes, which is described with respect to Figures 12 and 13A-

13C. Strobing may be accomplished either with or without persistence. That is, at a top level,

the process may be expressed as shown by the flowchart of Figure 21, wherein a monitor node

controls the strobing. A strobe between two hub nodes may be part of the installation process or

part of the post-installation strobing that normally occurs, see step 828 of Figure 8. As an

example, assume that hub node 2012 and hub node 2022 are to strobe. The process is begun

when a monitor node, monitor node 2050, for example, generates and sends a message to the
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monitor node 2014 of subnetwork 2010 and monitor nodes 2022 of subnetwork 2020, instructing

those monitor nodes to stop strobing within each subnetwork, in step 2105. At least one monitor

node in each subnetwork, in step 2110, sends a message to the other nodes within its subnetwork

to stop strobing and when such strobing has ceased, the subnetwork monitor node generates and

sends a message informing monitor node 2050 that strobing has stopped.

Once monitor node 2050 has received such a message from each subnetwork, monitor

node 2050 instructs generates and sends a message to) hub nodes 2012 and 2022 to stop

transmitting data, in step 2015. Each subnetwork hub node stops sending data and informs

monitor node 2050, in step 2120. Each subnetwork hub node remains idle until it receives

further instructions from monitor node 2050. Accordingly, monitor node 2050 generates and

sends a message to hub nodes 2012 and 2022 instructing them to begin strobing, in step 2120.

Hub nodes 2012 and 2022 strobe, in step 2125, according to the processes of Figures 12 and

13A-13C. Once the hub nodes have completed their strobe, each hub node generates and sends a

"Strobe Complete" message to monitor node 2050, in step 2130. In response to receiving a

"Strobe Complete" message from hub nodes 2012 and 2022, monitor node 2050 generates and

sends a message to at least one monitor node in each of subnetworks 2010 and 2020 instructing

the monitor nodes to resume strobing within their respective subnetworks and the hub nodes

resume data transmission, in step 2135.

In the description of the present invention, the use of dual key cryptography as defined by

the RSA algorithm has been used for illustrative purposes. If another algorithm were to be used

or invented, the present invention could be modified to use that algorithm using the principles set

forth in this invention. Additionally, a hierarchical structure has been used as an example of a

large network having a plurality of subnetworks linked by hub nodes, but a large network need

not be hierarchical. The invention may be embodied in other specific forms without departing

from the spirit or essential characteristics thereof. The present embodiments are, therefore, to be

considered in all respects as illustrative and not restrictive, the scope of the invention being

indicated by the appended claims rather than by the foregoing description, and all changes which

come within the meaning and range of equivalency of the claims are therefore intended to be

embraced therein.
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CLAIMS

1 1. A secure network of computer nodes, wherein substantially each node includes a separate

2 encrypting means corresponding to each other node with which said node communicates, said

3 secure network of computer nodes comprising:

4 A. a first parent level monitor node;

B. a parent level hub node; and

6 C. a plurality of subnetworks, wherein each subnetwork includes:

7 i. a first child level hub node configured to selectively communicate with a

8 second child level hub node via said parent level hub node; and

9 ii. a first child level monitor node, connected to said first parent level monitor

node, and configured to selectively initiate termination of communications

11 by said first child level hub node with said second child level hub node;

12 wherein said first parent level monitor node is configured to selectively initiate a

13 coordinated strobing of the encrypting means of each of said first and second child level hub

14 nodes.

1 2. A secure network of computer nodes according to claim 1, further including:

2 D. a second parent level monitor node; and

3 wherein each subnetwork further includes:

4 iii. a second child level monitor node, connected to said second parent level

monitor node;

6 wherein said second parent level monitor node is configured to audit said strobing of the

7 encrypting means of each of said first and second child level hub nodes.

1 3. A secure network of computer nodes according to claim 2 wherein said second parent

2 level monitor node is further configured to declare a security violation as a function of a

3 comparison of data indicative of said first child level hub node encryption means and said second

4 child level hub node encryption means.

1 4. A secure network of computer nodes according to claim 1, wherein each of said

2 subnetworks further includes:

3 iii. a set of applications nodes.
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1 5. A secure network of computer nodes according to claim 4, wherein said secure network is

2 a financial services network and a plurality of said application nodes manipulates, exchanges, or

3 stores financial data.

1 6. A secure network of computer nodes according to claim 1, wherein at least two

2 subnetworks communicate via the Internet.

1 7. A secure network of computer nodes according to claim 1, wherein at least two

2 subnetworks communicate via a private network.

1 8. A secure financial services network configured for custody and exchange of financial

2 data, said network including a plurality of nodes, wherein substantially each node includes a

3 separate encrypting means corresponding to each other node with which said node

4 comnnunicates, said financial services secure network comprising:

A. a first parent level monitor node;

6 B. a parent level hub node; and

7 C. a plurality of subnetworks, wherein each subnetwork includes:

8 i. a first child level hub node configured to selectively communicate with a

9 second child level hub node via said parent level hub node;

ii. a first child level monitor node, connected to said first parent level monitor

11 node, and configured to selectively initiate termination of communications

12 by said first child level hub node with said second child level hub node;

13 and

14 iii. a set of financial application nodes, wherein each financial application

node is configured to communicate with others of said plurality of nodes

16 via said first child level hub node;

17 wherein said first parent level monitor node is configured to selectively initiate a

18 coordinated strobing of the encrypting means of each of said first and second child level hub

19 nodes.

1 9. A secure financial services network according to claim 8, further including:

2 D. a second parent level monitor node; and
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3 wherein each subnetwork further includes:

4 iv. a second child level monitor node, connected to said second parent level

monitor node;

6 wherein said second parent level monitor node is configured to audit the strobing of the

7 encrypting means of each of said first and second child level hub nodes.

1 10. A secure financial services network according to claim 9 wherein said second parent level

2 monitor node is further configured to declare a security violation as a function of a comparison of

3 data indicative of said first child level hub node encryption means and said second child level

4 hub node encryption means.

1 11. A secure financial services network according to claim 9 wherein said plurality of nodes

2 communicate over the Internet or a private intranet or wide area network.

1 12. A method for securing a network of computer nodes, wherein said network of computer

2 nodes includes a first parent level node, a parent level hub node, and a plurality of subnetworks,

3 each subnetwork having a child level monitor node and a child level hub node configured to

4 communicate with another child level hub node via said parent hub node, and wherein

substantially each node includes a separate encrypting means corresponding to each other of said

6 nodes with which it communicates, said method for securing a network of computer nodes

7 comprising the steps of:

8 A. designating, by said first parent level monitor node, a first and a second child level

9 hub node to strobe;

B. terminating strobing by a first child level monitor node, corresponding to said first

11 child level monitor node;

12 C. terminating strobing by a second child level monitor node, corresponding to said

13 second child level monitor node;

14 D. terminating data transmission by each of said first and second child level hub

nodes;

16 E. strobing a first encrypting means of said first child level hub node and a second

17 encrypting means of said second child level hub node, wherein said first and

18 second encrypting means are used for securing data transmission between said

19 first and second child level hub nodes;
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F, resuming strobing by said first and second child level monitor nodes and data

21 transmission by said first and second child level hub nodes.

1 13. A method for securing a network of computer nodes according to claim 12 wherein Step

2 B includes the steps of:

3 i. instructing said first child level monitor node to stop strobing;

4 ii. terminating strobing by said first child level monitor node; and

iii. informing said first parent level monitor node that strobing has stopped.

1 14. A method for securing a network of computer nodes according to claim 12 wherein Step

2 C includes the steps of:

3 i. instructing said second child level monitor node to stop strobing;

4 ii. terminating strobing by said second child level monitor node; and

iii. informing said first parent level monitor node that strobing has stopped.

1 15. A method for securing a network of computer nodes according to claim 12 wherein Step

2 D includes the steps of:

3 i. instructing each of said first and second child level hub nodes to stop

4 transmitting data;

ii. terminating data transmission by each of said first and second child level

6 hub nodes; and

7 iii. informing said first parent level monitor node that data transmission has

8 stopped.

1 16. A method for securing a network of computer nodes according to claim 12 wherein Step

2 E includes the steps of:

3 i. instructing each of said child level hub nodes to strobe their encrypting

4 means;

ii. strobing said encrypting means by each of first and second child level hub

6 nodes; and

7 iii. informing said first parent level monitor node that strobing has completed.
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17. A method for securing a network of computer nodes according to claim 12,
00 wherein the secure network of computer nodes further includes a second parent level
(N

monitor node and each of a plurality of said subnetworks further includes a second child

IDlevel monitor node, connected to said second parent level monitor node, said method
V)

05 further including the step of:oO00
Mc G. auditing said strobing of said encrypting means by each of said first and

second child level hub nodes.

18. A method for securing a network of computer nodes according to claim 17,

wherein step G includes the steps of:

i. sending a first data indicative of said first encrypting means to said

second parent level monitor node;

ii. sending a second data indicative of said second encrypting means to

said second parent level monitor node;

iii. comparing said first and second data; and

iv. declaring a security violation in response to an unfavourable

comparison of said first and second data.

19. A method for securing a network of computer nodes according to claim 12,

wherein said network is a financial services network and a plurality of said subnetworks

include a set of applications nodes configured to manipulate, exchange, or store financial

data.

A method for securing a network of computer nodes according to claim 12,

wherein at least two subnetworks communicate via the Internet or a private intranet or

wide area network.

21. A secure network of computer nodes substantially as hereinbefore described with

reference to the accompanying drawings.
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22. A secure financial services network substantially as hereinbefore described with

reference to the accompanying drawings.

23. A method for securing a network of computer nodes substantially as hereinbefore

described with reference to the accompanying drawings.

DATED this 28th day of April 2005

ANGEL SECURE NETWORKS, INC.

By its Patent Attorneys

DAVIES COLLISON CAVE



WO 01/59973

16

12

19

2 3

PCTIUSOI/03954

1131

26

32

ojz

0 

FIG. 1



WO 01/59973 wO 0159973PCT/U SO 1/03954

2/31

Yes

FIG. 2



WO 01/59973 wO 0159973PCT/U SO 1/03954

3/31

Done
92

FIG. 3



WO 01/59973 WO 0159973PCT/U SO 1/03954

4/31

110 112

108

18-

116

,-102

106

1 104 Z= El

FIG. 4



WO 01/59973 PCTIUSO1/03954

5/31

24

26

FIG. 



WO 01/59973 wO 0159973PCT/USOI/03954

6/31

600

FIG. 6A



WO 01/59973 WO 0159973PCT/U SO 1/03954

7/31

600'

668
652

FIG. 6B



WO 01/59973 wO 0159973PCT/U SO 1/03954

8/31

FIG. 7



WO 01/59973 PCT/US01/03954

9/31
802 610

806
Input Template
into Generator

Build Network Components (Network Files, Node
Configuration Files, Etc.) Agent Modules

Add Network Components to
Installation Server

Register All Agent Modules with
Installation Server 816

818

Install (next)
Application Node
using Dual Key

Encryption

820

826
822' 824

825

828 
FIG. 8



WO 01/59973 PCT/US01/03954

10/31900

Generator

Read Template
Network Data 902
(Nodes, Links,
Applications)

Generate Network 904
Information File(s)

Generate 2 Keys 906
for Each End Node

in Each Link

Generate Local 908
(Sales) Passwords

(Optional)

Generate 910
Agent

Modules

912

Generate
Configuration Files

For Each Node

914

Include Relevant
Keys and

Passwords In
Config. File for

Each Node

FIG. 9



WO 01/59973 PCT/US01/03954

1000

Target Site

818

1002

Begin Execution of
Agent Module (AM)
on Target Site, AM

Determine Site
Information

1004

AM Generate
Node's Public,

Private Key Pair

1006

AM Transmit

11/31

Installation Server

Store Node's Public Key, Generate
Session Key, Encrypt Session Key
with Node's Public Key Transmit

Session Key to Node

1008
1018

Decrypt
Message?

Yes

1020

No
Agent Module
Executing on

Proper Target
Site?

No
Yes

1024
With Private
Key Store

1012

Input Local (Sales)
Password Site

(Optional)

1014

AM Store Local
Passwords, Node

I.D. Info.,
Application Info,
etc. in Message

1016

AM Encrypt
Message With
Session Key 

Transmit to
Installation Server

Module Y
Been Installed yes

Previously? 1022

1026 Commu

No Detectic
nicate
,n of a

Encrypt Configuration File
Application With New
Node Public Key 

Session Key Transmit
to Node

Security
Violation to

Monitor Node

FIG. 



WO 01/59973

12/31

Monitor Node

1038

Decrypt
-No- Received

SMessage.

Yes

1040
onitor

No Recognizes
Node?

1042 Yes

Generate Accept
(Login) Message

(incl. Monitor Name 
Monitor Keys)

(Node Logged into
Monitor)

1044 

Encrypt Accept
Message Using

Node Public
Key Transmit

Security
V No-

Violation

1050

End

PCT/US01/03954

Target Site

Decrypt Config. 1026
File Application

From IS with Node 
Private Key and

Session Key

Store Relevant 1030
Initial Link Key

Pairs

Run/Install Node 1032
Application(s)

Generate Connect 1034
To Monitor (Login)

Message (incl.
Node Name 

Node Key Pairs)

Encrypt Message 1036
With Monitor Public

Key Transmit

1046

/1048

1052(Monitor Logged
into Node)

Double Login
Complete,

Connection
EstablishedFIG. 10B



WO 01/59973 PCT/US01/03954
I r f\

Monitor Node 1054

1052 Strobe Mnitor-
Node Link Keys

Decrypt 
Password

1060-
with Monitor Inr
Private Key P

1062

Audit Password
correct for this MonMon

Node?
Key
to

No Yes
1064

,I F First Time Node
Ackni

Installed? M
Me:

Node
1066

Yes 

Generate
Acknowledgement
Message, Encrypt

with Node Public Key Dec
Transmit to Node 1072 N

Mes
Noc

For Each Exisiting
Node with WhichNo

Node is to be linked,

Target Site

1056

)ut Audit
assword

1058

incrypt
sword with
itor Public

Transmit
Monitor

1068

Decrypt
owledgement
ssage With
e Private Key

1076

rypt Enter
letwork
sage With
le Private
Key

Account Server

1070

Update Acct.
Server to reflect

Installation of
New Node

(Node
Authenticated)

Update Existing
Nodes With Node
Information 
Node Public Key)

1074

Generate Enter
Network Message,
Encrypt with Node

Public Key Transmit
to Node

1080
Security
Violn End
Violation

1078

Connect to
Existing

Nodes with
Which Node

is to be
Linked
(Node

Installed)

FIG. 

8



WO 01/59973 PCT/US01/03954

14/31

1052

1102-

1104 

Monitor Node

Gen. "Get Ready to Strobe"
Msg

SEncrypt with current Node
Pub. Key Xmit

Node X

1112 Decrypt Msg

1114

1116'

1128

1132

Gen. New Monitor
Priv. Pub. Keys

Encrypt New Monitor Pub.
Key Msg to "Begin" with

Current Node Session Key 
Xmit

SStore New 1126

Node Decrypt Msg
Session 
Pub. Keys Gen. New

Monitor
1130/ Session Key

Decrypt Msg

Gen. "Ready" Msg

Encrypt with current Monitor
Pub. Key Xmit

1118 Store
New

Decrypt Msg Monitor

Pub. Key

Gen. New Node Private,
Public, Session Keys

Encrypt New Node Session
Pub. Keys with New

Monitor Pub. Key Current
Monitor Session Key Xmit

1134 Store New
Decrypt Msg Monitor

Session Key

Gen. Msg "Ready to Change

-1106

-1108

-1110

-1120

-1122

-1124

-1136

-1138

Encrypt New Monitor
Session Key With New

Node Pub. Key Current
Node Session Key Xmit

1142'/

1144 

1146'

Decrypt Msg

Gen. Msg Indicating Acc
of New Session Keys

Encrypt with New Nod
Pub. Key and New Nod

Session Key Xsmit

Session Keys"

Encrypt Msg with New
Monitor Pub. Key Current

ep. Monitor Session Key Xmit

1148
Decrypt Msg

e
e Gen. Msg Acknowledging

Use of New Session Keys

Encrypt with New Monitor
Pub. Key and New Monitor

Session Key Xmit

FIG. 11

1140

-1150

-11521154

1156Str
1056 Str

)ecrypt Msg

)be Complete



WO 01/59973 PCT/US01/03954

Node A

15/31

Monitor Node Node B

ID 2 Nodes
To Strobe

1202 1204

A:Connect Node
B:Accept Node

-1206
"Get Ready To

Strobe" Msg For
A&B

1208 Decrypt Msg.s
Encrypt Msg to

A with A's Complete Msg.s
Current Pub.

To A
Key Xmit

1210 12241210 Gen. B Ready 1224
Encrypt Msg to Msg

B with B's
Current Pub. 1226
Key Xsmit Encrypt Msg

with Monitor's

Monitor Gen. Current Pub.
Ack. Msg and Key Xmit

Instruction for A 1232
B to StrobeNode

1228 (Steps 1114-
1156),

Encrypt Msg.s toS Connect Node
A B, Xmit As Monitor Node

1230- Accept Node
As Node X

1238
Strobe Complete

Msg
1242 1240

Decrypt Msg.s Encrypt Msg
With Monitor's

1244 Pub. Key Xmit
Authorize Nodes 

To Exchange Resume Data
Data Using New Transmissions

Keys To A

IG 1 FIG. 12

Nodes Strobe
(Steps 1114-

1156),
Connect Node

As Monitor Node
Accept Node
As Node X



WO 01/59973 PCT/US01/03954

16/31
1300

1212

1304-

1306-

1322-

1324-

1328-

Node A (Connect)
/1302

Block Pending Xmissions
(sends) to Node B

Gen. New
Node A Priv. Pub. Keys

Encrypt New Node A Pub. Key
Msg to "Begin" with Current

Node A Session Key Xmit

Node B (Accept)
1308\ 1310
SDecrypt Msg Store New

SNode A

Block
Pending -1312

Xmissions to Persist
Node A Current

1314 Node A
Pub. Key

1316
Gen. New Node B Priv.,

Pub., Session Keys

Persist Current Node B
Session and Pub. Keys

Encrypt New Node Session
Pub. Keys with New Node

A Pub. Key Current Node
A Session Key Xmit

1330\
Store NewDecrypt Msg
~Node A

Gen. Msg Sessio n

"Ready to Key
Change 

PersistSession
Keys" Current

eys No d e A
1336 Session

Key
-1 

1318

-1332

-1334Encrypt New Node A Session
Key With New Node B Pub. Key

Current Node B Session Key
Xmit

1340-

1356-- 
Decrypt Msg

1358 Pub. Key and New Node A
Strobe Complete Session Key Xmit

FIG. 13A



WO 01/59973 WO 0159973PCT/U SO 1/03954

17/31

Node A(Connect) Node B(Accept)

1358

installed? installed?

13631365

Send A, Band
Monitor A public Send B, A and

keyso~oitor NoMonitor A public~keys to Monitor B No'

1820 1822

1364 I1368

UnblockUnblock

Transmissions ITransmissions

I 

FIG. 13B



WO 01/59973 PCT/US01/03954

Node A (Connect)
1376

Decrypt Message

1378

Save New Node A
Private, Public, 
Session Keys; and
Node B Public 
Session Keys in
"Stage One" file

1380

Generate Keys
Saved Message

1382

Encrypt Message with
New Keys Transmit

1392

Decrypt Message

1394

Save Previous Node A
Private, Public, 

Session Keys; and
Previous Node B Public

Session Keys in
"Stage Two" file

18/31
Node B (Accept)

1368

Save New Node B Priv
Public Key Session K

and Node A Public
Session Keys in "Sta

One" file

13

'ate,
;eys;

ge

1372

Generate
Saving Keys

Message

1374

Encrypt Message
with New Keys 

Transmit

1384

Decrypt
Message

1386

Save Previous Node B
Private, Public, Session

Keys; and Previous Node A
Public Session Keys in

"Stage Two" file

i 1388

TO

Generate Keys Save
Message

d

1390

th
lit

Encrypt Message wi
New Keys Transr

FIG. 13C



14000

I

1410 1420 Order form
I bank one network

1412 422 INetwork Nodes

I ~I monitor______
2 q4 Z52 daemon____

I 3 distributor_____
4 monitor____

1416_ 6 distributor_____

Network Links

I monitor--2 daemon
I 1 monitor--3 distributor

2 daemon--6 distributor
14288 3 distributor--5 event

3 distributor--main frame
4 monitor--5 daemoni
4 m onitor--6 distributor

daemon--trading system
6 distributor--trading system

FIG. 14A FIG. 14B



WO 01/59973 PCT/US01/03954

20/311500
1502

SBegin 1502

1504

Add Agent
Library Software

to Bank Appl.
Software

1510

BDG Obtain Password 
Authorization to Install
Network Definition on

Installation Server

1524

Generator Create 
Store Agent

Modules, Register
Modules, Generate

Network
Components

1526

SD Communicate
Sales Passwords to

Perform User
Acceptance
Testing on

Model in UAT
Environment

1512 1514

BDG Installs
Submit Source

Network
Code to Agent Dinin On

Build Module Definition OnBuild Module
Generator

1518 1516

Sales Dept.SD Audit Network S D 
Obtains

Definition Against Passwds
Passwords 

Template, Provide a or
Sales Pas s Authorization to

Sales Passwords
Install Network

AD Communicate
Audit Passwords to
AD Target Sites

1530

Download Agent
Modules, Execute
Agent Modules

1532

SD Target Sites Enter
Sales Passwords,
Download Network

Components

1534

Run Applications,
Agent Modules

Communicate With
Monitor Node

1536

AD Target Site
Enter Audit

Passwrods, Confirm
App. Running on

Proper Site

1538

Nodes Enter Network
(Installed)

1540 End

1520

Audit Dept. Obtains
Passwords 

Authorization to
Install Network

1522

AD Audit Network
Definition Against
Template, Provide
Audit Passwords

FIG. 15



WO 01/59973 PCT/U SO 1/03954

21/31

1600 670

Monitor

I 

1410 1420

1 F 4

2 

3 6I

1418 142

i 

FI1G. 16A



WO 01/59973 WO 0159973PCTIUSOI/03954

22131

1610

1420T

6

1428T

FIG. 16B



WO 01/59973 wO 0159973PCT/U SO 1/03954

23131

1620 670

FIG. 16C



WO 01/59973 WO 0159973PCT/U SO 1/03954

24/31

1410 1

2 F

I 3

I 1418

FIG. 16D



WO 01/59973 WO 0159973PCT/U SO 1/03954

25131

Ii 4

FIG. 16E



11640

1672

16744

1630

I G 16



WO 01/59973 PCT/US01/03954

27/31

Monitor 1720 821

Record hash values of
public key used by
monitor at this time

L I -I

Main Office

OLO

Audit Group 1730

Place call to auditor or
personally confirm

auditor has visited site

1732

Compared auditors hash
of public key with hash
produced by Monitor

1752

All Okay? Yes

No Do next
site

1754

822

End

I

Audit Group at Target Site

1740

At target site, fill
out on site audit

report

1742

At target site, login to
application

1744

At target site, record in
audit notebook the hash
values from public keys

1746

At target site, fill out
on-site audit report

1748

Return to branch
office or main office

1750

Talk by telephone or in
person with main office

FIG. 17



WO 01/59973 PCT/US01/03954

28/31

Monitor A

1242

1801

Are these two
monitors?

1802

Send A and B
public keys to

Monitor B N(

Monitor B

1822

Store data from accept
side of strobe

1824

Store data from
Monitor

1826

Is there enough
data available for

comparison?

Yes

1828

No

Are nodes using
correct public keys?

Yes

1364
No 18381368

Security violation

SEnd

L 



WO 01/59973 wO 0159973PCT/U SO 1/03954

29/31

1900

FIG. 19



WO 01/59973 wO 0159973PCT/U SO 1/03954

30131

2000

FIG. 



WO 01/59973 PCT/US01/03954

31/31

START
I

2105
Monitor Instructs

Subnetworks' Monitors To
STOP STROBING

2110
Subnetworks' Monitors

STOP STROBING
Inform Monitor

Monitor instructs 2115

Subnetworks' Hub Nodes To
Stop Transmitting Data

Subnetworks' Hub Nodes
Stop Transmitting Data 

Inform Monitor

Subnetworks' Hub Nodes
Strobe

Subnetworks' Hub Nodes
Each Inform Monitor

STROBE COMPLETE

2125

S2130

2135

END

Monitor Instructs
Subnetworks' Monitors to
Resume Strobing Hub
Nodes To Resume Data

Transmission

FIG. 21


	Abstract
	Description
	Claims
	Drawings

