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Fig. 1

prises an EGNOS enabled GPS receiver (11) for determining a three-dimen-
sional position (P) of the aircraft (1) and a radio transmitter (12) operating
at 2.4 GHz for periodically transmitting a data package (D) comprising the
determined three-dimensional position (P) of the aircraft (1), a unique iden-
tifier (ID) of the aircratt (1), and a timestamp. The transmitted data packages
(D) comprise first types (D1) carrying the full information as well as second
types (D2) carrying only relative position data. All data packages (D) further
comprise ECC data and are cryptographically signed. Remote identification
devices (10, 10") on different aircratts (1,1') together with the ground based
receiver station (ATC) form a mesh-network by retransmitting foreign data
packages. Thus, aircrafts (1,1") are more easily identified and the data pack-
ages can be efficiently used for aircraft registration and law enforcement.
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Remote Aircraft Identification for UAV

Technical Field

The invention relates to a device, system,
and method for remote identification of an aircraft, in
particular of an unmanned aircraft (UA) such as a multi-
rotor. A further aspect of the invention relates to an

alrcraft comprising such a remote identification device.

Background Art

Recently, unmanned aircrafts such as multi-
rotors become more and more widespread, which raises both
security, safety, and accountability concerns for indi-
viduals, aircraft, authorities and regulators. The ques-
tion of identifiability of these aircraft and accounta-
bility to responsible persons or entities becomes a key
enabler for this technology, e.g., in case of an incident
such as an airspace or privacy violation or damage on
ground.

Known and widespread solutions for large air-
craft such as SSR transponders or ADS-B OUT are not suit-
able for these types, dynamics and numbers of aircrafts

and do not provide the required information.
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Disclosure of the Invention

The problem to be solved by the present in-
vention is therefore to provide a device, system, air-
craft and method that at least in part overcomes these
disadvantages.

This problem is solved by the device, air-
craft, method, and system of the independent claims.

Accordingly, as a first aspect of the inven-
tion, a remote identification device for an unmanned air-
craft comprises a positioning device for determining a
three-dimensional position of the aircraft and a trans-
mitter for periodically transmitting a data package com-
prising the determined three-dimensional position of the
aircraft and an identifier of the aircraft. Thus, the
alrcraft is easier to identify and follow over time from
a distance which improves the security and safety for
alrspace users and third persons alike. This is similar
to a license-plate approach/vehicle registration require-
ment in road traffic which leads both to an improved
driver behavior as well as to identifiability of misbe-
having drivers and thus improves overall road safety.
Similarly, here, the information in the transmitted data
packages enables the determination of which aircraft is
at which position at what time. This contributes to over-
all security and safety.

In a preferred embodiment, the positioning
device comprises a global navigation satellite system
(GNSS) receiver, in particular at least one of a Global
Positioning System (GPS) receiver, a Global Navigation
Satellite System (GLONASS) receiver, a Galileo receiver,
and a Beidou receiver. More preferred, the positioning
device comprises a differential GNSS receiver such as at
least one of a Wide Area Augmentation System (WAAS) re-
ceiver, a European Geostationary Navigation Overlay Ser-

vice (EGNOS) receiver, and a Multi-Functional Satellite

PCT/EP2018/071888
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Augmentation System (MSAS) receiver. Thus, the three-di-
mensional position of the aircraft is more easily and
precisely to determine.

In other preferred embodiments, the position-
ing device comprises an Inertial Navigation System (INS)
and/or a receiver for its own position data (P) (i.e.,
its own three~dimensional position) from a ground-based
localization system. Thus, the three-dimensional position
of the aircraft is more easily and precisely to deter-
mine.

Advantagecusly, the remote identification de-
vice is structured for receiving an interrogation request
from another aircraft or from a ground-based station, in
particular from air traffic control (ATC) or another au-
thority. Then, the data package is advantageously trans-
mitted after receiving the interrogation request, which
enables automated on-demand identification of the air-
craft.

In another preferred embodiment, the remote
identification device is structured for encrypting and/or
cryptographically signing at least a part of said data
package, in particular using an asymmetric and/or a sym-
metric algorithm. Thus, the authenticity and/or validity
and/or correct transmission and/or privacy of the data
package i1s easier to guarantee or verify which increases
overall safety.

Preferably, in such an embodiment, the remote
identification device further comprises a security de-
vice, in particular comprising at least one key (e.g., a
digital string of characters, number, signs, etc.). Then
the security device is structured for encrypting and/or
cryptographically signing at least said part of said data
package. Thus, computational load can be taken away from
other devices and battery power is saved. Furthermore,
the security device comprise a protection device against
malicious access or extraction, e.g., of the key and/or

the data package. Thus, the “identity” is fixed to the
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single remote identification device. Preferably, each
identification device has its own unique identity (in ad-
dition to its unique identifier as discussed above),
e.g., in form of a unique key for encryption and/or sig-
nature. This helps to ensure that the “identity” of the
remote identification device (and thus of the aircraft)
cannot be easily stolen or forged from other users which
helps to improve the authenticity and/or validity and/or
correct transmission and/or privacy of the data package.
This increases overall safety.

Yet more preferable, in such embodiments, the
remote identification device is structured for asymmetri-
cally encrypting and/or signing at least said part of
sald data package, i.e., using said asymmetric algorithm.
Then, the security device preferably comprises a private
key used for this asymmetric encryption and/or signing,
which helps to ensure that the “identity” of the remote
identification device (and thus of the aircraft) cannot
be easily stolen or forged from other users. A public key
as used for decryption and/or verification of the data
package 1is preferably stored in a central database (i.e.,
certificate authority (CA)), e.g., on a central server
which can or cannot be part of the remote identification
device. Typically, such a central database is arranged at
an authority such as air traffic control and it can com-
prise further information such as user registration of
different aircraft and/or insurance data. This improves
identifiability and increases overall safety.

In yet another preferred embodiment, the data
package further comprises at least one of

- a request for clearance and/or an acknowl-
edgement of clearance, e.g., for crossing a restricted
airspace,

- a parameter of the aircraft, in particular
a fuel level and/or a battery level, e.g., indicative of

an available range of the aircraft,

PCT/EP2018/071888
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- a planned and/or expected future flight
trajectory of the aircraft, e.g., for flight planning
purposes in densely populated airspaces,

- a mission status of the aircraft, e.g., in-
dicative of a mission achievement or goal,

- a collision avoidance dataset, in particu-
lar a FLARM dataset, and

- a current date and/or timestamp, i.e., in-
dicative of a transmission time/date and/or an age of the
transmitted data package.

Thus, more information is obtained from the
alrcraft which improves overall safety.

In yet another advantageous embodiment, the
identifier of the aircraft is a unique identifier. This
enables unique identification of the aircraft which en-
hances overall safety due to traceability.

Preferably, the identifier of the aircraft
comprises a fixed part and a user-configurable part. This
enables unique aircraft identification on the one hand
and also leaves room for additional user-configured in-
formation, e.g., for the purpose of fleet-management or
licensing purposes.

In another advantageous embodiment, the re-
mote identification device is structured for transmitting
the data package

- with a fixed periodicity, i.e., at fixed
time-intervals, e.g., every 5 seconds,

- with a variable periodicity, i.e., at vari-
able time-intervals depending on different parameters,

- with a variable periodicity based on the
three-dimensional position of the aircraft,

- with a variable periodicity based on a ve-
locity of the aircraft for, e.g., transmitting a data
package more frequently the higher the wvelocity of the
alrcraft is,

- with a variable periodicity based on an ac-

celeration of the aircraft,
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- with a variable periodicity based on a
travelled distance of the aircraft, in particular a trav-
elled distance after a previous transmitted data package,
for, e.g., transmitting a data package every 100 m of a
flight trajectory,

- with a variable periodicity based on a dis-
tance of the aircraft to an external position, in partic-
ular to an airspace or a landmark, e.g., the data pack-
ages are transmitted more frequently the nearer the air-
craft comes to a restricted airspace, e.g., around an of-
ficial airport,

- with a variable periodicity based on a
NOTAM information or an ATC clearance, e.g., indicative
of non-permanent airspace restrictions,

- with a variable periodicity based on an air
traffic or radio traffic density, and/or

- with a variable periodicity based on at
least one of a mission profile, a risk profile (e.g., due
to a weight of the aircraft), and a threat level (e.g.,
due to mass gatherings).

In these cases, additional receivers and/or
sensors can be foreseen which measure relevant parameters
such as air traffic density. As an effect, more infor-
mation is obtainable from the transmitted data packages
by the aircraft which improves overall safety.

Advantageous periodicities are:

- data package transmission rate is one up-
date every 5 GNSS seconds,

- the maximum data package transmission rate
is one update per GNSS second and may not be exceeded un-
der any circumstance,

- a remote identification device must send
one update per GNSS second when and only when one of the
following events occurs:

* take-off,

* landing,

PCT/EP2018/071888
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* movement of more than 50m in any direction
relative to last update

* latest update is 5 seconds old.

Advantageously, the remote identification de-
vice is structured for transmitting said data package

~ at a frequency of approximately 868 MHz,
i.e., 868 MHz *10%,

- at a frequency of approximately 915 MHz,
i.e., 915 MHz £10%,

at a frequency of approximately 2.4 GHz,

i.e., 2.4 GHz 5%,

- at a frequency of approximately 5.8 GHz,
i.e., 5.8 GHz #%5%,

- using an ultra-wideband (UWB) transmitter,

- using a GFSK modulation,

- using a maximum output power of 25 mW,
and/or

- using a bitrate of 100 kbps.

This enables the reliable transmission of the
data packages using available analogue and/or digital ra-
dio technology which helps to reduce costs and simplify
the device.

In another preferred embodiment, the remote
identification device is structured for transmitting at
least a first type of the data package and a second type
of the data package. Then, the first type of the data
package (type-1 data package) comprises the determined
three-dimensional position of the aircraft and the iden-
tifier of the aircraft, and the second type of the data
package (type-2 data package) comprises a relative posi-
tion of the aircraft with regard to the three-dimensional
position of the aircraft as transmitted in the first type
of said data package or with regard to a three-dimen-
sional position of the aircraft previously transmitted in
a second type of said data package. Then, the transmitted
data package sequence can, e.g., comprise a type-1l data

package transmitted every 1 minute with a type-2 data

PCT/EP2018/071888
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packages transmitted every 10 seconds in between the
type-1 data packages. Also variable periodicities for
both the type-1 and the type-2 data packages as well as
for the number of type-2 packages between two type-1
packages are possible. In other words, preferably, a
first periodicity for the first type of said data package
is the same or different from a second periodicity for
the second type of said data package. Such a “keyframe-
approach” helps to reduce bandwidth which is highly rele-
vant in densely populated airspaces with many transmit-
ting aircrafts.

In an advantageous embodiment of the remote
identification device, at least a part, in particular an
altitude, of the transmitted three-dimensional position
of the aircraft in the data package comprises a relative
position, in particular with regard to

- an altitude above ground (AGL),

- an altitude above WGS-84 geoid, or

- a takecoff site of the aircraft.

As another example, leading cocrdinates of
the latitude and/or longitude of the lateral coordinates
can be truncated for low~range aircrafts such as multi-
rotors, because, e.g., there is no doubt about the conti-
nent the aircraft operates on.

This helps to reduce bandwidth which is
highly relevant in densely populated airspaces with many
transmitting aircrafts.

In yet another preferred embodiment, the re-
mote identification device is structured to encode the
three-dimensional position in the data package using Lon-
gitude Compression. This technique is based on the fol-
lowing: With an increasing latitude, the resolution for
the longitude decreases. As an example, at 0°N, one bit
of longitude corresponds to 1E-7°. At 60°N the resolution
is 2E-7° (for locally obtaining the same East/West reso-
lution). The graduation can take place in discrete steps

or via a fixed function. The goal of this technique is to
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save a few bits in the longitude in the data package, or
to simplify processing on the receiving side.

This helps to reduce bandwidth which is
highly relevant in densely populated airspaces with many
transmitting aircrafts.

Advantageously, the remote identification de-
vice comprises a radio traffic limiting device, in par-
ticular a frequency hopping device, a time slot synchro-
nization device, a listen-before-talk device, and/or a
fair spectrum management device. ETSI EN 300 220-1 pro-
vides additional details.

As an example implementation, the remote
identification device may be required to sense for exist-
ing carriers before transmitting. If a carrier is de-
tected, transmission of the data package must be delayed.
The remote identification device may retry transmission
after a random delay selected from the interval 15 ms-150
ms. Data packages must be discarded after a total delay
of 1000 ms is exceeded from the initial transmission at-
tempt. If no packet can be transmitted 3000 ms after the
initial attempt, the device may force transmission irre-
spective of carrier detect. After a forced attempt, the
device is required to not transmit for at least 2000 ms.

This helps to reduce bandwidth which is
highly relevant in densely populated airspaces with many
transmitting aircrafts.

Preferably, the remote identification device
is structured for periodically transmitting said data
package to a mobile or stationary ground-based station,
in particular to air traffic control. Thus, the aircraft
identifier and position can be monitored and/or interro-
gated from the ground, e.g., by authorities, which helps
to enhance overall security and safety.

In a preferred embodiment, the remote identi-
fication device comprises an airborne unit, i.e., a unit

arranged at a to-be-identified aircraft, and a ground-

PCT/EP2018/071888
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based unit, e.g., connected to an electronic flight con-
troller of the aircraft. The airborne unit and the
ground-based unit are communicatively connected to each
other. Then, preferably, the ground-based unit is struc-
tured for periodically transmitting said data package, in
particular to air traffic control, in particular via a
wireless connection, in particular via a cellphone data
connection over the internet, e.g., through a flight con-
trol app running on a smartphone and connected to or com-
prising the ground-based unit. Thus, the more energy in-
tensive transmission of the data package can be achieved
through the ground-based unit which helps to conserve
battery of the aircraft.

The remote identification device advanta-
geously comprise a recording device structured for re-
cording and storing at least one of the transmitted data
packages, in particular all transmitted data packages.
Thus, the transmitted data package(s) can be logged and
stored, e.g., for later archiving or further analysis,
e.g., for evidence purposes in case of an incident.

Advantageously, the remote identification de-
vice 1s structured in such a way that at least a part of
sald data package is Manchester coded. By using such a
form of self-clocking, lower error rates and a more reli-
able transmission is achieved. The reduced transfer rate
can be tolerated for data packages which are longer than
1 byte.

In another preferred embodiment, the remote
identification device is structured in such a way that
the transmitted data package comprises error-detection
data, in particular a hash or a checksum. Thus, a detec-
tion of wrongly received data packages is achieved on the
receiver side which enables lower error rates and a more
reliable transmission, e.g., through requests for re-
transmission of such data packages.

Alternatively or in addition, the data pack-

age preferably comprises error-correcting data, e.g., in

PCT/EP2018/071888
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the form of error-correcting codes (ECC). This additional
information to the paylcocad enables correction of wrongly
received data packages on the receiver side, see e.g., US
5446747 for details. This enables lower error rates and a
more reliable transmission for the time-critical and
bandwidth consuming transmitted data packages and reduces
requests for retransmission of such data packages.

In another preferred embodiment, the remote
identification device is structured in such a way that
the transmitted data package comprises data received from
another remote identification device, in particular data
indicative of an identifier (or a truncated version
thereof such as a hash-value), an absolute or relative
three-dimensional position, a distance, a Received Signal
Strength Indicator (RSSI), a bearing vector, a timestamp,
and/or an age. Thus, more information is obtained from
the aircrafts operating in the same or neighboring air-
spaces which improves overall security and safety. Fur-
ther, an option for self-check of the transmission can
more easily be implemented.

In yet another advantageous embodiment, the
remote identification device i1s structured to retransmit
data received from another remote identification device,
in particular for creating a mesh network of remote iden-
tification devices. Thus, more information i1is obtained
from the aircrafts operating in the same or neighboring
alrspaces which improves overall security and safety.

Advantageously, in such an embodiment, the
remote identification device is further structured to add
additional data to a retransmitted data package, in par-
ticular a number of retransmissions. Thus, e.g., infinite
looping can more efficiently be avoided which helps to
save bandwidth, in particular for densely populated air-
spaces.

Advantageously, in such an embodiment, the
remote identification device is structured to retransmit

the data receilved from the other remote identification
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device using a different frequency or technology, in par-
ticular ADS-R or TIS-B. Particularly, the data received
from the other remote identification device is trans-
formed, amended, truncated, or converted before retrans-
mission. This helps to make the aircraft visible to air
traffic participants using different technologies, e.g.,
transponders in commercial airplanes. Thus, the overall

safety is enhanced.

In another advantageous embodiment, the re-
mote identification device comprises an interface unit
for exchanging data with a flight controller of the air-
craft, e.g., a battery level or bearing, which additional
information can also be comprised in or used for the data

package.

In yet another advantageous embodiment, the
remote identification device is structured to apply a
field encoding and condensing to at least a part of the
data package. This helps to reduce bandwidth which is
highly relevant in densely populated airspaces with many

Transmitting aircrafts.

As another aspect of the invention, an air-
craft comprises a remote identification device as de-
scribed above. Thus, the aircraft is more easily identi-
fiable which helps to increase security and safety.

Preferably, the is selected from the group of
an Unmanned Aerial Vehicle (UAV), a drone, an Unmanned
Aircraft System (UAS), a Remotely Piloted Aircraft Sys-
tems (RPAS), a multirotor, a human passenger carrying
UAV, and a weather balloon. Thus, a broader range of air-
crafts becomes more easily identifiable which helps to
increase security and safety.

In an advantageous embodiment, the aircraft

is selected from the group of a fully autonomous air-

PCT/EP2018/071888
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craft, a partially autonomous aircraft, a temporarily au-
tonomous aircraft, a ground-controlled aircraft with a
visual link to a pilot, and a ground-controlled aircraft
without a visual link to a pilot. The aircraft can be in
a line-of-sight of an, e.g., ground-based pilot or not.
Thus, a broader range of aircrafts becomes more easily
identifiable which helps to increase security and safety.
In another advantageous embodiment, the air-
craft is an unmanned aircraft wherein no human pilot is
aboard the aircraft. Thus, a broader range of aircrafts
becomes more easily identifiable which helps to increase

security and safety.

As another aspect of the invention, a method
for remotely identifying an aircraft, in particular an
aircraft as described above, in particular using a remote
identification device as described above, comprises the
steps of:

- by means of a positioning device determin-
ing a three-dimensional position of the aircraft,

- by means of a transmitter periodically
transmitting a data package comprising the determined
three-dimensional position of the aircraft and an identi-
fier of the aircraft. Thus, the aircraft is more easily
identifiable which helps to increase security and safety.

Advantageously, the method comprises further
steps of:

- recelving said transmitted data package (D)
by a mobile or stationary receiver station, in particular
a ground-station, and

- lidentifying said aircraft (1) using said
received data package (D).

Thus, the aircraft is more easily identifia-
ble which helps to increase security and safety.

In a preferred embodiment, the method com-

prises a further step of:
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- determining information relating to a miss-
ing or faulty data package using one or more previously
received data packages, in particular using an extrapola-
tion of a trajectory. Thus, the information is readily
available despite the data package being missing or
faulty, which leads to improved situational awareness
thus contributing to security and safety.

In a preferred embodiment, the method com-
prises at least one of the steps of:

- saving said data package, in particular by
means of a receiver station e.g., for later retrieval
and/or logging,

- analyzing and/or processing said data pack-
age, in particular by means of a receiver station, and

- retransmitting said data package (D), in
particular wirelessly retransmitting said data package,
in particular by means of a receiver station.

Thus, the information can be more easily
evaluated and/or spread which helps to improve situa-
tional awareness thus contributing to security and
safety.

In another preferred embodiment of the
method, said data package is used for at least one of

- aircraft fleet management,

- liability assessment,

- law enforcement purposes,

- evidence purposes,

- billing,

- air traffic management and/or regulation,

- performance assessment, in particular pilot
performance assessment,

- alrcraft registration, and

- an aircraft logbook.

This helps to save costs and leads to im-

proved security and safety
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As yet another aspect of the invention, a
system for remote identification of an unmanned aircraft
is disclosed, in particular using a method as described
above, the system comprising:

- a first remote identification device as de-
scribed above and arranged at a first aircraft, in par-
ticular an aircraft as described above, and

- a mobile or staticnary receiver station for
receiving the transmitted data package from the first re-
mote identification device.

This receiver station advantageously com-
prises a ground-based station, in particular air traffic
control (ATC) or a second aircraft, the second aircraft
in particular comprising a second remote identification
device as described above.

Thus, the aircraft is more easily identifia-
ble which helps to increase security and safety.

In a preferred embodiment of the system, at
least two remote identification devices, in particular as
described above, are arranged as a mesh-network. This
means that one remote identification device retransmits
data received from another remote identification device
and thereby creates an extended range network of remote
identification devices. The receiver station can also be
part of this network. This leads to increased range and
improved information distribution which eventually helps
to improve situational awareness thus contributing to se-
curity and safety.

In another preferred embodiment, the system
further comprises a central database comprising the iden-
tifier and owner information. Preferably, this central
database also comprises the certificate authority for de-
cryption and/or validation of the data packages. Thus,
the relevant information can be accessed via this data-

base which simplifies analysis.

PCT/EP2018/071888
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Definitions:

The term “unmanned” as used herein relates to
any flying object without a human pilot on board, regard-
less of its construction, purpose, size, weight, cargo,
movement dynamics, principle and propulsion to stay air-
borne and move around or eventual tethering. Such flying
objects may be remotely controlled, in or outside the
visual sight of a remote pilot, or operate partially or
temporarily or fully automated. It may include autonomous
or cooperative elements to sense, detect and avoid other
objects on the ground or in the air, e.g., sensors, cam-
eras, LIDAR, RADAR,

Note:

The described embodiments likewise refer to
the device claims, the aircraft claims, the method
claims, and the system claims. As it is apparent to the
person skilled in the art, synergistic effects may arise
from the combination of features of different embodi-

ments, although these may not be described in detail.

Brief Description of the Drawings

The invention will be better understood and
cbjects other than those set forth above will become ap-
parent when consideration is given to the following de-
tailed description thereof. This description makes refer-
ence to the annexed drawings, wherein:

Fig. 1 shows a first multirotor 1 comprising
a first remote identification device 10 and a second mul-
tirotor 1’ comprising a second remote identification de-
vice 10’ according to a first embodiment of the inven-
tion,

fig. 2 shows a first multirotor 1 comprising
a first remote identification device 10 according to a

second embodiment of the invention,
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fig. 3 shows a first example of a data pack-
age D as transmitted by a remote identification device 10
according to the invention,

fig. 4 shows a second example of a data pack-
age D as transmitted by a remote identification device 10
according to the invention,

figs. 5a and 5b show a third example of a
first type D1 and a second type D2 of data packages as
transmitted by a remote identification device 10 accord-
ing to the invention,

fig. 6 shows a paylcad structure of the data
package D, and

fig. 7 shows a lookup table as used for field
encoding and condensing as explained with regard to fig.
6.

Modes for Carrying Out the Invention

Fig. 1 shows a first multirotor 1 comprising
a first remote identification device 10 and a second mul-
tirotor 1’ comprising a second remote identification de-
vice 10’ according to a first embodiment of the inven-
tion. The first multirotor 1 is a ground-controlled UAV
and 1t comprises an EGNOS enabled GPS receiver 11 (one
GPS satellite shown for clarity) for determining its
three-dimensional position P. It further comprises a 2.4
GHz transceiver 12 for - in additional to receiving con-
trol signals from the electronic flight controller in the
pilot’s hands on the ground (only schematically shown)
and sending status data and a video image down to the
flight controller - periodically transmitting data pack-
ages D comprising the multirotor’s current position P and
a unique identifier ID. In addition, air traffic control
ATC can send an interrogation request which is then re-
plied to with a data packages D comprising the multi-

rotor’s current position P and its unique identifier ID.
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The sent packages are cryptographically signed by means
of a security device 14 and comprise ECC data (not shown)
and a timestamp. Data packages are more frequently sent
(i.e., with a faster peridicity) the closer the multicop-
ter gets to a restricted airspace (shown here as CTR LSZH
1 control zone comprising a class D and a class C air-
space) . Furthermore, the second multirotor 1’ shown in
figure 1 in addition to sending its own data packages D’
receives and retransmits the data packages from the first
multirotor 1, thus creating a mesh network. This helps to
increase range, in particular in situations in which no
high radio powers can be used for reasons of bandwidths
limitations and many air traffic participants. As an al-
ternative or in addition thereto, a fair spectrum manage-
ment device, e.g., a listen before talk device can be
used {not shown). The received data packages D, D’ from
the first multirotor 1 and the second multirotor 17, re-
spectively, are saved at ATC and analyzed for evidence
purposes in case of an airspace violation of the control
zone by the drone pilot. In such a case, a warning is
also issued to commercial airplane pilots by ATC (only
schematically shown). This increases safety by preventing
mid-air collision. ATC further has access to a central
database CD including a certificate authority CA for ver-
ification of the signed data packages as well as owner
information. Thus, a system for remote identification of
an unmanned aircraft is created by the wvarious compo-

nents.

Fig. 2 shows a multirotor 1 comprising a re-
mote identification device 10 according to a second em-
bodiment of the invention. This second embodiment is very
similar to the first embodiment as described above with
regard to fig. 1 with the difference that the remote
identification device 10 comprises an airborne unit 10a
and a ground-based unit 10b as part of the electronic

flight controller. First types of data packages D1 and
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second types of data packages D2 are transmitted from the
airborne unit 10a to the ground-based unit 10b. The first
type D1 comprise the full three-dimensional position in-
formation P (LATITUDE, LONGITUDE, ALTITUDE, see fig. 5a)
while the second type D2 comprise only relative position
information (D1 + Delta LATITUDE, D1 + Delta LONGITUDE,
D1 + Delta ALTITUDE, see fig. 5b) with regard to the pre-
viously transmitted type-1 position. This helps to con-
serve bandwidth in areas with lots of radio traffic. The
different types D1 and D2 are transmitted with different
and variable periodicities based on the position P and
velocity of the multirotor 1. Then, the ground based unit
10b reassembles full data packages D and transmits these
via a cellphone data connection 4G by means of a con-
nected smartphone to air traffic control ATC. The ground-
based unit 10b further comprises a recording device 13 in
form of an SD card structured for recording and storing

the transmitted data packages for later analysis.

Fig. 3 shows a first example of a data pack-
age D as transmitted by a remote identification device 10
according to the invention. The data package D comprises
a unique identifier ID of the aircraft and a three-dimen-
sional position P comprising a LATITUDE, LONGITUDE, and
ALTITUDE.

Fig. 4 shows a second example of a data pack-
age D as transmitted by a remote identification device 10
according to the invention. In this embodiment, further
information such as a user-configurable part of the iden-
tifier ID free, a timestamp DATETIME, an ATC-acknowledged
clearance CLR #817 for crossing a restricted airspace, a
battery level 70% BAT as well as a checksum CHKSUM are
transmitted, which improves the information content and

situational awareness.
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As described above with regard to fig. 2,
figs. 5a and 5b show a third example of a first type DI
and a second type D2 of data packages D as transmitted by
a remote identification device 10 according to the inven-
tion. The first types D1 comprise the full three-dimen-
sional position information P (LATITUDE, LONGITUDE,
ALTITUDE, see fig. 5a) while the second types D2 comprise
only relative position information (Dl + Delta LATITUDE,
D1 + Delta LONGITUDE, D1 + Delta ALTITUDE, see fig. b5b)
with regard to the position transmitted in the first type
data package Dl1. Additional information comprises a
TIMESTAMP and error-correcting codes ECC. Type-1 data
packages Dl are transmitted with a periodicity of 1 min
or on demand while type-2 data packages D2 are transmit-
ted with a periodicity of 10 sec. Thus, bandwidths is

saved.

Fig. 6 shows a payload structure, i.e., a
structure comprising actual data, not merely protocol
overhead, of the data package D. Idx thereby refers to
the starting position of the given field, in bytes, rela-
tive to the beginning of the payload. Width is in meas-
ured in bytes.

The “risk level” field comprises the self-
declaration of the Airspace Encounter Category (AEC), Air
Risk Category (ARC), and UAS Certification Category as
specified in “JARUS Guidelines on Specific Operations
Risk Assessment” and “Introduction of a regulatory frame-
work for the operation of unmanned aircraft (EASA)”.

The “OEM Manufacturer ID” and “Model ID”
fields allow three alphanumeric uppercase characters. For
the OEM Manufacturer ID, an identification as assigned by
a competent registration authority is used, which must be
globally unigue. For the Model ID, an identification that
is unique amongst all models from the same manufacturer
is used. In both cases, the preferred option is to have

manufacturer and model identification for the aircraft
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itself, but in case of standalone remote identification
device for retrofit or in the case of interchangeable

tags, this may not be possible or reasonable.

To save bandwidth, the fields are encoded and

condensed. The following algorithm is applied:

Let text[i] be the i-th character or digit of
the input field, with i between 0 and 2.

Let result be an unsigned l6-bit integer.

Let LUT{ch] return the code given in the

lookup table of fig. 7 for the given input character or

digit.
result := 0
for idx:= 0 to 2 do
a. tmp := LUT[text[idx]]
b. result := result + tmp * (3671idx)

3. return result

Example:
The input text “ABC” yields: 10 * (360) + 11
* (361) + 12 * (362) = 10 + 396 + 15552 = 15958 = 0x3E56.

This helps to save bandwidth which is highly

relevant with many air traffic participants.

Fig. 7 shows a lookup table as used for field
encoding and condensing as explained before with regard
to fig. 6.

Description of a preferred embodiment

A remote identification device 10 for a mul-
tirotor 1 comprises an EGNOS enabled GPS receiver 11 for
determining a three-dimensional position P of the air-
craft 1 and a radio transmitter 12 operating at 2.4 GHz

for periodically transmitting a data package D comprising
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the determined three-dimensional position P of the air-
craft 1, a unique identifier ID of the aircraft 1, and a
timestamp. The transmitted data packages D comprise first
types D1 carrying the full information as well as second
types D2 carrying only relative position data. All data
packages D further comprise ECC data and are cryptograph-
ically signed. Remote identification devices 10, 10’ on
different aircrafts 1,1’ together with the ground based
receiver station ATC form a mesh-network by retransmit-
ting foreign data packages. Thus, aircrafts 1,1’ are more
easily identified and the data packages can be effi-
ciently used for aircraft registration and law enforce-

ment.

Note:

While there are shown and described presently
preferred embodiments of the invention, it is to be dis-
tinctly understood that the invention is not limited
thereto but may be otherwise variously embodied and prac-

ticed within the scope of the following claims.
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Claims

1. A remote identification device (10) for an
unmanned aircraft (1), comprising:

- a positioning device (11) for determining a
three-dimensional position (P) of the aircraft (1), and

- a transmitter (12) for transmitting a data
package (D) comprising the determined three-dimensional
position (P) of the aircraft (1) and an identifier (ID)
of the aircraft (1),

characterized in that the remote identifica-
tion device (10) is structured for periodically transmit-

ting said data package (D).

2. The remote identification device (10) of
claim 1 wherein the positioning device (11} comprises a
global navigation satellite system (GNSS) receiver,

in particular at least one of a Glcbal Posi-
tioning System (GPS) receiver, a Global Navigation Satel-
lite System (GLONASS) receiver, a Galileo receiver, and a
Beidou receiver,

and in particular wherein the positioning de-
vice (11) comprises a differential GNSS receiver such as
at least one of a Wide Area Augmentation System (WAAS)
receiver, an European Geostationary Navigation Overlay
Service (EGNCS) receiver, and a Multi-Functional Satel-

lite Augmentation System (MSAS) receiver.

3. The remote identification device (10) of
any one of the preceding claims wherein the positioning
device (11) comprises an Inertial Navigation System
(INS).

4., The remote identification device (10) of
any one of the preceding claims wherein the positioning
device (11) comprises a receiver for its own position

data (P) from a ground-based localization system.
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5. The remote identification device (10) of
any one of the preceding claims structured for receiving
an interrogation request from another aircraft (1) or
from a ground-based station (ATC),

and in particular wherein the remote identi-
fication device (10) is structured for transmitting said
data package (D) after receiving the interrogation re-

guest, in particular from air traffic control (ATC).

6. The remote identification device (10) of
any one of the preceding claims structured for encrypting
and/or cryptographically signing at least a part of said
data package (D), in particular using an asymmetric

and/or a symmetric algorithm.

7. The remote identification device (10) of
claim 6 further comprising a security device (14), in
particular comprising a key,

wherein the security device (10) is struc-
tured for encrypting and/or cryptographically signing at
least said part of said data package (D), and

wherein said security device (14) comprise a

protection device against malicious access or extraction.

8. The remote identification device (10} of
claim 7 structured for asymmetrically encrypting and/or
signing at least said part of said data package (D),
wherein said security device (10) comprises a private key
and wherein a public key for decryption and/or verifica-
tion is stored in a central database/certificate author-
ity (CA).

9. The remote identification device (10) of
any one of the preceding claims wherein said data package

(D) further comprises at least one of
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- a request for clearance and/or an acknowl-
edgement of clearance,

- a parameter of the aircraft (1), in partic-
ular a fuel level and/or a battery level,

- a planned and/or expected future flight
trajectory of the aircraft (1),

- a mission status of the aircraft (1),

- a collision avoidance dataset, in particu-
lar a FLARM dataset, and

- a current date and/or timestamp.

10. The remote identification device (10) of
any one of the preceding claims wherein said identifier

(ID) of the aircraft (1) is a unique identifier.

11. The remote identification device (10) of
any one of the preceding claims wherein said identifier
(ID) of the aircraft (1) comprises a fixed part and a

user-configurable part.

12. The remote identification device (10) of
any one of the preceding claims structured for transmit-
ting said data package (D)

- with a fixed periodicity,

- with a variable periodicity,

- with a variable periodicity based on the
three-dimensional position (P) of the aircraft (1),

- with a variable periodicity based on a ve-
locity of the aircraft (1),

- with a variable periodicity based on an ac-
celeration of the aircraft (1),

- with a variable periodicity based on a
travelled distance of the aircraft (1), in particular a
travelled distance after a previous transmitted data

package (D),
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- with a variable periodicity based on a dis-
tance of the aircraft (1) to an external position, in
particular to an airspace (CTR) or a landmark,

- with a variable periodicity based on a
NOTAM information or an ATC clearance,

- with a variable periodicity based on an air
traffic or radio traffic density, and/or

- with a variable periodicity based on at
least one of a mission profile, a risk profile, and a
threat level.

13. The remote identification device (10) of
any one of the preceding claims structured for transmit-
ting said data package (D)

- at a frequency of approximately 868 MHz,

- at a frequency of approximately 915 MHz,

- at a frequency of approximately 2.4 GHz,

at a frequency of approximately 5.8 GHz,

and/or

using an ultra-wideband (UWB) transmitter.

14. The remote identification device (10) of
any one of the preceding claims structured for transmit-
ting at least a first type of said data package (Dl) and
a second type of said data package (D2) wherein

- the first type of said data package (DI)
comprises the determined three-dimensional position (P)
of the aircraft (1) and the identifier (ID) of the air-
craft (1), and

- the second type of said data package (D2)
comprises a relative position (P) of the aircraft (1)
with regard to the three-dimensiocnal position (P) of the
aircraft (1) transmitted in the first type of said data
package (D1) or with regard to a three-~dimensiocnal posi-
tion (P) of the aircraft (1) previously transmitted in a

second type of said data package (D2).
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15. The remote identification device (10) of
claim 14 wherein a first periodicity for the first type
of said data package (Dl) is different from a second pe-

riodicity for the second type of said data package (D2).

16. The remote identification device (10) of
any of the preceding claims wherein at least a part, in
particular an altitude, of the transmitted three-dimen-
sional position (P) of the aircraft (1) is a relative po-
sition, in particular with regard to

- an altitude above ground (AGL),

- an altitude above WGS-84 geoid, or

- a takeoff site of the aircraft (1).

17. The remote identification device {(10) of
any of the preceding claims further comprising a radio
traffic limiting device, in particular a frequency hop-
ping device, a time slot synchronization device, a lis-
ten-before-talk device, and/or a fair spectrum management

device.

18. The remote identification device (10) of
any one of the preceding claims structured for periodi-
cally transmitting said data package (D) to a mobile or
stationary ground-based station, in particular to air
traffic control (ATC).

19. The remote identification device (10) of
any one of the preceding claims comprising an airborne
unit (10a) and a ground-based unit (10b), wherein the
airborne unit (10a) and the ground-based unit (10b) are

communicatively connected to each other.

20. The remote identification device (10) of
claim 19 wherein the ground-based unit (10b) is struc-

tured for periodically transmitting said data package
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(D), in particular to air traffic control (ATC), in par-
ticular via a wireless connection, in particular via a

cellphone data connection.

21. The remote identification device (10) of
claim 20 wherein the ground-based unit (10b) comprises
and/or is connected to a smartphone and/or an electronic

flight controller.

22. The remote identification device (10) of
any one of the preceding claims further comprising a re-
cording device (13) structured for recording and storing
at least one of the transmitted data packages (D), in

particular all transmitted data packages (D).

23. The remote identification device (10) of
any one of the preceding claims wherein at least a part

of said data package (D) 1s Manchester coded.

24. The remote identification device (10) of
any one of the preceding claims wherein said data package
(D) comprises error-detection data, in particular a hash

or a checksum.

25. The remote identification device (10) of
any one of the preceding claims wherein said data package

(D) comprises forward error-correcting data.

26. The remote identification device (10) of
any one of the preceding claims wherein said data package
(D) comprises data received from another remote identifi-
cation device (10’), in particular data indicative of an
identifier (ID’), an absolute or relative three-dimen-
sional position, a distance, a Received Signal Strength
Indicator (RSSI), a bearing vector, a timestamp, and/or

an age.
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27. The remote identification device (10) of
any one of the preceding claims structured to retransmit
data received from another remote identification device
(107), in particular for creating a mesh network of re-

mote identification devices (10, 107).

28. The remote identification device (10) of
claim 27 structured to add additional data to a retrans-
mitted data package, in particular a number of retrans-

missions.

29. The remote identification device (10) of
any one of the claims 27 or 28 structured to retransmit
the data received from the other remote identification
device (10’) using a different frequency or technology,
in particular ADS-R or TIS-B, and in particular struc-
tured to transform, amend, truncate, or convert the data
received from the other remote identification device

(10") before retransmission.

30. An aircraft (1) comprising a remote iden-

tification device (10) of any of the preceding claims.

31. The aircraft (1) of claim 30 being se-
lected from the group of an Unmanned Aerial Vehicle
(UAV), a drone, an Unmanned Aircraft System (UAS), a Re-
motely Piloted Aircraft Systems (RPAS), a multirotor, a

human passenger carrying UAV, and a weather balloon.

32. The aircraft (1) of any one of the claims
30 or 31 being selected from the group of a fully autono-
mous aircraft, a partially autonomous aircraft, a tempo-
rarily autonomous aircraft, a ground-controlled aircraft
with a visual line-of-sight to a pilot, and a ground-con-
trolled aircraft without a visual line-of-sight to a pi-
lot.
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33. The aircraft (1) of any one of the claims
30 to 32 being an unmanned aircraft (1) wherein no human

pilot is aboard the aircraft (1).

34. A method for remotely identifying an air-
craft (1), in particular an aircraft of any one of the
claims 30 to 33, in particular using a remote identifica-
tion device (10) of any one of the claims 1 to 29, the
method comprising the steps of:

- by means of a positioning device (11) de-
termining a three-dimensional position (P) of the air-
craft (1), and

- by means of a transmitter (12) transmitting
a data package (D) comprising the determined three-dimen-
sional position (P) of the aircraft (1) and an identifier
(ID) of the aircraft (1),

characterized in that the data package (D) 1is

periodically transmitted.

35. The method of claim 34 comprising a fur-
ther step of:

- determining information relating to a miss-
ing or faulty data package (D) using one or more previ-
ously received data packages (D), in particular using an

extrapolation of a trajectory.

36. The method of any one of the claims 34 or
35 comprising further steps of:

- receiving said transmitted data package (D)
by a mobile or stationary receiver station, in particular
a ground-station, and

- identifying said aircraft (1) using said

received data package (D).

37. The method of any one of the claims 34 to
36 comprising at least one of the steps of:

- saving said data package (D),
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-~ analyzing and/or processing said data pack-
age (D), and

- retransmitting said data package (D), in
particular wirelessly retransmitting said data package
(D).

38. The method of any one of the claims 34 to
37 wherein said data package (D) is used for at least one
of

- aircraft fleet management,

- liability assessment,

- law enforcement purposes,

- evidence purposes,

- billing,

- air traffic management and/or regulation,

- performance assessment, in particular pilot
performance assessment,

- aircraft registration, and

- an aircraft logbook.

39. A system for remote identification of an
unmanned aircraft (1), in particular of any one of the
claims 30 to 33, in particular using a method of any one
of the claims 34 to 38, the system comprising:

- a first remote identification device (10),
in particular of any one of the claims 1 to 29 arranged
at a first aircraft (1), in particular of any one of the
claims 30 to 33, and

- a mobile or stationary receiver station for
receiving the transmitted data package (D) from the first

remote identification device (10).

40. The system of claim 39 wherein the re-
ceiver station comprises a ground-based station, in par-

ticular air traffic control (ATC).
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41. The system of any one of the claims 39 or
40 wherein the receiver station comprises a second air-
craft (1'), in particular of any one of the claims 30 to
33, the second aircraft (1) in particular comprising a

5 second remote identification device (10').

42. The system of any one of the claims 39 to
41 wherein at least two remote identification devices
(10, 107), in particular of any one of the claims 1 to

10 29, are arranged as a mesh-network.

43. The system of any one of the claims 39 to
42 further comprising a central database (CD) comprising
the identifier (ID) and owner information.

15
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