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(57) Abréegée/Abstract:

A projector system of the present invention includes a projector 10 and a personal computer PC as an information terminal, which
communicate with each other via a network connection. The projector 10 generates a password required for establishment of the
network connection and projects the password on a screen SC. A user of the personal computer PC Inputs the password
projected on the screen SC. The password Is used for authentication of the network connection between the projector 10 and the
personal computer PC and cipher communication therebetween. This arrangement of the present invention enhances the
convenience of the projector that is capable of establishing a network connection with the information terminal, while ensuring
secrecy of communicating data.
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ABSTRACT OF THE DISCLOSURE

A projector system of the present invention includes a projector 10 and a
personal computer PC as an information terminal, which communicate with each other
via a network connection. The projector 10 generates a password required for
establishment of the network connection and projects the password on a screen SC.

A user of the personal computer PC inputs the password projected on the screen SC.
The password is used for authentication of the network connection between the
projector 10 and the persdnal computer PC and cipher communicationi therebetween.
This arrangement of the present invention enhances the convenience of the projector
that is capable of establishing a network connection with the information terminal,

while ensuring secrecy of communicating data.
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DESCRIPTION

PROJECTOR FOR PROJECTING PASSWORD

TECHNICAL FIELD

The present invention relates to a projector.

BACKGROUND ART

Data projectors have become popular to enlarge and project the contents of an
on-screen display of an information terminal, such as a personal computer. The
projector may establish a network connection with the information terminal via cable
communication or via wireless communication. A password 1s generally required for
establishment of the network connection.

Cipher communication is adopted to assure security and prevent illegal connection
and interception of data in a projector that projects image data received from an
information terminal connecting with the projector via wireless communication. For
example, WEP (Wired Equivalent Privacy) technique 1s applied for cipher
communication. In the WEP-based cipher communication, both a data transmitter
side and a data receiver side input a common password. The common password 1s
used for authentication of the connection and for encoding and decoding of
communicating data.

For size reduction and good portability, the projector 1s typically not provided with a
keyboard. A remote control or buttons on the projector are accordingly used for
mput of required data into the projector. Input of a password into the projector 1s

accordingly rather time-and labor-consuming. In order to simphify a password input

operation, one applicable technique causes the projector to generate a password.
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There 1s, however, difﬁéulty in accurately notifying the user of the information
terminal of the password. This problem is not restricted to input of the password for
cipher communication but is commonly found in the case of requirement of a
password for establishing communication between the information terminal and the
projector.

The object of the present invention is thus to enhance the convenience of a projector

that is capable of establishing a network connection with an information terminal

while ensuring secrecy of communicating data.

DISCLOSURE OF THE INVENTION

In order to attain at least part of the above and the other related objects,the following

construction is applied.

A projector that is capable of establishing a network connection with an information

terminal, which supplies image data to be projected, the projector includes:

a password generation module that generates a password to be input into said
information terminal for establishment of the network connectioﬁ; and

a password projection module that projects the password.
The network connection of the projector of the present invention and an information
terminal constitute a projector system. In the process of estabﬁshing the network
connection between the projector and the information terminal, the péojector carries
out authentication with the password and identifies the legitimate connection. The

information terminal 1s generally provided with a keyboard, which facilitates input of

the password, compared with the projector.

The projector of the present invention may utilize a random digit to generate the

password. The password is input at the information terminal including the keyboard.
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This arrangement does not require manual input of the password at the projector, thus
enhancing the convenience of the projector system. The generated password is
projected and displayed on a screen or the like. The user of the information terminal
is thus accurately informed of the password and can input the correct password 1nto
the information terminal.

For security, the password is generally not open to the public. The projector of

the present invention is typically used in a limited space like a conference room.
There is accordingly no fear of leaking the password to the general public. This
arrangement thus effectively prevents external illegal connections and ensures secrecy

of communicating data.

In accordance with one preferable application of the invention, the network
connection represents a connection via wireless cipher communication, and the
password generation module generates the password used for the wireless cipher
communication. The projector further has a cipher communication module that uses
the password for the wireless cipher communication with the information terminal.

Wireless communication, especially wireless cipher communication may be applied
for the network connection. This application of the invention generates the password
used for cipher communication (an encoding key and a decoding key). A common
password may be used in both of the projector and the information terminal, or
alternatively different passwords may be used. In the former case, another
information terminal located in the vicinity of the projector or the information
terminal that supplies data may also be involved in the network connection by
required settings including the password to fetch data. In the latter case, another

information terminal is informed of only the encoding key or a password for
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establishing the network connection and can thus not decode the fetched data.

In the projector of the above application, it is preferable that the password generation
module updates the password after establishment of the network connection to
generate an updated password, and that the cipher communication module uses the
updated password for the wireless cipher communication with the information
terminal.

The updated password may be generated periodically or for each packet in the case of
packet communication. @ This arrangement further heightens the secrecy of
communicating data.

In one preferable embodiment of the projector of the invention, the password

generation module generates a random password at each time of power supply to the

projector.
In this embodiment, the password 1s generated at random at each time of power

supply. Since one password 1s not continually used, this arrangement ensures secregy

of communicating data.

In accordance with another preferable application of the present invention, the
projector further has a generation instruction module that 1s operated by a user to give
an instruction for generating the password. The password gereration module

generates the password 1n response to the instruction.

In this application, the password 1s generated in response to intention of a user of the

projector. Namely the password 1s generated according to the requirement to ensure

secrecy of communicating data.

—-—
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In accordance with still another preferable application of the invention, the projector
further has a specification module that is operated by a user to specify a projection
form of the password.

The projection form includes the projected and displayed position of the password on
the screen and the character size. The projection form may be arbitrarily épeciﬁed
according to the area of the conference room where the projector 1s installed, the size
of the screen, and the setting conditions.

In the projector of the present invention, it is preferable that the password projection
module stops projection of the password when the network connection is established.
In this arrangement, establishment of communication is confirmed by projection or
non-projection of the password. The projection of the password may be ceased after
elapse of a preset time period as well as at the time of establishment of the network
connection. This restricts the projection time of the password and thus heightens the

secrecy of the password.

The technique of the present invention 1s not restricted to applications of the projector
discussed above, but may be actualized by a diversity of other applications, for
example, a projection method. Other applications also include a computer program
for actualizing the projection method, a recording medium in which the computer
program 1s recorded, and a data signal that includes the computer program and is

embodied in a carrier wave. The variety of additional arrangements described above
may be adopted in the respective applications.
The computer program may be a whole program for driving the projector or a

partial program for exerting the functions of the present invention. Typical examples
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of the recording medium include flexible disks, CD-ROMSs, magneto-optic discs, IC
cards, ROM cartridges, punched cards, prints with barcodes or other codes printed
thereon, internal storage devices (memories like a RAM and a ROM) and external

storage devices of the computer, and a variety of other computer readable media.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 schematically illustrates the construction of a projector system
including a projector in a fist embodiment of the present invention:
Fig. 2 is a flowchart showing a process of establishing a network connection
between the projector and a personal computer PC; and
Fig. 3 is a flowchart showing a process of establishing a network connection

between the projector and the personal computer PC in a second embodiment of the

present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Some modes of carrying out the present invention are described below as preferred

embodiments in the following sequence:
A. Construction of Projector System

B. Network Connection

C. Second Embodiment

D. Modifications

A. Construction of Projector System

Fig. 1 schematically illustrates the construction of a projector system

including a projector 10 in a first embodiment of the present invention. The projector
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system of the embodiment includes the projector 10 and a personal computer PC,
which establish a network connection via wireless communication. A plurality of
personal computers may be connected to the projector 10 in this projector system.
Another information terminal may replace the personal computer PC. The projector
system is utilized in a limited space, such as a conference room or an auditorium.

The projector 10 is a data projector that projects data received from the personal
computer PC on a screen SC. The projector 10 and the personal computer PC make
cipher communication. In the arrangement of this embodiment, an identical
password is set in both the projector 10 and the personal computer PC. This
password is used for authentication of a network connection, encoding, and decoding.
The projector 10 includes a power switch 12, a password generation module 20, a
password generation instruction module 22, a display control module 30, a display
specification module 32, a projection module 40, and a cipher communication module
50. The projector 10 also has a storage module 34 to store settirg information for a
network connection, such as a protocol and an address.

The password generation module 20 generates a password, which 1s commonly used
in the cipher communication module 50 of the projector 10 and a cipher
communication unit 100 of the personal computer PC, in response to an ON operation
of the power switch 12. The technique of this embodiment uses a random digit for
generation of the password. The password i1s accordingly generated at random at
every time of power supply to the projector 10. The password generation module 20

1s connected to the password generation instruction module 22 and may generate the
password In response to a user's instruction. The password generation instruction
module 22 gives an instruction of generating the password to the password generation

module 20 in response to the user's operation. This arrangement effectively prevents
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1llegal connection to the network and interception of communication data.

The display control module 30 makes the data input from the personal computer PC via
the cipher communication module 50 subjected to a diversity of image processing and
generates an 1image, which 1s to be projected by the projection module 40. As illustrated,
the password generated by the password generation module 20 and the setting
information for the network connection may also be projected on the screen SC. The
display specification module 32 is connected to the display control module 30 to specify
the display position of the password on the screen SC and the character size in response
to the user’s operation, or to display the password at an arbitrary position, for easy view
of the projected password. Of course, there are many possible display modes known in
the art.

The projection module 40 includes a light source and a projection optical system (not
shown) and projects the image generated by the display control module 30 and the
password on the screen SC.

The cipher communication module 50 utilizes the password generated by the password
generation module 20 for authentication of a network connection. The cipher
communication module 50 also decodes encoded data sent from the personal computer
PC and supplies the decoded data to the display control module 30.

T'he personal computer PC includes a cipher communication unit 100, an application
software program 110, and an input unit 120. The user of the personal computer PC
inputs the password projected on the screen SC and setting information for the network
connection through operations of a keyboard and a mouse (not shown). The cipher
communication unit 100 utilizes the input password to establish the network connection
with the projection 10, encodes image data of the application software program 110 with

the password, and transmits the encoded image data to the projector 10.
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B. Network Connection

Fig. 2 1s a flowchart showing a process of establishing a network connection between
the projector 10 and the personal computer PC. The left flow shows a series of
processing steps at the projector 10, whereas the right flow shows a series of processing
steps at the personal computer PC. The projector 10 generates a password (step S100) .
The password is generated in response to power supply (that is, an ON operation of the
power switch 12) or by an operation of the password generation instruction module 22.
The projector 10 projects and displays the generated password on the screen SC (step
S110). The setting information for the network connection may be projected to gether
with the password. The user of the personal computer PC inputs the password
projected on the screen SC through an operation of the keyboard (step 5120). In order
to establish communication with the projector 10, the user requests authentication of the
network connection with the input password (step S130). The projector 10
authenticates the input password in response to a request of authentication from the
personal computer PC. When connection is established with the personal computer PC
(step S140), the .projector 10 stops the projection and display of the password on the
screen SC (step S150). Establishment of communication is confirmed by the ceased
projection of the password. Projection of the password may be ceased after a
predetermined time has passed since start of the projection. This arrangement hei ghtens
the secrecy of the password. Establishment of the network connection allows cipher
communication between the projector 10 and the personal computer PC.

In the projector 10 of the first embodiment, the password generation module 20

generates a password. The user of the projector 10 is accordingly not required to

-m . b o o Puie v - .- - . . “h e s sw tmrme masm w ol e - —y g — s g s meee s . R T0 T T S
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input the password into the projector 10. This arrangement enhances the
convenience of the projector system. The generated password is projected on the
screen SC, so that the ﬁser of the personal computer PC is accurately informed of the
password to be input into the personal computer PC.

For security, the password is generally not open to the public. The projector 10
of the embodiment is used in a limited space like a conference room. There is
accordingly no fear of leaking the password to general public. The arrangement of
the embodiment thus effectively prevents external illegal connections and ensures
secrecy of communicating data.

In the arrangement of this embodiment, a common password is used in both the
projector 10 and the personal computer PC. Another nearby information terminal can

receive data from the personal computer PC after establishing a similar network

connection with the personal computer PC.

C. Second Embodiment

Fig. 3 is a flowchart showing a process of establishing a network connection
between the projector 10 and the personal computer PC in a second embodiment of the
present invention. The processing of steps S100 through 5150 1s 1dentical with that
of the ﬁrst embodiment, and the construction of the projector system is also identical
with that of the first embodiment. In the arrangement of the second embodiment,
after establishment of communication between the projector 10 and the personal
computer PC, the projector 10 newly generates a password (step S160). Generation
of the new password may be executed automatically after establishment of
communication or in response to the user's operation of the password generation

instruction module 22. Since the communication has already been established
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between the projector 10 and the personal computer PC, the newly generated
password is not projected on the screen SC but 1s transmitted to the personal computer
PC. The personal computer PC receives the transmitted password and updates the
password (step S170). Generation of the new password and updating may be carried
out periodically or for each transmitted packet. The projector 10 and the personal
computer PC make cipher communication with the updated password.

The technique of the second embodiment does not project the newly generated
password on the screen SC. This arrangement prevents any third person from being

informed of the updated password, thus ensuring high secrecy of communicating data.

D. Modifications.

The above embodiments and their modifications are to be considered 1n all aspects as
illustrative and not restrictive. . There may be many modifications, changes, and
alterations without departing from the scope or spirit of the main characteristics of the
present invention. Several applicable examples are discussed by the foregoing

description.

D1. Modified Example 1.

The above embodiment uses a common password for both coding and encoding of
data in cipher communication. Different passwords may alternatively be used for
coding and encoding of data, respectively. In the latter case, the password generation

module 20 of the projector 10 generates a password corresponding to an encoding key
used in the personal computer PC and another password corresponding to a decoding
key used i1n the projector 10. The password corresponding to the encoding key is

projected on the screen SC. The user inputs the projected password into the personal

. A= 1 awwd e B i Vi ST irdabiide A BRalbd My p drrdwiers § Moad
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computer PC.
This arrangement informs only the projector 10 of the password for decoding the

data encoded by the personal computer PC, thus effectively preventing interception of

data by any other device.

D2. Modified Example 2.
The above embodiment regards wireless cipher communication between the projector
10 and the personal computer PC. The technique of the present invention 1s also

applicable for cable communication.

D3. Modified Example 3.
The above embodiment regards the image display system including the projector
(projector system). The technique of the present invention is also applicable to other

image display systems where an image display device and an information terminal

establish a network connection.

INDUSTRIAL APPLICABILITY

The present invention may be applied to reduce time-and-labor-consumption for the

network connection from a projector.




10

15

20

25

CA 02433319 2007-08-01

13

CLAIMS:

1. A projector that 1s capable of establishing a network connection with an
information terminal, which supplies image data to be projected, said projector
comprising:

a password generation module that generates a password to be input into said
information terminal for establishment of the network connection; and

a password projection module that projects the password on a screen provided

externally to said projector.

2. A projector in accordance with claim 1, wherein the network connection
represents a connection via wireless cipher communication, and

said password generation module generates the password used for the wireless
cipher communication,

said projector further comprising:

a cipher communication module that uses the password for the wireless cipher

communication with said information terminal.

3. A projector in accordance with claim 2, wherein said password generation
module updates the password after establishment of the network connection to
generate an updated password, and

said cipher communication module uses the updated password for the wireless

cipher communication with said information terminal.

4. A projector in accordance with claim 1, wherein said password generation

module generates a random password at each time of power supply to said projector.
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5. A projector in accordance with claim 1, said projector further comprising:

a generation instruction module that is operated by a user to give an
instruction for generating the password,

wherein said password generation module generates the password 1n response

to the instruction.

6. A projector in accordance with claim 1, said projector further comprising:

a specification module that is operated by a user to specify a projection form

of the password.

7. A projector in accordance with claim 1, wherein said password projection

module stops projection of the password when the network connection is established.

8. A method of projecting an image with a projector, said projector being
capable of establishing network connection with an information terminal that supplies
image data to be projected, said method comprising the steps of:

(a) generating a password to be input into said information terminal for
establishment of the network connection; and

(b) projecting the password on a screen provided externally to said projector.

9. A computer readable recording medium in which a computer program used
for driving a projector is recorded, said projector being capable of establishing
network connection with an information terminal that supplies image data to be

projected, said computer program causing a computer to attain the functions of:
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generating a password to be input into said information terminal for

establishment of the network connection; and

projecting the password on a screen provided externally to said projector.
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Fig.2

START )

S100

- GENERATE PASSWORD

S110
DISPLAY PASSWORD

S140

ESTABLISH
COMMUNICATION | < —

S150

STOP DISPLAY OF PASSWORD

S120

INPUT PASSWORD

'S130

REQUEST
AUTHENTICATION

‘ ‘.




CA 02433319 2003-06-26

Fig.3
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