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DIGITAL CONTENT MANAGEMENT AND BELIVERY

CLAIM OF PRIORITY
This patent application claims the benefit of priority, under 35 U.S.C.

Section 119%{e), to Klum et al. U.8. Provisional Patent Application Serial
Number 61/274,242 entitled “DIGITAL CONTENT DELIVERY SYSTEM,

16 METHOD, MEDIA, AND APPARATUS,” filed on Aug. 17, 2009 {(Attorney
Docket No. 3135.001PRV), which is hereby mcorporated by refercnce herein in

its entirety.

BACKGROUND

15 Entertainment content publishers generally sell content on an individual
basis {e.g., one song at a time or a few movies at a time). Traditionally, this
content is sold in a brick-and-mortar store, with the content on a storage medium
such as a CD or DVD. Recently, however, content publishers have begun to
distribute content through online sources and some publishers have even created

20 thewr own content delivery systerns. For example, somge artists are now
marketing music online and are airing television ads to publicize new album
releases. These content delivery changes have been created out of a desire to
control delivery and distribution of content, inclading preventing unauthorized

copying.

[\
LA

OVERVIEW

The present inventors have recognized, among other things, that the days
of prepackaged D, DVD or Blue-ray disks are ending, while cloud computing,
internet streaming, and on-demand content are growing rapidly. The existing

36 cloud computing, internet streaming, and on~-demand technologies, however,

may not have sufficient bandwidth in the near term to satisfy growing consumer
content destres. Additionally, many of these existing technologies are not
secure, which results in casy unauthorized copying {c.g., ripping or burning) of
the content using unsophisticated software systems. Finally, a downside to these

35  existing technologies is their reliance on a delivery system {e.g., the internet,
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cable TV, or satellite systems} that may soon go up in price due to the cost of

deployment.

Bandwidth

New storage technologies represent the future for delivering mass
amounts of digital content. Soon the average consumer will have multiple
terabytes of data in the home and many of these storage systems are connected to
computers, media conters, or home theater systems. A content delivery systom
that can keep up with the consumer’s massive appetite for large amounts of
high-definition content is needed. There 15, however, no conventional system
that sends large catalogs of coutent to a customer while using a secure delivery
method, Moreover, there is no conventional system that sends large catalogs of

content without using the internet.

Security

Many content publishers have tried to secure content using digital rights
management {DRM) systerns, but there is a limit to the amount of digital rights
raanagement a custorner will live with, Sowe corapanies developed their own
DRM systems, but limit customers only to an ecosystem of devices and content
delivery. Many customers are upset to find that if they try moving all their
content to another provider the files won't play. This closed system approach to
countent delivery is one that will in the long run upset customers and hurt the
industry. Customers want a way to choose their content, but they don’t want to
feel like they are locked down. It 1s fair to say that DRM has a place, but
customers are very leery if they feel choices have been limited. With new
technology for encryption being used by the CIA and military it’s now possibic
to secure content at the hardware level using sophisticated new drive encryption
technology. In addition, an cffective content delivery system can mitigate a
person’s need for stealing content, because they can access mass amounts of
content for a monthly fee, without having to purchase content. If you have
access 1o it, you won’t need to steal it

{Content publishers have moved into the area of internet distribution of
content. Some publishers have even created their own content delivery systems
out of a need to countrol the delivery and security of their content. However, the

3
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only winners are website e-tatlers and not the publishers of the actual content.
The e-tailers now have the control over distribution and this has put the content
publishers in a difficult situation. Some companies have so much market share
you etther play by their rules or lose out on the market. The only way to cusuare
gveryone wins is to create a new content delivery model, pricing structure, and
new level of content security. Hence the need for a revolutionary new approach
to delivering mass amounts of leased content. Content the user doesn’t

necessarily own but has rights to use for a set period of time.

Music Piracy

The rise of the mternet has led to the growing epidemic of content theft
for all forms of digital media. The hardest hit has been the music industry
because ripping a T is casy and the miternet provides a good delivery wethod,
During the 90’s it was reported that more than 40% of the music listened to by
consumers 15-34 years of age was ripped or stolen from the web., This
staggering statistic has almost turned the entire music industry upside down and
the studios have been looking for new ways to generate revenue. Some artists
have recently denounced the internet, and there s a growing trend of artists
going against traditional delivery models and looking for new ways to generate

revenue illustrates the growing problems in the market.

Movie Piracy

At the birth of the cable TV industry, the story had a happy ending--
industries collaborated to develop encryption standards and o set up a revenue-
sharing model that now generates more than $40 billion in revenues vearly for
the cable and sateliiie TV industries and has created more than $200 billion in
business value for the cable companies, the content companies and the makers of
TVs, satellite dishes, and switching equipment. Fast-forward 30 years and
companies in three industries--the content creators, the broadband providers, and
the PC makers—have found themselves at a standstiil as they try to deliver
digital video over broadband connections. This time, there is an added element
of urgency: If they fail to act, illegal distribution will likely ramp up to meet

market demand, and bootlegged movies could hurt box office and downstream
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revenues, much as file sharing took a bite out of CD sales. Video today stands
where music did in 1998,

One might think it would be casy for the entertainment industry to come
together to solve the piracy problem for movies, Unfortunately, the train has lefi
the station and to change distribution paths by moving away from the internet or
sitver disk may ultimately upset the customer. It’s the tear of upsetting the
customers that has prevented solutions from coming to the forefront in the music
industry and now the movie industry,

Movie piracy started with pirates using camcorders to copy movies
shown in a theater, a process known as bootlegging. These cam recordings were
put on the juternet, usually atter a filtn was released and were available for
download from anyone free of charge, although some private sites charged
roney to access the free dowunloads. At one point a software program was
released that allowed anyone to remove the C8S encryption on a DVD.
Although tts authors only mntended the software be used for playback purposes, it
also meant that one could decode the content perfectly for ripping; combinad
with the DivX Alpha codec released shortly after, the new codec increased video
quality from near VHS to almost DV quality when encoding froma DVD
source. Movie pirates were the first to adopt this new technology and the mass
consurmer market soon followed. Ut seerved everyone you knew was ripping,
stealing and sharing digital content. Many saw “ripping and burning” as a
natural evolution of society that was combined with the rise of the internet. As
the demand grew for downloadable movies and music file sharing networks
emerged 1o provide a central place for sharing illegally ripped content. From
this point on the entertainment industry was never the same again.

After widespread panic trora the studios 1n 2000 there was a crackdown
on content theft and the movie industry was able to convince internet providers
that they were a big part of the problem. 3o together they started shutting down
iliegal download sites, and tracking down large “ripping” houses that were
iliegally distributing content online. Also, the studios developed advertising
campaigns geared to make people feel bad for ripping and sharing. Even with
the looming threat of legal ramifications, jail time, and fines, content theft
contirues to run rampant in the free world of the internet.

Game Piracy
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For 2009, the most pirated PC game had a staggering 4.1 million
downloads via torrents alone compared with aun estimated 200,000 - 300,600
actual sales via retail and online. This demonstrates that the most popular game
of 2009 was also the most pirated, and wore imoportantly, that the actual number
of downloads for the most popular game is now almost three times as high as in
2008, signaling the cxplosive growth of piracy. H is also mtercsting to note that
while another game sold around 300,800 copies on PC and had 4.1 million
pirated downloads, the console version sold i excess of 6 million copics during
the same period, and yet had a fraction of the number of pirated downloads at
around 970,000, This illustrates that the PC is the most popular platform for
Fipping garues.

Game piracy is not being conducted on a small scale; it is clearly
substantial. Pirated copies are casily and widely available; some games even up
to a year old can have up to a hundred active torrents through which someone
can obtain the game. More popular/desirable games are pirated more heavily
than less popular games. The entire top 10 pirated games list doesn't contain any
truly unpopular games, indeed some of the most popular good quality games of
2010 appear on the hist. Simndarly when searching torrents, research shows more
popular games have far more individual torrent listings than less popular games.
This clearly contradicts the indusiries claims that “good games get pivated less” -
we see more and more ovidence that good games get pirated more.

Finally, ou the contentious topic of DRM, the presence of intrusive DRM
appears not to increase piracy of a game. For example a number of games all
have no mirasive DRM whatsoever. These games use basic SateDisc copy
protection with no install limits, no online activation, and no major reports of
protection-related issues. Yet all were pirated heavily enough to have the
dubious distinction of being in the Top 10 downloaded games list. But strangely
absent from the list are several popular games which do use more intrusive
DRM. This indicates guite clearly that intrusive DRM 15 not the main reason
why some games are pirated more heavily than others. It’s very clear even with
the industries best efforts to secure gaming countent, theft 1 still uncontrollable.
New systems and ways of protecting digital content are needed before games

suffer the same debilitating effects the music mndustry has seen with piracy.
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Reference Material Content
Reference material content can include but 1s not limited to medical
records, literature and other secure documents. Reference material content is

growing in voluroe {¢.g., medical records) and poses a problern in that it is

W

difficult to securely transport this large and valnable information. While

reference material content docs not necessarily consume the massive amount of

storage space as entertainment content, for security issues it may not be desired

to be on-line. Morcover, not everyone has access 10 a broadband connection and

some information repositories cannot be securely or legally linked {e.g., when

10 two different medical entitics do not comply with the health information
portability and accountability act (HIPAA)).

Network security issues posc a huge problem for transporting medical
records. Unlike, for example, the banking wmdustry whereby financial mstitutions
can operate their own internal sccure data networks and externally perform

1S secure wire transfers, there 18 a proliferation of indepeundent medical providers
that all need to share medical record data. Today’s medical records are not just
“charts”, they can include digitized text, video, or other digital content
information. Data files may be extremely large. HIPAA requirements prevent
independent practitioners from exchanging this information, Some of the

280 systems, methods, and apparatus discussed herein provide means for this data to
be transported securely by the patient and not over the internct thereby
climinating the need for independent practitioners o be linked. I desired, a
higher level of security can be added through patient biometric information.

The broadbaud internet provides virtually lumitless access to a plethora of

25  mformation. There are limitations and issues, however, with this access. By
defimtion, you need to be ou-hine to access the information. Not only do many
areas of the world not have reliable access, a large segment of the population in
arcas that do, cannot afford to convect to the web, In a teaching sttuation or with
minors the on-line internet can provide access to information that is undesirable

30 orunaudited. Some of the systems, mcethods, and apparatuses described herein

can serve up large amounts of reference information without the need to be on-~
iime. This information can be loaded and controlied by the administrator. Itis

also available any place at any time.

o
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Some of the systems, methods, and apparatuses discussed herein afford
for securely transporting large amounts of sensitive data without using the
internet. These systems, methods, and apparatuses can provide for both sending
and receiving authentication ensuring that material can only be accessed at

5 authorized sending and receiving locations. Biometric authentication is also
available. Access to large amounts of data can be available any place and any
time without the need for connection to the web, Content can be managed and
tracked through these systerns, methods, and apparatuses both on-hine and at a
fulfillment systen.

10 Whether it's a movie, music or a PC game piracy affects the entire nulti-
media marketplace. It’s an tssue that needs a solution and an immediate fix for
the entertainment mndustry to survive. One way to {ix the problem is to look at
the entire system of content delivery, use cutting edge new encryption
technology and create a new content delivery model that in some examples

1S doesn’ttouch the internet. More importantly whatever system is created should
take into consideration the customer. Some of the systems, methods, and
apparatuses discussed herein provide a way to give customers the fecling of
unlimited content that is secured through hardware based encryption and
hardware authentication, 1's a way to finally monetize the content delivery

280 market with subscription revenue, a system free from content theft and a system
that opens up large content catalogs to consumers around the world. Some of
the systems, apparatuses and methods discussed berein achieve these goals
without internet, without downloading, without streaming and with a low cost

for consumers,

BRIEF DESCRIPTION OF THE DRAWINGS
in the drawings, which are not necessarily drawn to scale, like numerals
may describe similar corponents in different views. Like numerals having
different letter suffixes may represent different instances of similar components.
36 The drawings illustrate generally, by way of example, but not by way of
fumitation, various embodiments discussed 1u the present document.
FIG. 1 iHlustrates generally an example of a system for digital content

distribution and managerent.
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FIG. 2 illustrates generally an example of 2 memory device of the system
of FIG. 1.
FIG. 3 illustrates generally an example block diagram of a dock, a

remory device, and external devices.

W

FIG. 4 illustrates generally an example of a fulfillment system.

FIG. 5 illustrates generally an example of a method for digital content
distribution and managenment.

FIG. 6 illustrates generally an example of a method for encrypting a
memory device with a unique key.
10 FIG. 7 illustrates an example of loading content from one or more
content databases onto a memory device,

FIG. 8 illustrates an example of a memory device with content thereon
coupled to a dock.

FIG. 8 illustrates generally another example of a system for managing

15 and distributing content to a plurality of users.

DETAILED DESCRIPTION

The present inventors have recogmzed, among other things, apparatus,

systems, and methods for securely delivering individualized, digital content, in
20 certain examples large quantities of content {¢.g., terabytes, etc.), to a plurality of
users.

FIG. 1 iHustrates generally an example of a system 104 for digital
content distribution and management. In some examples, the system 100 can
provide secure, individualized, digital content to a phurality of users 102, The

25 digital content can be provided to a user 102 on a memory device 134, The user
102 can select one or more terns of digital content for loading on the memory
device 104, and the selected digital content can be loaded on the memory device
104 by, for example, a fulfillment system 106. Once the digital content is loaded
onto the merory device 104, the meroory device 104 can be physically sent to

36 theuser 102. In an example, the memory device 104 can be physically sent to
the user 102 via a public or private mailing service or other means. Upon
receiving the memory device 104, the user 102 can couple the memory device
104 to a dock 108, The dock 108 can cuable the user 102 to access the content
stored on the memory device 104, In an example, the user 102 can purchase the

8
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dock 108, and can be provided access to digital content on one or more memory
device 104 for a recurring fee {e.g., a monthly fee, elc.). In other examples, the
user 102 can be provided access to the dock 108 and the digital content on one or
raore memory device 104 for a recurring fee.

Once the user 102 has accessed the content and completed use of the
content and the memory device 104, the user 102 can physically send the
memory device 104 back to the fulfillment system 106, The user 102 can also
select additional content to be sent to the user 102 on a {future memory device
194, The fullillment systern 106 can receive the returned wemory device 104
and can reload the memory device 104 with content for another user 102,
Additionally, upon receiving the additional content selections from the user 102
and, in some examples, upon receiving the memory device 104 back from the
user 102, the fulfillment system 106 can load the same or another memory
device 104 with the additional content for the user 102.

In an example, the memory device 104 and/or the content on the memeory
device 104 can be encrypted such that the content can be accessed by one or
more docks 108, but access to the content by other devices or persons 1s hmited.
In some examples, the encryption can be used 1o securely associate the memory
device 104 and/or content to one or more specific docks 108 such that the one or
more specific docks 108 are the only docks 108 that can access the countent on
the memory device 104, Accordingly, in some examples, the content on the
raemory device 104 1s secured from being accessed by people other than the
users 132 associated with a user account corresponding to the one or more
specific docks 108, In an example, a user account includes an gccount sct up
with the fulfillment system 106 for access of content, the user account having
one or more users 102 associated therewith,

in some examples, this specifically associated encryption is
accommplished with a unique key. Notably, the memory device 104 and/or
content can only be accessed by a device having a unique key, and the unique
key can be incorporated into the one or more docks 108 to which the content
and/or meraory device 104 are securely associated. To an example, the anique
key is not used in docks 108 other than the one or more docks 108 to which the

content and/or memory device 104 arc securely associated. Accordingly, the
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one or more docks 108 can be the only docks 108 that have access to the unigue
key to decrypt the content/memory device 104,

For example, docks 108 can be manufactured such that each dock 108
has a unique key incorporated therein. o sorue examples, an individual dock
198 can be the only dock 108 having a given unique key incorporated therein. In
other examples, a unique key can be incorporated nto a subset of docks 108 and
this subset of docks 108 can have a restricted distribution such that the subset of
docks 108 are provided to, for example, the same user account for the system
190, Accordingly, a given unique key 18 used by, for exaruple, a single aser
account only and that unique key can be incorporated into the one or more docks
108 associated with {e.g., used by} the single user account, Moreover, 1u some
examples the encryption of the memory device 104 can be hardware based
eucryption which encrypts the entire memory device 104 as described in wmore
detail below. Advantageously, the unique key can be used to make it more
difficult to make unauthorized copies (e.g., rips) of content on the memory
device 104,

Additionally, in some examples the docks 108 can be sccure devices.

For exaruple, a unigue key incorporated 1u a dock 108 cannot be accessed trom
the dock 108 in an unauthorized manner. In certain examples, the dock 108 has
only one or more display output {e.g., HDMI output, DisplayPort output, or one
or more other standard or high definition outputs), otherwise restricting access o
the data on the mewory device 104,

Accordingly, the system 100 can be used to widely distribute content to
any number of users 102, while protecting the content from unauthorized
copying. For example, each memory device 104 can be securely associated with
one or more specttic docks 108 as discussed above with a unique key.
Accordingly, even if one of the unique keys were somehow cracked or
discovered, the unique key would provide access only to content on the memory
devices 104 associated with the cracked or discovered unigue key. The countent
sent to other docks 108 on other memory devices 104 would remain secure.
Moreover, content sent to a first user 102 on a memory device 104 for
decryption by a first subset of one or more docks 108 associated with the first
user 102 cannot be accessed by a second user 102 that has access to a second
subset of one or more other docks 108, but does not have access to the first

10
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subsct of one or more docks 108, Notably, the system 100 also can also make
the content difficult to copy content since, in some examples, the content is not
stored (other than temporary storage during streaming) in any location other than
on the memory device 104 m an encrypted form. The content s stored on the
encrypted memory device 104 and can be streamed from the memory device 104
to external devices for use.

Content for loading onto a memory device 104 can include any type of
digital data. Example content includes movies, music, medical information,
business documents, reference matenal, software, video games, textbooks,
videos, lectures, manuals, medical records, etc.

FIG. 2 illastrates an example a memory device 104 for storing content
for access by a dock 108, The memory device 104 can include a storage
medium 202, and an access system 204 for accessing data on the storage
medium 202, The memory device 104 can comprise a hard disk drive, solid
state drive, flash drive, CD, DVD, or other storage medium,

In some examples, the memory device 104 can be encrypted with full
disk encryption such as in the Secagate DriveTrust™ gystem. Here, for example,
the access system 204 can encrypt all data that 1s sent to the storage medivm 202
and can decrypt all data from the storage medium 202 to external devices {e.g., a
dock 108). The access system 204 1s the only aunthorized means for accessing
data on the storage medium 202, and the access system 204 can only allow
access to the storage medium 202 i an external device has the correct key to
unlock the memory device 104, For example, during boot up of the access
sysiern 204, the access system 204 can authenticate with the external device by
comparing a cryptographic hash of a unique key with a unigue key provided by
the dock 108, If the unique key provide by the dock 108 matches the
cryptographic hash, the authentication is successful, the access system 204
provides access to onboard software and a storage medium 202 of the memory
device 104, If'the unigue key provided by the dock 108 does not match the
cryptographic hash, the authentication is not successful, the access system 204
fails to boot and the content on the storage medium 202 remains encrypted and
inaccessible.

In some examples, the key used by the access system 204 to provide
access to the storage mediun can comprise a unigque key as described above.

I
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For example, the content in the storage medium 202 can be encrypted with a first
key. The first key can be stored i the access systern 204 encrypted with In an
example, the memory device 104 comprises a Seagate Momentus™ 7200 full
disk eucryption (FDE) with FIPS 140-2 Eneryption,

FIG. 3 illustrates generally a block diagram of an example content
management system 300 mchuding a dock 108 and a memory device 104, As
described above, the memory device 104 can be received in a mailing sleeve 302
and can be coupled with the dock 108 via a port 304, In an cxample, the port
304 can include a seral ATA (SATA) port and the port 304 can support hot-
swapping of memory devices 104, The dock 108 includes hardware 306 for
accessing the content on the memory device 104 and for passing the content to
an external device 307 {¢.g., a monitor, TV, computer, wircless phone). The
hardware 306 can 1nclude a processing device coupled to a memory having
software 308 stored thereon for execution by the processing device. The
software 308 can cause the processing device to implement an operating system
310 to control operation of the dock 108 and interaction with a user 108, The
operating system 310 can control access of content from the memory device 104,
as well as the sending and/or receiving of content from external devices 307.
The dock 108 can inchude a power port 312 for receiving operating power from,
for exaraple, a line AC power source. The hardware 306 can also juclade a
graphics card for rendering videos and/or images on an associated external
device 307 (e.g., a display device such as a TV,

fn some examples, the dock 108 includes ports for communicative
coupling of external devices 307, These ports can include a HDMI, USB,
Ethernet, IR, VGA. In some examples, the dock 108 can also communicate with
external devices 307 wirelessly. For example, the dock 108 can use Bluetooth,
IEEE 802,11, or other wireless communication techniques.

As mentioned above, in some cxampies, the dock 108 has a unique key
stored therein. The dock 108 can also include a tavaperproof case 313 to prevent
someone from tampering with the dock 108 1n an attempt to access the unique
key. The tamperproof case 313 can substantially surcound of the hardware 306
or can substantially surround specific hardware components in order access the
unigque key. In an example, the vnique key can be rendered un-obtainable (c.g.,
destroyed, erased) when the tamperproof case is breached. The tamperproof

12
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case 313 can include any type of tamperproof case, such as an electro-
mechanical or an electro-optical taraperproof case.

In some examples, the dock 108 can reccive communications from a one-
way remote 312, The one-way remote 312 can receive iuput from a user 102
and provide commands to the dock 18 to, for example, control which content is
accessed from the memory device 104 and provided to external devices 307, In
some examples, the dock 108 can also send and receive communications with a
two-way remote 314, The two-way remote 314 1o addition to receiving input
from user 102 can receive information from the dock 108 1 order to, for
example, provide information to the user 102 {e.g., in a built-in display). In an
example, the one-way remote 312 or two-way reruote 314 can have standard
remote keys on one side and a keyboard (e.g., QWERTY keyboard} on the
opposite side. Here, the rewote control 312, 314 canwnclude a gyroscope or
other sensor to determine an orientation of the remote contrel 312, 314, The
gyroscope can include a single access gyroscope and a nulti-access gyroscope,
When the side of the remote control 312, 314 with the standard remote keys is
upwards, that side with the standard remote keys is enabled and the keyboard
side is disabled. Likewise, when the keyboard side is apwards the keyboard is
enabled and the standard remote keys are disabled. In an exampie, which side of
the remote 1s enable 1s user selectable {e.g., with one or more keys ou the
remote). Accordingly, the remote control 312, 314 can provide both standard
rernote functions and a keyboard for providing coramands and information to the
dock 108.

In some examples, the dock 108 can stream content from the memory
device 104 to external devices 307, Iun an example, the content is streamed
wirelessly (e.g., using IEEE 802.11) to local external devices 307, Inan
example, the dock 108 uses its unique key to access the content on the memory
device 104, and provides the content to the external device 307 such that the
external device 307 does not need the unigue key. The stream between the dock
108 and the external device 307, however, can still be encrypted (e.g., using a
shared key encryption).

in an example, the dock 108 can limit the speed {e.g., amount of data per
tirne) of the strearn that is provided to one or more external devices 307, Inan
example, the speed limit can be based on a speed that the data is to be provided
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to auser 102, For examiple, some items of content {e.g., a movie, song) are to be
displayed, produced, or otherwise provided in a sequence over a certan time
interval. In these situations, the speed can be limited to at or near the speed at
which the data is to be provided to a user 102, For example, content
corresponding to a movie could be provided to the external device 307 at or near
the speed that the content 1s to be rendered on a display at the external device
387, Accordingly, even if the external device 347 could support higher speeds
of data transfer, the data transfer speed could be imited. Limiting the speed of
strearning can reduce the likehbood of the content being used 1u an unauthorized
manner, because cven if someone identified a way to make unauthorized copies
of the stream, they would be Hmited to copyiug the data at a slower speed.
Accordingly, the appeal of copying the stream may be lessened since it would
take long periods of time to copy large araounts of data.

Moreover, in some examples, a stream sent from the dock 108 can be
provided in a secure form, For example, a stream sent over a wireless link can
be encrypted using a shared key. Additionally, a stream sent over a high
definition hink {e.g,, HDMI) can be encrypted using high bandwidth digital
countent protection (HDCP), In an example, all of the stream(s) sent from the
dock 108 arc sent in a secure form. Accordingly, in an example, the dock 108
can output content to external devices 307 via one or more display outputs only
{e.g., HDMI), and the content can be encrypted using HDCP. Moreover, in an
example, the content can ouly be sent to external devices through one or more
display outputs and the data speed is Hmited as described above,

In an example, the dock 108 can include a web-server such that the
external devices 307 can communicate with the web-server to control access to
the content on the memory device 104, Accordingly, the dock 108 can be web-
enabled and the external devices 307 can have an interface to access a catalog of
the content on the memory device 104. The dock 108 can then accept
iransactions {e.g., requesis) from the external device 307 and stream the selected
content to the external device 307. Additionally, the external device 307 can
also perform account management (e.g., selection of new content, user profile
changes, subscription changes, etc.) through the dock 108, For example, the
external device 307 can send information regarding account management to the
dock 108 and the dock 108 can store the information on the memory device 104,
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such that that when the memory device 104 is returned, the account management
information 18 received aund action 18 taken by the fulfillment systera 106
accordingly. In another example, the dock 108 can have access to the internet
{e.g., through a phone line or high speed conpection) and the external device 307
can access the account of the user 192 online using the internet connection of the
dock 108, The external device 307 can then update the account management
directly through the dock 108. In yet another example, the dock 108 can actas a
wireless access point where the external device 307 can conunoect to the mternet
for general surfing through the dock 108 using the dock’s 108 connection to the
internet. In other examples, the connection to the mternet through the dock 108
can be hmited, for example, by luniting the connection to account management
and other dock 108 related activities,

Iu one example, a first external device 307 {e.g., a compuier coupled to
the dock 108 wirelessly) can send content selections to the dock 108, such that
the dock 108 can seud the content corresponding to the content sclections to a
second external device 387 (e.g., a TV connected to the dock 108 with a HDMI
cable). Accordingly, the first extornal device 307 can select, for example, a
rovie from a catalog displayed on the {irst external device 307, The dock 108
can receive the selection and send the selected movie to the second external
device 307 for display thercon, In an example, an external device 307 can
include a multi-touch device.

I some examples, the dock 108 1s a standalone device that s, for
example, configured to be placed in an entertainment center neara TV, In other
examples, the dock 108 is configured to be embedded into other devices {e.g., a
vehicle, computer, cell phone 3. Here, the memory device 104 can be coupled
with the dock 108 and the dock 108 can provide the content to the other device
and/or an output device {e.g., display, speaker} on the other device. For
example, the dock 10¥ can be configured to be embedded into a digital movie
projector for projection in a theatre. Accordingly, the producers of movies can
send memory devices 104 having a movie thereon and the memory device 104
can be protected using a unigque key corresponding to one or more docks 108 n
one or more specific digital projectors. In other examples, the dock 108 can be
embedded mto a display device {¢.g., a monitor or TV). Accordingly, a dock
108 could be located external to a device and have the port 304 accessible on an
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external portion of the device. Accordingly, a user 102 can couple a memory
device 104 to the port 304 on, for example, display device and the erabedded
dock 108 can access the content on the memory device 104 and provide the
content to the display device for display thereon.

in an example, the dock 108 includes a TV tuner coupled to, for example,
a coaxial input for receiving broadeast TV signals and providing those signals to
an external device. The dock 108 can, therefore, receive broadeast TV signals
{e.g., from an antenna) and tune the sigonals using the TV tuner and provide the
TV signals to an external device,

FIG. 4 illustrates generally an example of a fulfillment system 106 for
loading coutent outo a memory device 104, The fullillment system 106 includes
one or more storage arca networks (SANs) 402, a fiber network infrastructure
404, an cuterprise key management systern 406, oue or more {ulfiliment servers
408, a fulfillment control database 410, one or more management workstations
412, and one or more drive cabinets 414 for coupling to memory devices 104,

In an example, a storage area network (SAN) 402 comprises a multiple
controller implementation optimized to maximize read speeds of large files.
Content can be spread as wide as a possible across all arrays of the SANs 402
order to facilitate maximmm spindie throughput. In an example, the SANs 402
can be natively coupled to a fiber network.

The one or more fulfillment servers 408 can be coupled to one or more
cabinets 414, The one or more cabinets 414 can be configured to couple to and
house one or more memory devices 104, A fulfillment server 408 can have a
multi-threaded apphication installed that manages the loading of memory devices
104 and maintains content selection processing worktlow, The application can
communicate with the fulfillment control database 410 which implements a
queue containing a list of memory devices 134 that are anthorized for being
prepared. The application on the fulfillment server 408 can search for an
available (e.g.. empty) slot n a cabinet 414, Wheun an available slot s identified,
the application can access a list of content that is authorized to be loaded onto a
raemory device 104 from the queue ou the fulfillment countrol database 410, The
fulfillment server 408 can then begin copying content from the SANs 402 to the

memory device 104.
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In an example, an operator of the fulfillment system 106 can, on a
scheduled basis, mitiale a request to forecast the most used items of content n
the next schedule period. The forecast can create a list of content that can be
used to pre-load one or more memory devices 104 at one or more fulfiliment
servers 408, The forecast can be based on a history of previously selected and/or
accessed content. The pre-loaded memory devices 104 at a tulfillment server
408 can be used to cache the forecasted items of content locally to limit the most
frequent redundant utilization of the fiber network mfrastructure 404,
Accordingly, by storing some {e.g., corumonly used) tems of content locally at a
fulfillment server 40¥, the items can be loaded onto a memory device 104 from,
for exaraple, another memory device 104 and does not need to use bandwidth of
the fiber network infrastructure 404 to download the items from the SANs 402
cach time they are used to load a mewory device 104, 1o an example, the
management workstations 412 can access the fulfillment control database 410 to
view status, errors, maintenance of the fulfillment servers 408, The management
workstations 412 can also provide content selection queune override functionality
and systern analytics and reporting, In some cxamples, the fulfillment system
196 can be automated by conveyors, robotics, and other automation systems.

In an example, the content can be stored on the SANs 402 in an
encrypied form. For example, an itern of content can be stored encrypled with a
shared key. Moreover, different items of content can be encrypted with different
shared keys. In an example, a shared key is a key that 1s provided to a plurality
of different users 102 of different user accounts and/or provided to a plurality of
docks 108 associated with different user accounts. Accordingly, a single shared
key can be used to encrypt an item of content and this encrypted item of content
can be provided to multiple different docks 108 associated with multiple
different user accounts where each user account can have access to the shared
key and can used the shared key to decrypt the encrypted item of content.
Accordingly, the items of coutent can be loaded onto the memory devices 104 as
encrypted items without having to encrypt the items in real-time before loading
on the memory device, Since the items are encrypted with shared keys, an item
of content encrypted with a given shared key can be loaded onto multiple

memory devices 104 and sent to multiple different users 102 and docks 108,
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Bach user 102 and dock 108 can access the item of content by being provided
with the shared key corresponding to the tern of content.

The SANs 402 can also store the shared keys associated with each item
of content such that the shared keys can be provided to fulfillwent server 408 for
storing onto the memory device 104, In an example, this shared key encryption
of the ttems of content can be 1n addition to the unique key protection of the
memory device 104. Accordingly, a memory device 104 can be loaded with
content, wherein the content itself encrypied using shared keys and different
items of the countent are encrypted with differeut shared keys. Moreover, once
the content has been loaded on the memory device 104, the memory device 104
can be encrypted using a bardware based encryption as described above with a
unique key corresponding to one or more docks 108,

FIG. § iHustrates generally an example method 500 for digital content
management and distribution. Method 500 can provide a means to securely
provide content to a plurality of users 104,

At block 502, a user 102 can select content for loading onto a memory
device 104, In an example, the content can include movies, music, and video
games in which the user 102 s provided access to for a fee. Accordingly, 1n
some examples, the content is stored in one or more central locations having a
fulfillment system 106 that can load the content onto one or more memory
devices 104 and provide the content to the user 102, The user 102 can select the
content using any suitable means to get the selection wformation to the
fulfillment systeny 106. For example, the user 102 can make the selectionson a
webpage, over the phone, or by mail, In some examples, the selections can be
stored on a previously used and returned memory device 104, such that when the
memory device 104 1s returned to the fulfillment system 106, the fulfilhment
system 106 can extract the selection information from the memory device 104,

In an example, the user 102 can access a webpage to select content
therefrom. The webpage can juclade lists of content organized in an appealing
manner. In addition, some content can include an interactive “person” to discuss
the content in order to provide information to the user 102 to aid n thewr
selection. For example, if the user 102 1s selecting music, a virtual
representation of the artist that produced the music can appear on the webpage
and discuss their nyusic.
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At block 504, once the fulfilment system 106 receives the selection
information frowm the user 102, the fulfillment systern 106 loads one ot more
memory devices 104 with the selected content. In an exanple, 2 memory device
194 comprises a large aroount of space for storing content such that multiple
items of content can be stored on a single memory device 104, Accordingly,
multiple ditferent items individually selected by a user 102 can be stored on a
memory device 104,

In an example, the content loaded onto the memory device 104 15
cucrypted. In an example, the content is encrypted with a shared key and
different items of content can be encrypted with different shared keys.
Accordingly, the content can be stored in a database {e.g., ou SANs 402 of the
fulfillment system 106} in an encrypted form and loaded on the memory device
104 1n the encrypted form. In some examples, the key or keys corresponding to
the content loaded onto the memory device 104 can also be loaded on the
memory device 104, This key or keys can be encrypted with another key,
Advantageously, if different items of content on the memory device 104 are
encrypted with different keys, even if someonc were (o gain unproper access 1o
the mewory device 104, a separate key would have to be cracked to gan access
for each differently encrypted item of content. Moreover, in some cxamples a
single item of content can be divided into sections with sach section encrypted
using a different key.

Once the fulfillroent system 106 1s anthorized to prepare a memory
device 104 with content for a user 102 {e.g., by receiving a returned memory
device 104 from the user 102}, the fulfillment system 106 can sclect a memory
device 104 to prepare with content for the user 102, Additional detai] regarding
authorization to preparc a memory device 104 1s provided with respect to block
516 below.

First, the fulfillment system 106 can match a user 102 with content for
the user 102, The content for the user 192 can be content selected by the user
102 and/or extra content 708 added by the fulfiliment system 106, The
fulfillment system 106 can record user selections as they are received {e.g., from
returned memory devices 104, internet selections, etc.} and when the fulfillment
systermn 106 18 authorized to prepare a memory device 104 for the user 102, the
fulfillment system 106 can [oad a memory device 104 with content based on the
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user selections. To prepare a memory device 104 for a user 102, the fulfiliment
sysiera 106 can select a memory device 104 to be prepared. In an example, the
fulfillment system 106 can select an open memory device 104 and load content
thereon corresponding to the user 102,

in some examples, the fulfillment system 106 can preload memory
device 104 with content, such that the content can be loaded onto a memory
device 104 prior to receiving authorization to prepare a memory device 104 with
content for the user 102, Advantageously, pre-loading a memory device 104 can
reduce the time require to prepare a merory device 104 for shipping. In an
example, memory devices 104 can be pre-loaded with popular content such as
content corresponding to a particular category {e.g., sougs by a particular artist).
Accordingly, if the user 102 selects content that matches content on a pre-loaded
remory device 104, the fulfillment system 106 can select a mernory device 104
having the pre-loaded content thereon for preparing for a user 102, If the user
selections do not match content that 1s pre-loaded onto a memory device 104, an
open memory device 104 can be selected for preparation. In some examples, the
user selections can be received by the fultilment system 106 prior to
authorization of preparing a memory device 104 for the user 102, For example,
the user 102 can select content for adding to a memory device 104 viaa
webpage, but authorization may wait until 2 memory device 104 1s returned from
the user 102, Here, the fulfillment system 106 can pre-load a memory device
194 with content based on the users selections. Accordingly, when authorization
is received to prepare the memory device 104, all or a portion of the content for
the user 102 may already be loaded onto the memory device 104, If the
fulfillment system 106 is able to utilize a pre-loaded memory device 104, the
fulfillment system 106 can, it space 1s available on the memory device 104 add
additional content to the pre-loaded content.

Once a memory device 104 is loaded with content for a user 102, the
fulfillment system 106 can encrypt the mernory device 104 for decrypting by one
or more docks 108 associated with the user 102, In an example, the one or more
docks 108 have a unique key associated therewith and the fulfillment system 106
can provide the memory device 104 with the unique key corresponding to the
one or more docks 108 such that memory device 104 can secure the content
using the unigque kev as described above. In an example, the unique key is
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linked to the user 102 by a database stored at the fulfillment system 106. In an
example, the docks 108 are manufactured with a unigue key therein, and the
unique key is not, {or not easily) accessible once manufacture of the dock 108 is
complete. Each dock 108 can have a dock code {e.g., a serial number) and the
fulfillment system 106 can maintain a database of each manufactured dock 108
and link between the dock code and the unique key associated with the dock
108, Accordingly, when a user 102 obtains a dock 108, the user 102 can notify
the fulfillment systern 106 of the dock code for the dock 108 obtained (¢.g.,
through a regisiration process). The fulfillment systern 106 can then store the
link between the user 102 and the dock 108/unique key. Accordingly, when
preparing a memory device 104 for a user 102, the fulfiliment aystem 106 can
provide the memory device 104 with the unique key corresponding to the dock
108 of the user 102 for securing the memory device 104 with the umque key.

in an example, the user 102 can obtain multiple docks 108, for example,
to have docks 108 in multiple locations throughout a place of residence, or in
multiple different residences. In an example, cach of the docks 108 obtained by
the user 102 can have the same unique key associated therewith, Accordingly, 4
raemory device 104 protected with the unigue key can be accessed by cach of
the docks 108 having that unique key. Since the unique key for a dock 108 is
unkuown to the user 102 and the umque key for a dock 108 cannot be modified
{or casily modified) once the dock 108 has been manufactured, the user 102
should ensure that cach of the multiple docks 108 obtained has the samwe unigue
key. This can be ensured by obtaining all docks 108 from a single source where
the multiple docks 108 were manufactured as a set, or this can be ensured by
requesting one or more docks 108 be manufactured with a unique key matching
the unigue key associated with the dock code of a dock 108 alrcady obtained by
the user 102.

At block 506, once a memory device 104 is prepared with content for a
specific user 102 and protected with a unique key corresponding to one or raore
docks 108 of the specific user 102, the memory device 104 can be physically
delivered to a user 104, As mentioned above, this physical delivery can occur
via any type of delivery such as public malil, private service, user pickup, etc.

At block 508, the user 102 can receive the memory device 104 and
couple the memory device 104 to a dock 108, In some examples, the dock 108
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can inchade a slot that can accept the memory device 104 therein. Here, the
memory device 104 can be coupled to the dock 108 by nserting the mervory
device 104 mto the slot and having a port on the memory device 104 contact a
port ou the dock 108,

As mentioned above, the dock 10¥ can have a unigue key associated
therewith and the memory device 104 can be protected with a unique key, When
the memory device 104 is coupled to the dock 108, the dock 108 can provide the
unigue key to the memory device 104 1n an atterapt to access the content on the
raemory device 104, If the unique key o' the dock 108 matches the unique key
{or a cryptographic hash of the unique key) of the memory device 104, the
memory device 104 can be unlocked such that the dock 108 can access the
content on the memory device 104,

As mentioned above, in some examples in addition to the umque key
encryption of the memory device 104, items of content on the memory device
104 can mdividually encrypted. In an example, upon unlocking the unique key,
the dock 108 can decrypt the encrypted shared keys corresponding to the items
of content on the memory device 104, Accordingly, the dock 108 can decrypt
the items of content on the vaemory device 104 with the shared keys as the items
of content arc accessed by a user 102,

At block 5140, the user 102 can access content on the memory device 104,
As the content 18 accessed, the dock 108 can provide the content to an external
device 307 for use by the user 102, 1o sowe examples, the dock 108 can record
user information as the content is accessed. The user information can include
information regarding which content was accessed by a user 102, The recorded
information can be stored on the memory device 134,

In somie examples, the user 102 1s able to purchase content to
permanently own. The user 102 can provide a command to the dock 108 and
{e.g., when payment has been verified), the dock 108 can provide an
unencrypted form of the content to an external device 307 for storage thereon,

In an example, some content on the memory device 104 can be accessed
prior to stop time, after which the the dock 108 will not allow the content to be
accessed. For example, the fulfillment system 106 can inchude a time stamp
regarding the time (¢.g., date, hour, minutes, ¢tc.) that the memory device 104
was prepared {or finished being prepared) for the user 102, or the time the
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memory device 104 is to be sent to the user 102, The dock 108 can have a clock
and can determine the amount of time since the memory device 104 was sent to
the user 102, A stop time for the content can be determined based on a threshold
iength of time sivece the time stamp, the dock 108 can restrict access to the
content on the memory device 104, The user 102 can then call in or gtherwise
contact a customer representative to extend/reset the stop time of allowable
access for the memory device 102. Advantageously, restricting access to the
content to prior to a stop time can encourage users 102 to return the memory
devices 104 to the fulfillmeunt system 106 for different vaemory devices 104,
Additionally, restricting access can reduce the likelihood of a user 162
pretending to have a lost memory device 104 with the intent of accessing the
content on the memory device 104 for a long period of time.

Farthermore, 1u some exaruples, some content ou the miemory device 104
can be loaded onto the memory device 104 and provided to a user 102, but the
content is resiricted from access until a certain fime {(referred to herein as an
{*‘access time”). For example, for a release of a movie, the movie can be loaded
onto a memory device 104 and provided to a user 102 prior to the release time,
but the dock 108 does not provide the coutent to external devices 307 prior to the
release time. Accordingly, content can be provided to users 102 prior to an
access time and the content can be accessed by the users 102 on or afler the
access time.

Iu an example, the dock 108 can be remotely disabled. Accordingly,
customer service or another entity can send a command to the dock 108 to
instruct the dock 108 not to access content from any memory devices 104, This
command can be sent over, for example, a phone line or through the internet to
the dock 108,

At block 512, the user 102 can select additional content for receiving on
a future memory device 104. In examples where the dock 108 has a
comurunicative connection to the fulfillment server 400 {e.g., through an internet
or phone connection), the dock 108 can provide the user selections to the
fulfillment server 400 through this conpection. In other examples, the dock 108
can store the user selections on the memory device 104 such that the fulfillment
systern 106 can receive the user sclections when the memory device 104 i

returned.
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At block 514, the user 102 can return the memory device 104 to the
fulfiiment aystem 106, Once the user 102 has accessed all desired content on
the memory device 104 and/or the user 102 would like to have another memory
device 104 of new content, the user 102 can de~-couple the memory device 104
from the dock 108 and physically return (e.g., mail} the memory device 104 to
the fultillroent system 106, Notably, when the memory device 104 1s encrypted
with the unique key, de-coupling the memory device 104 from the dock 108
returns back to a locked state such that the content thereon cannot be accessed
without the unigue key.

At block 516, the fulfillment system 106 can receive the returned
memory device 104 and, for example, authorize another memory device 104 to
be prepared for the user 102, In some examples, the user 102 can be authorized
access to the content with a subscription where the user 102, for example, pays a
monthly fee. Additionally, the subseription can authorize the user 102 to havea
certain number of memory devices 104 out from the fullillment system 106 at a
time. For example, a subscription can anthorize a user 102 to have two memory
devices 104 out at a time. Accordingly, when the user 102 has two memory
devices 104 out, the fulfillent system 106 can authorize another memory
device 104 to be prepared when one of the two memory devices 104 currently
out are recerved at the fulfillment aystern 106, 1o other examples, the
authorization to prepare a memory device 104 can be based on a new or update
order/sabscription service placed by the user 102 or other schemes.

When the fulfiliment system 106 receives a returned memory device 104,
the fulfillment system 106 can match the returned memory device 104 with a
user 102, In an example, the fulfillment system 106 can have a record matching
a mernory device 104 (e.g., by an external bar code or RFID chip) with a user
182, Accordingly, upon recetving a memory device 104, the fulfillment system
106 can determine a user 102 corresponding to the memory device 104. The
fulfillment system 106 can then authorize avother mewory device 104 1o be
prepared for the user 104 if appropriate. Additionally, as mentioned above, in
some examples, the memory device 104 1s protected with a unigue key that is
linked with one or more docks 108 corresponding to the user 102, The
fulfillment system 106 can also keep a record matching each user 102 to one or
more unique kevs., Accordingly, upon receiving a memory device 104, the
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fulfillment system 106 can match the memory device 104 to a unique key by
matching the memory device 104 to a user 102 {e.g., a user account) and the use
102 to a unique key. The fuifillment system 106 can then access the memory
device 104 to determine i there is any user information on the memory device
104, User mformation can inchude selections for future content, information
regarding which content the user 102 accessed, user preference information (e.g.,
likes, dislikes, categories or tags of interest), and other information. The
fulfillment system 106 can then use the user information when preparing another
raemory device 104 for the user 102,

After accessing the user information on the memory device 104, the
fulfillment system 106 can mark the memory device 104 as open for preparing
for auser 102, To open the memory device 104, the fulfillment system 106 can
remove, erase, or otherwise discard the unigue key for use with the mewmory
device 104, The fulfillment system 106 is then free to prepare the memory
device 104 for another user as described above with respect to block 504,

In an example, advertising content can be added to the memory device
1604, In some cxamples, the advertising content can be based on the content
selections or the content that is accessed by the user 102 sumilar to that described
with respect to the extra content 708 at block 504. In some examples, the
advertising coutent can be content selected by the user 102, For example, the
user 102 can choose advertising content from a certain brand, a certain category
{e.g., sporting goods}, or of a certain type {e.g., comedy). FIG. 7 dlusirates an
example of advertising content 719 added to a memory device 104 from an
advertising content database 704. As shown, the advertising content 710 can be
added to the memory device 104 in addition to the user selected content 706 and
the extra content 708 from the content database 702.

fn some examples, the user 102 may be required to access (¢.g., view,
read} a certain amount of advertising content based on a subscription fee paid for
access to content, For example, there may be three levels of subscription service
available. A lowest price subscription may require a relatively large amount of
advertising content 1o be accessed. A medium price subscription may require a
smaller amount of advertising content to be accessed. A highest price
subscription may not require any advertising content be accessed. In some
examples, the amount of advertising that is required can depend on the type
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{e.g., category} of advertising that 18 selected for access by the user 102, The
dock 108 can record the advertising content accessed by the user 108 as user
information mentioned above with respect to block 510, The amount of and
which advertising content was accessed can then be provided to the fulfillment
server 400 which can, in turn, determine whether the user 102 has accessed the
required amount of advertising content per their subscription. In some
examples, the anthorization of another memory device 104 can be based on
whether the user 102 has accessed the required amount of advertising content.

In some examples, the advertising content can be accessed by the user
192 specifically selecting the content for access from the memory device 104, In
other examples, the dock 108 can avtomatically include the advertising content
with the content being accessed by the user 102, For example, the dock 108 can
add commercials to movies viewed by the user 102 simoilar to regular TV
viewing. The dock 108 could also add advertising to printed content similar to
advertising on a webpage. In an example, the user 102 can select whether to
have automatic advertising ON or OFF when accessing content.

In some examples, the content on the memory device 104 can be
interactive such that a user 102 cau select a portion of the content aund the user
192 can be sent to advertising content corresponding to the portion of the content
setected. For example, a movie on the mernory device 104 can be playiog on an
external device 307 commmunicatively coupled to the dock 108, When an item
{e.g., a purse} in the movie 1s shown, a user 102 can “click” on or otherwise
select the item in the movie. The movie can then pause, and advertising content
related to the purse can be shown instead of or in addition to the movie. The
advertising content can comprise content stored on the memory device 104,
and/or a webpage on the internet,

FIG. 6 illustrates an example of a method for encrypting a memory
device 104 with a unigue key. As mentioned above, the memory devices 104
can be protected with a unigue key corresponding to one or more docks 108,
The key management system 406 can comprise a database that associates a user
102 and or one or more docks 108 with a unique key., Accordingly, upon
loading a memory device 104 with content 602, the fulfillment server 408 can
recetve a unique key from the key management system 406 corresponding (o a
user 102 to which the content 602 on the memory device 104 is associated and

26



WO 2011/022437 PCT/US2010/045810

W

10

15

provide the unigue key to the memory device 104, When loading a memory
device 104 is corapleted, the merory device 104 can be protected using the
unique key by encrypting another encryption key using the unique key. The
remory device 104 can then be ejected and de-coupled from the slot of the

cabinet 414, where a shipping label is printed and attached thereto.

Accordingly, the key manageraent system 406 can include a phurality of
unique keys, wheretn each unique key is associated with one or more docks 108
having a matching copy of the uniguc key. Hach dock 108 can then be linked to
a user 102 {e.g., a user account) associated with the dock 108, and each user 102
can be linked to content 602 to be loaded onto a memory device 104,
Accordingly, the key management system 406 can be used to hnk content 602 on
a memory device 104 to a specific unigue key for protecting the memory device
104 that stores the content 602 for a user 102, such that the user 182 can couple
the memory device 104 to a dock 108 associated with the user 102 and access
the content 602 on the memory device 104 using the unique key.,

FIG. 7 iHustrates an example of loading content from one or more
content databases 702, 704 onto a memory device 104, As shown, the user
selected content 706 corresponding to the selection information for user is
loaded onto the memory device from the content database 702, In an example,
the memory device 104 1s loaded with extra content 708 that was not specifically
selected by the user 102, This extra content 708 can, for example, be selected by
the fulfillment sysiern 106 from the content database 702, Advantageously,
lesser known content or content that is to be encouraged can be added to the
memory device 104, For example, certain lesser known content can be added to
memory devices 104 in order to, hopefully, be accessed by users 102 and
therefore increase the audience base for the content. The users 102 may become
interested in the content and desire more content from the producer/artist. Thus,
the lesser known content can develop a consumer base using the systems,
methods, and apparatuses discussed herein. Ju exchange for generating a
consumer base for the content, the producer/artist for the lesser known content
can pay a fee to a service provider operating the fulfiliment system, In other
examples, the service provider can launch their own content by adding the

content to the drives. In some examples, the content added to the memory
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device 104 can be well known content and can be encouraged duc to, for
example, advertising in the content.

In some examples, the extra content 708 can be selected by the
fulfillment system 106 based on user information. For example, the tulfillment
system 106 can select content that is similar to or related in some manner to the
content selected by the user 102, In some cxamples, the user 102 can request
that extra content 708 selected by the fulfillment systems 106 be added to the
memory device 104, Content can be tagged with information and the tags on the
content selected by the user 102 can be used to select other similar wnforroation.
in some cxamples, a selection history of the user 102 can be maintained, the
selection history comprising information of multiple user selections over a
period of time. The extra content 708 can be based on the selection history. In
some examples, the exira content 708 can be selected based oun content that the
user 102 has previously received, such that the user 102 does not receive repeat
content, or does not recetve the same content within a given time period. In
some examples, an access history comprising a history of the content accessed
by the user 102 can be maintained. The access history can be used to select
extra content 708 10 a manner similar to that described above with respect to the
selection history. For example, cxtra content 708 can be selected such that
content that has already been accessed by the user 102 18 not re-provided to the
user 102, In another example, the extra content 708 can be selected based on
which countent was and was not accessed by the user 102,

The type of tags used for the content 1s not limited to any specific type of
tag. For example, movies can be tagged, by vear, actor, category {¢.g., action},
or even custonnzed tags such as movies with specific scenes, locations, ete. In
some examples, the tags for movies can be obtained from already populated tag
database, e.g., from IMDB, the motion picture industry, or other databases. In
some examples, a user 102 after accessing content can select attributes {e.g.,
tags} of the content that the user 102 liked so that the fulfiliment system can use
the attributes of the content in sclecting extra content 708 for the user 102.
Furthermore, in some examples, the attributes cau be rauked by the user. To yet
other examples, the dock 108 can prompt a user 102 to respond regarding

whether (or how muuch) the user 102 liked or did not like the content.
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In some examples, after accessing content the dock 108 can prompt a
user 102 with suggested content and ask whether the user 102 would like to
access the suggested content. The suggested content can be linked to the user
192 by tags from the user’s previous selections as mwentioned above, and/or
based on tags from the content that was just accessed. In some examples, the
suggested content can be exira content 708 that 1s on the memory device 104, In
some examples, the suggested content can be content not present on the memory
device 104, but the suggested content if selected by the user 102 can be added to
the user’s selected content such that the content will be loaded on a future
memory device 104 for the user 102.

In some examples, the tags for content can be both hierarchical and non-
hierarchical. For example, content can be linked through tags to other content in
hierarchical system sach that the a {irst subsection of content can be grouped
together under a first heading {¢.g., a category such as action} and the first
subsection can be further divided into additional subsection that are cach under
headings more granulfated than the first heading. In addition to these hierarchical
groupings, content can be linked tangentially by relationships that are non-
hierarchical which comprise a single level. In some examples, portions of the
content can be tagged. Accordingly, one or more specific portions of, for
example, a movie can be linked using the tags as mentioned above,

In some examples, the user 102 can provide a scarch command to search
for countent on a memory device 104 coupled to a dock 108 using the tags and/or
other identifying data. The search command can be received by the dock 108
which can identify content based on the search command and provide the
content, a portion thereof, or a list thereof to the user 102, In some examples,
the search command can be received through voice recognition of a spoken
command from the user 102, The user 102 can provide a voice search command
to an external device 102, the voice search command can be converted into text
and the content and/or tags can be searched based on the search command. Inau
example, when the content includes movies, the scarch commands can search
data regarding closed captioning for the movies. Thus, a movie ¢an be identified
and linked to a specific portion or time in the movie corresponding to the search
command. In order to reduce the processing required to convert the voice signal
into text, a voice command received can be compared against a limited library
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voice signals corresponding to the content on the memory device 104.
Accordingly, it will be determined whether a voice signal received corresponds
to any of the content on the memory device 104, In an example, when content is
ivaded on the mewory device 104 an associated voice recognition file
corresponding to the loaded content can also be loaded onto the memory device
104, This associated voice recognition file can then be used to link the content
to a voice signal during voice recoguition. Furthermore, in some example,
gesture recognition can be used to send commands to the dock 108, The dock
108 can have a camera, 1nfrared, thermal sensor, or other device coupled therelo
or to an external device 307 in order to identify the gestures of the user 102,
FIG. § ilastrates an exanmple of a mersory device 184 coupled to a dock
108. As discussed above, the memory device 104 can include advertising
content 710 for a user 102 associated with the dock 108, The memory device
184 can also include a plurality of items of content 706, 708 neluding user
selected content 706 and cxira content 708 added to the memory device 104
based on a user history. Fach item of content 706, 708 can be encrypted with a
shared key, and different tterns 706, 708 can be encrypted with ditferent shared
keys. The memory device 104 can also include the shared keys 802
corresponding to the content 706, 708. The memory device 104 can also include
user information 804 as discussed above., Additionally, the memory device 104
can mnclude meta-data 806 related to the items of content 706, 708. Inan
example, the meta~-data can wnclade voice recogunition wnformation relating to the
content as discussed above. The memory device 104 can be encrypted with a
first unique key that correspounds to the first unigque key of the dock 108,
Accordingly, the dock 108 can provide the first unique key to the
memory device 104, The memory device 104 can receive the first umique key
and since the first unigue key matches the unique key used to protect the
memory device 104, the memory device 104 can unlock and provide the dock
108 access to the data 710, 706, 708, 802, 804 on the memory device 104, The
dock 108 can use the shared keys 802 to decrypt and access the items of content
706, 708, The dock 108 can also add advertising content 710 as appropriate.
Additionally, the dock 108 can store user information 804 in the memory device

164,

[P%
o

PCT/US2010/045810



WO 2011/022437

W

10

15

FIG. 9 illustrates generally another example of a system 900 for
managing and distributing content to a plurality of users 102, System 960
operates similar to systenm 100 as described above with respect to FIG. 5.
Simular to method 500, a user 102 can make selections of content for loading
onto a memory device 104 (block 502). In system 100, however, the content for
a memory device 104 is loaded onto the memory device 104 by streaming the
content from the fulfillment system 106 to a dock 108 over a network (e.g., the
mternct). Once the content s recetved at the dock 1R the content can be stored
on the memory device 104 coupled to the dock 108, Inan example, the content
can be streamed using the shared key encryption for each item of content as
discussed above. Once the content is received by the dock 108, the content caun
be stored on the memory device 104 which s protected with a unique key
corresponding to the dock 108, Tn an example, the shared keys corresponding to
sach item of content can be provided to the dock 108 at a previous time. Inan
example, these shared keys are not streamed over the internet to the dock 108,
In an example, these shared keys are stored on the memory device 104 by, for
example, the fullilment system 106 and the merory device 104 1s mailed to the
user 102, Accordingly, the shared keys can be accessible by the dock 108
without being sent over the internet. Additionally, a catalog of shared keys
available to a dock 108 can be updated over time as mewory devices 104 are
returned to the fulfillment system and sent to the user 102, In another example,
the shared keys are incorporated into the dock 108 duning manufacture of the
dock 108.

Accordingly, the content can be sccurcly transported and stored by being
sent from the fulfillment server 400 to a secure device {e.g., the dock 108 having
a unigue key and a tamperproof case 313). Additionally, once the content is
stored, the content is still secure from copying since the content is stored on the
memory device 104 that is protected with a unique key. Accordingly, when the
memory device 104 1s de-coupled from the dock 108, the memory device 104 13
encrypted protecting the content thereon. In system 900, therefore, the dock 108
functions as both a content access device for accessing content on the memory
device 104 and as a content loading device by receiving content from the
fulfillment system 106 over the internet and loading the content onto a memory
device 104. Accordingly, the memory device 104 can be securely loaded from a

I
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remote location with respect to the fulfillment system 106, In another example,
the fulfillroent system 106 can stream the content for a user to a remote kiosk
902 having one or more memory devices 104 located therein. The remote kiosk
902 can act as a loading device {or the memory device 104 and can extract user
information from the memory device 102 to provide to the fulfillment system
106. In some cxamples, a rermote kiosk 902 can operate similar to a cabinet 414
in the fulfillment system 106 except that the remote kiosk is located remotely
from the fulfillment system 106 and communicatively coupled to the fulfiliment
system 106 via a network (e.g., the internet).

Moreover, in some examples, the stream to the dock 108 and/or remote
kiosk 902 can be hmited in speed (e.g., amount of data per tivae). In an example,
the speed limit can be based on a speed that the data is to be provided to a user
192, For exaraple, some items of content {e.g., a miovie, song} are to be
displayed, sound produced, or gtherwise provided in a sequence over a certain
tirne interval, In these situations, the speed can be hinuted to at or near the speed
at which the data is to be provided to a user 102, For example, content
corresponding to a movic could be provided to the dock 108 and/or remote kaosk
902 at or near the speed that the content 1s to be rendered on a display at the
external device 307, Accordingly, even if a connection to the dock 108 could
support higher speeds of data trausfer, the data transter speed could be lunited,
Limiting the speed of streaming can reduce the likelihood of the content being
used in an unauthorized manuer, because even U someone identified a way to
make unauthorized copies of the stream, they would be limited to copying the
data at a slower speed. Accordingly, the appesl of copying the stream may be
lessened sinee it would take long periods of time to copy large amounts of data.

Additionally, in some examples, to further protect the content from
unauthorized copying, the content streamed over the internet can be segmented
and loaded over a period of time. For example, a first segment can be sent at a
first time, with a break between the fist segment and a second segment which is
sent at a second time. The times for sending cach segment can be random to
further reduce the hikelihood of copying of the data. Accordingly, the memory
device 104 could be “trickle” loaded over a period of time.

In some examples, the dock 108 can provide an crror code when the dock
108 malfunctions. For example, if the tamperproof case 313 is breached on the

2
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dock 108, the dock 10¥ can provide a first code, if a2 hardware component on the
dock 108 malfunctions, the dock 108 can provide a second code. In an example,
a combined code can be provided by the dock 108, The combined error code
comprises multiple codes corresponding to multiple differeut errors that are
concatenated together. Ifa dock 108 malfunctions, the user 102 can call or
otherwise access a customer service for the dock 108 and the user 102 can
provide the customer service with the error code. Advantageously, when the
error code 18 a combined code, the user 102 can provide the customer service
with a single code for all errors.

In an example, the content distribution and management system 100 can
be used to securely send countent from one user 102 to another user 102, For
example, a first user 102 can load content onto a memory device 104 coupled
with a fivst dock 108, The first user 102 can then de-couple the memory device
184 from the first dock 108, Since the memory device 104 is protected with a
unique key corresponding to the first dock 108, when the memory device 104 1
de-coupled from the first dock 108, the memory device 104 is locked. The first
user 102 can then send the memory device 104 to the fulfiliment system 106.
The first user 102 can also provide an indication of where to send {e.g., to the
second user 102} the content on the memory device 104 from the fulfillment
systern 106, In an example, this indication of where to send the content can be
ioaded as user information on the memory device 104, In some examples, the
first user 102 can also provide an indication of which content on the memory
device 104 to send to the second user 102

The fulfillment system 106 can recetve the memory device 104, link the
memory device 104 to the first user 102 and unlock the memory device using the
unigque koy corresponding to the first user 102, The fulfillment system 106 can
then prepare 8 memory device 104 for the second user 102 having the content
provided by the first user 102 thercon. In an example, the fulfiiment system 106
can use the memory device 104 returned from the fivst user 102 by removing
and/or adding content to/from other entities to the memory device 104 and re-
protecting the memory device 104 with the unigue key corresponding lo the
second user 102 {e.g., a second user account). In another example, the
fulfilment system 106 can load the content from the first user 102 onto another
memory device 104 (possibly in conjunction with other content} and the
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fulfillment system 106 can protect the another memory device 106 with the
unique key corresponding to the second user 102, The fulfillroent system 106
can then send the memory device 104 protected with the unique key
corresponding to the second user 102 to the second user 102, The secound user
192 after receiving the memory device 104 can unlock the memory device 104
with a dock 108 having the unigue key associated with the user 102 and the user
102 can access the content from the first user 102,

Accordingly, content from a first user 102 can be securcly sent from the
first user 102 to the second user 102 without anyoue else being able to de-crypt
the content. This process can be carried out on a large scale such that a plurality
of users 102 could send content to one another using unigue keys associated with
cach user 102 {¢.g., user account} and using the fulfillment system 106 as an
intermediary between users, Additionally, a user 102 can instruct the fulfillment
system 106 to send content to multiple users 102 in the same manner.
Accordingly, only users 102 to which the content is sent are able to decrypt and

access the content.

Additional Notes

The above detailed description includes references to the accompanying
drawings, which form a part of the detailed description. The drawings show, by
way of tllustration, specific embodiments in which the invention can be
practiced. These embodiments are also referred to herein as “examples.” Such
examples can inchude elements in addition to those shown or described.
However, the present inventors also contemplate examples in which only those
elements shown or described are provided. Moreover, the present inventors also
contemplate examples using any combination or permutation of those elements
shown or described {or one or more aspects thereof), either with respectto a
particular example {or one or more aspects thereof), or with respect to other
examples {or one or wore aspects thereof) shown or described herein.

All publications, patents, and patent documents referred to in this
document are incorporated by reference herein in their entirety, as though
individually incorporated by reference. In the event of inconsistent usages
between this document and those documents so incorporated by reference, the
usage in the incorporated reference(s) should be considered supplementary to

4
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that of this document; for irreconcilable inconsistencies, the usage in this
document controls.

In this document, the terms “a” or “an” are used, as is common in patent
documents, to inchude one or raore than ouve, wndependent of any other instances
or usages of “at least one” or “one or more.” In this document, the term “or™ is
used to refer to a nonexclusive or, such that “A or B” includes “A but not B,” “B
but not A,” and “A and B,” unless otherwise indicated. In the appended claims,
the terms “including” and “in which” are used as the plain-English equivalents
of the respective terms “coruprising” and “wherein.” Also, in the following
claims, the terms “including” and “comprising” are open-ended, that is, a
sysiery, device, article, or process that includes elewents in addition to those
listed after such a term in a claim are still deemed to fall within the scope of that

2% 6

claimn, Moreover, in the followimg claims, the terms “first,” “second,” and
“third,” etc. are used merely as labels, and are not intended to trapose numerical
requirements on their objects.

Method examples described herein can be machine or computer-
implemented at least in part. Some examples can include a computer-readable
raedium or machine-readable mediom encoded with instructions operable to
configure an electronic device to perform methods as described in the above
examples. Animplementation of such methods can include code, such as
microcode, assembly language code, a higher-level language code, or the like.
Such code can include computer readable instructions for performing various
methods. The code may form portions of computer program products. Further,
the code can be tangibly stored on one or more volatile or non-volatile tangible
computer-readable media, such as during execution or at other times. Examples
of these tangible computer-readable media can nclude, but are not limited to,
hard disks, removable magnetic disks, removable optical disks (e.g., compact
disks and digital video disks}, magnetic cassettes, memory cards or sticks,
random access memories {RAMs), read only memories (ROMs), and the like.

The above description 18 intended to be illustrative, and not restrictive.
For exaraple, the above-described exariples {or one or more aspects thereof)
may be used i1 combination with each other. Other embodiments can be used,
such as by one of ordimary skill in the art upon reviewing the above description.
The Abstract is provided to comply with 37 C.F.R. §1.72{(b}, to allow the reader
5

|99



WO 2011/022437 PCT/US2010/045810

to quickly ascertain the nature of the technical disclosure, 1t 1s submitied with
the understanding that 1 will not be used to interpret or uvut the scope or
meaning of the claims. Also, in the above Detailed Description, various features

riay be grouped together to streamline the disclosure. This should not be

W

interpreted as intending that an unclaimed disclosed feature s essential to any
claim. Rather, mventive subject matter may lie in less than all features of'a
particular disclosed embodiment. Thus, the following claims are hereby
incorporated 1nto the Detailed Diescription, with each claim standing on its own
as a separate erabodimoent, and it 1s contemplated that such embodiments can be
10 combined with each other in various combinations or permutations. The scope
of the invention should be determined with reference to the appended claims,

along with the full scope of equivalents to which such claims are entitled.
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THE CLAIMED INVENTION IS:

i. A method for delivering digital content to a user, the method comprising:
providing a plurality of umque keys, each unique key corresponding to
one or more docks for accessing digital content;
5 receiving a sclection of at least one tterm of digital content from 4 user;
receiving an indication of a dock corresponding 1o the user;
sclecting a unique koy from the plurality of umigue keys corresponding to
the dock of the user; and
encrypting the at least one item of digital content based on the selected

10 umque key.

2. The rocthod of claim 1, wherein each unique key is unigue with respect
to the one or more docks such the unique key s not used in docks other than the

one or more docks,

15
3. The method of claim 1, wherein the digital content includes movies and
TIUSIC.
4, The method of claim 1, wherein receiving inclades recetving multiple

20 selections of items of digital content from the user;
loading the multiple selections of ttems of digital content on a memory
device; and

sending the memory device to the user,

[\
LA

5. The method of claim 4, wherein encrypiing the at least one ttem includes

encrypting the memory device using a hardware based encryption.

6. The method of claim S, wherein the memory device includes one of a
hard disk drive and a solid state drive and where the hardware based encryption
30 inclodes a full disk encryption,

~
7
i

The method of claim 4, wherein different items of digital content on the

i
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8. The method of claim 7, loading shared keys corresponding to the items

of digital content on a memory device onto the memory device.

9. A dock for receiving a memory device, the dock comprising:

a first port configured to couple to a memory device;

a unique key, wherein the dock is configured to provide the unique key to
a mernory device coupled to the port in order to access content on the memory
device; and

wherein the dock s configured to provide content on the memory device

io one or more exiernal devices,

19, The dock of claum 9, wherein the unigue key 1s unigue with respect to
one or more docks such the unique key is not used in docks other than the one or

more docks.

1. The dock of claim 9, wherein the dock 1s configured to stream digital

countent from the wemory device to one or more external devices.

12, The dock of claim 11, wherein the one or more external devices include a

TV, a computer, and a mobile phone.

13, The dock of claim 12, wherein the dock is configured to stream digital

content to the one or more external devices wirclessly.

14. The dock of claim 9, comprising:
a tamperproot case, wherein if the tamperproof case is breached the

unique key is rendered un-obtainable.

15. A system for digital content management, the system comprising:
a plurality of memory devices for storing digital content, each the
plurality of memory devices configured to have a unigue key associated

therewith;
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a fulfillment server for loading digital content onto the memory devices;
and

a plurality of docks for accessing digital content on one or more of the
raemory devices, cach of the docks having a unique key associated therewith,

wherein each memory device is configured to be sent to a user associated
with one or more docks, and wherein the fulfillment server is configured to
provide a unique key associated with the oune or more docks to a memory device

having digital content for the user.

16.  The system of claim 15, wherein each unique key s unique with respect
to one or more docks such the unigue key is not used in docks other than the one

or more docks,

17.  The system of claim 15, wherein the digital content includes movies and
MUSIC.
18. The system of claim 15, wherein the fulfillment server 15 configured to:

receive multiple selections of terus of digital content from the user; and
load the multiple selections of items of digital content on a memory

device,

19, The system of claim I8, wherein the plurality of wnemory devices are

configured to be encrypted using a hardware based encryption.

268, The system of claim 19, wherein different ttems of digital content on the

memory device are encrypted with different shared keys,
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