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ing subsystem includes a data extraction module configured 
to extract data from one or more internal sources such as a 
router , a firewall or a security solution and one or more 
external sources such as a deep , a dark and a surface web . 
The processing subsystem also includes an analysis module 
configured to analyse the data by using at least one threat 
analysis method for detection of the threat , a rule generation 
module configured to generate one or more rules to enable 
prevention of the threat detected , an implementation module 
configured to implement the one or more generated rules on 
at least one node associated with the one or more internal 
sources for prevention of the threat . 
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SYSTEM AND METHOD FOR PREVENTION least one threat analysis method for detection of the threat . 
OF THREAT The processing subsystem also includes a rule generation 

module operatively coupled to the analysis module . The rule 
FIELD OF INVENTION generation module is configured to generate one or more 

5 rules to enable prevention of the threat detected . The pro 
Embodiments of the present disclosure relate to preven- cessing subsystem also includes an implementation module 

tion of threat , and more particularly to a system and method operatively coupled to the rule generation module . The 
for prevention of threat . implementation module is configured to implement the one 

or more generated rules on at least one node associated with 
BACKGROUND the one or more internal sources for prevention of the threat . 

The system also includes a memory operatively coupled to With linear growth in the technology , internet has become the processing subsystem . The memory is configured to a source for immense quantities of data , which is used for store the one or more generated rules associated to the threat . various purposes by different organizations . One such pur In accordance with another embodiment of the present pose includes detecting a threat for the organization such as 15 
malicious activity or hacking . In general , the data in the disclosure , a method for preventing a threat is provided . The 
internet is classified between surface web and deep web , method includes extracting data from one or more internal 
which includes dark web . It is well known today , that most sources and one or more external sources , The extracting the 
of the illegal activities or planning for a malicious activity data from the one or more internal sources includes extract 
take place in the deep web . Therefore , acquisition and 20 ing the data from the at least one of a firewall , a router and 
analysis of data from the deep web has become important for a security solution associated with the one or more internal 
the organizations to identify potential threats . sources . The extracting the data from the one or more 

Conventional systems utilized by the organizations for external sources includes cting the data from at least 
preventing the threat is by detecting threats by acquiring one of a deep web , a dark web and a surface web associated 
data from the surface web , which includes data that is 25 with the one or more external sources . The method also 
accessible by the well - known search engines . Upon acquir- includes analysing extracted data by using at least one threat 
ing the data , the conventional systems analyse the data and analysis method for detection of the threat . The method also 
predicts a threat associated with the acquired data . Further , includes generating one or more rules to enable prevention 
based on the predicted threat , a user must physically prevent of the threat detected . The method also includes implement 
the threat . Also , the conventional systems are unable to 30 ing the one or more generated rules on at least one node acquire data from the deep web as acquisition of data from associated with the one or more internal sources for pre the deep web requires advanced web crawlers capable of venting the threat . The method also includes storing the one accessing the deep web . Furthermore , additional security or more generated rules associated to the threat . protocols are required to be maintained by the system for 
maintaining anonymity . Such limitations confine the system 35 To further clarify the advantages and features of the 
from taking a measure upon predicting the threat and also present disclosure , a more particular description of the 
limits the efficiency of threat prediction . disclosure will follow by reference to specific embodiments 

In comparison to the conventional systems , newer sys thereof , which are illustrated in the appended figures . It is to 
tems are capable of acquiring data from the deep web as the be appreciated that these figures depict only typical embodi 
newer systems employ advanced crawlers and security pro- 40 ments of the disclosure and are therefore not to be consid 
tocols to acquire the data from the deep web . Furthermore , ered limiting in scope . The disclosure will be described and 
the newer systems analyse the threat associated with the explained with additional specificity and detail with the 
acquired data and a generates an alert notification regarding appended figures . 
the predicted threat . However , a user is employed to receive 
the alert notification and to take required measures in order 45 BRIEF DESCRIPTION OF THE DRAWINGS 
to prevent the predicted threat . Such dependency of the user 
limits the newer systems by generating rules or instructions The disclosure will be described and explained with 
to automatically take measures towards preventing the pre- additional specificity and detail with the accompanying 
dicted threat . figures in which : 

Hence , there is a need for an improved system and method 50 FIG . 1 is a block diagram representation of a system for 
for prevention of threat to address the aforementioned prevention of threat in accordance with an embodiment of 
issues . the present disclosure ; 

FIG . 2 is a block diagram representation of an exemplary 
BRIEF DESCRIPTION system for prevention of threat in a financial organization of 

55 FIG . 1 in accordance with an embodiment of the present 
In accordance with one embodiment of the disclosure , a disclosure ; 

system for data analysis and prediction of threat is provided . FIG . 3 is a flow chart representing the steps involved in 
The system includes a processing subsystem . The process- a method for prevention of threat in accordance with the 
ing subsystem includes a data extraction module configured embodiment of the present disclosure . 
to extract data from one or more internal sources and one or 60 Further , those skilled in the art will appreciate that ele 
more external sources . The one or more internal sources ments in the figures are illustrated for simplicity and may not 
includes at least one of a firewall , a router and a security have necessarily been drawn to scale . Furthermore , in terms 
solution . The one or more external sources includes at least of the construction of the device , one or more components 
one of a deep web , a dark web and a surface web . The of the device may have been represented in the figures by 
processing subsystem also includes an analysis module 65 conventional symbols , and the figures may show only those 
operatively coupled to the data extraction module . The specific details that are pertinent to understanding the 
analysis module is configured to analyse the data by using at embodiments of the present disclosure so as not to obscure 
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the figures with details that will be readily apparent to those disclosure . World wide web includes surface web , dark web 
skilled in the art having the benefit of the description herein . and deep web which is referred to as one or more external 

sources . Further , content of the one or more external sources 
DETAILED DESCRIPTION is not indexed by a standard search engine . Such one or more 

5 external sources is used by people to perform malicious 
For the purpose of promoting an understanding of the activities such as hacking . Therefore , the present system 

principles of the disclosure , reference will now be made to ( 100 ) is employed to acquire data from the one or more 
the embodiment illustrated in the figures and specific lan- external sources ( 125 ) and one or more internal sources 
guage will be used to describe them . It will nevertheless be ( 125 ) and generating one or more rules upon predicting the 
understood that no limitation of the scope of the disclosure 10 malicious activities by analysing the acquired data . 
is thereby intended . Such alterations and further modifica- The system ( 100 ) includes a processing subsystem ( 110 ) . 
tions in the illustrated system , and such further applications The processing subsystem ( 110 ) includes a data extraction 
of the principles of the disclosure as would normally occur module ( 120 ) configured to extract data from one or more 
to those skilled in the art are to be construed as being within internal sources ( 125 ) and one or more external sources 
the scope of the present disclosure . 15 ( 125 ) . The one or more internal sources ( 125 ) includes at 
The terms " comprises ” , “ comprising " , or any other varia- least one of a firewall , a router and a security solution . 

tions thereof , are intended to cover a non - exclusive inclu- As used herein , the term “ firewall ’ is defined as a network 
sion , such that a process or method that comprises a list of security system used to protect the system which monitors 
steps does not include only those steps but may include other and controls movement of network traffic . Also , the term 
steps not expressly listed or inherent to such a process or 20 “ router ' is defined as is defined as a networking device which 
method . Similarly , one or more devices or sub - systems or forwards data . packets between a plurality of computer 
elements or structures or components preceded by " com- networks . Further , the term “ security solution ' is defined as 
prises ... a ” does not , without more constraints , preclude the a plurality of techniques which is configured to protect 
existence of other devices , sub - systems , elements , struc- computer , network , data from unauthorised access 
tures , components , additional devices , additional sub - sys- 25 attacks . In one embodiment , the data from the one or more 
tems , additional elements , additional structures or additional internal sources ( 125 ) may include the data associated with 
components . Appearances of the phrase " in an embodi- at least one of an audit report , a vulnerability assessment 
ment ” , “ in another embodiment ” and similar language report and the like based on which the reconnaissance 
throughout this specification may , but not necessarily do , all module ( 120 ) may access and acquire the data from the one 
refer to the same embodiment . 30 or more internal sources ( 125 ) and the one or more external 

Unless otherwise defined , all technical and scientific sources ( 125 ) 
terms used herein have the same meaning as commonly Similarly , the one or more external sources ( 125 ) includes 
understood by those skilled in the art to which this disclosure at least one of a deep web , a dark web and a surface web . As 
belongs . The system , methods , and examples provided used herein , the term “ deep web ' is defined as part of the 
herein are only illustrative and not intended to be limiting . 35 world wide web contents which are not indexed by standard 

In the following specification and the claims , reference web engines for any reason . Also , the term ' dark web ' is 
will be made to a number of terms , which shall be defined defined as the world wide web content which exists on 
to have the following meanings . The singular forms “ a ” , darknets , or on a computer network built on a top of another 
" an ” , and “ the ” include plural references unless the context network which uses internet but require specific programs , 
clearly dictates otherwise . 40 configurations or authorization to access . Further , the term 

Embodiments of the present disclosure relate to a system “ surface web ' is defined as the portion of the world wide web 
for prevention of threat . The system includes a processing content which is easily available to the general public and 
subsystem . The processing subsystem includes a data searchable with standard web search engines . In one 
extraction module configured to extract data from one or embodiment , the data extraction module ( 120 ) may access 
more internal sources and one or more external sources . The 45 the more internal sources ( 125 ) and the one or more external 
one or more internal sources includes at least one of a sources ( 125 ) through one or more crawlers using a web 
firewall , a router and a security solution . The one or more server . In such embodiment , the one or more crawlers may 
external sources includes at least one of a deep web , a dark access the data based on one or more parameters . In one 
web and a surface web . The processing subsystem also embodiment the one or more parameters may include at least 
includes an analysis module operatively coupled to the data 50 one of a keyword , content of search and a search string 
extraction module . The analysis module is configured to which may be used previously to access the data from the 
analyse the data by using at least one threat analysis method one or more internals sources ( 125 ) or the one or more 
for detection of the threat . The processing subsystem also external sources ( 125 ) . 
includes a rule generation module operatively coupled to the The processing subsystem ( 110 ) also includes an analysis 
analysis module . The rule generation module is configured 55 module ( 130 ) operatively coupled to the data extraction 
to generate one or more rules to enable prevention of the module ( 120 ) . The analysis module ( 130 ) is configured to 
threat detected . The processing subsystem also includes an analyse the data by using at least one threat analysis method 
implementation module operatively coupled to the rule for detection of the threat . In one embodiment , the at least 
generation module . The implementation module is config- one threat analysis method may include at least one of a 
ured to implement the one or more generated rules on at least 60 co - relation analysis technique , a behavioural analysis tech 
one node associated with the one or more internal sources nique and a contextual analysis technique . As used herein , 
for prevention of the threat . The system also includes a the term “ co - relation analysis ' is defined as a method of 
memory operatively coupled to the processing subsystem . statistical evaluation used to study the strength of a rela 
The memory is configured to store the one or more generated tionship between two numerically measured , continuous 
rules associated to the threat . 65 variables . 

FIG . 1 is a block diagram of a system ( 100 ) for prevention In one embodiment , the at least one of a correlation 
of threat in accordance with an embodiment of the present analysis method may include a Pearson co - relation analysis , 
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Kendall rank co - relation analysis , Spearman correlation The processing subsystem ( 110 ) also includes an imple 
analysis and point - biserial correlation analysis . As used mentation module ( 150 ) operatively coupled to the rule 
herein , the term “ behavioural analysis ’ is defined as a generation module ( 140 ) . The implementation module ( 150 ) 
method that reveals new insights into the behaviour of is configured to implement the one or more generated rules 
consumers on electronic commerce platforms , online games , on at least one node associated with the one or more internal 
web , mobile applications , and internet of things . As used sources ( 125 ) for prevention of the threat . In one embodi 
herein , the term “ contextual analysis ’ is defined as a method ment , the one or more generated rules may be implemented 
of studying text and the cultural , social , or political context on the at least one node by mapping the detected threat after 
of the text . In one embodiment , the contextual analysis may monitoring , with a specific real - time problem . In one exem 
include a method of qualitative comparative analysis meth- plary embodiment , the at least one node may correspond to 
ods ( QCA ) . at least one computer device through which the access to the 

Further , the term “ QCA ’ is defined as an analysis method one or more internal sources ( 125 ) and the one or more 
which uses statistical techniques to implement comparison external sources ( 125 ) may be enforced to indulge in the 
methods for making detailed analysis with the content of the malicious activities . More specifically , the malicious activi 
data acquired . In some embodiment , the one or more QCA ties may be initiated through the at least one computer 
method may include one or more methods such as crisp - set device which may correspond to the at least one node . In 
qualitative comparative analysis methods ( csQCA ) and such a situation , the one or more which may be generated by 
fuzzy - set qualitative comparative analysis ( fsQCA ) meth- the rule generation module ( 140 ) may be implemented on 
ods . In some embodiment , the analysis module ( 130 ) may 20 the corresponding at least one node to prevent the access of 
analyse one or more elements from the combined data based the data from the one or more internal sources ( 125 ) and the 
on which the threat may be analysed using the at least one one or more external sources ( 125 ) for preventing the 
analysis method . The one or more elements may include at detected threat which may be initiated from the at least one 
least one of a context of the data , depth of the context of the node . 
data , relationship between the context and the one or more 25 In some embodiment , one or more actions may be taken 
parameters , interaction or communication within the one or in order to cease or disrupt an attack based on the one or 
more internal sources and the one or more external sources more rules generated for prevention of threat . In such 
based on the context of the data . embodiment , implementing the one or more rules generated In one embodiment , the analysis module ( 130 ) may may also include generating a notification to alert a system further analyse and determine a type of the threat , one or 30 administrator to prevent the threat . more existing threats , one or more upcoming threats and the 
like . In such embodiment , the analysis module ( 130 ) may The system ( 100 ) also includes a memory ( 160 ) opera 
further detect the threat from at least one of a specific tively coupled to the processing subsystem ( 110 ) . The 
environment , a specific geographical area , a specific sector memory ( 160 ) is configured to store the one or more 
of an organization and the like which may be affected , or 35 generated rules associated to the threat . In some embodi 
which may face the threat . ment , the processing subsystem ( 110 ) operatively coupled to 

The processing subsystem ( 110 ) also includes a rule the memory ( 160 ) may be stored on a remote storage . As 
generation module ( 140 ) operatively coupled to the analysis used herein , the term ‘ remote storage’is defined as a storage 
module ( 130 ) . The rule generation module ( 140 ) is config element which is used to store data in a remote server which 
ured to generate one or more rules to enable prevention of 40 may be accessed through the internet . In one embodiment , 
the threat detected . In one embodiment the one or more rules the data may be stored on a cloud storage which may be 
may be generated to ensure security . The one or more rules further retrieved by the analysis module ( 130 ) for further 
generated may be utilised to prevent the threat as analysed analyses and the prediction of the threat . In such embodi 
by the analysis module ( 130 ) . More specifically , based upon ment , the remote storage system may help to host , edit , share 
the threat which may be determined by the analysis module 45 and sync stored data on the web server . 
( 130 ) , the rule generation module ( 140 ) generates the one or In one exemplary embodiment , the memory ( 160 ) may 
more rules which may be further implemented to prevent the correspond to a network attached storage ( NAS ) . As used 
determined threat . herein , the term ‘ NAS ' is defined as a file level computer 

In such embodiment , the one or ore rules may be gener- data storage server which is connected to a computer net 
ated in real - time by monitoring the analysed data and 50 work for providing data access to the user . Further , the NAS 
generating security reports based upon the monitored data . may provide data access to heterogeneous group of users . 
In some embodiment , the one or more rules may be gener- In a specific embodiment , the system ( 100 ) further 
ated for routers and firewalls which may be a primary source includes a representation module ( 170 ) operatively coupled 
of access to the one or more internal sources ( 125 ) and the to the analysis module ( 130 ) . The representation module 
one or more external sources ( 125 ) . In such embodiment , the 55 ( 170 ) is configured to present the threat in one or more 
one or more rules may be generated by the rule generation forms . In such embodiment , the one or more forms may 
module ( 140 ) to deny the access of acquiring the data from include a report , a dashboard , a structured threat information 
the one or more internal sources ( 125 ) and the one or more expression and an application programming interface . In one 
external sources ( 125 ) . In one embodiment , the one or more embodiment , the one or more forms may include at least one 
rules generated may evaluate every packet of the data 60 of a report , a dashboard , a structured threat information 
acquired by the acquisition module for prevention of threat expression ( STIX ) and an application programming inter 
including but not limited to viruses , worms , reconnaissance face ( API ) . As used herein , the term ‘ API’is defined as a set 
activity , backdoor usage , and buffer overflows . In some of function , a definition , a protocol and a tool for building 
embodiment , the one or more rules generated may examine software . As used herein , the term “ protocol’is defined as the 
the incoming packets and may drop a detected malicious 65 valid sequence of messages which flows between the APIs 
packet . In such embodiment , the one or more rules may be of multiple parties to accomplish some higher - level task . As 
updated when new attack signatures may be identified . used herein , the term ' STIX ’ is defined as a technique which 
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is used for describing threat information . Such threat infor- financial organisation from further threat is done by imple 
mation may be stored , analysed and shared in a pre - defined menting the one or more rules using an implementation 
method . module ( 250 ) . 
FIG . 2 is a schematic representation of an exemplary The one or more rules are implemented on at least one 

system ( 200 ) for prevention of threat of FIG . 1 in accordance 5 node associated with the one or more internal sources 
with an embodiment of the present disclosure . The system through which the financial organization was being hacked . 
( 200 ) represented in FIG . 2 is substantially similar to the Here , one or more actions by implementing the one or more 
system ( 100 ) of FIG . 1. The system ( 200 ) includes a rules , are taken to cease or disrupt the attack which occurs 
processing subsystem ( 210 ) operatively coupled to the in the financial organisation . Such actions may be taken by 
memory ( 270 ) . The processing subsystem ( 210 ) also 10 alerting the system administrator for prevention by sending notifications . Such notification may be generated in form of includes a data extraction module ( 220 ) , an analysis module real - time alarms for investigation and handling the threat in ( 230 ) , a rule generation module ( 240 ) an implementation the financial organisation . The threats after detected are module ( 250 ) and a representation module ( 260 ) . The sys further represented by a representation module ( 260 ) in one tem ( 200 ) is utilized for prevention of threat . 15 or more forms ( 270 ) such as at least one of a report , a For example , data related to a threat is an illegal content dashboard or an application programming interface ( API ) to 
and may not be available easily by searching using tradi- alert the one or more employees ( 280 ) of the financial 
tional search engines . The illegal content of data is generated organisation . Also , the one or more rules generated and the 
due to cybercrimes or attack by the hackers ( 205 ) . Such method of implementation of such rules to prevent threat in 
illegal content of the data may be obtained from one or more 20 the financial organisation are on a remote storage . Here , the 
sources by using data extraction methods . For example , the remote storage may include a remote server on a cloud 
one or more sources may include an internal source or an based platform . Also , the memory may correspond to a 
external source . Here , the internal source used is a firewall ( network attached storage ) NAS . 
( 224 ) . Similarly , the external source here represents a deep FIG . 3 is a flow chart representing the steps involved in 
web ( 228 ) . The illegal content of the data from such firewall 25 a method ( 300 ) for prevention of threat in accordance with 
( 224 ) and the deep web ( 228 ) is extracted by using one or the embodiment of the present disclosure . The method ( 300 ) 
more extraction methods by a data extraction module ( 220 ) . includes extracting data from one or more internal sources 
The extracted data is then analysed which helps in detection and one or more external sources in step 310. Extracting the 
of threat . data from the one or more internal sources includes extract 

For example , in order to identify the type of threat in a 30 ing the data from the at least one of a firewall , a router and 
financial organisation , analysis of the threat to take preven a security solution associated with the one or more internal 
tive measures is essential . The analysis of the threat is sources . Extracting the data from the one or more external 

sources includes extracting the data from at least one of a performed by the analysis module ( 230 ) using at least one deep web , a dark web and a surface web associated with the threat analysis method upon acquiring the data from the 35 one or more external sources . 
deep web and through the firewall . The threat analysis is In one embodiment , extracting the data from the one or done by using a co - relation analysis method , a behavioural more internal sources and the one or more external sources 
analysis method and a co - relation analysis method . For may include extracting the data from a data extraction 
example , the analysis module ( 230 ) implies a co - relation module . In one exemplary embodiment , extracting the data 
analysis method on the acquired data where , after obtaining 40 from the one or more internal sources may include extract 
the extracted data , bi - variate analysis for measuring the ing the data from associated with at least one of an audit 
strength of association between two variables and direction report , a vulnerability assessment report and the like . 
of the relationship is done . Similarly , behavioural analysis The method ( 300 ) also includes analysing extracted data 
method is also used for analysis of the data acquired by the by using at least one threat analysis method for detection of 
deep web and the firewall . Also , contextual analysis of the 45 the threat in step 320. In one embodiment , analysing the 
acquired data is done in order to understand the context of acquired data by using the at least one threat analysis method 
the data extracted . may include analysing the data by using at least one of a 
Upon understanding the context of the acquired data using co - relation analysis technique , a behavioural analysis tech 

qualitative comparative analysis technique , threat associated nique and a contextual analysis technique . In one exemplary 
with the extracted data is detected . The analysis of the 50 embodiment , analysing the data may include analysing the 
extracted data is performed in order to identify the type of data by an analysis module which may be operatively 
threat , reason for the threat and indications of the threat so coupled to the data extraction module . In one exemplary 
that early prevention of the threat may be done . Here , after embodiment , analysing the data may include combining the 
detailed analysis is done , one or more rules are generated by data acquired by the one or more internal sources and the 
the rule generation module ( 240 ) to enable prevention of the 55 one or more external sources . Consequently , analysing the 
threat detected . combined data . 

Furthermore , the one or more rules are generated in order The method ( 300 ) also includes generating one or more 
to ensure security . For example , the one or more rules such rules to enable prevention of the threat detected in step 330 . 
may include real - time monitoring of the problem such as In one embodiment , generating the one or more rules to 
evaluating every incoming packets and dismissing or drop- 60 enable prevention of the threat may include generating the 
ping a detected malicious packet . The one or more rules one or more rules for ensuring security . In one exemplary 
generated evaluate the incoming packets by detecting virus , embodiment , generating the one or more rules may include 
worms or any reconnaissance activity . The one or more rules generating the one or more rules by a rule generation module 
generated here examine the routers and firewalls for the which may be operatively coupled to the analysis module . In 
incoming packets . After , the one or more rules are generated , 65 such embodiment , the method may further include denying 
implementation of such rules for prevention of threat is an access to acquire the data from the one or more internal 
essential . The implementation of such rules to protect the sources and the one or more external sources based on one 
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or more generated rules . In such another embodiment , the herein may be changed and are not limited to the manner 
method may further include monitoring the analysed data described herein . Moreover , the actions of any flow diagram 
and generating security reports based upon the monitored need not be implemented in the order shown ; nor do all of 
data . the acts need to be necessarily performed . Also , those acts 

The method ( 300 ) also includes implementing the one or 5 that are not dependent on other acts may be performed in 
more generated rules on at least one node associated with the parallel with the other acts . The scope of embodiments is by 
one or more internal sources for preventing the threat in step no means limited by these specific examples 
340. In one embodiment , implementing the one or more I claim : 
generated rules on at least one node may include mapping 1. A system for prevention of threat comprising : 
the detected threat after monitoring , with a specific real - time 10 a memory configured to store one or more generated rules 
problem . consequently generating a notification on the at associated with a threat ; 
least one node associated with the one or more internal a processing subsystem operatively coupled to the 

memory , wherein the processing subsystem comprises : 
The method ( 300 ) also includes storing the one or more a data extraction module configured to extract data from 

generated rules associated to the threat in step 350. In one 15 one or more internal sources and one or more external 
embodiment , storing the one or more generated rules asso- sources through one or more web crawlers using one or 
ciated with the threat may include storing the one or more more parameters , wherein the one or more parameters 
rules on a remote storage . In one exemplary embodiment , comprises at least one of a keyword , content of search 
storing the one or more rules may include storing the one or and a search string ; wherein the one or more external 
more rules on a network attached storage ( NAS ) , In such 20 sources comprises at least one of a deep web , a dark 
embodiment , the method may further include providing data web and a surface web ; 
access to heterogeneous group of users . an analysis module operatively coupled to the data extrac 

In a specific embodiment , the method further includes tion module , wherein the analysis module is configured 
presenting the data associated with the threat in one or more 
forms , wherein the one or more forms comprises at least one 25 analyse one or more elements from extracted data by 
of a report , a dashboard , a structured threat information using at least one of a co - relation analysis technique , a 
expression and an application programming interface . In one behavioural analysis technique and a contextual analy 
specific embodiment , presenting the analysed data may sis technique ; and 
include presenting the analysed data by a representation determine a type of threat , one or more existing threats 
module which may be operatively coupled to the analysis 30 and one or more upcoming threats based on one or 
module , in another embodiment , the method may include more analysed elements , wherein the type of threat , the 
generating an alert notification upon detecting the threat one or more existing threats and the one or more 
based on one or more elements , wherein the one or more upcoming threats are obtained from at least one of a 
elements may include at least one of a context of the data , specific environment , a specific geographical area or a 
depth of the context of the data , relationship between the 35 specific sector of an organization ; 
context and the one or more parameters , interaction or a rule generation module operatively coupled to the 
communication within the one or more internal sources and analysis module , wherein the rule generation module is 
the one or more external sources based on the context of the configured to : 
data . generate one or more rules in real time by monitoring the 

Various embodiments of the present disclosure enable the 40 type of the threat , the one or more existing threats and 
system to generate the one or more rules and implements the the one or more upcoming threats determined by the 
generated one or more rules on the one or more nodes analysis module ; and 
automatically upon detecting the threat from the data evaluate every packet of the extracted data based on one 
acquired by the one or more internal sources and the one or or more generated rules ; and 
more external sources . Such implementation of the one or 45 an implementation module operatively coupled to the rule 
more rules enable the system to prevent the threat in generation module , wherein the implementation mod 
real - time without intervention of the user . Thereby , increas- ule is configured to : 
ing efficiency of the system and also decreases the delay implement the one or more generated rules on at least one 
factor . node corresponding to at least one computer device 

Moreover , as the present disclosed system extracts data 50 indulged in malicious activities upon evaluation of 
from both the one or more internal sources and the one or every packet of the extracted data ; and 
more external sources which may also increase the level of generate a notification in real - time to alert a system 
analysis and further improves accuracy of prediction for administrator to take one or more actions for prevention 
prevention of threat . of threat upon implementing the one or more generated 

While specific language has been used to describe the 55 rules . 
invention , any limitations arising on account of the same are 2. The system as claimed in claim 1 , wherein the pro 
not intended . As would be apparent to a person skilled in the cessing subsystem operatively coupled to the memory is 
art , various working modifications may be made to the stored on a remote storage . 
method in order to implement the inventive concept as 3. The system as claimed in claim 1 , further comprising 
taught herein . 60 a representation module operatively coupled to the analysis 

The figures and the foregoing description give examples module , and configured to present the threat in one or more 
of embodiments . Those skilled in the art will appreciate that forms , wherein the one or more forms comprises at least one 
one or more of the described elements may well be com- of a report , a dashboard , a structured threat information 
bined into a single functional element . Alternatively , certain expression and an application programming interface . 
elements may be split into multiple functional elements . 65 4. The system as claimed in claim 1 , wherein the one or 
Elements from one embodiment may be added to another more internal sources comprises at least one of a firewall , a 
embodiment . For example , order of processes described router and a security solution . 
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5. The system as claimed in claim 1 , wherein the one or obtained from at least one of a specific environment , a 
more elements comprises at least one of a context of the specific geographical area or a specific sector of an 
data , depth of the context of the data , relationship between organization ; 
the context and the one or more parameters , interaction or generating , by a rule generation module , one or more 
communication within the one or more internal sources and 5 rules in real time by monitoring the type of the threat , 
the one or more external sources . the one or more existing threats and the one or more 

6. The system as claimed in claim 1 , wherein the one or upcoming threats determined by the analysis module ; 
more actions comprises deny access of acquiring the data evaluating , by the rule generation module , every packet of 

the extracted data based on one or more generated from the one or more internal sources and the one or more rules ; external sources , drop a detected malicious packet or cease 
or disrupt an attack . implementing , by an implementation module , the one or 

7. A method for preventing a threat comprising : more generated rules on at least one node correspond 
extracting , by a data extraction module , data from one or ing to at least one computer device indulged in mali 
more internal sources and one or more external sources cious activities upon evaluation of every packet of the 
through one or more web crawlers using one or more extracted data ; and 
parameters , wherein the one or more parameters com generating , by the implementation module , a notification 
prises at least one of a keyword , content of search and in real - time to alert a system administrator to take one 
a search string , or more actions for prevention of threat upon imple 

wherein the one or more external sources comprises at menting the one or more generated rules . 
least one of a deep web , a dark web and a surface web ; 8. The method as claimed in claim 7 , wherein storing the 

analysing , by an analysis module , one or more elements one or more generated rules associated to the threat com 
from extracted data by using at least one of a co prises storing the one or more generated rules associated to 
relation analysis technique , a behavioural analysis tech the threat on a remote storage . 

9. The method as claimed in claim 7 , further comprising nique and a contextual analysis technique ; determining , by the analysis module , a type of the threat , 25 presenting the data associated with the threat in one or more 
one or more existing threats and one or more upcoming forms , wherein the one or more forms comprises at least one 
threats based on one or more analysed elements , of a report , a dashboard , a structured threat information 
wherein the type of threat , the one or more existing expression and an application programming interface . 
threats and the one or more upcoming threats are 
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