Office de la Proprieté Canadian CA 2471835 C 2011/08/09

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 471 835
gln gfgamsg'e ; 'f*fc‘j age”‘éy of ; 12 BREVET CANADIEN
'Industrie Canada ndustry Canada
CANADIAN PATENT
13) C
(86) Date de depot PCT/PCT Filing Date: 2002/12/13 (51) CLInt./Int.Cl. GO6F 27/00(2006.01),
(87) Date publication PCT/PCT Publication Date: 2003/07/24 GO6F 9/445(2000.01)
- . (72) Inventeurs/Inventors:
(45) Date de délivrance/lssue Date: 2011/08/09 HICKEY. RYAN J. CA:
(85) Entree phase nationale/National Entry: 2004/06/25 MADTER, RICHARD C., CA:
(86) N° demande PCT/PCT Application No.: CA 2002/001947 PATTENDEN, CHRISTOPHER, CA

(87) N° publication PCT/PCT Pubilication No.: 2003/060670 (73) Proprietaire/Owner:

o RESEARCH IN MOTION LIMITED, CA
(30) Priorité/Priority: 2001/12/26 (US60/342,082)
(74) Agent: DIMOCK STRATTON LLP

(54) Titre : PROCEDE ET DISPOSITIF DE SECURISATION INTEGREE
54) Title: SECURE BOOTING OF CHIP DEVICES

8

10~ Reset Reset
Switch Circuit
4

12 6 Internal

SRAM
\ 13
External Memory 16
Interface

14 | BootROM

ye
Reading

Code

15 External Memory| 44
External Chip (FLASH)
SRAM

(57) Abrégée/Abstract:
A boot method an apparatus are described which reduce the likelihood of a security breach in a mobile device, preferably in a
situation where a reset has been initiated. A predetermined security value, or password, Is stored, for example in BootROM. A value
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(57) Abrege(suite)/Abstract(continued):

of a security location within FLASH memory Is read and the two values are compared. Polling of the serial port Is selectively
performed, depending on the result of such comparison. In a presently preferred embodiment, If the value in the security location
matches the predetermined security value, then polling of the serial port is not performed. This reduces potential security breaches
caused In conventional arrangements where code may be downloaded from the serial port and executed, which allows anyone to
access and upload programs and data in the FLASH memory, including confidential and proprietary information.
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(57) Abstract: A boot method an apparatus are described which reduce the likelihood of a security breach in a mobile device,
& preferably in a situation where a reset has been initiated. A predetermined security value, or password, is stored, for example in
BootROM. A value of a security location within FLASH memory is read and the two values are compared. Polling of the serial
port is selectively performed, depending on the result of such comparison. In a presently preferred embodiment, if the value in the
security location matches the predetermined security value, then polling of the serial port is not performed. This reduces potential
security breaches caused in conventional arrangements where code may be downloaded from the serial port and executed, which
allows anyone to access and upload programs and data in the FLASH memory, including confidential and proprietary information.
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SECURE BOOTING OF CHIP DEVICES

[0001}] This application claims the same benefit of priority as United States Patent

No. 7,386,713, published on February 10, 2005 and claiming a priority date of
December 26, 2001.

FIELD OF THE INVENTION

[0002] The present invention relates to the field of application-specific integrated
circuits (ASICs) and on-chip BootROM (Boot Read-Only Memory). In particular, the
present invention relates to the field of incorporating security features into on-chip

BootROM, pretferably for use in a mobile device.
BACKGROUND OF THE INVENTION

[0003] Many mobile devices, such as cellular telephones, personal digital assistants
(PDAs), and other handheld computing and communicating devices, currently
perform numerous and complex functions. Such a mobile device may occasionally
require resetting of at least a portion of the software used thereon to a known prior
state 1n order to avoid current or potential problems. Typically, a mobile device
comprises a reset switch, or other equivalent means known in the art, which a user can

actuate 1n order to initiate a reset process.

[0004] It has been observed that some existing ASIC processors for mobile devices
may be breached through their serial port line after a reset process has been initiated.
An external reset switch typically controls a reset circuit in the mobile device. When
the reset switch is actuated, the reset circuit closes, sending a signal, or reset
command, to the ASIC to reset. When the reset switch is released and the reset circuit
opens, 1nstructions stored in internal BootROM are executed and the BootROM

instructs the ASIC to poll a serial port, which can be connected to a personal

computer, for activity.

[0005] If there is serial port activity, this usually indicates that there is new code to be
downloaded. This new code may be stored in memory on a personal computer, or may
be transmitted via the personal computer from another source and may comprise, for

example, a new version of code to be executed in the mobile
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device.  Typically, program code in the BootROM will jump to a routine for
downloading the new code via the serial port into internal SRAM. Once downloading

1s complete, the program code in BootROM will jump to the beginning of the

downloaded new code and begin to execute the downloaded new code. This

downloaded new code typically has complete access to other components in the
mobile device, such as FLASH memory, in terms of instructions and commands that
are permitted. This constitutes a potential security risk, since it can allow anyohe to
provide new code at the serial port that, once executed, can access and upload
programs and data stored in the mobile device’s FLASH memory, including
confidential and proprietary information. Such access would constitute a security
breach.

[0006] It 1s therefore desirable to provide a security feature in order to reduce

the likelithood of occurrence of such a breach.

SUMMARY OF THE INVENTION

[0007] [t 1s an object of the present invention to obviate or mitigate at least
one disadvantage of previous memory and processor arrangements, particularly those
provided for use with handheld or mobile devices.

[0008] A boot method used by an ASIC and memory in a mobile device is
described, as well as an apparatus for use in such mobile device. A security feature is
provided according to an embodiment of the invention that reduces the likelihood of a
security breach, preferably in a situation where a reset of the mobile device has been
initiated. The security feature comprises selective polling of the serial port based on
the result of a comparison between a value stored on an ASIC, such as in BootROM,
and a value stored in FLASH memory.

[0009] A predetermined security value, or password, is stored in a circuit in
the mobile device, for example 1n BootROM. Program code in the BootROM 1s
preferably modified so that a security location within the mobile device’s FLASH
memory is read prior to polling the serial port for activity. If the value in the security
location matches the predetermined security value, then polling of the serial port is .

not performed. This reduces potential security breaches caused in conventional

PCT/CA02/01947
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arrangements where code may be downloaded from the serial port and executed,
which allows anyone to access and upload programs and data in the FLASH memory,
including confidential and proprietary information.

[0010] In one aspect of the invention, a predefined memory location, e.g. a
security location, in the FLASH memory contains a password, or similar security
value. Immediately after a device reset, boot code programmed into the ASIC reads
from the sec'urity location in the FLASH memory before polling the serial port for
activity. If the value read matches the expected password, the boot code jumps
directly to the start of FLASH memory and prohibits downloading of a program into
system memory via the serial port.

[0011] According to an aspect of the invention, there is provided a boot
method for use in a mobile device having FLASH memory storing boot instructions
and having a serial port, comprising the steps of: reading contents of a security
location 1n the FLASH memory; comparing the contents of the security location to a
predetermined security value; and selectively polling the serial port for activity based
on the result of the comparison.

[0012] In a presently preferred embodiment, the polling is performed if the
contents of the security location do not match the.predetermined security value. The
method can further include the step of jumping to a boot location in FLASH memory
to execute instructions stored therein. In such a case, the method can further include
the step of downloading code into internal SRAM located in the mobile device in
response to a detection of serial port activity, as well as the steps of executing an
istruction in the downloaded code, and jumping to a boot location in FLASH
memory to execute boot instructions stored therein.

[0013] In a boot method according to an embodiment'of the invention, the
predetermined security value can be stored in a BootROM located in the mobile
device. Also, 1n the boot method, the step of reading is preferably performed in
response to a reset command.

[0014] According to another aspect of the invention, there i1s provided an
apparatus for use in a mobile device having a serial port, comprising: a first memory

means having a predetermined security value stored therein; a second memory means

_3 -
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having a security location; and a processor in communication with the first and
second memory means for comparing the cbntents of the security location to said
predetermined security value, and for selectively polling the serial port for activity
based on the result of the comparison.

[0015] | In a presently preterred embodiment, the first memory means is a Boot
Read Only Memory (BootROM), and the second memory means is a FLASH
memory. The apparatus can further include a reset means in communication with the
processor for 1nitiating a reset process. Preferably, the processor compares contents
of the security location and the predetermined security value in response to initiation
of a reset process.

[0016] In terms of specitic implementations of the apparatus, the first memory
means can be located on an ASIC, as can be the processor. The processor can include
a microcontrol unit connected to the serial port, and can also include a digital signal
processor connected to the second memory means.

[0017] - Other aspects and features of the present invention will become
apparent to those ordinarily skilled in the art upon review of the following description
of specific embodiments of the invention in conjunction with the accompanying

figures.

BRIEF DESCRIPTION OF THE DRAWINGS
[0018]) Embodiments of the present invention will now be described, by way
of example only, with reference to the attached figures, wherein:

Fig. 1 1s a block diagram of a typical ASIC and associated external
components operating therewith;

Fig. 2 1s a block diagram of an ASIC and associated external éomponents
operating therewith according to an embodiment of the present invention,
incorporating a security feature;

Fig. 3 1s a flow diagram of a boot method used by a typical ASIC;

Fig. 4 1s a flow diagram of a boot method used by an ASIC according to an

embodiment of the present invention, having a security feature.

PCT/CA02/01947
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DETAILED DESCRIPTION
[0019] Generally, the present invention provides a method and apparatus for
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use 1in a mobile device. A security feature is provided that reduces the likelihood of a
security breach, preferably in a situation where a reset of the mobile device has been
initiated. A predetermined security value, or password, is stored, for example in
BootROM. Program code in the BootROM is preferably modified so that a security
location within FLASH memory is read prior to polling the serial port for activity.
Polling of the serial port is then selectively performed, depending on the result of a
comparison between the stored password and the contents of the security location, or
key. In a presently preferred embodiment, if the value in the security location
matches the predetermined security value, then polling of the serial port is not
performed.

[0020] Fig. 1 1s a block diagram of a typical ASIC and associated external
components operating therewith. ASIC 2 comprises a digital signal processor (DSP) 4
and a'microcontrol unit (MCU) 6. It is well known in the art that the DSP 4 and the
MCU 6 are essentially two processors existing in the same integrated circuit and
sharing a plurality of resources.

[0021] A reset circuit 8 communicates to the MCU 6 and the DSP 4. An
;external reset switch 10 controls the reset circuit 8. When the reset switch 10 is
actuated, the reset circuit 8 closes, sending a signal, or reset command, to the MCU 6
and the DSP 4 to reset. When the reset switch 10 1s released and the reset circuit 8
opens, the MCU 6 executes 1nstructions stored in internal BootROM 14. The reset
circuit 8 and the reset switch 10 may be referred to together as comprising a reset
means.

[0022] The MCU 6 also communicates with a serial port 12. The serial port
12 can be connected to a personal computer (PC) 11, enabling the PC to communicate
with the ASIC 2. Although the invention is described herein as communicating with a
PC, the invention 1s not limited to such an arrangement; any arrangement whereby the
required information can be delivered to the processor, 1.e. MCU, via the serial port

can be used. When the MCU 6 executes instructions stored in the internal BootROM
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14 1n response to a reset command, the BootROM 14 instructs the MCU 6 to poll the
serial po'rt 12 for activity. ' .

[0023] The BootROM 14 i1s also located on the ASIC 2. The BootROM 14
interfaces unidirectionally with the MCU 6. The DSP 4 and MCU 6 both interface
with an external memory interface 16 in order to access an external SRAM 17 and
FLASH memory 18. The DSP 4 and MCU 6 also both directly access an internal
SRAM 13, or other internal system memory.

[0024] Fig. 2 shows the same ASIC and associated external components as in
Fig. 1, but incorporating a security feature according to an embodiment of the present
invention.

[0025] A security feature 1s provided according to an embodiment of the
invention that reduces the likelithood of a security breach, preferably in a situation
where a reset of the mobile device has been initiated. A predetermined security value,
or password, 1s stored, for example in the BootROM 14. Program code in the
BootROM 1is preferably modified so that a security location within the mobile
device’s FLASH memory 1s read prior to polling the serial port for activity.

[0026] Polling of the serial port is then selectively performed, depending on
the result of a comparison between the predetermined security value, or stored
password, and the contents of the security location. In a presently preferred
embodiment, 1f the value 1n the security location matches the predetermined security
value, then polling of the serial port is not performed, thereby avoiding the potential
security risks associated with such polling.

[0027] In an exemplary embodiment, additional code (key reading code) 15 is
preferably added to program code stored in the BootROM 14, which is executed
therefrom, preferably immediately after a reset. The additional code 15 is used to
preferably read a value from a security location 19, or key-location, in the FLASH
memory 18. The key location 19 1s an example of a security location in the FLASH
memory 18 in which an expected password can be stored. The term “key” can be
used to represent the value stored in the security location, which will be compared to
the predetermined security value stored in the BootROM. The security feature can be

considered to be a selective polling of the serial port, depending on the result of a

-6 -
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comparison of the key 19 and the expected password. Polling of the serial port is
preferably not performed when the FLASH memory 18 has been programmed with
the key 19 having a value that matches the predetermined security value, or password,
stored in the BootROM 14, and a comparison is made to verify that match.

[0028] Fig. 3 1s a flow diagram. depicting a boot method used by a typical
ASIC 2 when a reset 1s 1nitiated. After initiation of a reset in step 20, program code
stored in BootROM 14 initiates polling of the serial port 12 for activity in step 22. If
the serial port i1s connected to a PC 11, then the PC 11 can communicate with the
ASIC 2. A determination 1s made in step 24 as to whether there is any activity on the
serial port 12. If there 1s serial port activity, the program code in BootROM 14 will
jump to a routine for downloading code and download such program code, as
1llustrated 1n step 26, into internal SRAM 13 via the serial port. Once downloading is
complete, the program code in BootROM 14 will jump to the beginning of the
downloaded code and begin to execute the downloaded code. A potential security
risk 1n such a configuration is that a downloaded program could upload, or extract,
contents of the FLASH memory 18 including confidential and/or proprietary
information.

[0029] If, in step 24, it is found that there is no serial port activity, the
program code in BootROM 14 waits for a timeout period to elapse, as illustrated in
step 28. A current timeout value 1s determined, for example, by decrementing a count
value 1n a register inside the MCU 6. When the timeout period elapses, the program
code in BootROM 14 jumps directly to a boot location in the FLASH memory 18 in
step 30 to execute program code starting at the boot location. If the timeout period
hés not elapsed, then the method returns to step 22 and waits for serial port activity or
for the timeout period to elapse. A suitable timeout period can be, for example, 40
msec.

[0030] Fig. 4 shows a flow diagram depicting a boot method according to an
embodiment of the present invention providing a security feature as an enhancement
over the method in Fig. 3. An ASIC 2 preferably employs this method when a reset is
initiated. The BootROM code 14 is preferably modified so that a predefined location,

PCT/CA02/01947
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or security location, in FLASH memory 18 is read prior to polling the serial port 12
for activity.

[0031) Referring to Fig. 4, after a reset is 1nitiated in step 32, the BootROM
code 14 preferably reads the contents of the security location in FLLASH memory, or
the key, 19, in step 34. A determination is then made 1n step 36 as to whether the key,
or the contents of the security location in FLASH memory, matches the password, or
predetermined security value, stored in the BootROM. If it 1s determined that such a
match exists, then in step 38, the BootROM code is preferably programmed to jump
to the FLASH 18 for execution of instructions in a boot location thereof. Jumping to
the boot location in FLASH memory 18 prevents the downloading of a program via
the serial port 12 into internal SRAM 13.

[0032] If 1t 1s determined 1n step 36 that the key value does not match the
stored password, then the BootROM code 14 polls the serial port 12 for activity in
step 40. In step 42, it 1s determined whether there is any activity on the serial port 12.
If in step 42, it 1s determined that there 1s activity on the serial port 12, then the
method proceeds to step 44. Such a positive detérmination can be made, for example,
when a PC is connected to the serial port. In step 44, the BootROM code 14 jumps to
a routine for downloading code into the internal SRAM 13 via the serial port 12.
Once this download occurs, the BootROM code 14 jumps to the beginning of the
downloaded code.

[0033] If, in step 42, it is found that there is no serial port activity, the
program code in BootROM 14 waits for a timeout period to elapse, as illustrated in
step 46. A current timeout value 1s determined, for example, by decrementing a count
value 1n a register inside the MCU 6. When the timeout period elapses, the program
code in BootROM 14 jumps directly to a boot location in the FLASH memory 18 in
step 38 and the program code execution continues. If the timeout has not elapsed,
then the method returns to step 40 and waits for serial port activity or for the timeout
period to elapse.

[0034] Although the option of polling the serial port for activity still exists in
the flowchart in Fig. 4, this path will be followed only in the absence of a security

value that matches the stored password. Programming of a predetermined security

-8 -
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value and a matching value in a security location in FLASH memory is preferably
performed during de#elopment or production of the mobile device, prior to its
commercial sale. It is possible that a malicious individual could try to modify the
code following its commercial sale so that the key is not recognised as matching the

5  password, in which case polling of the serial port would occur. However, such a
security breach would be difficult to attempt outside of the development phase, once
the key reading code 15 has been added to the BootROM code 14. Furthermore,
attempting a breach to take advantage of this potential security risk would involve
invasive measures not generally known to a layperson.

10  [0035] Although expressions such as security location and memory location
are used herein in the singular, this is simply for convenience and one skilled in the
art will appreciate that any number of memory locations may be used in order to store
a predetermined security value or values. The number of memory locations required
can depend on the complexity of the security value and its length, which may affect

15 the selection of the predetermined security value. In terms of physical
implementation, such memory locations may be either contiguous or non-contiguous
locations linked to one another in some J;lanner known to those skilled 1n the art, so as
to represent, together, a security location, for example.

[0036] In an alternative embodiment, selective polling of the serial port is

20  performed in the case where the value in the security location does match the
predetermined security value. Any other suitable comparison scheme or equivalent
security feature may be alternatively used in order to regulate the selective polling of
the serial port in a mobile device.

[0037] The above-described embodiments of the' present’ invention are

25 ntended to be examples only. Alterations, modifications and variations may be
effected to the particular embodiments by those of skill in the art without departing
from the scope of the invention, which is defined solely by the claims appended

hereto.
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WHAT IS CLAIMED IS:

1. A boot method for use in a mobile device having FLASH memory storing boot
instructions and a key value stored in a security location, an internal read-only memory
storing boot program code and a predetermined security value, and a serial port,

execution of the boot program code stored in the read-only memory causing the mobile

device to perform the steps of:
reading the key value from the security location in the FLASH memory;

comparing the kev value to a predetermined security value stored in the internal

read-only memory; and

depending on the result of the comparison of the key value to the predetermined
security value, either polling the serial port for activity or jumping to the FLASH memory

for execution of boot instructions stored therein.

2. The boot method according to claim 1 wherein the polling is performed if the key

value does not match the predetermined sezurity value.

3. The boot method according to either claim 1 or 2 further comprising the step of
downloading code into internal SRAM located in the mobile device in response to a

detection of serial port activity.

1, The boot method according to claim 3 further comprising the step of executing an

instruction in the downloaded code.

5. The boot method according to any one of claims 1 to 4, wherein the

predetermined security value 1s stored inn a BootROM located in the mobile device.

6. The boot method according to any one of claims 1 to 5, wherein the step of

reading is performed in response te a reset command.

7. A processor configured to communtcate with internal read-only and FLASH

memory of an apparatus for use in a mobile device having a serial port, the processor

bemng configured to execute boot program code stored in a read-only memory for reading

- 10 -
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a key value from a security iocation in the FI.LASH memory and for comparing said key
value to a predetermined security value stored in the internal read-only memory, wherein
sald predetermined security value and said key value are each independent of other
content stored 1n the FLASH memory, and, depending on the result of the comparison of
the key value to the predetermined security value, either polling thé serial port for activity

or jumping to the FLASH memory for execution of boot instructions stored therein.
8. An apparatus for use in a mobile device having a serial port, comprising:

an imternal read-only memorv storing boot program code and a predetermined

security value;

a FILASH memory storing boot insiructions and having a security location storing

a key value; and

the processor as clatmed in claim 7.

9. The apparatus according to claim 8 wherein the internal read-only memory

comprises a Boot Read Only Memory (BootROM).

10.  The apparatus according to either claim 8 or 9 further comprising a reset means in

communication with the processor for initiating a reset process.

11. The apparatus according to any one of claims 8 to 10 wherein the processor is
contigured to compare the key value and said predetermined security value in response to

1mitiation of a reset process.

12.  The apparatus according to any one of claims 8 to 11, wherein the internal read-

only memery s located on aa ASIC.

13. The apparatus according to any one¢ of claims 8 to 12, wherein the processor 1s

located on an ASIC.

14. The apparatus according to any one of claims 8 to 12, wherein the processor

comprises a microcontrol unit connected to the serial port.

11 -
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15.  The apparatus according to any one of claims 8 to 12, wherein the processor

comprises a digital signal processor connected to the FLASH memory.

16. A mobile device comprising an apparatus according to any one of claims 8 to 15.

17. A computing program product comprising a machine readable medium having
computer readable code stored therein for execution by the processor of the apparatus of

any one of claims 8 to 16 to cause the apparatus to implement the method of any one of

claims 1 fo 6.

18. A method for bootup of a computing device, the computing device comprising a
serial port and internal memory comprising FLASH memory and a BootROM memory

comprising BootROM code, the method comprising the steps of:

executing instructions stored in the BootROM code to read a key value from a
security 1ncation in the FL ASH memorv, the key value being independent of other

content stored in the FLASH memory;

executing instructions stored in the BocotROM code to compare the key value to a
predetermined security value stored in the BootROM memory, the predetermined security

value being independent of the other content stored in the FLASH memory;

on condition that the comarison shows a match between the key value and the
predetermined security value, executing instructions stored in the BootROM code to

transter execution to mstructions stored in a boot location in the FLASH memory; and

on condition that the comnarison shows a mismatch between the key value and the

predetermined security value,
polling the serial port for activity,

downloading new code into internal memory through the serial port in

response to a detection of se¢rial port activity, and

transferring execution to instructions in the new code.

212 -
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19. A computing program product comprising a machine readable medium having
computer readable code stored therein for execution by a processor of a computing device

to cause the computing device to carry out the steps of claim 18.

20.  An apparatus for use in a mobile device having a serial port and an internal
memory comprising FLASH memory and a BootROM memory comprising BootROM
code, the apparatus further comprising a processor, the BootROM code comprising

instructions executable on the processor to:

read a key value from a security location in the FLASH memory, the key value

being independent of other content stored in the FLASH memory;

compare the key value to 2 predetermined security value stored in the BootROM
memory, the predetermined secur'ty value be'ng independent of the other content stored

in the FLASH memory;

ort condition that the comperison indicates a match between the key value
and the predetermined security value, transfer processor execution to instructions stored

1n a boot tocation in the FILASH memory; and

on condition thet the comperison shows a mismatch between the key value

and the predetermined security value,
poll the serial port for activity,

download new code nto internal memoi'y through the senal port in

response to a detection of serial port activity, and
transter processor execution to instructions in the new code.

21, A method implemenied ir & computing device, the computing device comprising a
serial port and an internal memorv comprising FLASH memory and an internal read-only

memory, the internal read-only mzmory storing boot program code, the method

comprising:
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reading a key value stored at a security location in the FLASH memory, the key

value being independent of other content stored in the FLASH memory;

comparing the key value 10 a predetermined security value stored in a plurality of
locations in the internal read-only memory, the predetermined security value being

independent of other content stored in the FLASH memory;

if the key value and the predetermined security value match, executing

instructrons stored 1n a beot location in the FILASH memory;
if the key value and the predetermined security value do not match,
polling the serial port for activity, and

downloading code into internal memory through the serial port in response

to a detection of serial port activity.

22.  The methed of claim 21, turther comprising executing instructions comprised in

the downloaded code.

23.  The method of either claim 21 or 22, wherein the plurality of locations are non-

conttguous.

24.  The method of any one of claims 21 to 23, further comprising, prior to reading the

key value:
writing the key value to the security location in the FLASH memory; and

writing the predetermiined security value to the plurality of locations in the internal

read-only memory.

25. The method of anv one of claims 1 t0 6, 18 and 21 to 24, wherein polling the
serial port for activity comprises waiting for the first of: an elapse of a timeout period or

the detection of serial port activity.

26.  The method of any one of claims 21 to 25, further comprising connecting the

serial port of the computing device to a personal computer.

- 14 -
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27. The method of anv one of claims 21 to 26, wherein reading a key value 1s carried

out unmediately after the computing device is reset.

28. A method for delivering program code to a first computing device by a second
computing device, the first computing device comprising a serial port, an internal read-

only memory, and a FLASH memory, the method comprising:

connecting a second computing device to the first computing device via the serial

port; and

at the first computing device, polling the serial port it a key value stored at a
security location in the FLLASH memorv does not match a predetermined security value
stored 'n the internal read-only memory, and downloading the program code through the

serial port in response to a detection of serial port activity,

wherein each of the key value and the predetermined security value is independent

of other content stored in the FLASH memory.

29, The method of claim 28, further comprising comparing the key value to the

predetermined security value nricr o poll ng the serial port.

30.  The method of either claim 28 or 29, wherein the predetermined security value is

stored 1n a plurality of locations in the internal read-only memory.

31.  The method of either claim 28 or 29, wherein the predetermined security value is
stored 1n a plurality of locations in the internal read-only memory; and wherein the
predetermined security value is retrieved from the plurality of locations prior to polling

the serial port.

32.  Themethoc of either ciarm 20 or 31, wherein the plurality of locations are non-
contiguous.
33.  An apparatus for use in a computing device, the computing device comprising a

serial pert, the apparatus comprising:

a first memory for storing a key value 1n a security location;
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a second memory for storing a predetermined security value in a plurality of

memory locations;
a processor configured to:
communicate with the first memory, second memory, and serial port;

read the key value from the first memory and the predetermined security

value from the second memeory;
compare the key value and the predetermined security value; and

depending or the result of the comparison, either poll the serial port for

activity or jump to the first memory for execution of boot instructions stored therein,

wherein the key value and the predetermined security value are independent of

content stored in the first memory.

34.  The apparatus of claim 33, wherein the plurality of memory locations are non-

contiguous.

33. The apparatus of either claim 33 or 34, wherein the first memory is FLASH

memory.

36.  The apparatus of any one of claims 33 to 35, wherein the second memory is an

internal read-only memory.

37.  The apparatus of any one of claims 33 to 36, wherein the second memory is a
Boot Read Only Memory.
38.  The apparatus of any one of claims 33 to 37, wherein the processor is located on

an application-specific integrated circuit.

39, An apparatus according to claim 35 further comprising a reset circuit in
communication with the processor for initiating a reset process causing the processor to
read anc compare the key value frem the first memory and the predetermined security

value from the second memory.
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