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CRYPTOGRAPHIC ACCELERATOR 

BACKGROUND 

1. Field 

The present invention relates to the field of cryptography. 
More particularly, the present invention relates to a crypto 
graphic accelerator. 

2. General Background 
Over the last decade, computers have become an impor 

tant product for both commercial and personal use, in part 
due to their versatility. For example, computers are com 
monly used as a vehicle to transfer information over a 
communication link Such as private networks or public 
networks. “Private networks” include any network having 
restricted access (e.g., a local area network), while “public 
networks include any network allowing access to the public 
at large Such as the Internet for example. In many situations, 
it may be desirable to encrypt digital information prior to 
transmission over the communication link So that the trans 
mitted information is clear and unambiguous to a targeted 
recipient, but is incomprehensible to any illegitimate inter 
loperS. 

In 1981, the National Institute of Standards and Technol 
ogy approved a data Security process referred to as the "Data 
Encryption Standard.” The Data Encryption Standard (DES) 
details the use of a cryptographic function, referred to as a 
“Data Encryption Algorithm” (DEA), for encrypting and 
decrypting digital information by a single, unique key. To 
ensure Security of the transmitted information, the nature of 
the key is held in confidence between the source and the 
targeted recipient. DES and DEA are described in a Federal 
Information Processing Standards Publication 46-2 (FIPS 
PUB 46-2) entitled “Data Encryption Standard (DES)” 
which was published on or around Dec. 30, 1993. 

In general, DEA features three (3) types of cryptographic 
operations; namely, bit permutations (or Sometimes referred 
to as bit Swapping), exclusive-OR (XOR) operations and 
table lookups. A “bit permutation' is a transposition of bits 
such that a bit pattern of input information differs from the 
bit pattern of output information. While XOR operations and 
table lookups can be adequately performed by Software, bit 
permutations are more difficult to replicate in Software. 

Concise Software code for emulating bit permutations is 
difficult to produce because there is no mathematical rela 
tionship between the input bit pattern and the output bit 
pattern. Instead, to achieve transposition, Sub-programs are 
coded to test individual bits in the input pattern and then Set 
reset bits in the output pattern, which greatly increases the 
number of instructions needed for a Software implementa 
tion of DEA as shown in Table A. 

TABLE A 

NUMBER OF PROCESSOR 
OPERATIONS PER INSTRUCTIONS 

DES OPERATION ENCRYPTION PER OPERATION 

Initial Permutation 1. 128 
Reverse Initial Permutation 1. 128 
Key Bit Selection PC-1 1. 112 
Key Rotate 16 96 
Key Bit Selection PC-2 16 1792 
XOR 16 16 
E-Bit Selection 16 256 
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TABLE A-continued 

NUMBER OF PROCESSOR 
OPERATIONS PER INSTRUCTIONS 

DES OPERATION ENCRYPTION PER OPERATION 

S Table Lookup 128 128 
Bit Permutation 16 1024 

Total 368O 

AS a result, encryption/decryption Software in accordance 
with DEA is Slow and costly due to increased programming 
costs and increased memory Size to accommodate the com 
plex Software. Hence, it would be desirable to create a 
cryptographic accelerator which includes hardware to per 
form bit permutations and other instruction intensive opera 
tions while other operations are performed by Software as 
normal. This would avoid Substantial modification of current 
electronic Systems and enhance the Speed of the crypto 
graphic accelerator. 

SUMMARY 

Briefly, one embodiment of the present invention includes 
a cryptographic accelerator comprising (i) a selector and (ii) 
a plurality of buses coupled to the Selector. Herein, at least 
one of the plurality of buses includes signal lines routed to 
perform a bit permutation operation on incoming informa 
tion. The bit permutation operation is one of a plurality of 
operations associated with a Symmetric key function. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features and advantages of the present invention will 
become apparent from the following detailed description of 
the present invention, in which: 

FIG. 1 is an illustrative embodiment of an electronic 
System including a processor utilizing the invention. 

FIG. 2 is an illustrative block diagram of a cryptographic 
accelerator operating in cooperation with an arithmetic logic 
unit (ALU) of the processor of FIG. 1. 

FIG. 3 is an illustrative embodiment of the cryptographic 
accelerator of FIG. 2. 

FIG. 4 is an illustrative embodiment of the initial permu 
tation (IP) operation performed by the cryptographic accel 
erator of FIG. 3. 

FIG. 5 is an illustrative embodiment of the production of 
key blocks K1-K16 used iteratively to encrypt information. 

DETAILED DESCRIPTION 

Herein, various embodiments of a cryptographic accel 
erator are shown in which the cryptographic accelerator 
comprises hardware that performs bit permutations and 
other types of instruction intensive cryptographic opera 
tions. Numerous details are set forth below in order to 
provide a thorough understanding of the invention. It should 
be apparent to one skilled in the art that the invention may 
be practiced by other embodiments without deviating from 
the Spirit and Scope of the invention. Also, well-known 
circuitry is not set forth in detail in order to avoid unnec 
essarily obscuring the invention. 

In the detailed description, various terms and Symbols are 
frequently used to describe certain characteristics or quali 
ties. For example, “information' comprises data, address, 
control or any combination thereof. An "electronic System” 
includes any product having cryptographic processing func 
tionality Such as, for example, a computer (e.g., desktop, 
laptop, personal digital assistant, Server, etc.), an image 
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production unit (e.g., a facsimile machine, Scanner, or 
printer), a communication unit (e.g., a cellular phone) and 
other types of products. A "processor includes any device 
having processing capability Such as, for example, a general 
purpose microprocessor, a microcontroller, a State machine 
and the like. A "bus' comprises one or more Signal lines, 
each signal line comprising any type of medium (e.g., wire, 
fiber optics, radio frequency "RF" transmissions, etc.) to 
transfer information from a Source to a destination. The 
Symbol "#" represents that its corresponding Signal is active 
low. 

With respect to terms relating to cryptography, a “key' is 
a parameter used for encrypting outgoing information to 
produce ciphertext and/or for decrypting incoming informa 
tion to produce plaintext. “Plaintext' is defined as non 
encrypted, digital information while "ciphertext' is defined 
as encrypted digital information. In this embodiment, the 
key includes 56-bits in Succession, but it is contemplated 
that the key may be any bit size M, where “M” is a positive 
whole number normally greater than or equal to forty (40). 

Referring to FIG. 1, an illustrative embodiment of an 
electronic system 100 utilizing the invention is shown. 
Electronic system 100 comprises a processor 110, a memory 
unit 120 and a memory controller 130. In this embodiment, 
processor 110 signals memory controller 130 to either obtain 
information from or write information into memory unit 
130. Memory unit 130 includes, for example, volatile 
memory (e.g., Static random access memory “SRAM). 
However, it is contemplated that memory unit 130 may 
include non-volatile memory Such as any type of program 
mable read only memory or even flash memory. 

Referring now to FIG. 2, an illustrative embodiment of 
internal circuitry of processor 110 is shown. In this 
embodiment, processor 110 comprises an arithmetic logic 
unit (ALU) 200 and a control unit 210 which controls the 
operations of ALU 200 based on instruction pointers (IPs) 
received over an instruction pipeline 220. ALU 200 includes 
a cryptographic accelerator 230 being hardware which rear 
ranges bit representations of incoming information 240 to 
produce outgoing information 250 in accordance with a 
Selected cryptographic function. Cryptographic accelerator 
230 reduces the amount of time required to encrypt and/or 
decrypt information. Herein, for illustration purposes, the 
Selected cryptographic function is DES, but it is contem 
plated that the cryptographic accelerator 230 may be con 
figured to Support any symmetric cryptographic function. 

Referring now to FIG. 3, one embodiment of crypto 
graphic accelerator 230 comprises a storage element 300, a 
plurality of buses 310 and a selector 330 (e.g., one or more 
multiplexers, combinatorial logic, etc.). Storage element 300 
includes one or more latches which Synchronizes incoming 
information originating from an internal bus 340. While one 
or more latches are used to prevent latency in transferring 
the incoming information from internal bus 340 to buses 
310, storage element 400 may include one or more flip-flops 
wherein latency is not critical to the operations of crypto 
graphic accelerator 230. Also, it is contemplated that in other 
embodiments, the incoming information received by buses 
310 may originate from another Source besides Storage 
element 300. 

In this embodiment, buses 310 are arranged to modify 
incoming information (e.g., an incoming data block) in 
accordance with one or more Selected instruction intensive 
cryptographic operations. In this embodiment, each bus 
311-320 includes multiple signal lines which are arranged to 
receive an incoming data block upon assertion of a write 
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4 
strobe (WSF) signal on signal line 350. Buses 311-320 
rearrange the bit representation of the incoming data block 
during transmission to selector 330. Whichever crypto 
graphic operation is chosen by Select Signal lines 360, the 
resulting data is produced and output from cryptographic 
accelerator 230 upon assertion of a read strobe (RSH) signal 
on signal line 370. 
AS illustrative examples, various operations of DEA are 

implemented through a hardware implementation by rear 
rangement of Signal lines So that the bit order of an incoming 
data block is different from the outgoing data block. The 
buses 311-320 comprise signal lines for performing (i) an 
initial permutation, (ii) various complex key-dependent 
computations, and (iii) an inverse of the initial permutation. 

For example, referring to the initial permutation (IP) 
operation of FIG. 4, bus 311 includes sixty-four (64) signal 
lines which are arranged to receive an incoming data block 
410 and to produce an outgoing data block 420 having a 
different bit order than the incoming data block 410. As 
shown, the fifty-eighth (ss") bit of incoming data block 410 
is rearranged as a first bit of outgoing data block 420. Also, 
the fiftieth (50") bit of incoming data block 410 is selected 
to be the second bit of outgoing data block 420 and the 
seventh (,") bit is arranged to be the last bit of outgoing data 
block 420. Thus, as shown in Table B, the IP operation of 
incoming 64-bit data block 410 creates the following out 
going data block 420, where the numbers correspond to the 
bit orders of the incoming data block. This illustrative 
Scheme is also used for Tables C-D and F-G. 

TABLE B 

Byte 1 58 50 42 34 26 18 1O 2 
Byte 2 60 52 44 36 28 2O 12 4 
Byte 3 62 54 46 38 3O 22 14 6 
Byte 4 64 56 48 40 32 24 16 8 
Byte 5 57 49 41 33 25 17 9 1. 
Byte 6 59 51 43 35 27 19 11 3 
Byte 7 61 53 45 37 29 21 13 5 
Byte 8 63 55 47 39 31 23 15 7 

AS described herein, complex key-dependent computa 
tions produce key blocks (K1-K16) and permuted inputs 
(LX, RX, where 0sXs 16 for example) as shown in FIG. 5. 
Produced from an original key 500,these key blocks 
K1-K16 are used iteratively to manipulate information 
being encrypted by original key 600. 

In this embodiment, key blocks K1-K16 are produced 
through application of a first permuted choice (PC1) opera 
tion 510, a second permuted choice (PC2) 520 and bit 
shifting operations 530. The “PC1' operation 510 modifies 
the contents of original key 500 in order to produce a first 
data block (Co.) 540 and a second data block (Do) 550. The 
bit representations of Co 540 and Do 550 are set forth in 
Table C, where one bit of each 8-bit byte (e.g., bits 8, 16, 
etc.) of original key 500 may be used for error detection. 

TABLE C 

Byte 1 57 49 41 33 25 17 9 
Byte 2 1. 58 50 42 34 26 18 
Byte 3 1O 2 59 51 43 35 27 
Byte 4 19 11 3 60 52 44 36 
Byte 1 63 55 47 39 31 23 15 
Byte 2 7 62 54 46 38 3O 22 
Byte 3 14 6 61 53 45 37 29 
Byte 4 21 13 5 28 2O 12 4 

As shown, data blocks 540 and 550 are used to obtain 
Subsequent data blocks C, and D, (1sns 16) through the 
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second permutated choice (PC2) operation. A“PC2 ” opera 
tion produces a new data block based on a predetermined 
Schedule of left shifts from a preceding data block. An 
example of bitwise processing of a PC2 operation in accor 
dance to DEA is shown in Table D. 

TABLED 

14 17 11 24 1. 5 
3 28 15 6 21 1O 

23 19 12 4 26 8 
16 7 27 2O 13 2 
41 52 31 37 47 55 
3O 40 51 45 33 48 
44 49 39 56 34 53 
46 42 50 36 29 32 

Herein, the new data block is obtained by a circular shift 
of one bit to the left of data block (Co.) 540 and a circular 
shift of one bit to the left of data block (D) 550. Thus, a first 
key block (K1) of DEA is a circular left shift of each 
individual data block Co. 540 and Do 550. Data block (Co., 
D.) 540 and 550 are then recombined to form K1. The shift 
schedule for producing the key blocks is set forth in Table 
E (see page 18 of FIPS PUB 46-2). 

TABLE E 

NUMBER OF 
LEFT SHIFTS 

ITERATION FROM PRIOR 
NUMBER DATABLOCKS 

1. 1. 
2 1. 
3 2 
4 2 
5 2 
6 2 
7 2 
8 2 
9 1. 
1O 2 
11 2 
12 2 
13 2 
14 2 
15 2 
16 1. 

Herein back to FIG. 3, buses 315–318 provide various 
degrees of bit shifting for an incoming data block. For 
example, KR1 and KR2 buses 315 and of one bit and two 
bits, respectively. These bits are used for decryption pur 
poses. Similarly, KR3 and KR4 buses 317 and 318 provide 
left shifts of one bit and two bits, respectively. This bit 
shifting may be used to perform the shift schedule of Table 
E. 

The expansion permutation (E) produces a 48-bit outgo 
ing data block based on a 32-bit incoming data block as 
shown in Table F. The outgoing data block is expanded from 
its 32-bit width to a 48-bit outgoing data block so that the 
48-bit outgoing data block may be bitwise ANDed with the 
original key. Thereafter, the conversion for the 48-bit output 
to a 32-bit input used by the permutation (P) operation is 
accomplished by one or more Selection functions Set forth in 
page 11 of the Appendix of FIPS Pub 46.2. 
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TABLE F 

32 1. 2 3 4 5 
4 5 6 7 8 9 
8 9 1O 11 12 13 
12 13 14 15 16 17 
16 17 18 19 2O 21 
2O 21 22 23 24 25 
24 25 26 27 28 29 
28 29 3O 31 32 1. 

the permutation (P) operation yields a 32-bit output based 
on a 32-bit inputs by permuting the bits of a input data block 
for further obfuscate the original contents of the input data 
block provided to the permutation bus lines. An example of 
the output of the function is defined in Table G. 

TABLE G 

16 7 2O 21 
29 12 28 17 

1. 15 23 26 
5 18 31 1O 
2 8 24 14 

32 27 3 9 
19 13 3O 6 
22 11 4 25 

It is contemplated that the decryption of a data block may 
be accomplished by generating the key data blocks in 
reverse order Since DEA is a Symmetric cryptographic 
function. 
The present invention described herein may be designed 

in many different methods and using many different con 
figurations. While the present invention has been described 
in terms of various embodiments, other embodiments may 
come to mind to those skilled in the art without departing 
from the Spirit and Scope of the present invention. The 
invention should, therefore, be measured in terms of the 
claims which follows. 
What is claimed is: 
1. A cryptographic accelerator comprising: 
a Select circuit, and 
a plurality of buses coupled to the Select circuit, of the 

plurality of buses include 
a first bus having Signal lines arranged to perform an 

initial permutation operation in accordance with a 
Symmetric key function, 

a Second bus having Signal lines arranged to perform a 
first permuted choice operation in accordance with 
the Symmetric key function in order to modify con 
tents of an original key by producing a first data 
block and a Second data block, 

a third bus having Signal lines arranged to perform a 
Second permuted choice operation in accordance 
with the symmetric key function in order to modify 
the first data block and the second data block to 
produce a key block, the key block being one of a 
plurality of keys used to iteratively encrypt incoming 
information, and 

a fourth bus having Signal lines arranged to perform a 
one-bit right shift on a bit representation of the 
incoming information. 

2. The cryptographic accelerator of claim 1, wherein the 
Symmetric key function includes a Data Encryption Process 
of a Data Encryption Standard. 

3. The cryptographic accelerator of claim 1, wherein the 
Select circuit includes a multiplexer. 

4. The cryptographic accelerator of claim 1 further com 
prising at least one latch coupled to the plurality of buses. 
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5. The cryptographic accelerator of claim 1, wherein a bus 
of the plurality of buses includes Signal lines arranged to 
perform a two-bit right shift of the bit representation on the 
incoming information. 

6. The cryptographic accelerator of claim 1, wherein a bus 
of the plurality of buses includes Signal lines arranged to 
perform a one-bit left shift on the bit representation of the 
incoming information. 

7. The cryptographic accelerator of claim 1, wherein a bus 
of the plurality of buses includes Signal lines arranged to 
perform a two-bit left shift on the bit representation of the 
incoming information. 

8. An electronic System comprising: 
a memory controller; and 
a processor coupled to the memory controller, the pro 

ceSSor including a cryptographic accelerator having 
a Selector, and 
a plurality of buses coupled to the Selector, the plurality 

of buses exclusively performing bit permutation 
operations on incoming information to rearrange bit 
ordering of the incoming information in accordance 
with a Symmetric key function, the plurality of buses 
includes 

a first bus including Signal lines arranged to perform an 
initial permutation operation in accordance with the 
Symmetric key function, 

a Second bus including Signal lines arranged to perform 
a first permuted choice operation in accordance with 
the Symmetric key function in order to modify con 
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tents of an original key by producing a first data 
block and a Second data block, and 

a third bus including Signal lines arranged to perform a 
Second permuted choice operation in accordance 
with the symmetric key function in order to modify 
the first data block and the second data block to 
produce a key block, the key block being one of a 
plurality of keys used to iteratively encrypt the 
incoming information. 

9. The electronic system of claim 8, wherein a fourth bus 
of the plurality of buses of the cryptographic accelerator 
including Signal lines arranged to perform a one-bit right 
shift on a bit representation of the incoming information. 

10. The electronic system of claim 9, wherein a fifth bus 
of the plurality of buses in accordance with the Symmetric 
key function in order perform a two-bit right shift of the bit 
representation on the incoming information. 

11. The electronic system of claim 10, wherein a sixth bus 
of the plurality of buses in accordance with the Symmetric 
key function in order perform a one-bit left shift on the bit 
representation of the incoming information. 

12. The electronic system of claim 11, wherein a seventh 
bus of the plurality of buses in accordance with the Sym 
metric key function in order perform a two-bit left shift on 
the bit representation of the incoming information. 

13. The electronic system of claim 8, wherein the cryp 
tographic accelerator is implemented within an arithmetic 
logic unit of the processor. 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 6,320,964 B1 Page 1 of 1 
DATED : November 20, 2001 
INVENTOR(S) : Callum 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 5 
Line 51, delete “buses 315 and of one bit” and insert -- buses 315 and 316 provide right 
Shifts of one bit --. 

Column 6 
Line 12, delete “the permutation” and insert -- The permutation --. 
Line 13, delete “a 32-bit inputs” and insert -- a 32-bit input --. 

Signed and Sealed this 

Eighth Day of October, 2002 

Attest. 

JAMES E ROGAN 
Attesting Officer Director of the United States Patent and Trademark Office 


