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LEAST RECENTLY USED REPLACEMENT 
METHOD WITH PROTECTION 

FIELD OF THE INVENTION 

The invention relates generally to replacement of cached 
data in an electronic computer System, and more specifically 
to a least-recently-used replacement method that protects 
against undesirable replacement. 

BACKGROUND OF THE INVENTION 

Cache memory is often utilized in high-performance 
computing Systems where fast System speeds require fast 
and expensive memory to acceSS data at full Speed. The 
faster a processor operates, the more quickly it must retrieve 
data and instructions from memory. This requires memory 
that can be accessed quickly, and due to the very high clock 
Speeds often involved, the memory is typically located in 
close proximity to the processor. But, fast memory capable 
of operating as a cache is expensive, and locating large or 
custom amounts of memory close to the processor is often 
impractical. Therefore, a limited number of Separate banks 
of cache memory, Separate from a larger main System 
memory, are often placed near the processor core. 

This cache memory typically consists of high-Speed 
memory Such as Static random access memory (SRAM) and 
a cache controller. The controller manages data that is 
copied from the relatively slow main memory into the cache 
memory based on a prediction of what data the processor is 
likely to need Soon. The cache memory often comprises 
between ten percent and one percent of the total System 
memory, but may vary over a greater range depending in 
part on the predictability of the memory acceSS character 
istics of the computing System. 

Because Successive memory accesses typically occur in a 
relatively Small area of memory addresses, Storing the most 
frequently accessed data in a cache can create significant 
improvements in System performance. Accessing this most 
frequently used data from the relatively fast cache memory 
eliminates forcing the processor to wait while the data is 
accessed from the slower main memory, and is referred to as 
a cache hit. If the data the processor needs is not located in 
cache but must be retrieved from main memory, the request 
is similarly Said to be a cache miss. 

The degree to which the cache effectively speeds up 
memory access can be measured by the number of memory 
requests that are cache hits and that are cache misses. It is 
the goal of the cache controller designer to place the data 
most likely to be needed by the processor in cache, maxi 
mizing the ratio of cache hits to cache misses. By employing 
Such a Scheme, the System can derive much of the benefit of 
having a high-Speed memory, while reducing overall System 
cost by Storing most data in relatively inexpensive lower 
Speed memory. 
One Such Scheme for replacing less-often used data with 

more-often used data is to Simply note which data Stored in 
cache is least-recently used (LRU), and replace that data as 
new data is loaded into the cache. Such a method typically 
employs a number of LRU bits associated with each block 
of data Stored in the cache, which contain data that indicate 
how long it has been Since the data was last accessed. Such 
a Scheme may displace data from a large Set of data before 
it is needed again due to limited cache size. Further, the LRU 
algorithm may replace data that is used Somewhat frequently 
with data that has been used more recently, even though the 
more recently used data is used much less frequently or only 
once. A method is therefore needed of ensuring that data that 
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2 
is more likely to be requested again is not replaced with data 
used more recently but less frequently. 

SUMMARY OF THE INVENTION 

A method of Storing data in a cache memory System is 
provided. A cache data entry list records cache data entries 
Stored in cache memory, and is divided into a filter list and 
a reuse list. The filter list is populated by Storing all new 
cache data entries in the filter list, and the reuse list is 
populated by Selectively promoting cache data entries from 
the filter list. Elements are evicted from the filter list and 
reuse list by operation of a protection process. 

BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 shows a table representing a Least Recently Used 
(LRU) order matrix, consistent with an embodiment of the 
present invention. 
FIG.2 shows a table representing bits in a multi-way LRU 

replacement cache word changed in response to access of 
data in a particular way, consistent with an embodiment of 
the present invention. 

FIG. 3 shows a table representing decode masks used for 
Victim Selection a multi-way LRU cache replacement, con 
Sistent with an embodiment of the present invention. 

FIG. 4 shows a table representing Sub-list ordering masks 
and an example of application of Such masks to a LRU word 
with associated LRU way protection bits, consistent with an 
embodiment of the present invention. 

FIG. 5 illustrates a general purpose computer with a 
processor, memory, and LRUP cache, consistent with an 
embodiment of the present invention. 

FIG. 6 shows a data Storage System that incorporates a 
LRUP cache, consistent with an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

In the following detailed description of Sample embodi 
ments of the invention, reference is made to the accompa 
nying drawings which form a part hereof, and in which is 
shown by way of illustration Specific Sample embodiments 
in which the invention may be practiced. These embodi 
ments are described in Sufficient detail to enable those 
skilled in the art to practice the invention, and it is to be 
understood that other embodiments may be utilized and that 
logical, mechanical, electrical, and other changes may be 
made without departing from the Spirit or Scope of the 
present invention. The following detailed description is, 
therefore, not to be taken in a limiting Sense, and the Scope 
of the invention is defined only by the appended claims. 
A method is needed for improving an LRU cache memory 

System to reduce the effects of problems associated with 
Simply evicting the least recently used cache data entry 
whenever additional cache Space is needed. The present 
invention improves upon a simple LRU replacement policy, 
and addresses the problem of evicting data from a large data 
Set before it is used again due to limited cache size. It also 
addresses the problem of replacing frequently used data with 
recently used data that is used less often. Solutions to both 
of these common LRU cache problems are provided in the 
present invention, and are explained in more detail below. 
A typical cache memory has multiple memory cells with 

the same shortened address in different banks, where the 
banks are referred to as ways. For example, a memory for 
a System with a 16-bit address length may have a 4-way 
cache, consisting of 4 banks of memory that each have an 
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8-bit address. When storing data from the main memory in 
cache, the eight most Significant bits of the data main 
memory address are discarded, and the remaining 8 bits are 
the cache address into which the data is Stored. Because 
there are four ways, or banks of memory, with the desired 
address, the way with the least recently used data is typically 
chosen as the way into which the data will be stored. This is 
because it is less likely that the least recently used data will 
be needed before the more recently used data that is stored 
in other memory ways. This assumption is not always 
correct, and the LRU data may in fact be used more 
frequently. Many different cache architectures and cache 
population and replacement algorithms exist, and the above 
description is only an example of one Such multi-way cache 
employing a Least Recently Used (LRU) replacement algo 
rithm. 
The present invention includes an LRU algorithm 

designed to overcome the problems of capacity displace 
ment and associativity displacement, which are common 
ways in which the data evicted from the cache memory are 
Selected from a way containing data that is not the least 
likely to be used Soon. 

Capacity displacement occurs when data is used So infre 
quently that the least recently used data is actually more 
likely to be accessed Soon than the data in more recently 
used ways. For example, capacity displacement affects an 
image editing proceSS operating on an image made up of 32 
kB worth of data that is stored in part in a 16 kB cache when 
the image must be accessed repeatedly. If the data bytes 
comprising the image are accessed Sequentially and Stored in 
cache on access, there will always be 16 kB Worth of image 
information in the cache, but the proceSS will need to acceSS 
the other 16 kB worth of image information before again 
needing the information actually Stored in cache. When the 
first part of the image file is reaccessed, the cache contains 
only the most recently used data from the Second part of the 
image. Likewise, once the proceSS requires the data from the 
Second part of the image, it has been replaced with the more 
recently accessed data from the first part of the image. Such 
a process guarantees a high rate of cache misses, because the 
cache Simply does not have the capacity to Store all the data 
used repeatedly. 

Another common way in which data is evicted from a 
cache is through associativity displacement. This happens 
when certain data is needed repeatedly, but is discarded as 
a large amount of less-frequently used data is accessed. For 
example, consider a cache with only four entries that handles 
a data Structure A and a data element B. If the data is 
accessed in the order A1, A2, A3, A4, A5, B, A6, A7, A8. A9, 
B, A0, A1, A12, A13, A14, B, etc., the cache will never 
contain B but will contain the more recently used elements 
of data Structure A. Although B is much more frequently 
used than any Single element of the data Structure A, 
traditional LRU algorithms provide no preference for fre 
quently accessed data Such as B. 
To implement a LRU algorithm, a cache controller must 

proceSS data indicating which ways have been most recently 
used for Specific addresses within the ways. The cache 
controller is responsible for both Storing the data regarding 
which ways have been most recently used, and decoding the 
data and deciding which way is least recently used and 
should be replaced with newly used data. FIG. 1 shows a 
table, illustrating in part one method of keeping track of 
which way has been least recently used for a particular 
address in a 4-way cache. 

FIG. 1 shows a table comprising a two-dimensional 
matrix of elements (i,j) that cane used to record the order of 
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4 
use of the particular address within each way, where the 
element (i,j) is 1 if the data in way (I) has been used more 
frequently than the data in way (), and is 0 if the data in way 
(I) has been used less frequently than the data in way (). 
Note that the diagonal elements of the matrix at addresses 
(0,0) to (3.3) do not contain meaningful information as both 
(I) and () refer to the same way, and So can be ignored. Also, 
the elements on one side of this diagonal are the inverse of 
elements on the opposite Side of the diagonal, Such that if 
(3.2) is 1, meaning way 3 has been more recently used than 
way 2, then (2.3) must logically be 0 because way 2 cannot 
have been more recently used than way 3. Therefore, the 
elements on one side of the diagonal can be discarded along 
with the diagonal, leaving only the elements represented by 
numbers in the matrix as critical to recording order of use. 
These five numbered matrix elements can then be repre 
Sented by a String of five bits, represented by an array L of 
the five matrix elements (i,j), where L={(0,1),(0,2),(1,2),(0, 
3), (1,3),(2,3)}, and where each of the bits contains a 1 if the 
element (I) has been used more recently than the element (). 
These five bits of array L. may be more easily referenced by 
Single numbers, Such that L=(0,1,2,3,4,5) and each bit 
corresponds to a matrix element in the order given in the 
previous matrix representation of array L. 

FIG. 2 illustrates an update table, which is used in the 
operation of this example of a cache to update the five bits 
of array Lupon access of new data and writing of the newly 
accessed data to cache. The update matrix indicates which 
bits of L to change for a specific address, based on which 
way is used to Store the newly accessed data. Because the 
cache is a 4-way cache and any one of the four ways may be 
Selected for data Storage, one axis of the matrix represents 
the four ways of the cache System. The other axis represents 
the five bits of array L that store data on which of the four 
ways has been most recently used, and correspond to the 
way accessed as represented in the other axis. For example, 
in operation where way two is determined to have the least 
recently used data for a specific address by inspection of 
word L, way two is to be replaced with incoming data. 
Finding way two on the way axis, the matrix indicates that 
bits 0, 3, and 4 remain unchanged, while bits 1 and 2 are 
reset to Zero, and bit 5 is changed to one. Revisiting the 
matrix element notation version of array L, the equation 
indicates that Setting bits 1 and 2 to Zero indicates that way 
0 has been less recently used than 2 and that way 1 has been 
leSS recently used than 2, respectively. Similarly, Setting bit 
5 to one indicates that way 2 has been more recently used 
than way 3. Further inspection of the matrix notation version 
of array L indicates that bits 0, 3, and 4 do not contain 
information about way 2, and So remain unchanged. By 
updating the bits according to this method after each write 
to cache, the array L always contains accurate information 
about the order of use of the ways of the cache and can be 
used by the cache controller to assign new data to the least 
recently used way of the cache. 
The cache controller does this by using a victim Selection 

table, which is simply the complement of the update table of 
FIG. 2. FIG. 3 shows a victim selection table for our 
example cache, Such that all ones in the matrix are replaced 
with ZeroS and all Zeros are replaced with ones, and all 
unchanged bits remain unchanged. Finding the complement 
of elements read from a matrix can be done quite easily in 
electronics or by other means, and So does not require 
maintaining a victim Selection table but can be done with 
on-the-fly conversion of data from the update table of FIG. 
2. Each element of FIG. 3 is used as a mask in operation, 
Such that the contents of the masks are compared against the 
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data Stored in array L. If the data in any of the four masks 
matches the data in array L, the way associated with the 
mask is Selected as the way that has been least recently used, 
and will be the target for new data. Note that the masks in 
FIG. 3 contain bit data that is mutually exclusive between 
ways, Such that only one of the four masks can match any 
possible combination of bits in array L and indicate a 
Specific mask as least recently used. This means the masks 
can be compared to array L. Simultaneously, and only one 
way will be Selected as the target for a cache write operation. 

For example, consider that the ways for a specific address 
have been used in the order 2,3,0,1, where way 1 is the most 
recently used and way 2 is the least recently used. Using the 
update table of FIG. 2, after all updates array L will contain 
the data L=(0,1,1,1,1,0). Comparing this word to the masks 
of FIG. 3, we find that for way 0, bits 0, 1, and 3 are 
incorrect; for way 1, bit 1 and 3 are incorrect; for way 2, bits 
1, 2, and 5 are incorrect. For way 2, bits 1, 2, and 5 of the 
mask in the victim Selection matrix match the data in array 
L., and So way 2 is properly Selected as the least recently used 
way. 

The example described in the previous paragraph is one 
example of LRU replacement in a cache System, and Suffers 
from the shortcomings of a plain LRU replacement approach 
as previously discussed. The current invention improves 
upon the approach described above, and addresses the 
common problems of associativity and capacity displace 
ment. 

LRU with protection, or LRUP, includes the partitioning 
of the traditional LRU way list into at least two sub-lists. The 
traditional LRU way list of one embodiment is improved to 
include a reuse/filter bit for each way that indicates whether 
the data Stored in that way is a part of a reuse or a filter 
Sub-list. LRU ordering is maintained globally, and So any 
way from the LRU way to most recently used way may be 
part of either one of the reuse or filter lists, in addition to the 
global list. Various processes that manage the data in the 
reuse and filter lists independently are then tailored to 
address displacement problems, and optimize the perfor 
mance of the LRUP cache. 

In one embodiment of the invention, cache elements are 
initially allocated as part of the filter list. Selected elements 
from the filter list are promoted to the reuse list by a 
nomination process, to populate the reuse list. Because 
nominations cause a cache line to be moved from the filter 
list to the reuse list, continued nomination would cause the 
reuse list to grow indefinitely and eventually crowd out the 
filter list from the cache. Therefore, a protection proceSS 
chooses between eviction of members of the reuse list or the 
filter list upon allocation of a new cache line to Store 
incoming data to ensure proper distribution of elements 
between the filter and reuse lists. 

Nomination of an element from the filter list to the reuse 
list may be done by a number of processes that are tailored 
to reduce unwanted displacement. Triggered nomination, 
which reduces associativity displacement, involves moving 
a cache line from the filter list to the reuse list if the data 
stored there is reused while in the filter list. Random 
nomination, which reduces capacity displacement, randomly 
Selects newly allocated cache lines or cache lines from the 
filter list for inclusion in the reuse list. Combinations and 
variations on triggered nomination and random nomination 
are to be considered within the Scope of the invention, and 
Several exemplary embodiments of Such are described 
below. 

Triggered nomination may modify the Simple rule that 
cache lines used while in the filter list are promoted to the 
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6 
reuse list by evaluating special circumstances under which it 
is leSS desirable to promote certain elements to the reuse list. 
For example, elements referenced while in the most recently 
used position of the global list may be reaccessed as part of 
a single operation or calculation, and So would be less likely 
to be reaccessed than elements accessed at two different 
times. These elements would then be excluded from 
promotion, but remain part of the filter list until later reuse 
or eviction. Similarly, elements referenced while in the most 
recently used position of the filter list may be excluded from 
promotion to the reuse list under triggered nomination, or 
elements within a number of more recently used positions of 
either the global or filter lists may be excluded from nomi 
nation. 

Random nomination involves nomination of randomly 
Selected cache lines to the reuse list. Variations on plain 
random nomination include using a random Selection algo 
rithm that monitors the size of the reuse list relative to the 
global list and makes random nomination increasingly 
unlikely as the reuse list grows. A number of other methods 
for randomly Selecting data exist in addition to the examples 
discussed here, and are to be considered within the Scope of 
the invention. 

Combination of triggered nomination and random nomi 
nation may be employed to address both associativity and 
capacity displacement, and algorithms and variations of both 
may be Selected to optimize the cache hit/miss ratio for 
Specific cache configurations. For example, one nomination 
process embodiment consistent with the invention includes 
employing both a triggered nomination Scheme excluding 
the most recently used element of the filter list, in addition 
to a random nomination algorithm wherein random nomi 
nation becomes increasingly unlikely as the size of the reuse 
list grows. Such a combination has the benefit of self 
balancing nominations from the triggered nomination algo 
rithm and the random nomination algorithm because the 
random nomination algorithm is dependent on the size of the 
reuse list. This will help stabilize the size of the reuse list, 
while still effectively addressing both associativity and 
capacity displacement. 
The reuse list may also be populated by other nomination 

processes, Such as by a classification Scheme that promotes 
cache data entries to the reuse list based on Specific char 
acteristics of the data. Cache lines promoted by various 
nomination processes may promote data from the reuse list, 
may promote newly allocated cache data entries, or may 
promote cache data entries Selected by another method. 
Combinations of nomination processes may be employed to 
address capacity and associativity displacement, or to 
address other cache inefficiencies. It is anticipated that other 
nomination processes for Selecting cache lines for promotion 
to the reuse list exist and may be developed, and are to be 
considered within the Scope of this invention. 

Protection algorithms provide additional control over the 
Size of the reuse list, by choosing between evicting elements 
from the global or filter list. Note that because the global list 
is comprised of both the filter list and the reuse list, evictions 
from the global list may be from either the reuse or filter 
lists. Two protection algorithms are described herein-a 
Strike algorithm and a LRU counter algorithm. 
The Strike algorithm employs a Strike counter to track the 

number of times that a memory access results in a cache 
miss while the least recently used element of the reuse list 
remains unchanged. A maximum allowable Strike threshold 
is preset and is compared against the Strike counter, Such that 
once the Strike counter value is greater than the maximum 
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allowable strike threshold the LRU element of the global list 
is evicted. The longevity of an element in the reuse list can 
be increased by growing the reuse list or raising the maxi 
mum allowable Strike threshold, but a larger maximum 
allowable Strike threshold also results in increased longevity 
of elements in the global list. Therefore, lower maximum 
allowable strike thresholds are desirable for relatively large 
reuse lists, and higher thresholds are desirable for relatively 
small reuse lists. One embodiment of the strike algorithm 
therefore employs a method of varying the Strike threshold, 
dependent on the size of the reuse list. 

The LRU counter protection algorithm attempts to predict 
the cost of evicting a cache line from the reuse list verSuS 
evicting a line from the filter list. The counter tracks 
references to the LRU elements of both the filter and reuse 
lists, so that the estimated likelihood the LRU element of 
each list will be accessed can be compared. One embodi 
ment of Such a Scheme employs a counter that Starts at Zero, 
and counts up for each reference to the LRU element of the 
reuse list and down for each reference to the LRU of the 
filter list. Alternatively, a hysteresis bit may be added to the 
counter, such that only the second reference to the LRU bit 
of either the filter list or reuse list without intervening 
reference to the LRU of the other list will increment or 
decrement the counter. 
When an eviction is needed, the LRU counter value is 

used to determine the maximum allowable size of the reuse 
list, and to decide whether to evict a cache line from the 
reuse list or from the filter list. As an example, consider a 
case where eviction is needed in one embodiment and the 
counter holds a positive number indicating frequent acceSS 
to the reuse list. The LRU counter value is then compared to 
a threshold value for the reuse list. If the counter value 
exceeds the threshold value a predetermined large list Size is 
Suggested, and if the counter value is Smaller than the 
threshold value a predetermined Small list Size is needed. 
The Selected predetermined list Size is then compared to the 
actual Size of the reuse list, and a line is evicted from the 
reuse list only if the predetermined size is Smaller than the 
actual size of the reuse list. Otherwise, a line is evicted from 
the filter list. Note that a table may contain a number of 
predetermined threshold values and corresponding reuse list 
sizes, with the goal of further optimizing the size of the reuse 
list and eviction therefrom. Such a Scheme Serves not only 
to control the reuse list Size, but also to evict data that is least 
likely to be used, whether it be from the filter or reuse list. 
Managing a reuse list and a filter list in operation requires 

the use of data bits that indicate which list each cache 
element is a part of. Ordering of each list, both indepen 
dently and as a combined global list, must be done quickly 
and efficiently for optimal operation of a high-speed cache 
in order to realize the benefits derived from a greater cache 
hit-to-miss ratio. An embodiment of a LRUP cache employ 
ing a reuse list indicator bit is discussed here as an example 
of one way of managing the reuse and filter lists in Such a 
cache. 

Distinguishing between cache elements that are members 
of the reuse or filter lists can be easily accomplished in Such 
a cache by examining the reuse bit associated with each 
cache element. For example, in FIG. 4, if the cache element 
is a member of the reuse list, the reuse bit is Set to 1, as for 
ways one and two. If the element is a member of the filter 
list, the reuse bit is Set to Zero, as for ways Zero and three. 
When the cache controller must determine the LRU way of 
either the filter list or the reuse list to execute one of the 
processes described as part of the LRUP cache, the global 
list must be separated into two lists, with order of use 
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8 
preserved for at least that list the cache controller is Seeking 
order of. This process is referred to as Sub-list ordering 
extraction, and one example of Such a proceSS is explained 
here. 

The goal of Sub-list ordering extraction in our example 
method is to produce a re-ordered global list, Such that the 
LRU element of the global list is also the LRU element of 
the Sub-list undergoing extraction. A Scheme for re-inserting 
elements of the Sub-list not under extraction into MRU 
positions of the global list is disclosed here, and retains the 
order of the list under extraction to ensure proper identifi 
cation of the list LRU bit but loses element order informa 
tion for the list not under extraction. 

Referring again to FIG. 4, an extraction of the LRU 
element of the reuse list is illustrated. The Sublist under 
extraction (the reuse list) consists of elements one and two 
as indicated by the associated reuse bits, which also indicate 
elements Zero and three are members of the Sublist not under 
extraction. Each row numbered to represent elements 0–4 in 
FIG. 4 represents a mask that is applied to the array L if a 
member of the list not under extraction to derive a new array. 
This new array represents the reordered global list wherein 
the LRU is the LRU of the Sublist under extraction. 

For example, the row marked “old” represents the original 
LRU list, indicating an order of 3.2.1.0, where 3 is the least 
recently used and 0 is the most recently used cache element. 
Because we are extracting the reuse list, masks for elements 
0 and 3, which are not a part of the reuse list, are applied to 
the array L. This yields a new array, shown in the row 
marked “new”, which accurately reflects the order of the 
elements in the list under extraction, while ensuring the 
array indicates the elements of the list not under extraction 
are in the MRU positions. But, because the masks for the 
elements not a part of the list under extraction are applied to 
the old array Lin an order not representing their old position 
in the array L, the order information for the list not under 
extraction is lost. 

In this particular example, the new array (0,0,0,0,1,1) 
represents an order of 2,10.3, where 2 is the LRU element 
and 3 is the MRU element. Because the masks for way 0 and 
3 were applied in random order, the new array indicates 3 is 
more recently used than 0, when in fact 0 is more recently 
used than 3. But, because this information is not Saved back 
to array L and because we are only interested in preserving 
the ordering of the list under extraction, this type of error 
does not matter in this application. 

Extraction of the Sublist by creating a new array can be 
done using combinational logic in one implementation, and 
therefore can be completed very quickly. Other embodi 
ments exist which derive order of a sublist differently, and so 
may include retaining order of the Sublist not under extrac 
tion. After creation and use of the new array in Sublist 
extraction, the new array is not written back to the old array 
L. Therefore, array L. remains intact, retains the actual 
element order, and is available for repeated nondestructive 
extraction of Sublists using methods Such as combinational 
logic as needed. 
A cache System Such as is described herein may be a part 

of a processor for use in a computer, Such as in the System 
shown in FIG. 5. The cache system need not be a part of the 
processor core, but can be implemented as a part of a larger 
processor module, as a separate device, or otherwise con 
nected to the processor. The System has a processor core 
501, which is attached to a system bus 502. The system bus 
and processor are linked by a cache controller 503, which is 
also connected to a cache 504. The bus is connected to data 
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storage such as hard disk drive 505, and to one or more 
input/output ports such as port 506. The cache controller 
receives memory fetch requests from the processor, and fills 
the requests from cache if the requested data is Stored 
therein, or else from main memory. The cache controller 
maintains data in the cache 504 in accordance with the 
present invention as described previously, using a LRUP 
method of cache element replacement. 
A cache controller such as cache controller 503 may be 

physically implemented as logic on an integrated circuit, 
Such that at least a part of the integrated circuit is operable 
to maintain data in a cache using the LRUP method as 
described previously. For example, an integrated circuit with 
modules thereon that are capable of performing the func 
tions of dividing a cache into a reuse and filter list, of 
populating the reuse and filter lists and of evicting data 
entries from the reuse and filter lists as has been described 
herein is consistent with an embodiment of the invention. It 
is Specifically contemplated that the invention may be prac 
ticed by circuitry comprising at least part of a processor or 
processor module, a motherboard chipset, a cache controller 
chip, or other integrated circuit, all of which are to be 
considered within the Scope of the invention. 

FIG. 6 shows a data storage subsystem. The system 
comprises a Storage controller 601 connected to a System 
bus 602 of a computer system. The storage controller is also 
connected to one or more hard disk drives 603, generally 
used as nonvolatile Storage for large amounts of data. The 
storage controller is further connected to a cache 604, which 
is able to Store and retrieve data more quickly than the hard 
disk drives 603, but typically is more expensive and so has 
a Smaller capacity. The Storage controller 601 serves 
requests to Store and retrieve data from the hard disk drives, 
and maintains frequently used data in the cache 604. The 
cache controller manages the data in the cache in accordance 
with the description of an LRUP cache provided herein. 

The LRU with protection as described above offers Sub 
Stantial performance benefits over traditional LRU replace 
ment methods by providing Solutions to common problems 
with traditional LRU replacement. By dividing a cache entry 
list into a filter Sublist and a reuse list, population and 
protection processes can be implemented to reduce associa 
tivity and capacity displacement. New cache entries are 
initially Stored in the filter list, and the reuse list is populated 
with entries promoted from the cache list. Eviction from the 
filter list and reuse list is done by a protection process that 
evicts a data entry from the filter, reuse, or global cache list. 
Many variations of protection and eviction processes are 
discussed above, along with the benefits each provides in 
reducing the effect of unwanted displacement problems 
present in traditional LRU replacement. 

Although specific embodiments have been illustrated and 
described herein, it will be appreciated by those of ordinary 
skill in the art that any arrangement which is calculated to 
achieve the same purpose may be Substituted for the Specific 
embodiments shown. This application is intended to cover 
any adaptations or variations of the invention. It is intended 
that this invention be limited only by the claims, and the full 
Scope of equivalents thereof. 
We claim: 
1. A method of Storing data in a cache memory System, 

comprising: 
creating a cache data entry list containing a list of data 

Stored in cache memory; 
dividing the cache data entry list into a reuse list and a 

filter list; 
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10 
populating the filter list by allocating all new cache data 

entries to the filter list; 
populating the reuse list by a promotion process, and 
evicting cache data entries from the filter and reuse lists 

by operation of a protection process. 
2. The method of claim 1, wherein dividing the cache data 

entries into a reuse list and a filter list is done by Setting a 
reuse bit associated with each cache data entry to a prede 
termined value. 

3. The method of claim 1, wherein populating the reuse 
list comprises promoting to the reuse list those cache data 
entries accessed while a part of the filter list. 

4. The method of claim 1, wherein populating the reuse 
list comprises promoting to the reuse list those cache data 
entries Selected by a nomination process. 

5. The method of claim 1, wherein populating the reuse 
list comprises promoting cache data entries from the filter 
list to the reuse list at random. 

6. The method of claim 5, wherein cache data entries are 
promoted from the filter list to the reuse list at random only 
upon a cache miss, where a cache miss is a request for data 
not currently Stored in cache. 

7. The method of claim 1, wherein populating the reuse 
list further comprises randomly allocating new cache data 
entries to the reuse list. 

8. The method of claim 1, wherein evicting cache data 
entries from the reuse or filter list comprises: 

calculating the length of each of the reuse and filter lists, 
comparing the length of each Sublist to a desired length; 
receiving a new cache data entry to be Stored in cache 
memory; 

evicting a cache data entry from either list to provide a 
Storage location for the new cache data entry, where the 
evicted cache data entry is from a list Selected based on 
the comparison of calculated length to desired length. 

9. A computerized System operable to Store and retrieve 
data electronically and implementing a cache, wherein Stor 
ing data in the cache comprises: 

creating a cache data entry list containing a list of data 
Stored in cache; 

dividing a cache data entry list into a reuse and a filter list; 
populating the filter list by allocating all new cache data 

entries to the filter list; 
populating the reuse list by promoting cache data entries 

from the filter list; and 
evicting cache data entries from the filter and reuse lists 

by operation of a protection process. 
10. A method of Storing data in a cache memory, com 

prising: 
creating a cache data entry list containing a list of data 

Stored in cache memory; 
dividing a cache data entry list into a reuse and a filter list; 
tracking order of use of each cache data entry of the cache 

data entry list; 
populating the filter list by allocating all new cache data 

entries to the filter list; 
populating the reuse list by promoting cache data entries 

from the filter list; and 
evicting cache data entries from the filter and reuse lists 

by operation of a protection process. 
11. The method of claim 10, wherein populating the reuse 

list further comprises promoting to the reuse list those cache 
data entries accessed while a part of the filter list. 

12. The method of claim 10, wherein populating the reuse 
list further comprises promoting a cache data entry from the 
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filter list to the reuse list if used while the cache data entry 
is in the filter list but is not the most recently used cache data 
entry in the filter list. 

13. The method of claim 10, wherein populating the reuse 
list further comprises promoting a cache data entry from the 
filter list to the reuse list if used while the cache data entry 
is in the filter list but is not the most recently used cache data 
entry in the cache data entry list. 

14. The method of claim 10, wherein populating the reuse 
list further comprises randomly Selecting newly Stored cache 
data entries for inclusion in the reuse list. 

15. The method of claim 14, wherein random selection of 
newly Stored cache data entries for promotion to the reuse 
list becomes increasingly unlikely as the size of the reuse list 
grOWS larger. 

16. The method of claim 10, wherein the protection 
process further comprises: 

counting cache misses while the least recently used cache 
data entry of the reuse list remains unchanged in a 
Strike counter, where a cache miss is a request for data 
not currently Stored in cache, 

comparing the Strike counter to a maximum allowable 
strike threshold; 

evicting the least recently used cache data entry of the 
cache data entry list if the value of the Strike counter is 
greater than the maximum allowable Strike threshold. 

17. The method of claim 10, wherein the protection 
process further comprises: 

incrementing a counter for each reference to the least 
recently used cache data entry of the reuse list; 

decrementing the counter for each reference to the least 
recently used cache data entry of the filter list; 

calculating a maximum reuse list size based on the 
counter value; 

calculating the actual reuse list size; 
evicting the least recently used cache data entry of the 

cache data entry list if the actual reuse list size is larger 
than the maximum allowable reuse list size; 

evicting the least recently used cache data entry of the 
filter list if Such a cache data entry exists and if the 
actual reuse list size is not larger than the maximum 
allowable reuse list size; and 

evicting the least recently used cache data entry of the 
cache data entry list if the filter list is empty and the 
actual reuse list size is not larger than the maximum 
allowable reuse list size. 

18. The method of claim 17, further comprising: 
comparing the counter to a threshold value; 
generating a maximum reuse list Size based on the value 

of the counter relative to the threshold value. 
19. The method of claim 10, wherein the protection 

process further comprises: 
incrementing a counter for each Second consecutive ref 

erence to the least recently used cache data entry of the 
reuse list; 

decrementing the counter for each reference to the least 
recently used cache data entry of the filter list; 

calculating a maximum reuse list size based on the 
counter value; 
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12 
calculating the actual reuse list size; 
evicting the least recently used cache data entry of the 

cache data entry list if the actual reuse list size is larger 
than the maximum allowable reuse list size; and 

evicting the least recently used cache data entry of the 
filter list if Such a cache data entry exists and if the 
actual reuse list size is not larger than the maximum 
allowable reuse list size; and 

evicting the LRU cache data entry of the cache data entry 
list if the filter list is empty and the actual reuse list size 
is not larger than the maximum allowable reuse list 
size. 

20. The method of claim 10, wherein the protection 
process further comprises: 

incrementing a counter for each consecutive reference to 
the least recently used cache data entry of the cache 
data entry list; 

decrementing the counter for each reference to the least 
recently used cache data entry of the filter list; 

calculating a maximum reuse list size based on the 
counter value; 

calculating the actual reuse list size; 
evicting a least recently used cache date entry of the cache 

data entry list if the actual reuse list size is larger than 
the maximum allowable reuse list size; 

evicting the least recently used cache data entry of the 
filter list if Such a cache data entry exists and if the 
actual reuse list size is not larger than the maximum 
allowable reuse list size; and 

evicting the least recently used cache data entry of the 
cache data entry list if the filter list is empty and the 
actual reuse list size is not larger than the maximum 
allowable reuse list size. 

21. An integrated circuit with circuitry thereon that is 
operable Store data in a cache, that in operation: 

divides a cache data entry list into a reuse and a filter list; 
tracks order of use of each cache data entry of the cache 

data entry list; 
populates the filter list by allocating all new cache data 

entries to the filter list; 
populates the reuse list by promoting cache data entries 

from the filter list; and 
evicts cache data entries from the filter and reuse lists by 

operation of a protection process. 
22. A computerized information handling System operable 

to Store and retrieve data electronically and that comprises a 
cache, where Storing data in the cache comprises: 

dividing a cache data entry list into a reuse and a filter list; 
tracking order of use of each cache data entry of the cache 

data entry list; 
populating the filter list by allocating all new cache data 

entries to the filter list; 
populating the reuse list by promoting cache data entries 

from the filter list; and 
evicting cache data entries from the filter and reuse lists 

by operation of a protection process. 

k k k k k 
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