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(57) Abstract: A file scanning method and a file scanning system, a client and a server are disclosed. The server determines, by com-
prehensive consideration of the attribute information of the file reported by a plurality of clients, the property indicator of the file,
i.e., the probability of the file being a malicious program; and the server sends the property indicator to the clients, wherein the cli -
ents determine, according to the property indicator, a scanning strategy on whether it is necessary to scan the file, or the server dir -
ectly determines, according to the property indicator, a scanning strategy on whether it is necessary to scan the file, and sends the
scanning strategy to the clients. Then, the clients scan the file in accordance with the scanning strategy for the file, and only the file
which has a higher probability to be a malicious program will be scanned.
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FILE SCANNING METHOD AND SYSTEM, CLIENT AND SERVER

[0001] The present application claims the priority to Chinese Patent Application
No. 201310119396.7, entitled as “FILE SCANNING METHOD AND SYSTEM,
CLIENT AND SERVER?”, filed on April 8, 2013 with State Intellectual Property
Office of People's Republic of China, which is incorporated herein by reference

in its entirety.

TECHNICAL FIELD

[0002] The present disclosure relates to communication technology and in

particular to a file scanning method, a file scanning system, a client and a server.

BACKGROUND

[0003] With the development of information technology, the relation between
the human life and computers becomes tighter and tighter. To avoid the rapid
development of trojans and viruses, by employing a real-time file monitoring

system, the virus can be found timely, and the danger can be avoided.

[0004] Presently, with the real-time file monitoring system, the file operation
event in the system can be monitored in real time in accordance with a
determined strategy. When a file operation event is monitored, a virus scanning
engine is activated, and then a scanning, an intercepting and an anti-virus
operation are performed based on the result from the scanning engine. However,
the amount of the file operation events in the system is huge, and the occurrence
of viruses is an event with relatively lower probability, so that the benefit from

the real-time file monitoring system is poor.

SUMMARY

[0005] The present disclosure provides a file scanning method, a file scanning
system, a client and a server, whereby the amount of the files to be scanned in
file defense is decreased, and the effect on the other operations of the system is

reduced.
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[0006] It is provided a file scanning method in an embodiment of the disclosure,

the file scanning method including:

determining a property indicator of a file according to attribute information
of the file reported by a plurality of clients, wherein the property indicator is

indicative of probability of the file being a malicious program; and

sending the property indicator to the clients, wherein the clients determine,
according to the property indicator, whether it is necessary to scan the file; or
obtaining, according to the property indicator, a scanning strategy on whether it
is necessary to scan the file, and sending the scanning strategy for the file to the

clients.

[0007] It is further provided a file scanning method in an embodiment of the

disclosure, which includes:
reporting attribute information of a file to a server;

receiving from the server a scanning strategy on whether it is necessary to
scan the file, wherein the scanning strategy is returned by the server according to
the attribute information of the file reported by a plurality of clients; or receiving
from the server a property indicator of the file, obtaining, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file,
wherein the property indicator is returned by the server according to the attribute

information of the file reported by the plurality of clients.

[0008] It is further provided a server in an embodiment of the disclosure, which

includes:

a property indicator determining unit, configured to determine a property
indicator of a file according to attribute information of the file reported by a
plurality of clients, where the property indicator is indicative of probability of

the file being a malicious program; and

a sending unit, configured to send the property indicator to the clients,
wherein the clients determine, according to the property indicator, whether it is
necessary to scan the file; or to obtain, according to the property indicator, a

scanning strategy on whether it is necessary to scan the file, and to send the
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scanning strategy for the file to the clients.

[0009] It is further provided a client in an embodiment of the disclosure, which

includes:

an attribute reporting unit, configured to report attribute information of a

file to a server; and

a file scanning unit, configured to receive from the server a scanning
strategy on whether it is necessary to scan the file, wherein the scanning strategy
is returned by the server according to the attribute information of the file
reported by a plurality of clients; or configured to receive from the server a
property indicator of the file, to obtain, according to the property indicator, a
scanning strategy on whether it is necessary to scan the file, wherein the
property indicator is returned by the server according to the attribute information
of the file reported by the plurality of clients.

[0010] It is further provided a file scanning system in an embodiment of the

disclosure, which includes a plurality of clients and a server,
wherein the server includes:

a property indicator determining unit, configured to determine a
property indicator of a file according to attribute information of the file, wherein
the property indicator is indicative of probability of the file being a malicious

program; and

a sending unit, configured to send the property indicator to the clients,
wherein the clients determine, according to the property indicator, whether it is
necessary to scan the file; or to obtain, according to the property indicator, a
scanning strategy on whether it is necessary to scan the file, and to send the

scanning strategy for the file to the clients, and
the client includes:

an attribute reporting unit, configured to report the attribute

information of the file to a server; and

a file scanning unit, configured to receive from the server a scanning
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strategy on whether it is necessary to scan the file, wherein the scanning strategy
is returned by the server according to the attribute information of the file
reported by a plurality of clients; or configured to receive from the server a
property indicator of the file, to obtain, according to the property indicator, a
scanning strategy on whether it is necessary to scan the file, wherein the
property indicator is returned by the server according to the attribute information

of the file reported by the plurality of clients.

[0011] It can be seen that in the embodiment of the disclosure, during the file
real-time protection, the server determines, by comprehensive consideration of
the attribute information of the file reported by a plurality of clients, the property
indicator of the file, i.e., the probability of the file being a malicious program;
and the server sends the property indicator to the clients, wherein the clients
determine, according to the property indicator, a scanning strategy on whether it
is necessary to scan the file, or the server directly determines, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file,
and sends the scanning strategy to the clients. Then, the clients scan the file in
accordance with the scanning strategy for the file, and only the file which has a
higher probability to be a malicious program will be scanned. Therefore, the
amount of the files to be scanned during the protection can be decreased, the
spent time is shortened, and the influence on the other operations in the server is

reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] In order to illustrate the technical solutions according to the
embodiments of the present disclosure or in the prior art more clearly, drawings
used in the description will be described briefly hereinafter. Apparently, the
drawings described hereinafter are only some embodiments of the present
disclosure, and other drawings may be obtained by those skilled in the art

according to those drawings without creative labor.

[0013] Figure 1 is a schematic structural diagram of a file scanning system

according to an embodiment of the disclosure;
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[0014] Figure 2 is a flow chart of a file scanning method performed by a server

according to an embodiment of the disclosure;

[0015] Figure 3a is a flow chart of a file scanning method performed by a

server according to another embodiment of the disclosure;

[0016] Figure 3b is a flow chart of a file scanning method performed by a

server according to yet another embodiment of the disclosure;

[0017] Figure 4 is a flow chart of a file scanning method performed by a client

according to an embodiment of the disclosure;

[0018] Figure 5 is a schematic structural diagram of a server according to an

embodiment of the disclosure;

[0019] Figure 6 is a schematic structural diagram of a server according to

another embodiment of the disclosure;

[0020] Figure 7 a schematic structural diagram of a server according to yet

another embodiment of the disclosure;

[0021] Figure 8 is a schematic structural diagram of a client according to an

embodiment of the disclosure; and

[0022] Figure 9 is a schematic structural diagram of a client according to

another embodiment of the disclosure.

DETAILED DESCRIPTION

[0023] Hereinafter, the technical solutions in the embodiments of the present
disclosure will be described clearly and completely in conjunction with the
drawings. Obviously, the described embodiments are only some of the
embodiments of the present disclosure, but not all the embodiments. All the
other embodiments obtained by those skilled in the art based on the
embodiments in the present disclosure without creative labor will fall within the

scope of protection of the present disclosure.

[0024] It is provided a file scanning method in an embodiment of the disclosure.

The file scanning method is generally applied in a system as shown in Figure 1.
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The system includes a server and a plurality of clients. The method in this
embodiment is the method performed by the server of the system, and as shown
by the flow chart in Figure 2, the method includes the following steps 101 to
103.

[0025] Step 101, determining a property indicator of the file according to the
received attribute information of the file reported by a plurality of clients,
wherein the property indicator is indicative of probability of the file being a

malicious program, and then proceeding to step 102 or 103.

[0026] The attribute information is the information for describing the file, and
may include, but not limited to, at least one of path information of the file, i.e.,
store address information of the file, loading information of the file, i.e.,
information during the loading of the file into a memory, releasing information
of the file, i.e. information during the releasing of the file, a black-white
attribute of the file, i.e., information on whether the file is a malicious program,
context information of a program corresponding to the file (i.e., information of a

parent procedure) and the like.

[0027] It can be understood that each client scans periodically or time to time
the file stored locally, and reports the attribute information of the file to the
server. The client may determine, according to a preset attribute reporting
strategy, which attribute information of the file is to be reported by the client,
where the preset attribute reporting strategy can include the prescription of
reporting which attribute information of the file in which case; or the client may
make the decision according to the instruction information sent from the server.
In this case, the server can send instruction information to the clients for
instructing to the clients which attribute information of the file is to be reported,
and further, the instruction information can instruct the client that in which case

the client needs to report the attribute information of the file.

[0028] For a same file, the storing manner on different clients may be different,
and then the attribute information of the file reported by the clients may be
different. In this embodiment, the server gathers different attribute information

of the same file reported by the plurality of clients, and determines the
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probability of the file being a malicious program. The property indicator of the

file can be determined in the following two ways.

[0029] (1) If the attribute information of the file reported by each client
corresponds to only one attribute, i.e., any one of the foregoing attribute
information, for example, each client sends the black-white attribute of the file,
the server can determine the property indicator of the file in the following steps

A1l to B1, and the flow chart is shown in Figure 3a.

[0030] Al: determining for each one of the plurality of clients, according to the
attribute information of the file reported by each client, whether the file is a
malicious program. Specifically, it is to determine whether the attribute
information of the file reported by each client conforms to a preset strategy, i.e.,
the attribute information of the file reported by each client conforms to the
attribute information for determining the file as a malicious program. If the
attribute information of the file reported by one client conforms to the preset
strategy, the file is a malicious program; otherwise, the file is not a malicious

program.

[0031] B1: Determining the property indicator of the file by a ratio of the
number of clients for which the file is determined as the malicious program to
the total number of the plurality of clients. For example, according to the
attribute information of the file reported by M clients, the server determines that
for N clients that the file is determined as the malicious program, thus the

obtained property indicator of the file is N/M.

[0032] (2) If the attribute information of the file reported by each client
corresponds to multiple attributes, i.e., multiple types of the foregoing attribute
information, for example, each client reports the black-white attribute of the file
and the path information of the file, the server can determine the property
indicator of the file in the following steps A2 to C2, and the flow chart is shown
in Figure 3b.

[0033] AZ2: determining by the server, for each one of the plurality of clients,
according to the information corresponding to the multiple attributes reported by

each client, whether the file is a malicious program with respect to each of the
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multiple attributes respectively. Specifically, the server determines whether the
information corresponding to each attribute reported by each client conforms to
a preset strategy, i.e., the attribute information corresponding to each attribute
reported by each client conforms to the attribute information for determining the
file as a malicious program. If a preset strategy for an attribute is met, the file is
a malicious program with respect to this attribute. In this way, whether the file is
a malicious program with respect to the respective attributes may be obtained for

each client.

[0034] B2: Determining, for each of the multiple attributes of the file, a
probability ratio of the file being a malicious program with respect to the
attribute by a ratio of the clients for which the file is determined as the malicious
program with respect to the attribute to the total number of the plurality of

clients.

[0035] C2: determining the property indicator of the file by a sum of the
respective probability ratios of the file being a malicious program with respect to
the multiple attributes, or determining the property indicator of the file by a sum
of weighted probability ratios of the file being a malicious program with respect
to the multiple attributes, where the weighted probability ratios are products of

the respective probability ratios multiplying with corresponding weights.

[0036] For example, each client reports attribute information corresponding to
two attributes of the file, e.g., information of an attribute a and information of an
attribute b, the server firstly obtains for respective clients first information on
whether the file is a malicious program with respect to the attribute a according
to the information of the attribute a reported from each client, i.e., the server
determines respectively whether the information of the attribute a reported from
each client is in accordance with a first preset strategy and obtains the first
information for respective clients, for example, it is determined that there are nl
clients for which the file is a malicious program with respect to the attribute a;
and the server obtains for respective clients second information on whether the
file is a malicious program with respect to the attribute b according to the

information of the attribute b of the file reported from each client, i.e., the server
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determines for respective clients whether the information of the attribute b
reported from each client is in accordance with a second preset strategy, and
obtains the second information for respective clients, for example, it is
determined that there are n2 clients for which the file is a malicious program

with respect to the attribute b.

[0037] Then, the server determines, for the attribute a, a ratio of the number nl
of the clients for which the file is determined as a malicious program to the total
number m of the plurality of clients, namely nl1/m, as the probability ratio of the
file being a malicious program with respect to the attribute a; and determines,
for the attribute b, the number n2 of the clients for which the file is determined
as a malicious program by the total number m of the plurality of clients, namely
n2/m, as the probability ratio of the file being a malicious program with respect
to the attribute b is.

[0038] Finally, the probability ratios of the file being a malicious program
obtained with respect to the respective attributes are added to obtain the property
indicator of the file, i.e., (n1/m)+(n2/m); alternatively, the probability ratios of
the file being a malicious program obtained with respect to the respective
attributes are multiplied with corresponding weight values (which are x1 and x2,
respectively), and then the products are added to obtain the property indicator of
the file, i.e., x1*(n1/m)+x2*(n2/m). Each weight value can be set by the user
based on experience. If the information of one attribute of the file is relatively
more important for determining whether the file is a malicious program, the

weight value corresponding to this attribute can be set as greater.

[0039] Step 102, sending the property indicator to the clients, wherein the
clients determine, according to the property indicator, whether it is necessary to

scan the file. Accordingly, the clients may scan the file when it is necessary.

[0040] Step 103, obtaining, according to the property indicator, a scanning
strategy on whether it is necessary to scan the file, and sending the scanning
strategy for the file to the clients. Accordingly, the clients may scan the file

respectively according to the scanning strategy.

[0041] When it is determined whether it is necessary for the clients to scan the
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file, the property indicator can be compared with a preset value. If it is
determined that the property indicator is greater than the preset value, it
indicates that the file has a greater probability to be a malicious program, and it
is necessary for the clients to scan the file. If the property indicator is less than
or equal to the preset value, it indicates that the file has a less probability to be a

malicious program, and it is unnecessary for the clients to scan the file.

[0042] It is to be noted that the server can continuously perform the steps 101
and 102, or the steps 101 and 103, for updating the information on whether it is

necessary for the clients to scan the file.

[0043] It can be seen that in the embodiment of the disclosure, during the file
real-time protection, the server determines, by comprehensive consideration of
the attribute information of the file reported by a plurality of clients, the property
indicator of the file, i.e., the probability of the file being a malicious program;
and the server sends the property indicator to the clients, wherein the clients
determine, according to the property indicator, a scanning strategy on whether it
is necessary to scan the file, or the server directly determines, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file,
and sends the scanning strategy to the clients. Then, the clients scan the file in
accordance with the scanning strategy for the file, and only the file which has a
higher probability to be a malicious program will be scanned. Therefore, the
amount of the files to be scanned during the protection can be decreased, the
spent time is shortened, and the influence on the other operations in the server is

reduced.

[0044] It is provided another file scanning method in an embodiment of the
disclosure, which is generally applied in a system as shown in Figure 1. The
method in this embodiment is the method performed by a client in the system,
and as shown by the flow chart in Figure 4, the method includes the following
steps 201 to 203.

[0045] Step 201, reporting attribute information of a file to a server, and then

proceeding to step 202 or 203.

[0046] The attribute information may include, but not limited to, at least one of
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path information of the file, loading information of the file, releasing
information of the file, a black-white attribute of the file, context information of

a program corresponding to the file and the like.

[0047] The client may determine, according to a preset attribute reporting
strategy, which attribute information of the file is to be reported by the client,
where the preset attribute reporting strategy can include the prescription of
reporting which attribute information of the file in which case; or the client may
make the decision according to the instruction information sent from the server.
In this case, the client can receive instruction information sent from the server
for instructing to the client which attribute information of the file is to be
reported, and further, the instruction information can instruct the client that in

which case the client needs to report the attribute information of the file.

[0048] Step 202, receiving from the server a scanning strategy on whether it is
necessary to scan the file, where the scanning strategy is returned by the server
according to the attribute information of the file reported by a plurality of clients.
After step 202 is performed by the client, the server can obtain the scanning
strategy of the file and send the scanning strategy to the client using steps 101
and 103 in the above embodiment, and then the client can perform the scanning

in accordance with the obtained scanning strategy.

[0049] Step 203, receiving from the server a property indicator of the file,
obtaining, according to the property indicator, a scanning strategy on whether it
is necessary to scan the file, where the property indicator is returned by the
server according to the attribute information of the file reported by the plurality
of clients. After the client performs step 201, the server can obtain the property
indicator using steps 101 to 102 and send the property indicator to the client. In
this case, the client further needs to obtain the scanning strategy of the file
according to the property indicator. Specifically, the client can determine
whether the property indicator is greater than a preset value. If the property
indicator is greater than the preset value, it is necessary for the client to scan the
file. And if the property indicator is not greater than the preset value, it is

unnecessary for the client to scan the file. Thus, the client performs the scanning
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in accordance with the obtained scanning strategy.

[0050] It can be seen that in the embodiment of the disclosure, during the file
real-time protection, the clients report the attribute information of the file to the
server; the server determines, by comprehensive consideration of the attribute
information of the file reported by a plurality of clients, the property indicator of
the file, i.e., the probability of the file being a malicious program; and the server
sends the property indicator to the clients, wherein the clients determine,
according to the property indicator, a scanning strategy on whether it is
necessary to scan the file, or the server directly determines, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file,
and sends the scanning strategy to the clients. Then, the clients scan the file in
accordance with the scanning strategy for the file, and only the file which has a
higher probability to be a malicious program will be scanned. Therefore, the
amount of the files to be scanned during the protection can be decreased, the
spent time is shortened, and the influence on the other operations in the server is

reduced.

[0051] It is further provided a server in an embodiment of the disclosure, and
units of the server can scan the file in accordance with the flow chart shown in
Figure 2, so as to perform real-time protection on the file according to the
scanning. Figure 5 shows a schematic structural diagram of the server according
to this embodiment, which includes a property indicator determining unit 11 and

a sending unit 12.

[0052] The server may receive attribute information of the file reported by a
plurality of clients. The attribute information may include, but not limited to, at
least one of path information of the file, loading information of the file,
releasing information of the file, a black-white attribute of the file, context

information of a program corresponding to the file and the like.

[0053] The property indicator determining unit 11 is configured to determine a
property indicator of the file according to the attribute information of the file
reported by a plurality of clients, where the property indicator is indicative of

probability of the file being a malicious program.
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[0054] The sending unit 12 is configured to send the property indicator
determined by the property indicator determining unit 11 to the clients, wherein
the clients determine according to the property indicator whether it is necessary
to scan the file. Alternatively, the sending unit 12 is configured to obtain,
according to the property indicator determined by the property indicator
determining unit 11, a scanning strategy on whether it is necessary to scan the

file, and to send the scanning strategy for the file to the clients.

[0055] If the sending unit 12 needs to send the scanning strategy for the file to
the clients, the sending unit can determine, when obtaining the scanning strategy
of the file according to the property indicator, whether the property indicator is
greater than a preset value. If the property indicator is greater than the preset
value, it is necessary for the clients to scan the file. And if the property indicator
is not greater than the preset value, it is unnecessary for the clients to scan the

file. Thereby, the scanning strategy for the file is obtained.

[0056] It can be seen that in the server according to this embodiment of the
disclosure, during the file real-time protection, the property indicator
determining unit 11 determines, by comprehensive consideration of the attribute
information of the file reported by a plurality of clients, the property indicator of
the file, i.e., the probability of the file being a malicious program; and the
sending unit 12 sends the property indicator to the clients, wherein the clients
determine according to the property indicator a scanning strategy on whether it
is necessary to scan the file, or the sending unit 12 directly determines,
according to the property indicator, a scanning strategy on whether it is
necessary to scan the file, and sends the scanning strategy to the clients. Then,
the clients scan the file in accordance with the scanning strategy, and only the
file which has a higher probability to be a malicious program will be scanned.
Therefore, the amount of the files to be scanned during the protection can be
decreased, the spent time is shortened, and the influence on the other operations

in the server is reduced.

[0057] Referring to Figure 6, in a specific embodiment, in addition to the

structure as shown in Figure 5, the server may further include an instruction



10

15

20

25

30

WO 2014/166266 PCT/CN2013/088489
- 14 -

sending unit 13, and the property indicator determining unit 11 can be
implemented by a malicious program determining unit 110 and a calculating unit
I11.

[0058] The instruction sending unit 13 is configured to send instruction
information to the plurality of clients, wherein the instruction information is

indicative of the attribute information of the file to be reported by the clients.

[0059] The malicious program determining unit 110 is configured to, if the
attribute information of the file reported by the clients includes information
corresponding to one attribute, determine for each one of the plurality of clients,
according to the attribute information of the file reported by each one of the

plurality of clients, whether the file is a malicious program.

[0060] The calculating unit 111 is configured to determine the property
indicator of the file by a ratio of the number of clients for which the file is
determined as the malicious program to the total number of the plurality of
clients, according to the information obtained by the malicious program

determining unit 110.

[0061] In another specific embodiment, the malicious program determining unit
110 is further configured to, if the attribute information of the file reported by
the clients corresponds to multiple attributes, determine, for each one of the
plurality of clients, according to the information corresponding to the multiple
attributes reported by each client, whether the file is a malicious program with
respect to each of the multiple attributes respectively. The calculating unit 111 is
further configured to determine, for each of the multiple attributes of the file, a
probability ratio of the file being a malicious program with respect to the
attribute by a ratio of the clients for which the file is determined as the malicious
program with respect to the attribute to the total number of the plurality of
clients; and to determine the property indicator of the file by a sum of the
respective probability ratios of the file being a malicious program with respect to
the multiple attributes, or to determine the property indicator of the file by a sum
of weighted probability ratios of the file being a malicious program with respect

to the multiple attributes, where the weighted probability ratios are products of
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the respective probability ratios multiplying with corresponding weights.

[0062] In this embodiment, the instruction sending unit 13 sends the instruction
information to the plurality of clients, and indicates to the clients the attribute of
the file to be reported by the clients. Upon receiving the attribute information of
the file reported by the plurality of clients, the malicious program determining
unit 110 of the property indicator determining unit 11 determines for each one of
the plurality of clients whether the file is a malicious program. Then the
calculating unit 111 calculates the property indicator according to the
information obtained by the malicious program determining unit 110. Finally,
the sending unit 12 sends the scanning strategy for the file to the clients
according to the calculating result from the calculating unit 111, or sends the

calculating result from the calculating unit 111 to the clients.

[0063] In the following, the illustration is made by mainly taking the
application of the file scanning method according to the embodiment of the
disclosure as shown in Figure 2 in a server as an example. Reference is made to
Figure 7, which shows a schematic structural diagram of a server according to

an embodiment of the disclosure.

[0064] Specifically, the server can include a Radio Frequency (RF) circuit 20, a
storage 21 including one or more computer readable storage medium, a wireless
fidelity (WiFi) module 22, i.e., a communication module of a short-distance
wireless transmission technology, a processor 23 including one or more
processing cores, a power supply 24 and the like. It can be understood by those
skilled in the art that the structure of the server shown in Figure 7 is not intended
to limit the server, more or less components than shown in Figure may be
included in the server, some components may be combined, or the components

may be in another arrangement.

[0065] The RF circuit 20 can be configured to receive and send information, or
receive and send signals during a phone call. Generally, the RF circuit 20
includes, but not limited to, an antenna, at least one amplifier, a tuner, one or
more oscillators, a transceiver, a coupler, a Low Noiser Amplifier (LNA), a

duplexer and the like. Further, the RF circuit 20 can communicate with a
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network or other devices via wireless communication. The wireless
communication may be performed according to any communication standard or
protocol, including but not limited to Global System of Mobile communication
(GSM), General Packet Radio Service (GPRS), Code Division Multiple Access
(CDMA), Wideband Code Division Multiple Access (WCDMA), Long Term
Evolution (LTE), e-mail, Short Messaging Service (SMS), and the like.

[0066] The storage 21 can be configured to store software program(s) and
module(s). By running the software program(s) and module(s) stored in the
storage 21, the processor 23 performs various function applications and data
processing. The storage 21 can generally include a program storage area and a
data storage area, where the program storage area may store an operating system,
an application program required for at least one function (e.g., a function of
playing audio, a function of displaying image, etc.), and the like. The data
storage area can store the data (such as a preset attribute reporting strategy)
created based on the usage of the server, and the like. Further, the storage 21
may include a high-speed random access memory, a non-volatile memory such
as at least one magnetic disk storage, flash storage device, or other volatile
solid-state storage device. Accordingly, the storage 21 may further include a
storage controller for providing the processor 23 with the access to the storage
21.

[0067] The processor 23, as a control center of the server, is connected to
various portions of the whole server via various interfaces and wires. By running
or executing the software program(s) and/or module(s) stored in the storage 21,
and invoking the data stored in the storage 21, the processor 23 performs various
functions of the terminal and processes the data, so as to monitor the whole
server. Optionally, the processor 23 may include one or more processing core.
Preferably, the processor 23 can be integrated with an application processor and
a modem processor, where the application processor is generally responsive of
processing involved with the operating system, the applications, etc. and the
modem processor is generally responsive of processing involved with the
wireless communication. It can be understood that it is also possible that the

above modem processor is not integrated in the processor 23.
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[0068] The server further includes a power supply 24 (such as a battery) for
supplying power to various components. Preferably, the power supply 24 can be
logically connected to the processor 23 via a power supply managing system, so
as to manage the functions such as charging, discharging and power
consumption managing. The power supply 24 may further include one ore more
DC or AC power supply, a recharging system, a power supply failure detecting
circuit, power supply converter or inverter, power supply state indicator, and any

other assembly.

[0069] Although it is not specified, the server may further include other
modules, which will not be described in detail here. In this embodiment, after
the attribute information of the file reported by a plurality of clients is received
by the RF circuit 20 of the server, the processor 23 implements various functions
by loading executable files corresponding to one or more processes of an
application into the storage 21 and running the application stored in the storage

21 by the processor 23, where the functions include the following.

[0070] According to the attribute information of the file reported by the
plurality of clients, the property indicator of the file is determined, for indicating
the probability of the file being a malicious program. The attribute information
of the file includes, but not limited to, at least one of path information of the file,
loading information of the file, releasing information of the file, a black-white
attribute of the file, context information of a program corresponding to the file
and the like.

[0071] The RF circuit 20 is controlled to send the property indicator to the
clients, wherein the clients determine according to the property indicator
whether it is necessary to scan the file and perform the scanning, or a scanning
strategy on whether it is necessary to scan the file is obtained according to the
property indicator, and the RF circuit 20 is controlled to send the scanning
strategy for the file to the clients for instructing the clients to scan in accordance

with the scanning strategy.

[0072] Further, when determining the property indicator, if the attribute

information of the file reported by the clients corresponds to one attribute, the
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processor 23 can obtain, according to the attribute information of the file
reported by the each one of the plurality of clients, whether the file is a
malicious program; and determine the property indicator of the file by a ratio of
the number of clients for which the file is determined as the malicious program
to the total number of the plurality of clients. When determining the property
indicator, if the attribute information of the file reported by the clients
corresponds to multiple attributes, the processor 23 can obtain, for each one of
the plurality of clients, according to the information corresponding to the
multiple attributes reported by each client, whether the file is a malicious
program with respect to each of the multiple attributes respectively; determining
for each of the multiple attributes of the file, a probability ratio of the file being
a malicious program with respect to the attribute by a ratio of the clients for
which the file is determined as the malicious program to the total number of the
plurality of clients; and determining the property indicator of the file by a sum of
the respective probability ratios of the file being a malicious program with
respect to the multiple attributes, or determining the property indicator of the file
by a sum of weighted probability ratios of the file being a malicious program
with respect to the multiple attributes, wherein the weighted probability ratios
are products of the respective probability ratios multiplying with corresponding

weights.

[0073] To obtain the scanning strategy on whether it is necessary to scan the
file, it can be determined whether the property indicator is greater than a preset
value. If the property indicator is greater than the preset value, it is necessary for
the clients to scan the file. And if the property indicator is not greater than the

preset value, it is unnecessary for the clients to scan the file.

[0074] To control the attribute information of the file reported by the client, the
processor 23 can further control the RF circuit 20 to send instruction information
to the plurality of clients, where the instruction information is indicative of the

attribute information of the file to be reported by the clients.

[0075] It is further provided a client in an embodiment of the disclosure. The

units of the client according to this embodiment can scan the file using the
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method shown in Figure 3. Figure 8 shows a schematic structural diagram of the

client, which includes an attribute reporting unit 31 and a file scanning unit 32.

[0076] The attribute reporting unit 31 is configured to report to a server the

attribute information of the file gathered by the gathering unit 30.

[0077] The attribute information of the file here may include, but not limited to,
at least one of path information of the file, loading information of the file,
releasing information of the file, a black-white attribute of the file, context

information of a program corresponding to the file and the like.

[0078] The client may determine, according to the preset attribute reporting
strategy in the client, which attribute information of the file can be gathered,
where the preset attribute reporting strategy can include the prescription of
reporting which attribute information of the file in which case. The client can
also determine, according to the instruction information sent from the server,
which attribute information is to be gathered. In this case, the client further
includes an instruction receiving unit (not shown in Figure 8) for receiving the
instruction information sent from the server. The instruction information is

indicative of the attribute information of the file to be reported by the clients.

[0079] The file scanning unit 32 is configured to receive from the server a
scanning strategy on whether it is necessary to scan the file, where the scanning
strategy is returned from the server according to the attribute information of the
file reported by a plurality of clients via the attribute reporting unit 31.
Alternatively, the file scanning unit 32 is configured to receive from the server a
property indicator of the file, to obtain, according to the property indicator, a
scanning strategy on whether it is necessary to scan the file, wherein the
property indicator is returned from the server according to the attribute
information of the file reported by the plurality of clients via the attribute

reporting unit 31.

[0080] Specifically, after the file scanning unit 32 receives the property
indicator sent from the server, it can be determined whether the property
indicator is greater than a preset value. If the property indicator is greater than

the preset value, it is necessary for the client to scan the file. And if the property
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indicator is not greater than the preset value, it is unnecessary for the client to

scan the file. Thus, the scanning strategy for the file is obtained.

[0081] It can be seen that in the embodiment of the disclosure, during the file
real-time protection, the client sends the attribute information of the file to the
server, the server determines, by comprehensive consideration of the attribute
information of the file reported by a plurality of clients, the property indicator of
the file, i.e., the probability of the file being a malicious program; and the server
sends the property indicator to the clients, wherein the clients determine,
according to the property indicator, a scanning strategy on whether it is
necessary to scan the file, or the server directly determines, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file,
and sends the scanning strategy to the clients. Then, the file scanning unit 32 in
the clients scans the file in accordance with the scanning strategy, and only the
file which has a higher probability to be a malicious program will be scanned.
Therefore, the amount of the files to be scanned during the protection can be
decreased, the spent time is shortened, and the influence on the other operations

in the server is reduced.

[0082] The illustration is given by mainly taking the application of the file
scanning method according to the embodiment of the disclosure as shown in
Figure 3 in a terminal as an example. The terminal may include an intelligent
telephone, a tablet, an electronic book reader, a Moving Picture Experts Group
Audio Layer III (MP3) player, a Moving Picture Experts Group Audio Layer IV
(MP4) player, a laptop portable computer, a desktop computer and the like.

[0083] Reference is made to Figure 9, which shows a schematic structural

diagram of a terminal according to an embodiment of the disclosure.

[0084] Specifically, the terminal can include a Radio Frequency (RF) circuit 40,
a storage 41 including one or more computer readable storage medium, an
inputting unit 42, a displaying unit 43, a sensor 44, an audio circuit 45, a
wireless fidelity (WiFi) module 46, a processor 47 including one or more
processing cores, a power supply 48 and the like. It can be understood by those

skilled in the art that the structure of the terminal shown in Figure 9 is not
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intended to limit the terminal, more or less components than shown in Figure 9
may be included in the terminal, some components may be combined, or the

components may be in another arrangement.

[0085] The RF circuit 40 can be configured to receive and send information, or
receive and send signals during the phone call. Particularly, after receiving the
downlink information from the base station, the RF circuit 40 sends the
downlink information to one or more processors 47 for processing. Further, the
RF circuit 40 sends the uplink data to the base station. Generally, the RF circuit
40 includes, but not limited to, an antenna, at least one amplifiers, a tuner, one or
more oscillators, a Subscriber Identify Module (SIM) card, a transceiver, a
coupler, a Low Noise Amplifier (LNA), a duplexer and the like. Further, the RF
circuit 40 can communicate with a network or other devices via wireless
communication. The wireless communication may be performed according to
any communication standard or protocol, including but not limited to Global
System of Mobile communication (GSM), General Packet Radio Service
(GPRS), Code Division Multiple Access (CDMA), Wideband Code Division
Multiple Access (WCDMA), Long Term Evolution (LTE), e-mail, Short
Messaging Service (SMS), and the like.

[0086] The storage 41 can be configured to store software program(s) and
module(s). By running the software program(s) and module(s) stored in the
storage 41, the processor 47 performs various function applications and data
processing. The storage 41 can generally include a program storage area and a
data storage area. The program storage area can store an operation system, an
application program necessary for at least one function (such as audio playing
function, and image playing function), and the like. The data storage area can
store the data (such as audio data and telephone dictionary) created according to
the usage of the terminal, and the like. Further, the storage 41 may include a
high-speed random access memory, a non-volatile memory such as at least one
disk storage device, flash storage device, or other volatile solid-state storage
device. Accordingly, the storage 41 may further include a storage controller for
providing the processor 47 and the inputting unit 42 with the access to the

storage 41.
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[0087] The inputting unit 42 can be configured to receive the input number or
character information, and generate keyboard, mouse, operating lever, optical or
track ball signal input related to the user setting and the function control.
Specifically, in an embodiment, the inputting unit 42 may include a
touch-sensitive surface 421 and other inputting devices 422. The touch-sensitive
surface 421, also referred to as a touch screen or touch panel, can capture the
touch operation performed by the user nearby or on the touch-sensitive surface
(such as the operation of the user on the touch-sensitive surface 421 or nearby
the touch-sensitive surface 421 using a finger, a stylus or any suitable object or
accessory), and drive a corresponding connecting device according to a preset
program. Optionally, the touch-sensitive surface 421 may include two
components, i.e., a touch detecting device and a touch controller. The touch
detecting device detects the touch position of the user, detects a signal caused by
the touch operation, and sends the signal to the touch controller. The touch
controller receives the touch information from the touch detecting device,
converts the touch information into coordinates of the touch position, sends the
coordinates to the processor 47, and receives a command sent from the
processor 47 and executes the command. Further, the touch-sensitive surface
421 can be implemented in various manners, such as resistive, capacitive,
infrared and surface acoustic wave. In addition to the touch-sensitive surface
421, the inputting unit 42 may further include other inputting devices 422.
Specifically, the other inputting devices 422 may include, but not limited to, one
or more of a physical keyboard, a function key, (such as a volume controlling

key and a switching key), a track ball, a mouse, an operating rod and the like.

[0088] The displaying unit 43 can be configured to display the information
input from the user, the information provided to the user, and various graphic
user interface of the terminal. The graphic user interface of the terminal can be
composed of image, text, icon, video or any composition thereof. The displaying
unit 43 may include a displaying panel 431. Optionally, the displaying panel 431
can be configured by a Liquid Crystal Display (LCD), an Organic
Light-Emitting Diode (OLED) and the like. Further, the playing panel 431 can

be covered by the touch-sensitive surface 421. Upon detecting the touch



10

15

20

25

30

WO 2014/166266 PCT/CN2013/088489
-3 -

operation on or nearby the touch-sensitive surface 421, the touch-sensitive
surface 421 sends the touch information to the processor 47 for determining the
type of the touch event. Then the processor 47 provides corresponding visual
output on the displaying panel 431 according to the type of the touch event.
Although in Figure 9 the touch-sensitive surface 421 and the displaying panel
431 perform the inputting function and the outputting function as two separate
components, in some embodiments, the touch-sensitive surface 421 and the
displaying panel 431 can be integrated to achieve the inputting function and the

outputting function.

[0089] The terminal may also include at least one sensor 44, such as an optical
sensor, a motion sensor and any other sensor. Specifically, the optical sensor
may include an ambient light sensor and a proximity sensor. The ambient light
sensor can adjust the brightness of the displaying panel 431 according to the
intensity of ambient lights. The proximity sensor can turn off the displaying
panel 431 and/or the backlight when the terminal moves nearby the ear. As one
kind of the motion sensor, a gravity acceleration sensor can detect the values of
the accelerations in various directions (generally three axes) and detect the value
and direction of the gravity when remaining stationary. The gravity acceleration
sensor may be applied in an application for recognizing posture of a mobile
phone (for example, switching between landscape and portrait, relevant games,
magnetometer pose calibration), a function related to vibration recognition (for
example, a pedometer, knocking), etc.; in addition, other sensors, e.g., a
gyroscope, a barometer, a hygrometer, a thermometer, an infrared sensor, etc.
may be further provided in the terminal, the description of which is omitted

herein.

[0090] The audio circuit 45, the speaker 451 and the microphone 452 can
provide the audio interface between the user and the terminal. The audio circuit
45 can send the electrical signal converted from the received audio data to the
speaker 451 and a voice signal is converted from the electric signal and is output
by the speaker 451. In another aspect, the microphone 452 converts the collected
sound signal into an electrical signal, the audio circuit 45 receives the electrical

signal and converts the electrical signal into audio data to be output to the
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processor 47 for processing. The processed audio data is sent to for example
another terminal via the RF circuit 40. Alternatively, the audio data is output to
the storage 41 for further processing. The audio circuit 45 may further include
an earplug jack for providing the communication between an external earphone

and the terminal.

[0091] WiFi is a technology for short-distance wireless transmission. Via the
WiFi module 46, the terminal can help the user to receive and send an e-mail,
brows a web page, access a stream media, provide the user with wireless
wideband Internet access. Although the WiFi module 46 is shown in Figure 9, it
can be understood that the WiFi module 46 is not an indispensable component of
the terminal, and can be omitted as required without deviating from the scope of

the spirit of the disclosure.

[0092] The processor 47, as a control center of the terminal, is connected
various portions of the whole mobile phone via various interfaces and wires. By
running or performing the software program(s) and/or module(s) stored in the
storage 41 and revoking the data stored in the storage 41, the processor 47
performs various functions of the terminal and processes data, so as to monitor
the whole mobile phone. Optionally, the processor 47 may include one or more
processing core. Preferably, the processor 47 can be integrated with an
application processor and a modem processor, where the application processor is
mainly responsive of processing involved with the operating system, the user
interface, the applications, etc. and the modem processor is mainly responsive of
processing involved with the wireless communication. It can be understood that
it is also possible that the above modem processor is not integrated in the

processor 47.

[0093] The terminal further includes a power supply 48 (such as a battery) for
supplying power to various components. Preferably, the power supply 48 can be
logically connected to the processor 47 via a power supply managing system, so
as to manage the functions such as charging, discharging and power
consumption managing. The power supply 48 may further include one ore more

DC or AC power supply, a recharging system, a power supply failure detecting
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circuit, power supply converter or inverter, power supply state indicator, and any

other assembly.

[0094] Although it is not specified, the terminal may further include a camera, a
Bluetooth module and the like, for which the description is omitted. In this
embodiment, the processor 47 in the terminal implements various functions by
loading executable files corresponding to one or more processes of an
application into the storage 41 and running the application stored in the storage

41 by the processor 47. The functions include the following.

[0095] The attribute information of the file can be gathered, for example
according to the instruction information sent from the server and received by the
RF circuit 40. The instruction information is indicative of the attribute
information of the file to be reported by the client. The gathered attribute
information of the file includes, but not limited to, at least one of path
information of the file, loading information of the file, releasing information of
the file, a black-white attribute of the file, context information of a program

corresponding to the file and the like.

[0096] The RF circuit 40 is controlled to report the attribute information of the

file to the server.

[0097] Upon receiving from the server the scanning strategy on whether it is
necessary to scan the file, the RF circuit 40 scans the file in accordance with the
scanning strategy, where the scanning strategy is returned from the server
according to the attribute information of the file sent from the plurality of clients.
Alternatively, upon receiving from the server the property indicator of the file,
the RF circuit 40 obtains, according to the property indicator, the scanning
strategy on whether it is necessary to scan the file and scans the file in
accordance with the scanning strategy, where the property indicator is returned
by the server according to the attribute information of the file reported by the

plurality of clients.

[0098] To obtain, according to the property indicator, the scanning strategy on
whether it is necessary to scan the file, the processor 47 can determine whether

the property indicator is greater than a preset value. If the property indicator is
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greater than the preset value, it is necessary for the client to scan the file. And if
the property indicator is not greater than the preset value, it is unnecessary for

the client to scan the file.

[0099] 1t is further provided a file scanning system in an embodiment of the
disclosure, which includes the server as shown in Figure 5 or 6 and a plurality of

clients as shown in Figure 8, and is not described in detail here.

[00100]1t is further provided a file scanning system in an embodiment of the
disclosure, which includes the server as shown in Figure 7 and a plurality of

clients as shown in Figure 9, and is not described in detail here.

[00101]1t should be understood by those skilled in the art that all or some of the
steps in the methods according to the embodiments of the disclosure may be
performed by a corresponding hardware instructed with a program. The program
may be stored in a computer readable storage medium. The computer readable
storage medium may include Read Only Memory (ROM), Random Access
Memory (RAM), magnetic disk, Compact Disk, etc.

[00102] The file scanning method and file scanning method system, the client
and the server according to the embodiments of the disclosure have been
described in detail above. The principle and implementation of the disclosure are
illustrated with specific examples, which are set forth only for the purpose of
better understanding of the method and core concept of the disclosure; changes
to the specific embodiments and the application scope may be made by those
skilled in the art based on the spirit of the disclosure, and the specification is not

intended to limit the disclosure.
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WHAT IS CLAIMED IS:

1. A file scanning method, comprising:

determining a property indicator of a file according to attribute information
of the file reported by a plurality of clients, wherein the property indicator is

indicative of probability of the file being a malicious program; and

sending the property indicator to the clients, wherein the clients determine,
according to the property indicator, whether it is necessary to scan the file; or
obtaining, according to the property indicator, a scanning strategy on whether it
is necessary to scan the file, and sending the scanning strategy for the file to the

clients.

2. The method according to claim 1, wherein the attribute information comprises
at least one of path information of the file, loading information of the file,
releasing information of the file, a black-white attribute of the file and context

information of a program corresponding to the file.

3. The method according to claim 1 or 2, wherein if the attribute information of
the file reported by the clients corresponds to one attribute, the determining a
property indicator of the file according to the attribute information of the file

reported by the plurality of clients comprises:

determining for each one of the plurality of clients, according to the
attribute information of the file reported by each one of the plurality of clients,

whether the file is a malicious program; and

determining the property indicator of the file by a ratio of the number of
clients for which the file is determined as the malicious program to the total

number of the plurality of clients.

4. The method according to claim 1 or 2, wherein if the attribute information of
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the file reported by the clients corresponds to multiple attributes, the
determining a property indicator of the file according to the attribute information

of the file reported by the plurality of clients comprises:

determining for each one of the plurality of clients, according to the
attribute information corresponding to the multiple attributes reported by each
client, whether the file is a malicious program with respect to each of the

multiple attributes;

determining, for each of the multiple attributes of the file, a probability
ratio of the file being a malicious program with respect to the attribute by a ratio
of the clients for which the file is determined as the malicious program with

respect to the attribute to the total number of the plurality of clients; and

determining the property indicator of the file by a sum of the respective
probability ratios of the file being a malicious program with respect to the
multiple attributes, or determining the property indicator of the file by a sum of
weighted probability ratios of the file being a malicious program with respect to
the multiple attributes, wherein the weighted probability ratios are products of

the respective probability ratios multiplying with corresponding weights.

5. The method according to claim 1 or 2, wherein the obtaining, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file

comprises:

judging whether the property indicator is greater than a preset value,
determining that it is necessary for the clients to scan the file if the property
indicator is greater than the preset value; determining that it is unnecessary for
the clients to scan the file if the property indicator is not greater than the preset

value.

6. The method according to claim 1 or 2, further comprising,

sending instruction information to the plurality of clients, wherein the

instruction information is indicative of the attribute information of the file to be
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reported by the clients.

7. A file scanning method, comprising:
reporting attribute information of a file to a server; and

receiving from the server a scanning strategy on whether it is necessary to
scan the file, wherein the scanning strategy is returned by the server according to
the attribute information of the file reported by a plurality of clients; or receiving
from the server a property indicator of the file, obtaining, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file,
wherein the property indicator is returned by the server according to the attribute

information of the file reported by the plurality of clients.

8. The method according to claim 7, wherein the attribute information comprises
at least one of path information of the file, loading information of the file,
releasing information of the file, a black-white attribute of the file and context

information of a program corresponding to the file.

9. The method according to claim 7 or 8, wherein the obtaining, according to the
property indicator, a scanning strategy on whether it is necessary to scan the file

comprises:

judging whether the property indicator is greater than a preset value,
determining that it is necessary for the clients to scan the file if the property
indicator is greater than the preset value; determining that it is unnecessary for
the clients to scan the file if the property indicator is not greater than the preset

value.

10. The method according to claim 7 or 8, further comprising:

receiving instruction information sent from the server, wherein the

instruction information is indicative of the attribute information of the file to be
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reported by the clients.

11. A server, comprising:

a property indicator determining unit, configured to determine a property
indicator of a file according to attribute information of the file reported by a
plurality of clients, wherein the property indicator is indicative of probability of

the file being a malicious program; and

a sending unit, configured to send the property indicator to the clients,
wherein the clients determine, according to the property indicator, whether it is
necessary to scan the file; or to obtain, according to the property indicator, a
scanning strategy on whether it is necessary to scan the file, and to send the

scanning strategy for the file to the clients.

12. The server according to claim 11, wherein the property indicator determining

unit comprises:

a malicious program determining unit, configured to, if the attribute
information of the file reported by the clients corresponds to one attribute,
determine for each one of the plurality of clients, according to the attribute
information of the file reported by each one of the plurality of clients, whether

the file is a malicious program; and

a calculating unit, configured to determine the property indicator of the file
by a ratio of the number of clients for which the file is determined as the

malicious program to the total number of the plurality of clients.

13. The server according to claim 12, wherein

the malicious program determining unit is further configured to, if the
attribute information of the file reported by the clients corresponds to multiple
attributes, determine, for each one of the plurality of clients, according to the

information corresponding to the multiple attributes reported by each client,
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whether the file is a malicious program with respect to each of the multiple

attributes respectively; and

the calculating unit is further configured to determine, for each of the
multiple attributes of the file, a probability ratio of the file being a malicious
program with respect to the attribute by a ratio of the clients for which the file is
determined as the malicious program with respect to the attribute to the total
number of the plurality of clients; and to determine the property indicator of the
file by a sum of the respective probability ratios of the file being a malicious
program with respect to the multiple attributes, or to determine the property
indicator of the file by a sum of weighted probability ratios of the file being a
malicious program with respect to the multiple attributes, wherein the weighted
probability ratios are products of the respective probability ratios multiplying

with corresponding weights.

14. The server according to any one of claims 11 to 13, wherein the sending unit
is configured to judge whether the property indicator is greater than a preset
value, determine that it is necessary for the clients to scan the file if the property
indicator is greater than the preset value; determine that it is unnecessary for the
clients to scan the file if the property indicator is not greater than the preset

value.

15. The server according to any one of claims 11 to 13, further comprising:

an instruction sending unit, configured to send instruction information to
the plurality of clients, wherein the instruction information is indicative of the

attribute information of the file to be reported by the clients.

16. A client device, comprising:

an attribute reporting unit, configured to report attribute information of a

file to a server; and
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a file scanning unit, configured to receive from the server a scanning
strategy on whether it is necessary to scan the file, wherein the scanning strategy
is returned by the server according to the attribute information of the file
reported by a plurality of clients; or configured to receive from the server a
property indicator of the file, to obtain, according to the property indicator, a
scanning strategy on whether it is necessary to scan the file, wherein the
property indicator is returned by the server according to the attribute information

of the file reported by the plurality of clients.

17. The client device according to claim 16, wherein the attribute information
gathered by the gathering unit comprises at least one of path information of the
file, loading information of the file, releasing information of the file, a
black-white attribute of the file and context information of a program

corresponding to the file.

18. The client device according to claim 16 or 17, wherein the file scanning unit
is further configured to judge whether the property indicator is greater than a
preset value, determine that it is necessary for the clients to scan the file if the
property indicator is greater than the preset value; determine that it is
unnecessary for the clients to scan the file if the property indicator is not greater

than the preset value.

19. The client device according to claim 16 or 17, further comprising;:

an instruction receiving unit, configured to receive instruction information
sent from the server, wherein the instruction information is indicative of the

attribute information of the file to be reported by the clients.

20. A file scanning system, comprising a plurality of clients according to any

one of claims 16 to 19 and a server according to any one of claims 11 to 15.
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