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(57) Abstract: A server (200) for controlling access to a remote device from a user device, the server comprising: a session estab -
lisher (214) contigured to establish a first session, between a client of the user device and the server, the session establisher being
further configured to control a transmitter (202) to transmit remote device credentials to the remote device for establishing a second

o session, between the server and the remote device, such that the second session is established, and a session connector (216) con-

W

figured to connect the first and second sessions, such that the client does not have access to the remote device credentials.
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CONTROLLING ACCESS TO REMOTE DEVICES

Technical field

The invention relates to methods and apparatus for controlling access to a remote
device within a computer network from a user device, which may be outside the
computer network. In particular, the invention may relate to methods and apparatus for
controlling access to the remote device such that credentials for the remote device are

not accessible from the user device.

Background

A computer network within an organisation will typically contain a number of devices,
termed remote devices herein, which may include PCs and servers, but also switches,
routers, wireless access points, IP cameras, projectors, network attached storage and
so on. Each remote device will have a management interface, which may be web-
based or may be accessed as one or more applications running on general purpose
operating systems such as Windows or Linux. In addition to physical components of a
network, a remote device in this context may itself be an application running on a

physical component or over the Internet.

Remote devices may be controlled by users logging in to user or admin accounts from
user devices. Some remote devices may provide only a single management user or
admin account, while others may allow many accounts with various levels of
functionality, or even integrate directly with organisational user directories. Each user
or admin account will typically require user credentials for each user attempting to gain

access to one or more remote devices.

As used herein, the term “user credentials” encompasses any data that may be used to
log in to a user or admin account for controlling a device. Accordingly, user credentials
may comprise a user ID and/or secure data, such as a text string or password,

identifying that user.

Where an organisation has many IT staff there arises the issue of managing multiple

admin accounts and maintaining an audit trail of which admin user logged on to which
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remote device and when. Additionally, network security may be compromised where a
user is allowed to access remote device credentials that allow log in to one or more
remote devices across the network. Matters are compounded when an organisation
wishes to allow external users, outside of the organisation’s network, to access remote
devices, as the remote device credentials are then required to be in the hands of

individuals outside the organisation owning the remote device.

Known solutions may be provided by simply storing remote device credentials in a
database. A user may transmit a request to the database and then receive remote
device credentials allowing access to one or more remote devices as part of a network
administration role. In other, less technological solutions, a user may keep a physical
record of remote device credentials for accessing a remote device as part of a network
administration role in what may be termed a “run book”. In these systems, the user
consults the run book to identify remote device credentials allowing access to devices

within the computer network.

The known systems introduce security weaknesses into a computer network.

Summary

According to the invention in an aspect, there is provided a server for controlling
access to a remote device from a user device, the server comprising: a session
establishing means, which may be a session establisher, configured to establish a first
session, between a client of the user device and the server, the session establisher
being further configured to control a transmitter to transmit remote device credentials to
the remote device for establishing a second session, between the server and the
remote device, such that the second session is established; and a session controlling
means, which may be a session connector, configured to connect the first and second

sessions, such that the client does not have access to the remote device credentials.

Optionally, the server further comprises a receiving means, which may be a receiver
configured to receive from the client a request to establish the first session, the request
comprising user credentials for a user; and a user determining means, which may be a

user determiner, configured to determine whether the user is an authorised user based
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on the received user credentials, wherein the session establisher is configured to

establish the first session in dependence on the user being an authorised user.

Optionally, the user credentials provide two factor authorisation.

Optionally, the user determiner is configured to determine whether the user is
authorised to access the remote device, and wherein the session establisher is
configured to control the transmitter to transmit remote device credentials to the remote
device for establishing the second session, in dependence on the user being an

authorised user.

Optionally, the server further comprises a one instance enforcing means, which may be
a one instance enforcer, configured to determine whether there is an existing first
session established for the user and, if there is an existing first session, to end the

existing first session before establishing the requested first session.

Optionally, the first session comprises an encrypted session.

Optionally, the encrypted session is one of a secure shell, SSH, or secure sockets

layer, SSL, tunnel.

Optionally, the first session comprises a non-encrypted session running within the

encrypted session.

Optionally, the session establisher is configured to establish the first session with a
client in a first network, and to establish the second session with a remote device in a

second network.

Optionally, the server further comprises a receiver configured to receive from the
remote device, in response to the transmitted remote device credentials, session
establishment data for establishing the second session, and wherein the session
establisher is configured to establish the second session based on the received

session establishment data.
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Optionally, the session establisher is configured to establish the first session in a first
context of an operating system running on the server, and to establish the second
session in a second context of the operating system, wherein one of the first or second
contexts is unable to access memory associated with the other of the first or second

contexts.

Optionally, the session connector is configured to connect the first and second

sessions at a socket level.

According to the invention in another aspect, there is provided a system comprising a
server as described herein, and a user device comprising the client, the client further
comprising: a session establishing means, which may be a session establisher
configured to control a transmitter to transmit a request to the server for establishing

the first session, the request comprising user credentials for the user.

Optionally, the client further comprises a one instance enforcing means, which may be
a one instance enforcer, configured to determine whether there is an existing first
session established for the user and, if there is an existing first session, to end the

existing first session before controlling the transmitter to transmit the request.

Optionally, the client further comprises a port generating means, which may be a port
generator configured to generate an ephemeral port at the user device, wherein the
transmitted requested comprises data for establishing the first session via the

ephemeral port.

1 Optionally, the client further comprises a session recorder

According to the invention in another aspect, there is provided a method or use on a
server for controlling access to a remote device from a user device, the method
comprising: establishing, at a session establisher, a first session, between a client of
the user device and the server, controlling, by the session establisher, a transmitter to
transmit remote device credentials to the remote device for establishing a second
session, between the server and the remote device, such that the second session is
established; and connecting, by a session connector, the first and second sessions,

such that the client does not have access to the remote device credentials.
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According to the invention in another aspect, there is provided a computer program
comprising instructions which, when executed on at least one processor, cause the at

least one processor to carry out a method disclosed herein.

According to the invention in another aspect, there is provided a carrier containing the
computer program above, wherein the carrier is one of an electronic signal, optical

signal, radio signal, or non-transitory computer readable storage medium.

Brief description of the drawings

Exemplary embodiments of the invention are described herein with reference to the

accompanying drawings, in which:

Figure 1 is an architecture diagram showing a device network and a workstation
network;

Figure 2 shows a schematic diagram of a server;

Figure 3 shows a schematic diagram of a user device; and

Figure 4 shows a signalling diagram of a method for controlling access to a remote

device from a user device.

Detailed description

Generally, disclosed herein are methods and apparatus for controlling access to a
remote device from a user device. The remote device may be one of many remote
devices owned by an organisation and may provide access to one or more secure
elements of the organisation’s network. In such cases, it is desirable for a user not to
know the remote device credentials that allow access to the remote device. The
methods and apparatus disclosed herein allow a user device to access a remote

device without revealing the remote device credentials to the user device.

Therefore, methods and apparatus disclosed provide one to one mapping between an

authorised user and an authorised session on a remote device.
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A goal is to prevent any direct connection to the remote device and to prevent the
intercept of any remote device credentials from the user or the authorised users
system. This may be achieved by one or more of a series of indirections and
enforcement points that combine to map a session between the authorised users
system and the remote device (for the purposes of system management etc.) via a

server.

Exemplary arrangements disclosed comprise a server between a user device and a
remote device that may connect a first session established with the user device and a
second session established with the remote device such that the user device has
access to the remote device. The server may combine networking techniques and
mathematical techniques together to increase the degree of separation between the

first and second sessions.

In exemplary methods and apparatus, the remote device credentials can never enter

the authorised user's system. Therefore, the remote device credentials cannot be:

e Intercepted:;

o Key logged:;

e RAM Scraped;

o Derived from a reverse hash lookup; or

e Extracted or Coerced from the Authorised User.

Exemplary methods and apparatus may also include ‘gear-lever’ technology that allows
an organisation to move from a ‘no-touch’ server deployment through several distinct

stages to the environment described herein.

Figure 1 shows an architecture diagram of a device network 100 and a workstation
network 102. The device network 100 comprises a remote device 104 and a server
106 for controlling access to the remote device 104. In addition, the device network
100 may comprise other systems and/or remote devices 108, which may be in data
communications with the remote device 104. The workstation network 102 comprises

a user device 110, in this case external to the device network 100.



10

15

20

25

30

35

WO 2017/121998 PCT/GB2017/050049

7

The user device 110 comprises a client 112. The client 112 is configured to be in data
communications with the server 106. The data communications may be via a public
network, such as the Internet, and may use Internet Protocol (IP). The client 112 may
be accessed by one or more ephemeral ports 114 that are accessible only for a limited
amount of time. The ephemeral ports 114 may be established using a “loopback” IP
address in the 127.x.x.x range. Using such an IP address means that the data link
layer is not used to transmit data between the client 112 of the user device 110 and the
server 106. Data communications between the client 112 and the server 106 may
make use of the ephemeral ports and/or the loopback IP address. Therefore, any
malware installed on the user device is unable to intercept communications between
the client 112 and the server 106.

A user may access the client 112 via a system admin tool 116 and optionally the

ephemeral port 114.

The server 106 is configured to establish data communications with the client 112 of
the user device 110 and with the remote device 104, but is configured to isolate each of
those data communication such that remote device credentials are not available to the

user device 110. The operation of the server 106 is discussed in greater detail below.

Figure 2 shows a schematic representation of a server 200, which may be a server 106

in the architecture diagram of Figure 1.

The server 200 comprises a transmitter 202 and a receiver 204. The transmitter 202
and receiver 204 may be in data communication with other network entities within the
device network 100 and/or the workstation network 102, such as remote devices 104,
user devices 110, servers and/or functions in those networks, and are configured to

transmit and receive data accordingly.

The server 200 further comprises a memory 206 and a processor 208. The memory
206 may comprise a non-volatile memory and/or a volatile memory. The memory 206
may have a computer program 210 stored therein. The computer program 210 may be
configured to undertake the methods disclosed herein. The computer program 210
may be loaded in the memory 206 from a non-transitory computer readable medium

212, on which the computer program is stored. The processor 208 is configured to
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undertake one or more of the functions of a session establisher 214, session connector

216, user determiner 218 and one instance enforcer 220, as set out below.

Each of the transmitter 202 and receiver 204, memory 206, processor 208, session
establisher 214, session connector 216, user determiner 218 and one instance
enforcer 220 is in data communication with the other features 202, 204, 206, 208, 210,
214, 216, 218, 220 of the server 200. The server 200 can be implemented as a
combination of computer hardware and software. In particular, the session establisher
214, session connector 216, user determiner 218 and one instance enforcer 220 may
be implemented as software configured to run on the processor 208. The memory 206
stores the various programs/executable files that are implemented by a processor 208,
and also provides a storage unit for any required data. The programs/executable files
stored in the memory 206, and implemented by the processor 208, can include the
session establisher 214, session connector 216, user determiner 218 and one instance

enforcer 220, but are not limited to such.

Figure 3 shows a schematic representation of a user device 300, which may be a user

device 110 in the architecture diagram of Figure 1.

The user device 300 comprises a transmitter 302 and a receiver 304. The transmitter
302 and receiver 304 may be in data communication with other network entities within
the device network 100 and/or the workstation network 102, such as the server 108,
UEs, servers and/or functions in those networks and are configured to transmit and

receive data accordingly.

The user device 300 further comprises a memory 306 and a processor 308. The
memory 306 may comprise a non-volatile memory and/or a volatile memory. The
memory 306 may have a computer program 310 stored therein. The computer
program 310 may be configured to undertake the methods disclosed herein. The
computer program 310 may be loaded in the memory 306 from a non-transitory
computer readable medium 312, on which the computer program is stored. The
processor 308 is configured to undertake one or more of the functions of a client 314,
session establisher 314, one instance enforcer 318, port generator 320 and session

recorder 322, as set out below.
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Each of the transmitter 302 and receiver 304, memory 306, processor 308, client 314,
session establisher 314, one instance enforcer 318, port generator 320 and session
recorder 322 is in data communication with the other features 302, 304, 306, 308, 310,
314, 316, 318, 320, 322 of the user device 300. The user device 300 can be
implemented as a combination of computer hardware and software. In particular, the
client 314, session establisher 314, one instance enforcer 318, port generator 320 and
session recorder 322 may be implemented as software configured to run on the
processor 308. The memory 306 stores the various programs/executable files that are
implemented by a processor 308, and also provides a storage unit for any required
data. The programs/executable files stored in the memory 306, and implemented by
the processor 308, can include the client 314, session establisher 314, one instance

enforcer 318, port generator 320 and session recorder 322, but are not limited to such.

Figure 4 shows a signalling diagram of a method for controlling access to a remote

device 104 by a user device 300, 110 via a server 200, 106.

A user logs in 400 to the client 314 of the user device 300 using the sysadmin tool 116.
As part of the log in 400, the user may supply user credentials to the client 314. The
user credentials identify the user and allow the authentication of the user, that is, the
establishment of whether the user is authorised to access the remote device 104. The
user credentials may provide two factor authentication, in that the user needs to be in

possession of a token that provides an additional code.

As part of the log in procedure 400, the one instance enforcer 318 may determine
whether the user is already logged in to the server 200. This may be done by
maintaining a local store of users logged in and/or by data communication with the
server 200. If the user is currently logged in then the one instance enforcer 318 logs
the current instance of the user out and logs in the user according to the log in
credentials just received. This means that users can move from user device to user
device without having to log off first. In addition, if the user credentials fall into another
individual’s hands and that other individual attempts to log in using those credentials,
whether for honest or malicious means, the true user is logged out and so is alerted.

The breach of security can therefore be rectified.
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Further, the log in of the user may be on one of the ephemeral ports 114. That is, the
port generator 320 of the client 314 may generate one or more ephemeral ports 114,
as set out above. The client 314 may therefore provide the session(s) that is
established with the server 200 to users via local ephemeral ports 114 using the
127 x.x.x IP addresses. This means that any scan by a third party of the 127 x.x.x IP
addresses will be inconclusive, for example, because of the high number of possible
ports onto which the user may be logged on. The client 314 connects the user's tool
chain to a 127 .x.x.x:Ephemeral port. Opportunistic connections to those ports simply

timeout so that any attacker finds no evidence of a session.

After the user has logged in to the client 314, the session establisher 316 of the client
314 controls the transmitter 302 to transmit a request 402 to establish a
communications session to the server 200. The request may comprise the user

credentials.

The receiver 204 of the server 200 receives the request. The session establisher 214
of the server 200 establishes a communications session between the client 314 and
the server 200. The user determiner 218 of the server 200 may determine whether the
user is entitled to access the remote device 104, based on the user credentials in the
request. The session establisher 214 may establish the session with the client 314 in
dependence on the user credentials identifying the user as being authorised to access
the remote device 104. To this end, the server 200 may have access, e.g. the server
200 may store locally, a database of authorised users. Such a database may identify
one or more roles that have access to one or more remote device 104 in the device

network 100 and may further identify users authorised to act in those roles.

The session between the client 314 to the server 200 may be an encrypted session,
such as a tunnelled secure shell (SSH) or Secure Sockets Layer (SSL) session. In
such arrangements, unsecured protocols such as Telnet are wrapped in an encrypted
session, such as SSH or SSL, which prevents 'on the wire' monitoring. The SSH or
SSL session may be authenticated against the user's credentials, as previously

described.
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The client 314 may also comprise a session recorder 322 configured to implement
session recording. If this session recording is interrupted for any reason, the session

recorder may be configured to terminate the session.

The session establisher 214 of the server 200 controls the transmitter 202 to transmit
remote device credentials for the remote device 104 to the remote device 104. This
may be done in dependence on the user being authorised to access the remote device
104, which may be determined based on the user credentials. The transmitted remote
device credentials are part of communications 406 between the server 200 and the
remote device 104 to set up a session therebetween. In this way, the session
establisher 214 establishes a session 408 with the remote device 104 and performs a
login to the remote device 104 using the remote device credentials. As shown in

Figure 1, the remote device 104 may be on a separate network to the user device 300.

In exemplary arrangements, the server 200 may receive from the remote device 104
session establishment data for establishing the second session. The server 200 may
also receive from the remote device 104 data instructing a credential change for the
remote device 104. Upon receipt of the data instructing a credential change, the
session establisher 214 may generate updated credentials for the remote device 104.
The updated credentials may be transmitted to the remote device 104 where they may
be stored for future session establishment. In this way, no user input is required to

update the credentials for logging into the remote device 104.

In exemplary methods and apparatus, the session establisher 214 may establish the
sessions 404 and 408 in different contexts of an operating system, for example LINUX,
running on the server 106. Memory of one context cannot be accessed by another
context, which means that the session 404 between the server 106 and the user device
110 is unable to obtain the remote device login credentials from the session 408

between the server 106 and the remote device 104.

The one instance enforcer 220 of the server 200 may also enforce a one instance
policy, as set out above. That is, the one instance policy may be implemented at the

user device 300 and/or the server 200.
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A session connector 216 connects 410 the two established sessions 404, 408, such
that the user device 300 has access to the remote device 104. The session connection
isolates the remote device credentials from the session established with the user
device 300, for example using separate contexts as explained above. The session
connector may, for example, connect the sessions 404, 408 at a socket level such that
each session is able to request that the other session undertake some task, but is

unable to access the memory of the other session.

The methods and apparatus disclosed herein do not act as a 'router' between networks
or between the user device 300 and the remote device 104. The methods and

apparatus disclosed set up sessions and connect those sessions within the server 200.

As a further step, the remote device 104 could be configured (or fire walled) to accept
only network connections from the server 200. In one configuration, the server 200
may have previously created a device account and set its privileges based on the
required role. In a 'managed’ mode there will be a device account created for each
authorised user at each role for every profile that contains the authorised users and the
remote device. In essence the device account may be specific for the role defined in
each profile the authorised user is a member of. In a network of systems, the accounts
are specific to those systems and cannot be used to make implicit jumps or file

mappings to other systems.

A computer program may be configured to provide any of the above described
methods. The computer program may be provided on a computer readable medium.
The computer program may be a computer program product. The product may
comprise a non-transitory computer usable storage medium. The computer program
product may have computer-readable program code embodied in the medium
configured to perform the method. The computer program product may be configured

to cause at least one processor to perform some or all of the method.

Various methods and apparatus are described herein with reference to block diagrams
or flowchart illustrations of computer-implemented methods, apparatus (systems and/or
devices) and/or computer program products. It is understood that a block of the block
diagrams and/or flowchart illustrations, and combinations of blocks in the block

diagrams and/or flowchart illustrations, can be implemented by computer program
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instructions that are performed by one or more computer circuits. These computer
program instructions may be provided to a processor circuit of a general purpose
computer circuit, special purpose computer circuit, and/or other programmable data
processing circuit to produce a machine, such that the instructions, which execute via
the processor of the computer and/or other programmable data processing apparatus,
transform and control transistors, values stored in memory locations, and other
hardware components within such circuitry to implement the functions/acts specified in
the block diagrams and/or flowchart block or blocks, and thereby create means
(functionality) and/or structure for implementing the functions/acts specified in the block

diagrams and/or flowchart block(s).

Computer program instructions may also be stored in a computer-readable medium
that can direct a computer or other programmable data processing apparatus to
function in a particular manner, such that the instructions stored in the computer-
readable medium produce an article of manufacture including instructions which
implement the functions/acts specified in the block diagrams and/or flowchart block or

blocks.

A tangible, non-transitory computer-readable medium may include an electronic,
magnetic, optical, electromagnetic, or semiconductor data storage system, apparatus,
or device. More specific examples of the computer-readable medium would include the
following: a portable computer diskette, a random access memory (RAM) circuit, a
read-only memory (ROM) circuit, an erasable programmable read-only memory
(EPROM or Flash memory) circuit, a portable compact disc read-only memory (CD-

ROM), and a portable digital video disc read-only memory (DVD/Blu-ray).

The computer program instructions may also be loaded onto a computer and/or other
programmable data processing apparatus to cause a series of operational steps to be
performed on the computer and/or other programmable apparatus to produce a
computer-implemented process such that the instructions which execute on the
computer or other programmable apparatus provide steps for implementing the

functions/acts specified in the block diagrams and/or flowchart block or blocks.
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Accordingly, the invention may be embodied in hardware and/or in software (including
firmware, resident software, micro-code, etc.) that runs on a processor, which may

collectively be referred to as "circuitry," "a module" or variants thereof.

It should also be noted that in some alternate implementations, the functions/acts noted
in the blocks may occur out of the order noted in the flowcharts. For example, two
blocks shown in succession may in fact be executed substantially concurrently or the
blocks may sometimes be executed in the reverse order, depending upon the
functionality/acts involved. Moreover, the functionality of a given block of the
flowcharts and/or block diagrams may be separated into multiple blocks and/or the
functionality of two or more blocks of the flowcharts and/or block diagrams may be at
least partially integrated. Finally, other blocks may be added/inserted between the

blocks that are illustrated.

The skilled person will be able to envisage other embodiments without departing from

the scope of the appended claims.
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CLAIMS:

1. A server for controlling access to a remote device from a user device, the
server comprising:

a session establisher configured to establish a first session, between a client of
the user device and the server,

the session establisher being further configured to control a transmitter to
transmit remote device credentials to the remote device for establishing a second
session, between the server and the remote device, such that the second session is
established; and

a session connector configured to connect the first and second sessions, such

that the client does not have access to the remote device credentials.

2. A server according to claim 1, further comprising:

a receiver configured to receive from the client a request to establish the first
session, the request comprising user credentials for a user; and

a user determiner configured to determine whether the user is an authorised
user based on the received user credentials,

wherein the session establisher is configured to establish the first session in

dependence on the user being an authorised user.

3. A server according to claim 2, wherein the user credentials provide two factor
authorisation.
4. A server according to claim 2 or 3, wherein the user determiner is configured to

determine whether the user is authorised to access the remote device,
and wherein the session establisher is configured to control the transmitter to
transmit remote device credentials to the remote device for establishing the second

session, in dependence on the user being an authorised user.

5. A server according to any of claims 2 to 4, further comprising a one instance
enforcer configured to determine whether there is an existing first session established
for the user and, if there is an existing first session, to end the existing first session

before establishing the requested first session.
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6. A server according to any preceding claim, wherein the first session comprises
an encrypted session.
7. A server according to claim 6, wherein the encrypted session is one of a secure

shell, SSH, or secure sockets layer, SSL, tunnel.

8. A server according to claim 7, wherein the first session comprises a non-

encrypted session running within the encrypted session.

9. A server according to any preceding claim, wherein the session establisher is
configured to establish the first session with a client in a first network, and to establish

the second session with a remote device in a second network.

10. A server according to any preceding claim, further comprising a receiver
configured to receive from the remote device, in response to the transmitted remote
device credentials, session establishment data for establishing the second session,

and wherein the session establisher is configured to establish the second

session based on the received session establishment data.

11. A server according to any preceding claim, wherein the session establisher is
configured to establish the first session in a first context of an operating system running
on the server, and to establish the second session in a second context of the operating
system, wherein one of the first or second contexts is unable to access memory

associated with the other of the first or second contexts.

12. A server according to claim 11, wherein the session connector is configured to

connect the first and second sessions at a socket level.

13. A system comprising a server according to any preceding claim, and a user
device comprising the client, the client further comprising:

a session establisher configured to control a transmitter to transmit a request to
the server for establishing the first session, the request comprising user credentials for

the user.
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14. A system according to claim 13, wherein the client further comprises a one
instance enforcer configured to determine whether there is an existing first session
established for the user and, if there is an existing first session, to end the existing first

session before controlling the transmitter to transmit the request.

15. A system according to claim 13 or 14, wherein the client further comprises a
port generator configured to generate an ephemeral port at the user device,
wherein the transmitted requested comprises data for establishing the first

session via the ephemeral port.

16. A system according to any of claims 13 to 15, wherein the client further

comprises a session recorder configured to record data relating to the first session.

17. A method or use on a server for controlling access to a remote device from a
user device, the method comprising:

establishing, at a session establisher, a first session, between a client of the
user device and the server,

controlling, by the session establisher, a transmitter to transmit remote device
credentials to the remote device for establishing a second session, between the server
and the remote device, such that the second session is established; and

connecting, by a session connector, the first and second sessions, such that the

client does not have access to the remote device credentials.

18. A computer program comprising instructions which, when executed on at least
one processor, cause the at least one processor to carry out the method according to

claim 17.

19. A carrier containing the computer program of claim 18, wherein the carrier is
one of an electronic signal, optical signal, radio signal, or non-transitory computer

readable storage medium.
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