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ABSTRACT

Systems and methods of load balancing data access in virtu
alized storage nodes are disclosed. An embodiment of a
method includes receiving a data access request from a client
for data on a plurality of the virtualized storage nodes. The
method also includes connecting the client to one of the
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client to another one of the plurality of virtualized storage
nodes to continue accessing data in the data access request.
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LOAD BALANCING DATA ACCESS IN
VIRTUALIZED STORAGE NODES
BACKGROUND

0001 Storage devices commonly implement data backup
operations (e.g., conventional backup, deduplication) using
virtual storage products for data recovery. Some virtual stor
age products have multiple backend storage devices that are
virtualized so that the storage appears to a client as a discrete
storage devices, while the backup operations may store data
across one or more of the physical storage devices. When the
client reads and/or writes (or “accesses') data from a virtual
storage device (e.g., during backup and/or restore opera
tions), that data may need to be accessed across more than one
of the physical storage devices. In order to move data from
one physical storage product to another, the virtual storage
product may include backend connections to all of the physi
cal storage devices, e.g., an inter-device local area network
(LAN).
0002 Communications that are facilitated over the inter
device LAN are slower than direct connections, and may
unacceptably degrade performance. In addition, Scaling the
virtual storage product is limited by the inter-device LAN.
That is, additional physical storage devices can only be added
to the extent those devices are Supported by the existing
infrastructure (e.g., the inter-device LAN) without complex
and costly upgrades.
BRIEF DESCRIPTION OF THE DRAWINGS

0003 FIG. 1 is a high-level diagram showing an example
ofa storage system including a plurality of virtualized storage
nodes.

0004 FIG. 2 illustrates an example of software architec
ture which may be implemented in the storage system for load
balancing data access in virtualized storage nodes.
0005 FIG. 3 is a flow diagram illustrating operations
which may be implemented for load balancing data access in
virtualized storage nodes.
DETAILED DESCRIPTION

0006 Systems and methods are disclosed for load balanc
ing data access in virtualized storage nodes, e.g., during
backup and restore operations for an enterprise. It is noted
that the term “backup” is used herein to refer to backup
operations including echo-copy and other proprietary and
non-proprietary data operations now known or later devel
oped. Briefly, a storage system is disclosed including a plu
rality of physical storage nodes. The physical storage nodes
are virtualized as one or more virtual storage devices (e.g., a
virtual storage library having virtual data cartridges that can
be accessed by virtual storage drives). Data may be backed-up
to a virtual storage device presented to the client as having
discrete storage devices (e.g., data cartridges). However, the
data for a discrete storage device may actually be stored on
any one or more of the physical storage devices.
0007 To provide optimal data access performance, a vir
tual drive should be connected on the same node as the virtual

cartridge loaded into the virtual drive to avoid the virtual drive
having to communicate over the back-end network (e.g., the
inter-device LAN).
0008. The systems and methods described herein enable a
client to access data stored across more than one of the Vir

tualized storage nodes, while reducing or altogether eliminat
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ing traffic over the backend network. During operation, the
virtual cartridge is presented to the client as being loaded in a
single stationary virtual drive. However, the virtual drive is
dynamically “moved from one virtualized storage node to
another virtualized storage node by connecting and recon
necting the client to the different nodes to access all of the data
residing on different virtualized storage nodes. Moving the
virtual drive is transparent to the backup application.
0009. In an embodiment, an interface is provided between
the virtualized storage nodes and the client. The interface is
configured to receive data access requests from the client for
data on a virtual device, but which may reside on more than
one of the plurality of the virtualized storage nodes. A con
nection manager is operatively associated with the interface.
The connection manager is configured to connect the client to
one of the plurality of virtualized storage nodes, and then
seamlessly reconnect the client to another one of the plurality
of virtualized storage nodes to provide access to data in the
data access request.
0010. Accordingly, the systems and methods described
herein enable data access from a plurality of different physi
cal nodes without performance degradation caused by the
backend network. The systems and methods also enable Scal
ing of the virtual storage product, because the number of
physical storage devices is not dependent on the physical
limitations of the backend network. While there is almost no

limit on how many physical storage nodes can be used for a
single virtual library, it is noted that in an embodiment utiliz
ing World Wide Port Names (WWPNs), there is a limit to the
number of virtual WWPNs that can be implemented through
the use of N-Port ID Virtualization (an industry standard
within storage networking (NPIV)) on a given physical port,
typically 255.
0011. The systems and methods may also be implemented
in a node failover scheme, where moving the virtual drive to
different nodes to access data may be used when a node fails.
As well as optimizing the internal traffic, this embodiment
can also optimize the front-end network to ensure the front
end load is evenly balanced across the available nodes (thus
fully utilizing all available bandwidth).
0012 FIG. 1 is a high-level diagram showing an example
of a storage system 100. Storage system 100 may include a
storage device 110 with one or more storage nodes 120. The
storage nodes 120, although discrete (i.e., physically distinct
from one another), may be logically grouped into one or more
virtual devices 125a-c (e.g., a virtual library including one or
more virtual cartridges accessible via one or more virtual
drive).
0013 For purposes of illustration, each virtual cartridge
may be held in a “storage pool, where the storage pool may
be a collection of disk array LUNs. There can be one or
multiple storage pools in a single storage product, and the
virtual cartridges in those storage pools can be loaded into any
virtual drive. A storage pool may also be shared across mul
tiple storage systems.
0014. The virtual devices 125a-c may be accessed by one
or more client computing device 130a-c (also referred to as
"clients'), e.g., in an enterprise. In an embodiment, the clients
130a-c may be connected to storage system 100 via a “front
end’ communications network 140 and/or direct connection

(illustrated by dashed line 142). The communications net
work 140 may include one or more local area network (LAN)
and/or wide area network (WAN) and/or storage area network
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(SAN). The storage system 100 may present virtual devices
125a-c to clients via a user application (e.g., in a “backup
application).
0015 The terms “client computing device' and “client’ as
used herein refer to a computing device through which one or
more users may access the storage system 100. The comput
ing devices may include any of a wide variety of computing
systems, such as stand-alone personal desktop or laptop com
puters (PC), workstations, personal digital assistants (PDAs),
mobile devices, server computers, or appliances, to name
only a few examples. Each of the computing devices may
include memory, storage, and a degree of data processing
capability at least Sufficient to manage a connection to the
storage system 100 via network 140 and/or direct connection
142.

0016. In an embodiment, the data is stored on more than
one virtual device 125, e.g., to safeguard against the failure of
any particular node(s) 120 in the storage system 100. Each
virtual device 125 may include a logical grouping of storage
nodes 120. Although the storage nodes 120 may reside at
different physical locations within the storage system 100
(e.g., on one or more storage device), each virtual device 125
appears to the client(s) 130a-cas individual storage devices.
When a client 130a-caccesses the virtual device 125 (e.g., for
a read/write operation), an interface coordinates transactions
between the client 130a-c and the storage nodes 120.
0017. The storage nodes 120 may be communicatively
coupled to one another via a “back-end' network 145, such as
an inter-device LAN. The storage nodes 120 may be physi
cally located in close proximity to one another. Alternatively,
at least a portion of the storage nodes 120 may be “off-site' or
physically remote from the local storage device 110, e.g., to
provide a degree of data protection.
0018. The storage system 100 may be utilized with any of
a wide variety of redundancy and recovery schemes for rep
licating data stored from the clients 130. Although not
required, in an embodiment, deduplication may be imple
mented for replication. Deduplication has become popular
because as data growth soars, the cost of storing data also
increases, especially backup data on disk. Deduplication
reduces the cost of storing multiple backups on disk. Because
virtual tape libraries are disk-based backup devices with a
virtual file system and the backup process itself tends to have
a great deal of repetitive data, virtual cartridge libraries lend
themselves particularly well to data deduplication. In storage
technology, deduplication generally refers to the reduction of
redundant data. In the deduplication process, duplicate data is
deleted, leaving only one copy of the data to be stored.
Accordingly, deduplication may be used to reduce the
required storage capacity because only unique data is stored.
That is, where a data file is conventionally backed up X
number of times, X instances of the data file are saved, mul

tiplying the total storage space required by X times. In dedu
plication, however, the data file is only stored once, and each
subsequent time the data file is simply referenced back to the
originally saved copy.
0019. With a virtual cartridge device that provides storage
for deduplication, the net effect is that, over time, a given
amount of disk storage capacity can hold more data than is
actually sent to it. For purposes of example, a system con
taining 1 TB of backup data which equates to 500 GB of
storage with 2:1 data compression for the first normal full
backup. If 10% of the files change between backups, then a
normal incremental backup would send about 10% of the size
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of the full backup or about 100 GB to the backup device.
However, only 10% of the data actually changed in those files
which equates to a 1% change in the data at a block or byte
level. This means only 10 GB of block level changes or 5 GB
of data stored with deduplication and 2:1 compression. Over
time, the effect multiplies. When the next full backup is
stored, it will not be 500 GB, the deduplicated equivalent is
only 25 GB because the only block-level data changes over
the week have been five times 5 GB incremental backups. A
deduplication-enabled backup system provides the ability to
restore from further back in time without having to go to
physical tape for the data.
0020 Regardless of whether deduplication is used, data
management and handling may be enhanced by load balanc
ing data access in virtualized storage nodes. With multiple
nodes (with non-shared back-end storage) each node has its
own local storage. A virtual library spanning multiple nodes
means that each node contains a Subset of the virtual car

tridges in that library (for example each node's local file
system segment contains a Subset of the files in the global file
system. Each file represents a virtual cartridge stored in a
local file system segment which is integrated with a dedupli
cation store. Pieces of the virtual cartridge are contained in
different deduplication stores based on references to other
duplicate data in other virtual cartridges.
0021. With a virtual cartridge library emulation presented
from the front-end ports of the nodes, the virtual drives are
assigned to specific LUNs on specific front-end ports. Any
backup application using that virtual library can load any
virtual cartridge into any virtual drive, basically resulting in
random virtual cartridges being loaded into random virtual
drives (e.g., based on drive availability and media usage/
retention and/or other policies). This means that the virtual
cartridge selected by the backup application to be loaded into
a virtual drive may not be a virtual cartridge on the local file
system segment, and data access traffic has to be transferred
from one node to another over the backend network.

0022. Due to the random nature of which virtual cartridge
is loaded into which virtual drive, and what data is stored on

which node, the system needs to be able to move individual
virtual drives from one node to another to reduce or altogether
eliminate traffic on the backend network. Such systems and
methods for load balancing data access in virtualized storage
nodes may be better understood by the following discussion
and with reference to FIGS. 2 and 3.

0023 FIG. 2 shows an example of software architecture
200 which may be implemented in the storage system (e.g.,
storage system 100 shown in FIG. 1) for load balancing data
access in virtualized storage nodes. It is noted that the com
ponents shown in FIG. 2 are provided only for purposes of
illustration and are not intended to be limiting. For example,
although only two virtualized storage nodes (Node() and
Node 1) are shown in FIG. 2 for purposes of illustration, there
is no practical limit on the number of virtualized storage
nodes which may be utilized.
0024. It is also noted that the components shown and
described with respect to FIG. 2 may be implemented in
program code (e.g., firmware and/or software and/or other
logic instructions) stored on one or more computer readable
medium and executable by a processor to perform the opera
tions described below. The components are merely examples
of various functionality that may be provided, and are not
intended to be limiting.
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0025. In an embodiment, the software architecture 200
may comprise a storage interface 210 operatively associated
with a user application 220 (such as a backup application)
executing on or in association with the client. The storage
interface 210 is configured to receive data access requests
from the client (e.g., via user application 220) for data on the
virtualized storage nodes 230a-b. A connection manager 240
is operatively associated with the storage interface 210. The
connection manager 240 is configured to connect the client to
one of the virtualized storage nodes 230a (e.g., via network
interface 235a), and then reconnect the client to another one
of the virtualized storage nodes 230 b (e.g., via network inter
face 235b) to provide access to data stored on physical storage
238a–b across the plurality of virtualized storage nodes 230a
b

0026. During operation, the connection manager 210 may
establish the connection/reconnection with the client by
dynamically moving a virtual drive from one node 230a to
another node 230b depending on which virtual cartridge is
loaded into the virtual drive, and with deduplication, also
depending on the data written to the virtual cartridge. The
connection mechanism ensures that the virtual drive is always
presenting on the same node as the physical copy of that
virtual cartridge (orportion of the virtual cartridge). Thus, the
connection mechanism avoids having to transfer data access
traffic from node-to-node over the backend network.

0027. For purposes of illustration, in a simple non-dedu
plication example, the entire contents of a virtual cartridge
may be considered to be a single file held physically in a
single node file system segment. In this example, when a
virtual cartridge is loaded into a virtual drive, the connection
manager 240 locates the physical node containing that virtual
cartridge (e.g., by accessing registry 245), and then moves the
virtual drive to that node so that all data access traffic is local
to that node.

0028. In a deduplication example, however, each backup
job (orportion of a backup job) Stored on the virtual tape may
be held in a different deduplication store, with each store in a
different node (e.g., 230a and 230b). In this example, in order
to access data, the connection manager 240 locates the dedu
plication storage containing that section of the virtual car
tridge which then indicates which node to move the virtual
drive to. Since different sections of the virtual cartridge may
be in different deduplication stores, the virtual drive may need
to move to different nodes as the read progresses through the
virtual cartridge.
0029. In order to write data (e.g., as part of a backup job),
the connection manager 240 cannot locate the appropriate
deduplication store (and thus the appropriate node) until data
starts writing. At this point, the multi-node deduplication
“bus' can direct the new data to the deduplication store that
has the highest chance of already having duplicate data that
matches the new databased on the initial hash signatures of
the data. But because this requires some portion of the data to
have been written before the virtual drive can be moved to the

correct node, there is an initial portion of data written to the
“wrong node that would need to be moved to the correct
node when the virtual drive is moved. This is typically a small
amount of data (e.g., 10 MBytes) which can readily be trans
ferred over the inter-device LAN without incurring negative
performance issues.
0030 To actually move the virtual drive such that the
backup application 220 is unaware of the move (i.e., so that
the move is transparent to the client), in an embodiment, each
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virtual drive may use NPIV to present each virtual device
(e.g., drive) as a unique fiber channel (FC) WWPN. In other
words, each virtual device is presented as a virtual FC port
with a virtual identity that is different from the physical FC
port. If each virtual drive is its own virtual FC port, then the
presentation of one physical port can be disabled, while
enabling that same presentation from a different physical port
on a different node.

0031. In order to achieve the substantially simultaneous
transfer from one physical port to another (e.g., network
interface 235a to network interface 235b), low-level small
computer system interface (SCSI) emulation may be imple
mented in an embodiment, to “pause an active tape com
mand (e.g., WRITE or READ or WRITE FILEMARK or
LOAD) when it needs to move the virtual drive to another
node. For example, the storage interface 210 may delay send
ing a completion status back to the backup application 220,
while still responding to REQ/ACK requests from the client
to indicate that there has not been an error (which may oth
erwise cause the backup application to terminate the data
access operations). Standard FC and SCSI and backup appli
cations 220 handle Small time delays without terminating.
0032. While the current command is paused, the state of
the virtual drive is transferred to the new node (e.g., 230b).
including information Such as the virtual drive information,
virtual drive virtual WWPN, block location in the cartridge,
etc. The connection manager 240 then creates the virtual drive
at the new node 230b based on this information. It is noted

that there should not be any point at which the same WWPN
is presented simultaneously on two nodes. A connected fabric
would likely recognize this and disable its port associated
with the later instance.

0033. Once the new virtual drive is prepared and ready to
present on the new node 230b, the original node 230a com
pletes the outstanding SCSI command (e.g., return status),
and disables the original presentation of the virtual drive. The
virtual drive is then presented to the client on the new node
230b. If after the virtual drive move is completed, there is
Some data written to the wrong node, then this data may be
queued up and migrated to the new node, e.g., via the backend
network.

0034. It is noted that the transfer from one physical port to
another described above makes use of lower level SCSI emu

lation to pause WRITE and READ commands during the
transition. In another embodiment, however, Fiber Channel

Protocol (FCP) mechanisms for sequence level error recovery
at the FC level may be utilized to move the WWPN, and retry
and complete outstanding commands on the new node 230b.
0035. It is also noted that when moving between two dif
ferent ports (e.g., network interface 235a and 235b), at no
time should the destination node be enabled (FCLOGIN with
FDISC) before the source node 230a is disabled (FC
LOGOUT with LOGO). That is, there may need to be a time
between these two transactions for the fabric to be made

aware of the change in case the two ports are in the same
fabric, but on separate Switches. In addition, the second trans
action (destination node FC FDISC) needs to complete once
a Registered State Change Notification (RSCN) has been
received by the destination or target node 230b from the
source node 230a or after a suitable timeout. The move can

happen during one or more SCSI exchange and there is the
expectation that the host is able to perform FC Exchange
Level retries to the destination node 230b. In another embodi

ment, when there are no SCSI exchanges in process for each
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host in the target node login table, the target node 230b may
“force' a disconnection with the host using a LOGOUT (FC
LOGO). Once all hosts have been LOGOUT, then a node
move may be started.
0036. As alternative to this embodiment to transfer the
virtual tape drive from one node to another, the virtual device
may be “killed on the old node and then a “dummy’ virtual
device is quickly created on the new node. The “dummy'
device reports “busy until the rest of the transfer is complete.
This embodiment may be used for the node failover, because
when a node fails the “dead' node cannot be made “busy.”
0037. Before continuing, it is noted that although imple
mented as program code, the components described above
with respect to FIG. 2 may be operatively associated with
various hardware components for establishing and maintain
ing a communications links, and for communicating the data
between the storage device and the client.
0038. It is also noted that the software link between com
ponents may also be integrated with replication and dedupli
cation technologies. In use, the user can setup replication and
run replication jobs in a user application (e.g., the “backup
application) to replicate data in a virtual cartridge. While the
term “backup' application is used herein, any application that
Supports replication operations may be implemented.
0039. Although not limited to any particular usage envi
ronment, the ability to better Schedule and manage backup
jobs” is particularly desirable in a service environment
where a single virtual storage product may be shared by
multiple users (e.g., different business entities), and each user
can determine whether to add a backup job to the user's own
virtual cartridge library within the virtual storage product.
0040. In addition, any of a wide variety of storage products
may also benefit from the teachings described herein, e.g.,
files sharing in network-attached storage (NAS) or other
backup devices. In addition, the remote virtual library (or
more generally, “target') may be physically remote (e.g., in
another room, another building, offsite, etc.) or simply
“remote' relative to the local virtual library.
0041 Variations to the specific implementations
described herein may be based on any of a variety of different
factors, such as, but not limited to, storage limitations, cor
porate policies, or as otherwise determined by the user or
recommended by a manufacturer or service provider.
0042 FIG. 3 is a flow diagram 300 illustrating operations
which may be implemented for load balancing data access in
virtualized storage nodes. Operations described herein may
be embodied as logic instructions on one or more computer
readable medium. When executed by one or more processor,
the logic instructions cause a general purpose computing
device to be programmed as a special-purpose machine that
implements the described operations.
0043. In operation 310, a data access request is received
from a client for data on a plurality of the virtualized storage
nodes. In operation 320, the client is connected to one of the
plurality of virtualized storage nodes having data for the data
access request. In operation 330, the client is reconnected to
another one of the plurality of virtualized storage nodes to
continue accessing data in the data access request.
0044) Other operations (not shown in FIG. 3) may also be
implemented in other embodiments. Further operations may
include, for example, operations may also include signaling
the client that the connection to one of the plurality of virtu
alized storage nodes is busy while reconnecting the client to
another one of the plurality of virtualized storage nodes.
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Operations may also include interrupting a connection with
the client within a timeout window of the data access appli
cation. Interrupting the connection with the client may be
transparent to the client. In other operations, the connection
with the client is restored before the data access application
registers an error in data access operations.
0045. Accordingly, the operations reduce backend net
work traffic between the plurality of virtualized storage
nodes. The operations also balance bandwidth for the plural
ity of virtualized storage nodes.
0046. It is noted that the embodiments shown and
described are provided for purposes of illustration and are not
intended to be limiting. Still other embodiments are also
contemplated for load balancing data access in virtualized
storage nodes.
1-15. (canceled)
16. A method of load balancing data access in virtualized
storage nodes, comprising:
receiving a data access request from a client for data stored
on a plurality of virtualized storage nodes;
connecting the client to one of the plurality of virtualized
storage nodes having a portion of the data for the data
access request:

reconnecting the client to another one of the plurality of
virtualized storage nodes to access another portion of the
data for the data access request; and
directing new data write requests to a deduplication store
already having duplicate data that matches the new data
based on initial hash signatures.
17. The method of claim 16, further comprising signaling
the client that the connection to one of the plurality of virtu
alized storage nodes is busy while reconnecting the client to
another one of the plurality of virtualized storage nodes.
18. The method of claim 16, further comprising interrupt
ing a connection with the client within a timeout window of a
data access application.
19. The method of claim 18, wherein interrupting the con
nection with the client is transparent to the client.
20. The method of claim 18, wherein the connection with

the client is restored before a data access application registers
an error in data access operations.
21. The method of claim 16, further comprising reducing
backend network traffic between the plurality of virtualized
storage nodes.
22. The method of claim 16, further comprising balancing
bandwidth for the plurality of virtualized storage nodes.
23. The method of claim 16, further comprising moving
data among the plurality of virtualized storage nodes on a
backend network during times of low backup operation traf
fic.

24. The method of claim 16, further comprising a virtual
drive moving to different nodes as a read progresses through
a virtual cartridge stored across the plurality of the virtualized
storage nodes.
25. The method of claim 16, further comprising writing an
initial portion of the new data to a wrong node, and locating
the appropriate deduplication store based on the initial por
tion of the data written to the wrong node, and then moving
the initial portion of the data written to the wrong node to a
correct node.

26. The method of claim 16, further comprising presenting
each of the plurality of the virtualized storage nodes as a
unique port to a backup application executing on the client.
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27. The method of claim 26, further comprising disabling a
physical port of a virtual drive while enabling presentation of
the virtual drive to a backup application executing on the
client from a different physical port on a different one of the
plurality of the virtualized storage nodes.
28. The method of claim 16, wherein pieces of a virtual
cartridge are contained in different deduplication stores based
on references to other duplicate data in other virtual car
tridges of the virtualized storage nodes.
29. A system for load balancing data access in virtualized
storage nodes, comprising:
a processor; and
a computer readable storage comprising instructions to
direct the processor, wherein the instructions comprise:
an interface between the virtualized storage nodes and a
client, the interface to receive data access requests
from the client for data on the plurality of the virtual
ized storage nodes; and
a connection manager operatively associated with the
interface, the connection manager to connect the cli
ent to one of the plurality of virtualized storage nodes
havingaportion of the data for the data access request,
and then reconnect the client to another one of the

plurality of virtualized storage nodes to provide
access to another portion of the data for the data
access request, and the connection manager directing
new data write requests to a deduplication store
already having duplicate data that matches the new
databased on initial hash signatures.
30. The system of claim 29, wherein the interface signals
the client that the connection to one of the plurality of virtu
alized storage nodes is busy when the connection manager
reconnects the client to another one of the plurality of virtu
alized storage nodes.
31. The system of claim 29, wherein the connection man
ager reconnects the client to another one of the plurality of
virtualized storage nodes within a timeout window of a data
access application executing for the client.
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32. The system of claim 29, wherein the connection man
ager reconnects the client to another one of the plurality of
virtualized storage nodes transparently to the client.
33. The system of claim 29, wherein the connection man
ager reconnects the client to another one of the plurality of
virtualized storage nodes before a data access application
registers an error in data access operations.
34. A non-transitory computer readable medium compris
ing code that is executable by a processor, wherein the code
comprises:
an interface for a plurality of virtualized storage nodes, the
interface to receive data access requests from a client for
data stored on the plurality of the virtualized storage
nodes; and

a connection manager operatively associated with the
interface, the connection manager to:
connect the client to one of the plurality of virtualized
storage nodes having a portion of the data for the data
access request;

reconnect the client to another one of the plurality of
virtualized storage nodes to provide access to another
portion of the data stored across the plurality of vir
tualized storage nodes; and
direct new data write requests to a deduplication store
already having duplicate data that matches the new
databased on initial hash signatures.
35. The non-transitory computer readable medium of claim
34, wherein:

the interface signals the client that one of the plurality of
virtualized storage nodes is busy while the connection
manager reconnects the client to another one of the
plurality of virtualized storage nodes; and
the connection manager reconnects the client to another
one of the plurality of virtualized storage nodes within a
timeout window of a data access application executing
for the client before the data access application registers
an error So that the connection/reconnection is transpar
ent to the client.

