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(57) Abstract: A smart card is described, comprising a battery for electrical power supply (7), a port (3) for communication with
an external reader, a microprocessor (2) with programmable access data, which normally keeps said communication port (3) in an
inactive state, and data entry means (5), to allow the user of the card to input into said microprocessor (2) recognition data which can

be compared with said access data; the microprocessor (2) can switch said communication port (3) into an active state suitable for

communicat ion with the external reader. The data entered by the user can be secret codes or biometric data: this prevents utilisation

of the card by users who are not recognised.
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“Smart card with identity checking”.
d#ook ok ok

The present invention concerns a smart card with identity checking.

The “intelligent card”, also known as a “smart card”, is an electronic
card which stores information and puts it at the disposal of automatic
devices, henceforth named “readers”. The transmission of information
occurs through a communication port, which can be of various types:

- with magnetic strip: in this case, the technique of reading/writing the
data exploits variation of the magnetic field on a strip;

- with direct contact: in this case, the reader and the card are in contact
to form an electrical circuit: the card is normally equipped with a
microprocessor which, when powered by the reader, can transmit and
receive data according to a pre-established communication protocol;

- without direct contact: in this case, the card, equipped with a
microprocessor, receives energy from outside, through electromagnetic
waves of suitable frequency, and exchanges data with the reader by means
of radio waves.

The above types of card have become extremely widespread in recent
decades. There is a continually growing number of computerised systems
carrying out automatic functions for the supply of services, the distribution
of goods or authorisation of access, and these systems operate even on an
international scale. Operations such as the drawing of cash from Bancomat
(ATM) machines, or the purchase of products from automatic vending
machines, have now entered everybody’s daily life. In what follows, the
term “delivery of service” will be used for all these operations.

Normally, these computerised systems base their recognition of the user
on the reading of a smart card, which is distributed by the issuing company,
and which is to be inserted into a reader at the time of requesting the
transaction or the purchase. If a higher level of security is required, the

electronic card may be assigned a recognition code, generally known as a
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“PIN” (from “Personal Identification Number”), which the user must enter
on a keypad located in proximity to the reader: if the code entered does not
match the PIN associated with the card, the system treats the user as not
authorised to conclude the purchase of the goods or the transaction in
progress.

However, the procedure for recognising the user can go wrong in a
number of cases. The growing availability of cheap electronic equipment has
allowed simple devices to be put together which are capable of fraudulently
acquiring the PIN. There is a well-known proliferation of small
videocameras and illicit keypad covering devices, which record the PIN as it
is entered. It is also well-known that many users, in contravention of the
recommendations of the issuing companies, are in the habit of keeping a
written copy of their PIN in proximity to the card, for example in their
wallet, or of storing it in their mobile phone. It is therefore possible, if a card
is lost or stolen, for the recognition mechanism to be circumvented by
unauthorised users.

In the current state of affairs, however, computerised systems based on
recognition by means of an electronic card are so widespread that their
replacement with more secure systems would be difficult to achieve, as well
as being costly. The optimal solution should therefore bring to a higher level
of security, but maintaining compatibility with existing systems, thus
allowing the gradual replacement of traditional cards with others which are
more secure.

The object of the present invention is to create a smart card with
identity checking which enables the secure recognition of the user and is
compatible with traditional recognition systems.

In accordance with the invention, this aim is achieved with a smart card
comprising a battery for electrical power supply, a port for communication
with an external reader, a microprocessor with programmable access data,

which normally keeps this communication port in an inactive state, and data
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entry means to allow the user of the card to input into said microprocessor
recognition data which can be compared with said access data to enable the
microprocessor to switch said communication port into an active state,
suitable for communication with the external reader.

The card is thus normally inactive and capable of preventing its use by
a reader until the moment when the authorised user is recognised.

Recognition of the user can occur through the entry of a numerical code
on a keypad incorporated into the card, or else by means of a sensor which
records a piece of biometric data, as for example the user’s voice or
fingerprint. The recognition code or biometric data thus entered is compared
with the access data previously recorded in a permanent memory in the
microprocessor at the time of issue of said card. If the recognition data
coincides with the access data, the microprocessor activates the
communication port to make the card usable for the operations for which it
is intended; otherwise the card remains inactive.

Activation of the card can be associated with a signal, given by means
of'a luminous (LED, OLED) or acoustic signalling device.

In this way, the information stored in the memory associated with the
microprocessor can be accessible from outside only if the card is used by an
authorised user.

The effect of the authorisation can be timed and, for example, can
allow the reading of the information by the reader for a preset period of time
only, after which the communication port is once again deactivated by the
microprocessor and, for further operations, a new recognition procedure is
required.

Although it comprises various types of device, the card retains the
dimensions of normal cards and is therefore totally compatible with current
systems. Recognition of the user is performed inside the card. The reader has
no knowledge of the existence of the recognition procedure used by the card:

the said reader, therefore, does not require to be modified in any way.
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It should be noted that, for the delivery of service to the user, two
recognition procedures are necessary:

- the recognition procedure according to the invention, executed
internally to the card, by means of which the microprocessor compares the
access data with the recognition data;

- the traditional recognition procedure, executed by the computerised
system through traditional operations (checking the information transmitted
by the microprocessor to the communication port, possible checking of any
PIN entered by the user on the keypad attached to the reader, checking of
operations which may be carried out by the user).

Only in the case of recognition of the user by means of both the
procedures will the user be authorised to obtain the service requested.

These and other characteristics of the present invention will be made
more clearly evident from the following detailed description of some
examples of practical embodiment which are illustrated without limiting
effect in the attached drawings, in which:

figure 1 is a general block diagram of the smart card according to the
present invention;

figure 2 shows a view of one of the two faces of an example of a card
according to the invention, illustrating a communication port with magnetic
strip; some devices included in the card are not shown;

figure 3 shows a view of the same card as in figure 2, illustrating the
reading/writing devices on the magnetic strip;

figure 4 shows a view of one of the two faces of another example of a
smart card according to the invention, illustrating a communication port with
direct contact; some devices included in the card are not shown;

figure 5 shows a view of one of the two faces of a further example of a
card according to the invention, illustrating a communication port without
direct contact; some devices included in the card are not shown;

figure 6 shows a view of one of the two faces of a card according to the

PCT/EP2007/051355
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invention, illustrating a keypad as a means of entering recognition data;
some devices included in the card are not shown;

figure 7 shows a view of one of the two faces of a card according to the
invention, illustrating a fingerprint sensor as a means of entering recognition
data; some devices included in the card are not shown;

figure 8 shows a state diagram which exemplifies the procedure for
loading the access data at a preliminary stage onto a card according to the
invention;

figure 9 shows a state diagram which exemplifies the operation of a
card according to the invention;

figure 10 shows a state diagram which exemplifies the operation of a
traditional computerised system following the insertion into a reader of a
traditional card or of a card according to the invention.

With reference to figure 1, a card 1 according to the invention is made
up of a microprocessor 2, which can communicate with an external reader
via a communication port 3, connected with said microprocessor 2 via a bi-
directional path 4; said microprocessor 2 receives recognition data from a
data entry means 5 via a unidirectional path 6. Said microprocessor 2 is
powered by a battery 7. A signalling device (LED) 60 is controlled by the
microprocessor 2 via the unidirectional path 61.

With reference to figure 2, an example of a card 10 according to the
invention includes a communication port of the type with magnetic strip 12.
In figure 2, neither the data entry means nor the battery are illustrated.

Figure 3 is an illustration of the said card 10, which shows the method
by which the microprocessor 2 reads/writes to the magnetic strip 12: a
plurality of reading/writing heads 13, normally not visible, each of them
connected to the microprocessor, reads the data to be stored and writes it to
said magnetic strip 12 in the process of writing the card. The writing having
been performed, the heads 13 delete the information from the magnetic strip

12 at the moment when the card returns to the inactive state. By means of
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said heads 13, the information is again written to said magnetic strip by the
microprocessor 2 at the stage of activating said card 10, and re-deleted at the
end of the period of activation.

With reference to figure 4, another example of a card 20 according to
the invention includes a communication port of the type with direct contact
22. In figure 4, neither the data entry means nor the battery are illustrated.

With reference to figure 5, a further example of a card 30 according to
the invention includes a communication port of the type without direct
contact 32, which consists of an antenna. In figure 5, neither the data entry
means nor the battery are illustrated.

With reference to figure 6, an example of a card 40 according to the
invention comprises a keypad 42 as data entry means. In figure 6, neither the
communication port nor the battery are illustrated.

With reference to figure 7, a card 50 according to the invention
comprises a fingerprint sensor 52 as data entry means. In figure 7, neither
the communication port nor the battery are illustrated.

It should be noted that card 1 according to the invention, in all its
embodiments 10, 20, 30, 40 and 50, does not differ from traditional cards
from the point of view either of bulk or of communication port, and can
therefore be inserted into a traditional reader: compatibility between
traditional computerised systems and the system according to the invention
is therefore guaranteed.

With reference to figure 8, a state diagram is shown which represents
the operations of loading the access data for the said card 1 according to the
invention, at a preliminary stage. Said card is in the “virgin card” state 300,
and has not yet been assigned any authorised user and is therefore not
usable. The “loading access data” state 302 is reached when the authorised
user enters the access data into the microprocessor for the first time, for
example by making a fingerprint or typing a code into the keypad (event

301). This operation, which is carried out once only in the entire lifetime of
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the card 1, is irreversible; it may be carried out by means of dedicated
apparatus and by a trained operator, such as a staff member of the company
providing the service; alternatively, if the data entry means is a keypad 42, it
is possible for a factory code to be assigned to it, the same for all virgin
cards, which is then changed by the user. At the end, the card becomes
usable, and moves (event 303) to the “card inactive” state 300. At this point
the card can be used in an unlimited number of operations, whenever the
correct access data is entered by the user.

With reference to figure 9, a state diagram may be seen which
represents the typical operation of said card 1 according to the invention,
once the access data has been loaded into it by the procedure illustrated in
figure 8. Normally, said card 1 is in a “card inactive” state 300. When a user
enters input data, for example by making a fingerprint on a sensor 52 or
typing a code into a keypad 42 (“signature entry” event 101), said card 1
changes to a “recognition” state 102, during which microprocessor 2
compares the data entered by the user with the access data stored earlier: if
the comparison has a negative result, the card denies authorisation
(“authorisation denied” event 103) and returns to the “card inactive” state
300. If, on the other hand, the comparison has a positive result
(“authorisation” event 104), said microprocessor 2 transmits the information
for the reader to said communication port 3, and said card 1 changes to “card
active” state 105, during which said card 1 can be used; at the expiry of the
preset time, microprocessor 2 deletes the information from the
communication port 3 (“timeout” event 106), and returns to the “waiting”
state 300.

With reference to figure 10, the process of recognition of the user by a
traditional computerised system, into which the card 1 according to the
invention is introduced, is also illustrated. The system is in the “system
waiting” state 200; on the introduction of said card into a reader (“card

introduction” event 201), the system changes to “recognition” state 202,
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during which the said system effects the recognition of the user by checking
the information obtained from said card 1 and transmitted by said
communication port 3. If the recognition procedure has a negative result, the
system denies authorisation to the user (“authorisation denied” event 203)
and returns to “system waiting” state 200. It should be noted that for the
system there is no difference between the case of the user committing an
error in typing the PIN into the keypad, and the case of card 1 not being in
“card active” state 105 because said card has not recognised the user. If
recognition has a positive result, the system authorises the user
(“authorisation of operations” event 204), leading to “service delivery” state
205, during which the system effects the delivery of the service requested by
the user. At the end of the operations, when the service has been provided,
the reader returns the card 1 (“end of operations” event 206), and the system

goes back to “system waiting” state 200.
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CLAIMS

1. Smart card comprising a battery for electrical power supply (7), a
port (3) for communication with an external reader, a microprocessor (2)
with programmable access data, which normally keeps said communication
port (3) in an inactive state, and data entry means (5) to allow the user of the
card to input into said microprocessor (2) recognition data which can be
compared with said access data to allow the microprocessor (2) to switch
said communication port (3) into an active state, suitable for communication
with the external reader.

2. Card according to claim 1, characterised in that said communication
port (3) is of the type with magnetic strip (12).

3. Card according to claim 2, characterised by comprising a plurality
of heads (13) associated with said magnetic strip (12) and connected to said
microprocessor (2) to enable the writing and deletion of information to the
magnetic strip (12).

4. Card according to claim 1, characterised in that said communication
port (3) is of the type with direct contact (22).

5. Card according to claim 1, characterised in that said communication
port (3) is of the type without direct contact (32).

6. Card according to any of the preceding claims, characterised by
comprising a keypad (42) as data entry means (5).

7. Card according to any of the preceding claims, characterised by
comprising a fingerprint sensor (52) as data entry means (5).

8. Card according to any of the preceding claims, characterised by
comprising a signalling device (60) which notifies the user that authorisation
has occurred for using the card.

9. Card according to any of the preceding claims, characterised by
being configurable into three states: a “card inactive” state (300), during
which the microprocessor (2) keeps the communication port (3) inactive,

thus preventing a reader from obtaining information; a “recognition” state
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(102), during which the microprocessor (2) compares the recognition data
obtained from the data entry means (5); a “card active” state (105), during
which the microprocessor (2) activates the communication port (3), allowing
a reader to obtain information.

5 10. Card according to any of the preceding claims, characterised by

being able to communicate with readers of traditional type.
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