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Description
Title: Hybrid fully homomorphic encryption (F.H.E.) systems

Background

[

1 This invention is related to the construction of efficient homomorphic encryption
systems, in particular, dlﬂ‘\/ homomorphic encryption, where any computation can be per-
formed on encrypted data to protect the secrecy and the privacy of the data

2] In our modern information @yqtqﬂm% users often have their data stored and managed
on large servers or clouds, which they do not have real control, for example, users may store
their data in an Amazon d@ud How ever from the perspective of the users, the secrecy and
the privacy of the data becomes a serious concern, since the server has the full control of the

data.
3] One solution to this problem is that the users instead encrypt their data using a

symmetric cryptosystem like AES with their own keys and store it in a cloud such that
only each user can decrypt the data with thelr own keys. However this present another
problem in the sense that the users can not make full use of the advantage of the powerful
computing power to process the data since for a usual encryption like AES we can not perform
meaningful operation on encrypted data. This diminishes tremendously the advantage of
using the clouds.

4] Homomorphic encryption is a type of encryption scheme which allows computa-
tions over the encrypted data, namely the ciphertext, and derive an encrypted result when
decrvpted, gives result of computations performed over the plaintext. The feature is very
suitable for privacy protection and for cloud computing.

5] The power of fully homomorphic encryption was recognized within a year of the
development of RSA and there are efficient {partially) homomorphic systems, where ounly
certain type of computations on the encrypted data like addition (only) can be performed
on the encrypted data.

6] An idea solution to the problem is to use what is called fully homomorphic en-
cryption (FHE) systems, where any computation can be performed on the encrypted data.
Theoretically speaking, a cryptosystem which supports both addition and mudtiplication on
encrypted data is a fully homomorphic encryption (FHE). FHE allows programs to run on

encryptions of their inputs to produce an encryption of their output. Since such a program
never decrypts its input, therefore it can be run by an untrusted third party without revealing
any information on the processed information.

7| But only after 30 years of the initial suggestion of the idea of homomorphic encryp-
tion, recently a number of FHE systems are proposed. The first one was proposed by Craig
Gonm in 2009. Craig Gentry used lattice cryptography to build the first FHE system.
8] Theoretically Gentry’s system can provide evaluations of arbitrary depth circuits
{any algebraic coruputations), but his construction starts from a somewhat homomorphic
encryption scheme with a Himit on P\semm]iy the degree of polynomials that can be computed
over encrypted data. Then he built a technique called bootstrap, which is essentially to
actually evaluate its own decryption c1rcu.1t, to build a fully homomorphic encrvption. But
this step is very costly practically and therefore the systems is not efficient
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There are different variants of Gentry’s scheme with smaller key and ciphertext
but still not practical.

10 There are constructions based on Integers, Learning With Frrors problems { LWE
)} and Ring Learning with Errors problems (RLWE), which are more efficient but again they
require bootstrap and the svstems are not efﬁmemﬁ gmd not practical.

BRIEF SUMMARY OF THE INVENTION

11 In this invention, we propose a new paradigm to deal with such a problem using
secure hardware or other form of secure elements(SE).
12 There are already suggestion to use nardwurc security to achieve the protection

of data in cloud while still can perform computations. But in this case, it has a very
high demand on the hardware and therefore can be very costly. One such suggestion is by
Ken Fguro and Ramarathnam Venkatesan of Microsoft (FPGAS FOR TRUSTED CLOUL
C()IVEPL’?U\G}.

13] In our new proposal, we suggest a totally new paradigm, namely we propose a
hybrid approach. We combine both the idea of hardware security with the HFE.
14 We propose to add a secure and etficient hootstrap module to a FHE, which are

based either on hardware to other form of secure elements (SE), to the system to perform
the function of the bootstrap step, but we will not use the bootstrap computations, but
rather we use the secret key of the users to perform the decryption and then re-encrypt
the data as the out-put.

15] In our case, this step must be performed in a secure hardware or other from of
secure elements, where the secret key of the user must be fully protected.
16 Our usage of hardware is very different from another direction of usage of hard-
are, namely there are lots of efforts to develop hardware to speed the bootstrap computa-
tions itself, but we use direct decryption and re-encryption to efficiently perform the function
of bootstrap

W

-+

DETAILED DESCRIPTION OF THE INVENTION
1.1 The basic idea of FHE and bootstrap

17 For a FHE system, the data is divided in small blocks of fixed sizes, which we will
denoted an x;, i € N, natural numbers, There are addition and multiplication defined on
these block, namely we can do addition and multiplication on the bh)fixo Ti X, T KT

18] The system allows each user an encryption function and a demw)tion function |
and the encryption function has a public key P, and we denote this function as Fp, and the
decryption function has a secret key S, which only the user knows, and we will denote as
Dg. These two function are very efficient in general.

19 For any data block, which we also call a plaintext we apply encryption to derive
an encrypted block:

b
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y; can have different size from z;

20 We also have addition and multiplication on the encrypted blocks: y, +u;, v X y;.
These addition and multiplication in general are not the same as that of the plaintext biod&b.

21 “or such an homomorphic encryption system, we in general have the homomorphic
property

L
Doy +yy) = o5 + 2y,

[)S(\'yz’ X ';/1\) =Ty X Iy,

=y
e}

22 In general,
i £ y; such that

or a plaintext x;, there are many ciphertexts, namely there are other

23] The reason for the situation above is that the encryption process allows certain
errors to be added and as long as the error is within certain range, we will decryption
correctlv. But If it is out of the limit, the decryption will fail to give ‘rhe desire resuits.

24 The error is enlarged once we start to do computations on the encrypted data
y; and if we do too many operations in particular, multiplications, the error will be out of
control.

25/ Bootstrap is a solution to this problem, and it is essentially to evaluate its own
decryption circuit. What is does is to refresh the ciphertext so that the ervor refreshed to the

original level. W denote this function as Bg: By(y") will be decrypted to the same plaintext
but it should has the same level of error terms as )i and should have much smaller error
term than 37

26 To have a true FHE, we must have Bg, it is difficult to implement and it is

very very inefficient. This is one of the main reasons why we could use the FHE in cloud
computing in large scale yet.

1.3 A hybrid FHE construction

27 To illustrate the point in a clear way, we will explain our construction in a setting of
cloud computation. Surely our construction can be applied to broad and similar applications.
28] We have a cloud server and a client using this server. As we described above, the

client first encrypt all it data ; using it own public key ( or it can keep it private) and its
encryption functions Fp:

Y, = E[ :IZZ’)
28] Then the client will put the encrypted data y; on the cloud.
30 In addition, the client can provide a secure hardware, which serves as a bootstrap

machine, name, this hardware has only one function, given any input, it will decrypt it using
Dg and then it will re-encrypt it using Fp and give the output as a the re-encrypted message.
31 This secure hardware allows one functionality only given input and give an output,
1’1@1311113;;‘ else. We will dencte this function as HFx.
32 Then the client will provide this hardware to the cloud and it will be integrated
in the cloud server, but this device will be kept in a very secure area in the cloud server.
33 The kev point of the hybrid system is that when the cloud sever need to do any
computation on the encrypted data in the cloud, and when they need do a bootstrap step
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to perform the function By in the original FHE, they will just call this new hardware to do
the computation of HFg. This will solve the pvohun of etficiency of bootstrap.

34 When the client or anyoue wauts to compute the value of any algebraic function
flay, oy} for any fixed integer N, it will give the function f(xy, .., zy) to the cloud

server, and the cloud server will (‘on-mn‘e Flyi, ..., un ) using the homomorphic property of

Fp, in addition, during this process whenever there is a need of using the function By in the

original FHE, the server will call the secure module to apply the function RFg to perform
the re-encryption and refresh the errors to the original level from encryption by using Fp.

35 When this result of f(yi,...,yn) is derived, it will be sent to the client, who can
decrypt it if the client wants to, or ignore it if it does not want to.

36 The advantage compared to the system supported by hardware is that here we

36 The advantage « ared to the syste orted by are is that b

only need to protect a small piece of hardware to be secure not a large systems, and therefore
it is will be very costly effective.

37 We will use all { or some) tools to make this hardware secure to protect secrecy
of Dy and S, which include:

} it has a power supply to protect it from tempering and if any temperin
vill wipe out the whole program;
{2} it has a temper detection circuit to send out warning to the client and the cloud

Server;

5 o1Q T
g is detect, it

=

1
3

) the secret keys are impossible to find even if some gets hold of the hardware module.
38 This bardware is small since the decrvption is ’V’I} rand it is fast. Therefore
t is of low cost and it is easy to make it secure since it is a sn H device.

39 We can also keep this hardware at the client site but it has a fast connection
to the cloud server and the client allows the cloud server fast access to this module of the
functionality of RFy.

40 This secure hardware can be part of the service provided and even controlled by
the cloud server. Again, the a d\fantage is that we only need to protect a small piece hardware
not a large system, therefore it is very practical.

41 we can also use other form of secure elements like TrustZone ete to implement the
function RE., as long it is secure and of low cost.

42 We can also replace the secure hardware module with a secure softwa

the white-box form or in an obfuscated software, where the decryption part { or t
fully protected.

43 Our construction can be illustrated in the fi
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CLAIM

1] Claim 1. Method for establishing a hybrid fully homomorphic encryption scheme,
comprising:

(1} Each user or client has o FHE system set up, where it has an encryption function

and o decryption function | and the encryption function has a public key P, and we

denote this function as Fp, and the decryption function hos a secret key S, which
only the user knows, and we will denote as Dg. Fach user also has bootstrap function
denoted as Bg, where this function 1s essentially to evaluate its own decryption circuit
to refresh a ciphertext so that the error inside is refreshed to the originel level when a
f )

)

99

plaintext is encrypted by the encryption function Ep. For any ciphertext y", B,y

will be decrypted to the same plaintext but it should has the same level of error terms

as a ciphertext derived from applying div
(2) We then set up a hybrid system in the the following way:

{a) each user or client will first encrypt all it data blocks x;, 1 natural numbers using

ectly the encryption function.

it own public key (or it can keep it private) and its encryption functions Kp:
y; = Fple;),
and then store the data in a cloud server or similar server. It will provide the

encryption Fp too the cloud ( and the cloud can keep it private to public).
each client provides a secure hardware, which ses as a bootstrap machine,

N

I
-]

—

nome, this hardware has only one function, given any nput, it will decrypt it
using Dg and then it will re-encrypt it using Fp and give the output as a the
re-encrypted message. This function is denoted as REgs.

(3} When the client or anyone wanits to compute the value of any algebraic function
flay, o an) Jor any fived integer N, it will give the function f{zq, .. xx) to the
clowd server, and the cloud server will compute f(yy, ..., yn) using the homomorphic
property of Ep, wn addition, during this process whenever there is a need of using the
function Bg in the original FHE, the server will coll the secure module o apply the
function REg to perform the re-encryption and vefresh the ervovs to the original level
from encryption by using Ep.

{(4) When this result of f(y1,....yn) is derived, @t will be sent to the client, who can

decrypt it if the cliend wants to, or ignore it if it does not want to.

2] Claim 2. We use the client and cloud server setting to illustrate how our hybrid
systemn works in a clear way, but our system is applicable to broad and similar applications.
3 Claima 3. The secure hardware module to perform only one functionality, namely
given any input and give an output, nothing
4] Claim 4. The client will provide the hardware module, or the client will be the one
configure a hardware withs secret key and provide to the cloud and it will be integrated in
the cloud server, but this device will be kept in a very secure area in the cloud server.

5] Claim 5. The client and the server will use all { or some) tools to make this hardware
secure to protect the secrecy of Dg and S, which include:

¢

~1
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N

J—
N

it has a power supply to protect it from tempering and if any tempering is detect, it
will wipe out the whole program;

{2} it has a temper detection circult to send out warning to the client and the cloud
server;

{3} the secret keys are impossible to find even if some gets hold of the hardware module.

6 Claim 6. The client can also keep this hardware module at the client site but it has

a tast ‘:«mnection to the cloud server and allow the cloud server fast access to this module
to use the function Bfs.

7 Claim 7. This secure hardware can be part of the service provided and even con-

trolled by the cloud server if the client trust server to maintain the secrecy of Dg and 5. In
this case, the server will build special hardware to securely implement RFq and to maintain
the security of Dg and 5

8] Claim 8. Clients or servers can also use other form of secure elements like TrustZone
ete to implement the function RFg, as long it is secure and of low cost.
9] Claim 9. Clients or servers also replace the secure hardware module with a secure

software either in the white-box form or in an obfuscated software, where the dec

part { or the key} are fuily protected.

vphion

10 Clairo 10. The hardware module can he controlled or built by the server only, or
the the client only or jointly depending on the needs of the clients.



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2016/075668

A, CLASSIFICATION OF SUBJECT MATTER

HO4L 29/08(2006.01)i; HO4L 9/32(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNPAT, WPIL, EPODOC, USTXT, EPTXT, WOTXT, CNKI, GOOGLE, IEEE: re-encrypt+, encrypt+, decrypt, fully,
homomorphic, homomorphical, FHE, cloud, key, bootstrap, error, secret, hybrid, again, second

C. DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
PX CN 104426973 A (CHINA MOBILE COMMUNICATIONS CORPORATION) 18 March 1-10
2015 (2015-03-18)
description, paragraphs[0042]-[0063], [0101]-[0106]
A US 8515058 B1 (THE BOARD OF TRUSTEES OF THE LELAND STANFORD JUNIOR 1-10
UNIVERSITY) 20 August 2013 (2013-08-20)
description, column 37, paragraph 2 to column 47, paragraph 6, claims 1-16
A US 2014095860 A1 (ALCATEL- LUCENT USA INC. ET AL.) 03 April 2014 (2014-04-03) 1-10
the whole document
A WO 2012149395 A1 (INTERNATIONAL BUSINESS MACHINES CORPORATION) 01 1-10
November 2012 (2012-11-01)
the whole document
A CN 104283669 A (SOUTHEAST UNIVERSITY) 14 January 2015 (2015-01-14) 1-10
the whole document

Further documents are listed in the continuation of Box C. See patent family annex.

*  Special categories of cited documents:
later document published after the international filing date or priority

) document defining the general state of the art which is not considered ~ «p» > L : eI L
to be of particular relevance date and not in conflict with the application but cited to understand the
. L . . . principle or theory underlying the invention
“gr earlier application or patent but published on or after the international ] . . .
filing date e document of particular relevance; the claimed invention cannot be
. Lo . Lo considered novel or cannot be considered to involve an inventive step
“ document which may throw doubts on priority claim(s) or which is when the document is taken alone
cited to establish the publication date of another citation or other . ‘ ‘ ‘
special reason (as specified) wyn document of particular relevance; the claimed invention cannot be
d ferri 1 discl hibiti h considered to involve an inventive step when the document is
«g» document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
«p document published prior to the international filing date but later than .. &” document member of the same patent family

the priority date claimed

Date of the actual completion of the international search

Date of mailing of the international search report

09 May 2016 27 May 2016
Name and mailing address of the [SA/CN Authorized officer
STATE INTELLECTUAL PROPERTY OFFICE OF THE
P.R.CHINA LIDandan

6, Xitucheng Rd., Jimen Bridge, Haidian District, Beijing
100088, China

Facsimile No. (86-10)62019451

Telephone No. (86-10)62413305

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT International application No.

PCT/CN2016/075668

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

SMART, Nigel P. et al. "Fully Homomorphic Encryption with Relatively Small Key and
Ciphertext Sizes"

Public Key Cryptography — PKC 2010, Lecture Notes in Computer Science,

Vol. 6056, 31 December 2010 (2010-12-31),

pages 420-443

PORRAS, Jaiberth et al. "ZHFE, a New Multivariate Public Key Encryption Scheme”
POST-QUANTUM CRYPTOGRAPHY, PQCRYPTO 2014, Lecture Notes in Computer
Science, Vol. 8772, 31 December 2014 (2014-12-31),

pages 229-245

1-10

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/CN2016/075668
. Patf:nt document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) (day/month/year)
CN 104426973 A 18 March 2015 None
----- us "------""8515058 Bl ZOAugust 2013 None
""" US 2014005860 Al 03 April 2014 None.
WO ----- 5(-)-{2149395 Al 01 November 2012 US 201535815 3 Ai -------- 10 D-f-:-(-)-f-:-l-';t-)er 2015
[N 2013170640 Al 04 July 2013
----- CN 104283669 A 14 Janua.ty 2015 None

Form PCT/ISA/210 (patent family annex) (July 2009)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - claims
	Page 9 - claims
	Page 10 - wo-search-report
	Page 11 - wo-search-report
	Page 12 - wo-search-report

