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DESCRIPTION

METHODS, SYSTEMS, AND COMPUTER READABLE MEDIA FOR

POLICY-BASED LOCAL BREAKOUT (LBO)

PRIORITY CLAIM

This application claims the benefit of U.S. Provisional Patent

Application Serial No. 61/671,692, filed July 14, 2012, the disclosure of

which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

The subject matter described herein relates to policy configuration.

More specifically, the subject matter relates to methods, systems, and

computer readable media for policy-based local breakout (LBO).

BACKGROUND

Local Breakout (LBO) is a technique wherein a user data flow is

diverted from its usual expected call flow through a home network and,

instead, is routed through another network. For example, when LBO occurs,

data services for a mobile subscriber may be handled by a network (e.g., a

visited mobile network when a mobile subscriber travels to a foreign country)

which may or may not have a business and operational relationship with the

home network operator of the subscriber.

Current network operators generally allow LBO to occur at a serving

gateway, small cells, and/or other location. Various standards discuss LBO

architecture and/or procedures. One such standard is 3GPP TR 23.829, the

disclosure of which is incorporated by reference herein in its entirety.

Conventional LBO procedures are generally static in nature and do not allow

certain scenarios where LBO may be beneficial to a home network, a

subscriber, and/or other entity. In particular, conventional LBO procedures

may not be session- and/or subscriber-aware.

Accordingly, a need exists for methods, systems, and computer

readable media for policy-based LBO.



SUMMARY

According to one aspect, the subject matter described herein includes

a system for controlling local breakout using a policy infrastructure. The

system includes a policy and charging rules function (PCRF) configured to

receive an admission request associated with a subscriber from an evolved

node B (eNode B) and, in response to the admission request, to install a

subscriber-specific policy on the eNode B for implementing local breakout at

the eNode B for the subscriber.

A method for controlling local breakout using a policy infrastructure is

also disclosed. The method occurs at a policy and charging rules function

(PCRF). The method includes receiving an admission request associated

with a subscriber from an evolved node B (eNode B) and, in response to the

admission request, installing a subscriber-specific policy on the eNode B for

implementing local breakout at the eNode B for the subscriber.

A system for implementing local breakout using a policy infrastructure

is also disclosed. The system includes an evolved node B (eNode B)

configured to send an admission request associated with a subscriber to a

policy and charging rule function (PCRF) and to receive, from the PCRF, a

subscriber-specific policy for implementing local breakout at the eNode B for

the subscriber.

A method for implementing local breakout using a policy infrastructure

is also disclosed. The method occurs at an evolved node B (eNode B). The

method includes receiving an admission request associated with a

subscriber from an evolved node B (eNode B) and receiving, from the PCRF,

a subscriber-specific policy for implementing local breakout at the eNode B

for the subscriber.

The subject matter described herein for policy-based LBO (e.g.,

implementing or controlling LBO) may be implemented using a non-transitory

computer readable medium having stored thereon executable instructions

that when executed by the processor of a computer control the processor to

perform steps. Exemplary non-transitory computer readable media suitable

for implementing the subject matter described herein include chip memory



devices or disk memory devices accessible by a processor, programmable

logic devices, and application specific integrated circuits.

As used herein, the term "node" refers to a physical computing

platform including one or more processors and memory.

As used herein, the terms "function" or "module" refer to software in

combination with hardware and/or firmware for implementing features

described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter described herein will now be explained with

reference to the accompanying drawings of which:

Figure 1 is a network diagram showing an exemplary network for

policy-based LBO according to an embodiment of the subject matter

described herein;

Figure 2 is block diagram illustrating an exemplary policy node for

policy-based LBO according to an embodiment of the subject matter

described herein;

Figure 3 is a message flow diagram illustrating policy-based LBO

according to another embodiment of the subject matter described herein;

Figure 4 is flow chart illustrating an exemplary process for controlling

local breakout using a policy infrastructure according to an embodiment of

the subject matter described herein; and

Figure 5 is flow chart illustrating an exemplary process for

implementing local breakout using a policy infrastructure according to an

embodiment of the subject matter described herein.

DETAILED DESCRIPTION

The subject matter described herein includes methods, systems, and

computer readable media for policy-based local breakout (LBO).

Conventional LBO architectures provide LBO at serving gateways (SGWs),

small cells, and other locations. However, none of these architectures

provide a dynamic local breakout scenario wherein the local breakout is

managed by policy infrastructure, e.g., a policy and charging rules function



(PCRF). Moreover, conventional LBO architectures do not address offload

scenarios where appropriate charging and/or accounting models necessitate

the user data flow go through an operator's core for a short period of time.

In accordance with some aspects of the present subject matter, LBO

may be provided at a radio access network (RAN) component or node, such

as an evolved node B (eNB), and may be controlled by policy infrastructure,

such as a PCRF or a policy server. By utilizing policy-based LBO, a network

operator can dynamically optimize the network while being cognizant of

subscribers' quality of experience (QoE) and various network conditions.

For example, using policy-based LBO, if a PCRF or a policy controller

becomes aware that an operator's network is becoming overloaded, it may

utilize pre-established peering arrangements with several service providers

to offload network traffic to manage the flow of the traffic through one peer

over the other. Moreover, by providing dynamic LBO at a RAN component,

a total number of nodes in the media path may be minimized (e.g., as

compared to conventional LBO at a SGW), thus optimizing media delivery

and reducing cost (e.g., cost-per-bit) for the operator.

Reference will now be made in detail to exemplary embodiments of

the subject matter described herein, examples of which are illustrated in the

accompanying drawings. Wherever possible, the same reference numbers

will be used throughout the drawings to refer to the same or like parts.

Figure 1 is a network diagram showing an exemplary network for

policy-based LBO according to an embodiment of the subject matter

described herein. Figure 1 is a block diagram illustrating an exemplary

communications network 100 according to an embodiment of the subject

matter described herein. Referring to Figure 1, network 100 may include

user equipment (UE) 102, an access node or evolved node B (eNB) 1 104, a

policy and charging enforcement function (PCEF) or packet data network

gateway (PGW) 108, a policy controller or PCRF 110, a subscriber profile

repository (SPR) 112, an access node or eNB 2 116, a visitor network 118, a

local PGW 120, a core network 106, and Internet 114.

UE 102 represents a device, such as a mobile handset, for

communicating with one or more portions of network 100. For example, UEs



102 may include a computer, a pager, a smartphone, a phone, a wireless

modem, a hotspot, a computing platform, a mobile handset, and other

subscriber devices.

UE 102 may communicate with eNB 1 104 and/or eNB 2 116. ENB 1

104 and/or eNB 2 116 may be located within the same access network or

different access networks. An access network may include nodes, functions,

devices, and/or components for providing a UE 102 access to services,

functions, or devices in one or more networks (e.g., core network 106). For

example, an access network may include a radio access network (RAN),

such as a universal mobile telecommunications system (UMTS) RAN

(UTRAN), an evolved UTRAN (eUTRAN), a High Speed Packet Access

(HSPA) network, or an evolved HSPA (eHSPA+) network.

ENB 1 104 and/or eNB 2 116 may perform radio access functions for

connecting UE 102 with various communications networks and/or nodes.

ENB 1 104 and/or eNB 2 116 may communicate with core network 106 using

gateway functionality. For example, eNB 2 116 or other node (e.g., a

gateway) may communicate messages (e.g., authentication or mobility

related messages) to one or more nodes within the core network 106.

In some embodiments, eNB 1 104 and/or eNB 2 116 may

communicate with PCRF 110 for determining whether to perform LBO for a

given subscriber or service data flow. For example, when a subscriber is

attempting to use an access network, eNB 1 104 may send an admission

request to PCRF. In response to receiving the admission request, PCRF

110 may determine that a policy and charging control (PCC) rule or policy

should be sent or installed on eNB 104. The PCC rule or policy may be for

allowing or disallowing eNB 104 to perform LBO (e.g., offloading data

services involving Internet 114 to local network 118 instead of routing service

data flows (SDFs) through core network 108). In some embodiments, the

PCC rule or policy may indicate particular services and/or SDFs that can be

offloaded (e.g., via local PGW 120).

In some embodiments, eNB 1 104 and/or eNB 2 116 may be

configured to function as a PCEF or perform PCEF-like functions. For

example, eNB 1 104 and/or eNB 2 116 may communicate with PCRF 110



a d may receive a PCC rule or policy. After receiving the PCC rule or policy,

eNB 1 104 and/or eNB 2 116 may enforce the PCC rule or policy.

Core network 106 may be a network for providing services to UE 102.

For example, core network 106 may perform network aggregation, charging,

and authentication functions for UE 102. In some embodiments, core

network 106 may be a 4G network, an LTE network, an EPC network, a 3rd

Generation Partnership Project (3GPP) network, or other network.

Core network 106 may include PGW 108 and PCRF 110. Core

network 106 may also include other nodes, such as an SPR 112, a Diameter

relay agent and/or a Diameter signaling router (DRA/DSR), a mobility

management entity (MME), a home subscriber server (HSS), an

authentication, authorization, and accounting (AAA) server, and a bearer

binding and event reporting function (BBERF).

PGW 108 may be any suitable entity for providing access to Internet

114 or other data networks. PGW 108 may include functionality located at a

gateway (e.g., a packet data network (PDN) gateway) or other node for

communicating between networks, e.g., Internet 114 and core network 106.

In some embodiments PGW 108 may include a PCEF or similar

functionality. For example, PGW 108 may manage and/or enforce policy

and charging control (PCC) rules provided by PCRF 110. For example,

rules may be provided for each SDF and/or each UE 102 attempting to use

PGW 108. In this example, PGW 108 may control access to external

networks and charge for such access based on rules received from PCRF

110.

In some embodiments, PGW 108 may include or be integrated with a

gateway GPRS support node (GGSN) for communicating between a GPRS

network and external networks, e.g., Internet 126 or private network 128.

For example, in an embodiment where core network 106 includes a GPRS

core network, PGW 108 may include a GGSN. PGW 108 may communicate

with serving GPRS support node (SGSN) or other gateway for providing

services to UE 102. For example, PGW 108 may request and receive PCC

rules from PCRF 110. Using the PCC rules, PGW 108 may control access

to external networks and charge for such access based on the PCC rules.



For example, for an SDF (e.g., one or more related packets) that is under

policy control, PGW 108 may allow the SDF to pass through the node if the

corresponding gate is open (e.g., as determined by one or more relevant

PCC rules). For an SDF that is under charging control, PGW 108 may allow

the SDF to pass through the node if there is a corresponding active PCC rule

and, for online charging, the OCS has authorized the applicable credit with

that charging key. PGW 108 may let an SDF pass through the gateway

during the course of the credit re-authorization procedure. If requested by

PCRF 110, PGW 108 may report to PCRF 110 when the status of the

related SDF changes, which can be used to monitor a bearer path dedicated

for AF signaling traffic.

PGW 108 may also include a BBERF. The BBERF may be any

suitable entity for performing bearer binding and/or event reporting. In some

embodiments, the BBERF may control user plane traffic. For example, the

BBERF may ensure that an SDF is carried over a bearer path with an

appropriate quality of service and may perform resource reservation. The

BBERF may also provide event reporting to one or more nodes in network

100. For example, the BBERF may inform PCRF 110 of various network or

bearer-related events, e.g., based on event triggers installed or requested by

PCRF 110.

PCRF 110 may be any suitable entity for creating, selecting, or

otherwise determining policies (e.g., one or more PCC rules). For example,

PCRF 110 may be a stand-alone node, e.g., a policy server or a multimedia

policy engine (MPE), or may be co-located or integrated with one or more

nodes in network 100, e.g., a DRA/DSR. PCRF 110 may inform PGW 108,

through the use of PCC rules, on the treatment of each SDF that is under

PCC control, in accordance with policy decisions. In performing policy

decisions, PCRF 110 may communicate with one or more nodes in network

100 for gathering subscription related information. For example, PCRF 110

may communicate with SPR 112 to retrieve policy information. In another

example, PCRF 110 may communicate with a network management system

(NMS), e.g., via a simple network management protocol (SNMP) interface.

In this example, PCRF 110 may poll or otherwise query the NMS or a related



database to receive infofmation, e.g., regarding the state of one or more

devices in an access network, core network, or other network.

Subscription related information may be used (e.g., by PCRF 110) to

generate PCC rules. PCC rules typically include information for managing

user plane traffic (e.g., data packets). For example, a PCC rule may include

a rule name, service identifier, SDF filter(s), precedence information, gate

status, QoS parameters, charging key (i.e., rating group), other charging

parameters, and/or monitoring key. The rule name or PCC rule identifier

may be used to reference a PCC rule in the communication between the

PCEF and the PCRF and may be unique for each PCC rule used during an

IP-CAN session. The service identifier may be used to identify the service or

the service component to which the SDF relates. The SDF filter(s) may be

used to select the traffic for which the rule applies. For example, an SDF

filter make take the form of an IP five-tuple specifying: (1) source IP

address(es), (2) destination IP address(es), (3) source port number(s), (4)

destination port number(s), and (5) application protocol(s) (e.g., transmission

control protocol (TCP), user datagram protocol (UDP)). In this example,

packets containing information matching the IP five-tuple may be considered

part of the SDF for which the corresponding PCC rule is to be applied. In

another example, an SDF filter may be based on fewer, different, and/or

additional criteria. For instance, UE 102 or another node in network 100

may assign an SDF identifier (e.g., a value) to packets in a custom

parameter field. In this instance, an SDF filter in a PCC rule may use this

parameter for determining traffic for which the rule applies.

PCC policy decisions may be based on one or more of the following:

information obtained from an AF via the Rx interface (e.g., session, media,

and subscriber related information), information obtained from PGW 108

(e.g., bearer attributes, request type, device information, and subscriber

related information), SPR information (e.g., subscriber and service related

data), and pre-configured information. If the information from PGW 108

contains traffic mapping information not matching any SDF filter known to

PCRF 110, and PCRF 110 allows the UE to request enhanced QoS for

services not known to PCRF 110, PCRF 110 may add the traffic mapping



information as SDF filters to the corresponding authorized PCC rule. PCRF

0 may wildcard missing filter parameters, e.g., missing uplink TFT address

and port information in case of GPRS. For example, a blank or "wildcard"

filter (e.g., port number = "*') may consider any value (including an empty or

zero value) as matching the filter criteria.

SPR 112 may represent a suitable entity for storing or maintaining

subscription related information, such as subscription profiles, policy

information, and/or PCC rules. For example, SPR 112 may include a

database, an HSS, an AAA, or other node. SPR 1 2 may store policy

information for use by PCRF 110 in making policy decisions. In one

embodiment, a subscription profile may include authorization information,

charging information, subscription information (e.g., access or service tiers),

and quality of service (QoS) information associated with a subscriber,

session, device, and/or an SDF. For example, a subscription profile may

include information on a subscriber's permitted services, service pre-emption

priorities, allowed QoS, and charging related data information for different

types of SDFs.

SPR 112 may communicate with PCRF 110 and various other nodes,

e.g., a HSS, an AAA, an MME and or a DRA/DSR. SPR 112 may be located

external to or distinct from PCRF 110 or may be co-located or integrated with

PCRF 110.

Visitor network 118 may be a network for providing services to UE

102 distinct from core network 104. For example, visitor network 118 may

be a cellular or mobile network located in a foreign country from core

network 108. In some embodiments, visitor network 118 may be associated

with or include eNB 1 104 or eNB 2 116. In some embodiments, visitor

network 118 may be a 4G network, an LTE network, an EPC network, a

3GPP network, or other network.

In some embodiments, visitor network 118 may have service

agreements for providing access and services for subscribers associated

with core network 106. In some embodiments, visitor network 118 may have

no service agreements with core network 106 and/or may perform services

for roaming subscribers on a dynamic or pre-paid basis.



Visitor network 8 may include local PGW 120. Visitor network 1 8

may also include other nodes, such as a M E or AAA server. Local PGW

120 may be any suitable entity for providing access to Internet 114 or other

data networks. Local PGW 120 may include functionality for communicating

between networks, e.g., Internet 114 and visitor network 118.

In some embodiments, local PGW 120 may include a PCEF or similar

functionality. For example, local PGW 120 may manage and/or enforce

policy and charging control (PCC) rules provided by PCRF 110. For

example, rules may be provided for each SDF and/or each UE 102

attempting to use local PGW 120. In this example, local PGW 120 may

control access to external networks and charge for such access based on

rules received from PCRF 110.

It will be appreciated that Figure 1 is for illustrative purposes and that

various nodes, their locations, and/or their functions may be changed,

altered, added, or removed. For example, some nodes and/or functions may

be combined into a single entity, e.g., SPR 112 and PCRF 110 may be

included in an MPE. In a second example, a node and/or function may be

located at or implemented by two or more nodes.

Figure 2 is block diagram illustrating an exemplary node 200 for

policy-based LBO according to an embodiment of the subject matter

described herein. Node 200 may be configured to control or determine LBO,

e.g., a policy node, or may be configured to implement LBO, e.g., a RAN

node like eNB 1 104 or eNB 2 116. Node 200 may be a stand-alone node or

may be integrated with additional functionality or another node. In some

embodiments, node 200 may include a PCRF, an eNB, or similar

functionality.

Referring to Figure 2 , node 200 may include one or more

communications interfaces 202 for communicating messages (e.g., via a Gx

interface, Gxx interface, S 1 interface, S7 interface, Sp interface, an

extensible markup language (XML) interface, a session initiation protocol

(SIP) interface, a SOAP interface, or a hypertext transfer protocol (HTTP)

interface or others). In some embodiments, a credit control request (CCR)

or an admission request may be received or sent via a Gx interface or an S 1



interface for requesting policy information (e.g., PCC rules). In some

embodiments, other interfaces may be used for communicating messages,

controlling or implementing LBO, and/or performing other functions.

Node 200 may include an LBO module 204. LBO module 204 may be

any suitable entity (e.g., software executing on a processor) for performing

one or more aspects of the subject matter described herein, such as

controlling and/or implementing LBO. Depending on the location or usage of

node 200, LBO module 204 may be configured to determine whether LBO

should be implemented at a RAN node for certain subscribers or may be

configured to enforce policies and/or implement or not implement LBO.

In some embodiments, where node 200 includes a PCRF 110 or

PCRF functionality, LBO module 204 may include functionality for

determining whether LBO should be implemented at a RAN node. For

example, LBO module 204 may include functionality for receiving an

admission request or other message from eNB 1 104 or eNB 2 116. LBO

modules 204 may include functionality for querying SPR 112 and/or other

sources. Using information gathered, LBO module 204 may generate a

policy (e.g., one or more PCC rules) for instructing eNB 1 104 or eNB 2 116

to allow or disallow (not allow) LBO at the RAN for the subscriber. LBO

modules 204 may include functionality for providing the policy to eNB 1 104

or eNB 2 116.

In some embodiments, where node 200 includes a RAN node, LBO

module 204 may include functionality for enforce policies from PCRF 110

and/or for implementing or not implementing LBO based on the received

policies. For example, LBO module 204 may include functionality for

communicating with PCRF 110, receiving a policy (e.g., one or more PCC

rules) from PCRF 110, and enforcing the policy by implementing or not

implementing LBO at node 200.

Policy node 200 may access (read from and/or write information to)

data storage 206. Data storage 206 may be any suitable entity (e.g., a

computer readable medium or memory) for storing various data. In some

embodiments, where node 200 includes a PCRF 110 or PCRF functionality,

data storage 206 may include PCC rules and/or policies associated with one



or more subscribers. Data storage 206 may include information for

determining whether LBO should be implemented at or on a RAN node.

Exemplary information usable in such determination may include network

conditions, subscriber tiers, device types, location, time of day, QoS

requirements, QoE requirements, service agreements, and/or other

information.

In some embodiments, where node 200 includes a RAN node, data

storage 106 may include associations between installed policies for

enforcement and subscribers. For example, data storage 106 may include a

policy that indicate a first subscriber may not use LBO procedures and a

second policy that indicate a second subscriber may use LBO procedures.

Using these associations, node 200 may determine which SDFs or

subscribers may or may not use LBO procedures.

It will be appreciated that the above description is for illustrative

purposes and that node 200 may include additional and/or different modules

or components.

Figure 3 is a message flow diagram illustrating policy-based LBO

according to an embodiment of the subject matter described herein. At step

300, a data flow request (e.g., an admission request, a mobility management

message, or other message) may be sent from UE 102 to eNB 1 104. The

data flow request may be associated with a subscriber "1." At step 302, a

policy request for subscriber "1" may be sent to PCRF 110. The policy

request may be sent for requesting a policy regarding whether LBO is

available for the subscriber at eNB 1 104. At step 304, PCRF 110 may

request and receive a subscriber profile or related information from SPR

112. Using gathered information, PCRF 110 may generate a policy that

instructs eNB 1 104 to allow LBO for subscriber "1". For example, PCRF

110 may determine that core network 106 is congested and that visitor

network 118 is reliable. At step 306, the policy may be installed and

enforced by eNB 1 104. At step 308, eNB 1 104 may implement or perform

LBO and route the data flow request or other messages via local PGW 120

in visitor network 118.



At step 310, a data flow request may be sent from UE 102 to eNB 1

104. The data flow request may be associated with a subscriber "2." At step

312, a policy request for subscriber "2" may be sent to PCRF 110. The

policy request may be sent for requesting a policy regarding whether LBO is

available for the subscriber at eNB 1 104. For example, PCRF 110 may

determine that core network 106 is not congested and/or that visitor network

118 is unreliable or insecure. At step 314, PCRF 110 may request and

receive a subscriber profile or related information from SPR 112. Using

gathered information, PCRF 110 may generate a policy that instructs eNB 1

104 to not allow LBO for subscriber "2". At step 316, the policy may be

installed and enforced by eNB 1 104. At step 318, eNB 1 104 may route the

data flow request or other messages via PGW 108 in core network 106.

At step 320, a data flow request (e.g., an admission request or other

message) may be sent from UE 102 to eNB 2 116. The data flow request

may be associated with a subscriber "3." At step 322, a policy request for

subscriber "3" may be sent to PCRF 110. The policy request may be sent

for requesting a policy regarding whether LBO is available for the subscriber

at eNB 1 104. At step 324, PCRF 110 may request and receive a subscriber

profile or related information from SPR 112. Using gathered information,

PCRF 110 may generate a policy that instructs eNB 2 116 to allow LBO for

subscriber "3". For example, PCRF 110 may determine that subscriber "3" is

associated with a preferred subscriber tier and/or uses a preferred device.

In this example, LBO may be allowed because visitor network 8 is secure

and uncongested, while core network 106 is congested. At step 326, the

policy may be installed and enforced by eNB 2 116. At step 328, eNB 2 116

may implement or perform LBO and route the data flow request or other

messages via local PGW 120 in visitor network 118.

At step 330, a data flow request may be sent from UE 102 to eNB 2

116. The data flow request may be associated with a subscriber "4." At step

332, a policy request for subscriber "4" may be sent to PCRF 110. The

policy request may be sent for requesting a policy regarding whether LBO is

available for the subscriber at eNB 2 116. For example, PCRF 110 may

determine that core network 106 is not congested but that visitor network



118 is unreliable or insecure. At step 334, PCRF 110 may request and

receive a subscriber profile or related information from SPR 112. Using

gathered information, PCRF 110 may generate a policy that instructs eNB 1

104 to not allow LBO for subscriber "4". At step 336, the policy may be

installed and enforced by eNB 2 16. At step 338, eNB 2 116 may route the

data flow request or other messages via PGW 108 in core network 106.

It will be appreciated that Figure 3 is for illustrative purposes and that

additional and/or different messages may be used in controlling or

implementing LBO using a policy infrastructure in various networks or

environments.

Figure 4 is a flow chart illustrating an exemplary process for

controlling local breakout using a policy infrastructure according to an

embodiment of the subject matter described herein. In some embodiments,

the exemplary process described herein, or portions thereof, may be

performed by node 200, PCRF 0, LBO module 204, and/or another node

or module. In some embodiments, exemplary process may include steps

400, 402, and/or additional or different steps.

Referring to Figure 4 , in step 400, an admission request associated

with a subscriber may be received from eNB 1 104 or eNB 2 116. For

example, the admission request may be a message sent when a subscriber

attempt to use eNB 1 104 or its associated access network for the first time.

In another example, the admission request may be a different message for

initiating a new SDF associated with Internet 114. The admission

information may include a subscriber identifier, a service type identifier,

and/or other information.

PCRF 110, node 200, or LBO module 204 may receive the admission

request and may also query SPR 112. Using information gather from the

admission request, SPR 112, and/or other sources, PCRF 110, policy node

200, or LBO module 204 may generate a policy (e.g., one or more PCC

rules) for instructing eNB 1 104 or eNB 2 116 to allow or disallow (not allow)

LBO at the RAN for the subscriber.

In step 402, in response to an admission request, a subscriber-

specific policy may be install on eNB 1 104 or eNB 2 116 for implementing



local breakout at eNB 1 104 or eNB 2 116 for the subscriber. For example,

PCRF 110 may install a policy that implements LBO at eNB 1 104 or eNB 2

116 for a first subscriber and allows SDFs associated with the first

subscriber to be routed to Internet 114 through visitor network 116 and/or

local PGW 116. In another example, PCRF 110 may install a policy that

prevents LBO at eNB 1 104 or eNB 2 116 for a second subscriber and

instead may require SDFs associated with the second subscriber to be

routed to Internet 114 through core network 108 and/or PGW 108.

In some embodiments, PCRF 110 may be configured to install the

subscriber-specific policy on the eNode B for implementing local breakout

based on a subscriber tier. For example, a network operator may group

subscribers into tier or levels of service based on data plans, types of

phones, spending habits, etc. In this example, certain subscriber tiers (e.g.,

higher paying subscribers) may get preferential treatment with regard to data

services or IP traffic while other less preferred tiers may be offloaded to less

reliable networks. In another example, certain subscriber tiers (e.g., higher

paying subscribers) may get preferential treatment by having their data

services or IP traffic offloaded to more reliable, less congested networks.

In some embodiments, PCRF 110 may be configured to install the

subscriber-specific policy on the eNode B for implementing local breakout

based on a device type. For example, certain subscribers that use preferred

phones (e.g., a particular type or brand of smartphones) may receive

preferred routes (e.g., via core network 106) for receiving data services.

In some embodiments, PCRF 110 may be configured to install the

subscriber-specific policy on the eNode B for implementing local breakout

based on quality of service (QoS) or QoE requested by a UE or UE

application. For example, certain UEs or applications requesting video or

voice over IP (VoIP) service may receive preferred routes (e.g., via core

network 106) or may be offloaded to more reliable, less congested visitor

network 118.

Figure 5 is a flow chart illustrating an exemplary process for

implementing local breakout using a policy infrastructure according to an

embodiment of the subject matter described herein. In some embodiments,



the exemplary process described herein, or portions thereof, may be

performed by eNB 1 104, eNB 2 116, and/or another node or module (e.g.,

another access node in a RAN). In some embodiments, exemplary process

may include steps 500, 502, and/or additional or different steps.

Referring to Figure 5 , in step 500, an admission request associated

with a subscriber may be sent to eNB 1 104 or eNB 2 116. For example, the

admission request may be a message sent when a subscriber attempt to use

eNB 1 104 or its associated access network for the first time. In another

example, the admission request may be a different message for initiating a

new SDF associated with Internet 114. The admission information may

include a subscriber identifier, a service type identifier, and/or other

information.

PCRF 110 or another node or module may receive the admission

request and may also query SPR 112. Using information gather from the

admission request, SPR 112, and/or other sources, PCRF 110 or another

node or module may generate a policy (e.g., one or more PCC rules) for

instructing eNB 1 104 or eNB 2 116 to allow or disallow (not allow) LBO at

the RAN for the subscriber.

In step 502, a subscriber-specific policy may be received by eNB 1

104 or eNB 2 116 for implementing local breakout for the subscriber. For

example, PCRF 110 may install a policy that implements LBO at eNB 1 104

or eNB 2 116 for a first subscriber and allows SDFs associated with the first

subscriber to be routed to Internet 114 through visitor network 116 and/or

local PGW 116. In another example, PCRF 110 may install a policy that

prevents LBO at eNB 1 104 or eNB 2 116 for a second subscriber and

instead may require SDFs associated with the second subscriber to be

routed to Internet 114 through core network 108 and/or PGW 108. In yet

another example, where node 200 includes a RAN node, LBO module 204

may be receive a policy and implement LBO at node 200.

In some embodiments, eNB 1 104 or eNB 2 116 may be configured to

implement local breakout based on a subscriber tier.

In some embodiments, eNB 1 104 or eNB 2 116 may be configured to

implement local breakout based on a device type.



In some embodiments, eNB 1 04 or eNB 2 116 may function as a

PCEF.

In some embodiments, eNB 1 104 or eNB 2 116 may be configured to

implement local breakout based on QoS or QoE requested by a UE or UE

application.

It will be understood that various details of the subject matter

described herein may be changed without departing from the scope of the

subject matter described herein. Furthermore, the foregoing description is

for the purpose of illustration only, and not for the purpose of limitation, as

the subject matter described herein is defined by the claims as set forth

hereinafter.



CLAIMS

What is claimed is:

1. A system for controlling local breakout using a policy infrastructure,

the system comprising:

a policy and charging rules function (PCRF) configured to

receive an admission request associated with a subscriber from an

evolved node B (eNode B) and, in response to the admission request,

to install a subscriber-specific policy on the eNode B for implementing

local breakout at the eNode B for the subscriber.

2. The system of claim 1 wherein the PCRF is configured to install the

subscriber-specific policy on the eNode B for implementing local

breakout based on a subscriber tier.

3 . The system of claim 1 wherein the PCRF is configured to install the

subscriber-specific policy on the eNode B for implementing local

breakout based on a device type.

4 . The system of claim 1 wherein the eNode B functions as a policy

control and enforcement function (PCEF).

5 . The system of claim 1 wherein the PCRF is configured to install the

subscriber-specific policy on the eNode B for implementing local

breakout based on quality of service (QoS) requested by a user

equipment (UE) application.

6 . A system for implementing local breakout using a policy infrastructure,

the system comprising:

an evolved node B (eNode B) configured to send an admission

request associated with a subscriber to a policy and charging rules

function (PCRF) and to receive, from the PCRF, a subscriber-specific

policy for implementing local breakout at the eNode B for the

subscriber.

7 . The system of claim 6 wherein the eNode B is configured to

implement local breakout based on a subscriber tier.

8 . The system of claim 6 wherein the eNode B is configured to

implement local breakout based on a device type.



9 . The system of claim 6 wherein the eNode B functions as a policy

control and enforcement function (PCEF).

10. The system of claim 6 wherein the eNode B is configured to

implement local breakout based on quality of service (QoS) requested

by a user equipment (UE) application.

11. A method for controlling local breakout using a policy infrastructure,

the method comprising:

at a policy and charging rules function (PCRF):

receiving an admission request associated with a subscriber

from an evolved node B (eNode B); and

in response to the admission request, installing a subscriber-

specific policy on the eNode B for implementing local breakout at the

eNode B for the subscriber.

12. The method of claim 11 wherein the PCRF is configured to install

policies on the eNode B for implementing local breakout based on a

subscriber tier.

13. The method of claim 11 wherein the PCRF is configured to install

policies on the eNode B to implement local breakout based on a

device type.

14. The method of claim 11 wherein the eNode B functions as a policy

control and enforcement function (PCEF).

15. The method of claim 1 wherein the PCRF is configured to install

policies on the eNode B for implementing local breakout based on

quality of service (QoS) requested by a user equipment (UE)

application.

16. A method for implementing local breakout using a policy

infrastructure, the method comprising:

at an evolved node B (eNode B):

sending an admission request associated with a subscriber to

an evolved node B (eNode B); and

receiving, from the PCRF, a subscriber-specific policy for

implementing local breakout at the eNode B for the subscriber.



17. The method of claim 16 wherein th& eNode B is configured to

implement local breakout based on a subscriber tier.

18. The method of claim 1 wherein the eNode B is configured to

implement local breakout based on a device type.

19. The method of claim 11 wherein the eNode B functions as a policy

control and enforcement function (PCEF).

20. The method of claim 11 wherein the eNode B is configured to

implement local breakout based on quality of service (QoS) requested

by a user equipment (UE) application.



AMENDED CLAIMS
received by the International Bureau on 09 December 201 3 (09. 12.201 3)

1. A system for controlling local breakout using a policy infrastructure,

the system comprising:

a policy and charging rules function (PCRF) configured to

receive an admission request associated with a subscriber from an

evolved node B (eNode ) and, in response to the admission request,

to install a subscriber-specific policy on the eNode B for implementing

local breakout at the eNode B for the subscriber.

2 . The system of claim 1 wherein the PCRF is configured to install the

subscriber-specific policy on the eNode B for implementing local

breakout based on a subscriber tier.

3. The system of claim 1 wherein the PCRF is configured to install the

subscriber-specific policy on the eNode B for implementing local

breakout based on a device type.

4 . The system of claim 1 wherein the eNode B functions as a policy

control and enforcement function (PCEF),

5 . The system of claim 1 wherein the PCRF is configured to install the

subscriber-specific policy on the eNode B for implementing local

breakout based on quality of service (QoS) requested by a user

equipment (UE) application.

6. A system for implementing local breakout using a policy infrastructure,

the system comprising:

an evolved node B (eNode B) configured to send an admission

request associated with a subscriber to a policy and charging rules

function (PCRF) and to receive, from the PCRF, a subscriber-specific

policy for implementing local breakout at the eNode B for the

subscriber.

7 . The system of claim 6 wherein the eNode B is configured to

implement local breakout based on a subscriber tier.

8. The system of claim 6 wherein the eNode B is configured to

implement local breakout based on a device type.



9. The system of claim 6 wherein the eNode B functions as a policy

control and enforcement function (PCEF).

10. The system of claim 6 wherein the eNode B is configured to

implement local breakout based on quality of service (QoS) requested

by a user equipment (UE) application.

11. A method for controlling local breakout using a policy infrastructure,

the method comprising:

at a policy and charging rules function (PCRF):

receiving an admission request associated with a subscriber

from an evolved node B (eNode B); and

in response to the admission request, installing a subscriber-

specific policy on the eNode B for implementing local breakout at the

eNode B for the subscriber.

12. The method of claim wherein the PCRF is configured to install

policies on the eNode B for implementing local breakout based on a

subscriber tier.

13. The method of claim 1 wherein the PCRF is configured to install

policies on the eNode B to implement local breakout based on a

device type.

14. The method of claim 1 wherein the eNode B functions as a policy

control a d enforcement function (PCEF).

15. The method of claim 11 wherein the PCRF is configured to install

policies on the eNode B for implementing local breakout based on

quality of service (QoS) requested by a user equipment (UE)

application.

16. A method for implementing local breakout using a policy

infrastructure, the method comprising:

at an evolved node B (eNode B):

sending an admission request associated with a subscriber to

an evolved node B (eNode B); and

receiving, from the PCRF, a subscriber-specific policy for

implementing local breakout at the eNode B for the subscriber.



17. The method of claim 16 wherein the eNode B is configured to

implement local breakout based on a subscriber tier.

18. The method of claim 16 wherein the eNode B is configured to

implement local breakout based on a device type.

19. The method of claim 16 wherein the eNode B functions as a policy

control and enforcement function (PCEF).

20. The method of claim 16 wherein the eNode B is configured to

implement local breakout based on quality of service (QoS) requested

by a user equipment (UE) application.
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