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the validity of the delegation certificate, and determining whether the request by the user for
the usage permissions of the equipment meets a condition for acquiring the usage permissions
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821 Receive a request by a user for usage

permissions of an equipment, and according to the
request by the user for the usage permissions of the
equipment, acquire user information and receive a
delegation certificate that is sent by an cwner terminal

522 Decrypt the delegation certificate and validate
the validity of the delegation certificate

823 When the delegation certificate is valid,
determine whether the request by the user for the usage
parmissions of the equipment mests & condition for
acquiring the usage permissions of the equipment

524 When the request by the user for the usage
permissions of the equipment meets the conditian for
acquiring the usage permissions of the equipment,
generate an authorization certificate

525 Encrypt the authorization certificate and then
send the encrypted authorization certificate to the user
such that the user validates the authorization certificate
by means of the equipment
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o the authorization certificate and then sending the encrypted authorization certificate to the user
such that the user validates the authorization certificate by means of the equipment. The user
acquires usage permissions of an equipment by means of requesting a proxy terminal, and

g the proxy terminal acquires information, such as a delegation certiticate and so on, from the
owner terminal according to the request by the user, thus avoiding direct information exchange
between the user and an owner, and thus the safety of personal information of the owner may
be protected, while a permissions acquisition request of the user for the equipment may be
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