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o] ol uet 7tE S5 ol FAE HEe=F HES Aojsts 7zl @3 Zojtt. ol
stute] ToT A3 ¥z 39 s 9, AMrls ¥z 39 £ v, dqxd, ARARTE
afukel ToT AAze] o] 244 7

o7 Aulare] HEo] 8 H 4, 54 o8 MUIEE fd &7He 59 lol ZAAERY HE A
g ok AW, A9 HAF MHlze] B, A9 AAE A 7IAAE 559 Tol AA SR

b g 5 ool

rlet
X
{0
Y
o
)
o
Ll
Ho
_—?Q
f
S
o
o,
2
@
D
(@]
[y
-
2.
<
&
<
D
-
=
X
o
—
~N
sl
T,
lo,
Y
o
2
or.t
kot

(A
1o,
(o o
2
[
o
O
=
Ll
e fob
o
[«0
ol
a2
7
pe
rlo
2

i
Ry
&2
rlo

4

>~

>
2 oo
2 2
fe =2

ro

o~
T

o @ A A X ooy o R
B oo ol

2
2

2] ) 2
(interval Type-2 fuzzy logic)E o]-&3s}o] 3xl9] A7} FeElE& AAsta, 249 3xte] A7 AHE 7%
HA LEZX oA gk Uk (o] ofE) d AFE ARE HA e FHEE 7|&d B3 Aolth. oju), 3z}
o A7 AHHl= A Fol FFE dojyE AlA e wlolo] AAME

rlet
Y
1o
o
i—"’
o
fz
e
et
x
lo,
O

o,
f
She olobE W A% Aus

Q2 Eolo]t] ME (Auto-ID Center)

27 AN ofA’- (Kevin Ashton)o] &F$ RFID(HIAE) e} 7|ef AXE dFAEdd AMEste A=l ®A AL
AEIle] 752 Folgta HdetHA AS AFES ASRA, 7]ES] FHGAS ZIWo R gk QIE Yol &
vt JIEUEY ke SAR Ao dAdE 77|17k A JiSdjlo]l AEzte] olx] HRE Fi wol A
gets AS AT, AMEo] Azt oESH] Yu TAS = 7159 Fru]HE = M2M(Machine
to Machine: AFEATE4A)T v/ ATk, F47dv) e} Algdte] B418 FERAoR &= MM Mds
el g B3l AlES EEola A sPgMAe] BE A &3t Mde= zsle dAg

=1 =
IR0

<=2 4 (Ontology) & AFgEo] AlAtel tisle] B Ex =7u AzbslE A thsle] A= 1o EE2S E3)
o o) E ol utE, /Mg Aeln AFE A e F Jv FER nde BAZA, NEY Bl olu ARG
ANIFZAES HWAIFo R AHoldl 7|&oltt. 252X+ dF9 A2 Fd(knowledge representation) &, ZAFF
He 2E2X2 1389 NEs o&sta AAALE & ¢ JA dvk. Z2a33) QIzbe] Xae Ffsh=d
E3S 7] 9% 2EEAe, ARALFHY dide] He AU JidS WEstA AHestar AAEAl 71438k
Hup Age ARG 25 F AESF 3, SE2AT ANE Y(semantic web)S FE3IAL, A2ES ofvH
o7 A4 £ 9 E=FEA RDF, OL, SWRL 9] ol o] &s] 732 & it}

2 WAAA, ID AFAE 1D AFAY AHE YERd I, [oT AHl2: AFAE [oT AHl2 54k AHE
vebd 4= gl

B AA B A, 1S Alo] Al2=E' 2 'u-Health A Al=Rl o ® Fd@E 4 vt

B AA G B, HA 2EZ X (fuzzy ontology)E A} =EZA](patient ontology), A =EZX](sensor
ontology), A2l @ & 718t &= =2 %] (knowledge and rules based ontology), ¢J¢FE 9 2]

(drugs and foods recommendation ontology)Z& &3 4 glt}.

AN S A, SR (patient) & Ty A

A79l A48 oz 5o Awsht, o
= A olslol 4 AR, nAY B4 52 £FY

rr
10
>
2
2
=O{=l‘(
oft
i
H

0

o1 2 o] dAAldel SlojA, ToT 7IWke] A4 BE(HAP)E #d dA MEHAE =A% Erielt),

x|

A MEYIE 559 AFEA SEE(110), A5 Ao A1=8"(120), 2 559 D AlFAe] AHE(130)S
[e]

A
g Sl
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[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

[0053]

[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

AREAL THE(110) ZHEe AREARS] FS A Aol AlARI(120)00] 88k, [olT WIEAE JAA8E e
[oT AAE, ToT A #&d #Ad 2 Au| 229 H&ES HE Ao AJ=E(120)0] 23 # Ak, 2Ea, J&
Aol A2=¥l(120)9] A& 37 oo wil Yets IoT ZAd HES = Advk. AFRA 92w 3z} oA},
A oAb, oRAl, FEAL Fo| AREAZE &X|F b 7|71 2A, BER PC, APEE 58 X9 4 9l

4o 1D AlFAe] AHE(130)2 2 Z=1D(openlD

) BES Moz A§AE AZEI] 8l BE Ao Az
(1209 VEAZ AAE AW FHA, AgA wae] 2a0l(login) ARl T)xde] Aga B AFY
Fogvh. o, D ABAL AWE dolz%, AXEIY S3 gol 28 UEGL NusE AT

AE, T, oFF S0 T ApolES] AMuje} o] w2 AREAbEC] o8t (ZhiA 7 Wan), A#E 9l
= A AAE U $ 9

A Aol A2E(120)2 ARSAF del A 8@ Al B Muls, S, ToT AR R A& Aghs glste] A
7 wdell HE5E S71E 5 dn. HE s7bE Aol sl o858 [ol AR AREAL wde] HHF 5
A==, HE Aol A|2F (1200 Aol shte] 958 ToT FA|9F loT MESAR ddd 5 n

(3

T 2= B oabgo] QA do glolA], [oT 7]¥e] A7 BE(HAP)E 93t Ad Alo] A|2dEe] AR AL T4
3 o},

T 28 ID AFA210), IoT AMulx AFAH220), AFEAF ©2(230) 2 & Ao] AJ2E(240)S 3 5 )
o}.

ID AFTARI0)E = 19 HH=o 1D AFAEe A (130) £ o= 3U4E veui, IoT 714k HPA(IoT-

based HPA, THA)S} A5 283+ ALSAE(AAY, A, AL, 1FEAF, A 5)& 3 2" AF(Identifier)
ARE AREA Sh(230)el AFFE 5 9

[oT Myl FFAH220)E F 74 §389 o8 Mu22 Aad ¢ Jdut. A, 22 i) o7 Aujx9 2z
£=(Cloud) 98 Hﬂl*g xﬂ%ﬂ S Ak, 1D AFTAH210), AFEAF ©2(230), IoT AHlZ~ F52H(220) 2

e Alo] AJ2='(240)2 74 B 4 vENIR AddEo A5 ] ARE Favs 5 T}
A& Aol AI2F(240)2 AREAF @RH(230) e FE AEE fld] A}%x} Gy #¥E ARe 53 55
Ao H-(Registration Authority, 241), A&} ©bS Q1&dl= 915 AlojF-(Authentication Authority, 242),

2 JoT o8 AH|zd & Rid HES BAstE A A —r(Authorlzatmn Authority, 243)& X33 <
[}
%

5 AN-(24D = AREAF TE(230) % HE Alo] A|2=®(240) 7He] BT 28-S S| AREAF TE(230) 3
Ay ARE 553 AgA E2 AREA T2 (user profile)ol A H #ATd = ). oE Sof, ¥
T 7h=d FEEE AR TR ARE(AHEA olF, A, AdEd, AHEAe Hsiis, Foig 3
T, T4 AR F)ol AR AEAR (AN, AFEA A dRE MEItEMS, AdWs 5o D)ok WA
ato] AR Zmutdel A% 9 #eld gl

b

o R(242) AHgA WY 5 AT 279l A4 AR BuH30)el AT 5 Ak A,
o} 3-(242)% AREAF DEH(230) 2 279 Hue) Ee 23 5 )

e, ARSAF ©EH(230)9] sl 2l FHO fEHE 843t YulolArt vaEdeld & Ut AT
Ao F-(242)F AHEA SH(230)2HEH FAE 29 ARE AREAF @E(230)0 AT 1D AFAH210)°l A
Agd 4 ok, A7IA, 2ol ARE, AEAF oA XA D AFA(210)9] WAl Edd 7idd &l
AREAEe] 27221 (Y], o] Y(email address)) B HAANE=E E2FET = v, oA, AR @
(230)ol A AAd 1D AFAQRI0)ANA =22 HRE Adsty] g8, 1D AR FEAEF(Identity
Provider Repository)ols A& Ao} A|2E(240)0] S2% Eo 1D AFAE 2+7be] A AR 2 33 1D
AF2re] IxlelERe] AAS 93 A AR} v A % T At}

Agk Aol F(243)= AF AF(242)F T3l ID AFTA2L0) oA 21l AR 7]xslo] ARGAF ©he(230) 9
olZof AFste] whe}l, <lEw AR W (230) Al Bel M4 EF(Security Access Token, SAT)S 23 4=
ATk, 9714, HeF A& EZLS [oT MIEYAE AL Ae o 8}1/}9] o758 (medical) IoT FAE F
A7) AFHE ARSI A s7bE ol AR5, 87k ol FAEF #HHR AH|~ 2 o) sdete AdE

(privileges)s X3S & vk, Wb & EZ(CADS fx #AE H?SH dostEo] BneH 5 glen, A
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[0060]

[0061]

[0062]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]

SSS0ol 10-1917043

Ao 5-(243) = AREAF SEH(230) S o8-8 ToT FA = F&eh7] ofdel SATE WA &lto=X, o8& lol=
o Hod &S v & dn.

o8& TolT A (A B Mujx 3R] HoH = S8l A=A 59 7IRke] A& Alo](Context aware
Capability Based Access Control, CCapBAC) E.2lo] o]&= < v}, ZF, AEX7F A9 & AuH|2=9F d-d
H IoT Aol H&Eatr] A dehe, = 33 o] AR&Ate] J3(Role)o] Wt 775+ AHEA 55 H=E 4
old G (Policy)ol 7|z3te] &dd 4 Urt.

o & 9] Alice, Bob, Charlie’} 242t 7t3 A, 9AF, A<D 9 AF(senior physician)® 9 & (Role)®E S Ao
Al 2=E(240) 0] TEH A5 7HASI AWer|E s, or|A], JEd mg} AR T3l vrold 4 9l

o olel weh, kEAL, oAb, A9 oAb Aol BF 1, 57 2, B 302 ¥RHY & 9o, 57 1 o
@ A% AT, S5 20 9T A% A8 D 5G] G A5 daE dehiks AAolionel Az G2

k= 2l 3
A48 4 Aok A Rule), &, v 4 A teH 2ol A" 4 Ark. XY, SAHEE DE &%
A=A, g AA, L= "/‘(glucose) AA gk 587107 %}H]% of st
(GET POST %)“L weate] A7) mEol < 7Fd 4
T 9t <l7dl, Bob(Td 2)&

2)v ARG § B2 A S 72
Alice(ew 17} 7?* BE A%S /A S %L, F7+= EEG, ECG, vision AlA], hearing AA 53
22 WA 58 [ol FXEdA HHs st &5 5 de AdS 7HAAL S 4 Avk. Charlie(s
F 3)= Bob(5FH 2)01 7HA BE IS 7IAEA, Bl o)A E = 1ol 7He 3k wo] o] A (Pacemaker )9} #o]
5 A2

Ass 7Hd 4 9y elar, Charlle(%% 3)= Pill Bottle® #e AnlE
A}
(e}

o] ok A} (smart Medicine Box)oll WHS wajsto g 3 T XA Ao ook e 4= = A
stS 7 4 9.

o|HH, ALgALY] G ME FES Ak, AFEA T B2 A" AA(policy)ol 71xsle] ALEA &
oA 8% ToT FXA7F alld AF&A oAl Agto] FoE ToT FA7F 9h=A st B4 & &3l AHeA &
o] FY IoT X2 A& 37t o457 242 5 k. ol#d HAE A& &3l IoT 7|Hke] HPASIA 2+
88 ToT FAZRY RoH HEo] 2" 5 9l

ki

4= 2 aH o] dAA el flojA, ToT 7Iwke] 7 RE(HAP)E A% A& Aol Wis =AIRF S5=o|n.

T 4o ZF GAIE(410 A 470 GADS T 29 M Alo] A AEN(240)Y] TFAAL S S1FE AojR(242) 2 A
Sk Ao F-(243) 0] o3& FAE 5 A},

410 GAA, 1% AlojF-(242)+ ToT UIEQAE FASIT e Aok dte] 9gs5d [oT FAZY HES
Aot AFER GH(230) 2HE AREA @E(230)9] U5 8AE A & 9tk CdE B9, HEAL, AL 5
< Aol AT AREA WS o] §35te] ApAlo] #E sk bl wHE on An|AE FRlsy] 98, 21
Q1 AH]~(login service)E 8AT & Uk, olu, AF AojF(242)F I AHIAE QAW OHA, &
IDE ol&3te] AREA} @E(230)& AE38H7] A, AREA @ (230004 A8k ID AT AE FRE AME
b S (230) 25 A F4E v

420 GANA, A5 AT (242) = 7] A8E 1D AR ¥ Agrof 7|23} dld ID AlFAH210)d A A
42 @b (230)9] <% 248 A 4= ),

AL 5o, AFEA @2 (230)9 st BEAEE 559 1D AFAE(H | 2E, F2 A=EIH F) F o=
shuzt deEisEar, g1 BEo] S wet A7) deEw ID Al$AH210)9] AEA ARE L3t E1°1
H27F 949 4 vk, Z229d, ID AFAH210) & AR ©d(230) 2 Bt XA (credential) AHE Q4T

At dAd, D ATA PAtolEe] 7Yt 2] ID(e)HY F4 ) B Ha9s HEIVF .3¥dE
ATk ID AFAH(210) T AFEAF ©EH(230) ZHE A7) Bt AA ARE FAIste] AREAF wde] 2721 ID %
W= ARI7E D AFAH(210)9] ALl Eo] 7FgE D 2 H=f=o) dXFeX] AFE Fstozy, A7)
AR ©2H(230) S 5T 4= .

_L4

430 ©HAlONA, ARERE ©(230)9] Al AdEFsteE A9, ID AFA(210)= AFEA ©@E(230) 2 H]LRISA

(Secret Certificate, SCert)E& AF = ok, I, HEJASFAME TS A18A &2(230)2 HE Ao
A 2~E(240) 0] AFgAF @H(230) 0] HES Y3t 9JBE [oT ZX(IoT FA #™ A9, Mulx)2e H45S 9

gk A Bl e EZ(SAD ] B8-S 23T + At

140 BAAN, A% AR AEA DE(3)ZFE mek A% BI(SADE A4S we & .
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[0071]

[0072]

[0073]

[0075]

[0076]

[0077]

[0079]

[0080]

[0081]

[0082]

[0083]

[0084]

SSS0ol 10-1917043

ojuf, QIF AAF(242)= B HE EZ(SAD) 9 S 8o A A&}
B Ale2 v RISA (SCert) & AMEAF @ (230) ZFEH A 5408 4 Q).

_t

whk(230)°] ID Al&=H(210) =5

450 SAGA, QF AT (242)+= A E HLAFA(SCert) S BHelste] AFgA ©2(230)¢] A¥AL A B(ID)
5 FE2T F Ak, oA, AT AoiF(242)= BUATA (SCert) ol 71x3te] EZAE2|(Identity Provider
Repository)oll Al AR&x} ©@h(230)2] A AWE F& 4 grf. a8jd, A3 AoR(243)+= FEH A&
b e (230) 9] AR JHO| Y] xdte] Bl & EZ(SADS AT F %DP.

A £, ?ﬂf?} Ao} §-(243)= A7) AREAF ©E(230) 9] AEA AR V)Zste] AREAF TE(230)9] TEE
gelskar, FAE AREA ©E(230)9] el s@ste A& (Policy), ¥eH(permission) B “&3AlH(context
context)Z UrEhH% Hot HE EZ(SADS AAZE & A,

460 AN A, B3 Ao]H-(243)= AWAH ROl HE EI(SAT)E ALex ©ha(230)0] AEstozm A7) SATES
e gty aEW, AFEAF ©E(230)2RE HES YT 958 [ol AT B HEG ES(SAD 9
AA S A& Tk (230)0] 8343t AR} 14‘1‘(230)&‘%\3 F7] SATE G218 4= vk, agla, A7) 9=
& [oT A= FAE AR SE(230)9] SATE F3le] HE 37ME A4S 4 k. o7|A, SATE $IRzx
5 WA 5] A8 dmsiEe] #elE 5 .

= 2 o] A ool lojA, Aol AjxElo] o1 Mul = A MB|E A" A5 HE Ao

£ 4olE A% % A Aol shpe] AuelN FAHE Aow A¥sgort, ® 59 ol 9F L A A
} AN FRY Ak, oW, AF Aust AF Aule A= MEYAR 4F8 & v

% 5% Fa;aw, A% At A% FAG) B RE A5 EI(AD A4 FHG009 T orEe
FAEE, 1% A1) FAES = 49 410 WA 430 BAe) B4 AAAeR Fdan, et qE
(SAT) A4 (5209 AL = 4] 440 WA 460 BAe) BAI AAHeR Flene FuEE A
Wersts)w s,

T 62 B oddgo] Ao lojM, HoF A& EE(SAT)S AASE 3AS AWy e AleE s =Wl
o},
=N 49] 440 =] 460 TAIY] T4 2 X 59 HQF HE& EF(SAT) O A #4(520)9 23S A

T 62 Faushd, AREA @E(230)ZF-E SAT Aol A FHW(601), BI AoF(243)%= SAT AL 233
AREAE @ (230) 0] B E]~E(revocation list)ol]l XEE o] QJ&=A ofFHE 03 & ArH(602). odF 591,
S8 ~E(revocation list)& IoT X2 H& Agte] A H AMER @2y ddE AR(dd, @de] 1D
)E XY Ao

oE Eol, AMEA WHE(230)2HH SAT AJAdo] S HW(601), A5 Aloji(242)+ 2l H[UASA(SCert)
5 Este] AR T (230)2] AEAL AH(ID)E FET & Aok, 2™, A3 AR (243) = AEA AR

A J\zeel Haesme 84 B0 EgEel YEA RS HAT & Anh oW, A4ed v
(230)0] EFHA g Roz FAgo wet, A A2 E AEA el Aua sk vl A

SHFol A%E 9 DBES Fxato], A7) AREA @ (230)¢] AEAE AR 7] Fxske] ARgAF ©Eh(230)9] HE
S Flsh 5= Qlth(603). &, AFEAF ©EH(230)9] o) dEElE TS FAT 5 U

ajar, AF AojF-(243) = FlE AREA ©E(230)9] THEH(S, 9l aidst= A A (Policy)S B3 DBE
FE FE5T 5 drh604). oA, AREAF ©EH(230)9] AREAZE TEEARRD A9, FEAbe] slEEhe Z1A A H

AR (Policy)o] FEH L, A AL, oatd dFals 7|AAH Aol F5
= A3 (permission) DBoﬂfﬂ A2 @b (230) 0] sl H3H(permission)S F
A AR @ (230) 9 siEE A3 A EH(context context)S FEE 4 ATH606) .

ATk, A3 Ao F-(243)
}31(605), 4+3F Ag DBl

e

g

olo], AZ AJF(243)= F=¥ AP (Policy), #eH(permission), ¥ A sH(context context)ol] 7]Zz3}o]
AREAE @ (230)S g AHEE Bt e EZCADES AT & Avk607). =, A2 AREA ©E(230) 9
Aol s Aojw® A4, A, W AFIAFES HEhlleE AR EHoE JE EZ(SADo] AAE T Ut
oju, AT AoF-(243) = AAE Hol A BEZ(SADS yAdY Myste] Mz=RE B3 4= Jub. a9
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[0086]

[0087]

[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

SSS0dl 10-1917043

H, HAE MrE Bel HE E2(SAT) o] ARSAF T (230) A HyE 5 JAkH608).

gl = 7 8 82 Fuste], A% Ao Ax(240)014 AATO] AR Bk(230)e] WalH wo A
& BEE(ADS Boste] AR WR(230)0] g lof FAZ A% S7ksks Bl sl Balsl Aweir =
3]

Hel HE EF(SAT)S) Fol(Verification)e ACEZ (ACLogic) dRlol ol& 43" 4= ul. ACEZA A
ZIHkste]  SATE  ERIste A wWiHd e B4% AW (Distributed Approach)d FTIdHFH A
(Centralized Approach)o] EAE & Ak, = 7oA E"}ﬂ Aol 71x3ke] SATE 9l B2kl vl
Arstar, & golA FYHTA HHo 71zt SATE RISk 4l i3] Awslr|= gt}

oy A Aol V) xste] SATE #Rlehs w2s AdWsty] Sl Ay

et
n ~
3
o
O
O
1o
1o
i
>
2
2
%0,
2
>

70| wEW, FALF stributed Approach)®] 739, SAT ERI& 3l o] &=+ ACEZ(ACLogic) <l

o] IoT WMEHIE FAsta 9}% o7E IoT FAAEol 44 wdd 4 vk, o5& ToT X (mloT,
medical IoT)7} AF&#} o L(23O)i—r‘51 HE 8FS 78 F o & 9ol AR&AF wE(230)¢]
SATZF 23 = ok, 8™, 95§ [of FX (mloD)E AREAF ©H(230)9] 7] 84 HEH SATE &<l
317] el ACEZ (ACLogic) <MA& 2 3% T AT},

%)
rl
i
S

>

A, AREAF @E(230) HE Aol AREN(240), =, SATO] Taae] Mwo] xiE mel HE EI(SAT S
HE Aol Al=g(240) = 5E FAlE = ATH(701).

e, ARRR 9E(230)S HES date 985g TolT AX(EE ToT #x g o8 Mulx) 29 A% a4}
A 7] FAIgE SATE AlolESe](710)ol] AEd o Arh(702). 3T ol A (54 IoT A e AR
SRR 2 d® Mulzd dgdets Folm st loT FA)E ACECN(7I0)2HE HE 248 A
T ATHT03).

AREAE T (230)2 Al ESN O] (710) Z2H-E F4lE HF & EZ(SAD L ZFE AREA @ (230)9] 43 Al
ARE I35 4= Jup(704). 2lar, AREA @H(230)S A7) A# A AR 7]Z3ske] ACEA (ACLogic)
A& At = k. 2#H, ACEZA (ACLogic) dXle] Aas 8 A& g == & A AR A
Ad ol 283, AR @R (230)2 AdE AE A/ A WAIXE AClEel(TI0R A5 5
th(706).

g, AlESNC(710)E 985§ ol FXZFH FAH HE B/ A- WAAE AR ©E(230)2 A53

ozx, A& QAo o3t S (Authorization Decision)S 3|A1& 4 ATH(707).

T 7914, 988 IoT X (mloD)EL st=folyt AZESo] 23(F, Ag £X(CPU %)), =R/ AF49
az), 54 ‘{Eﬂﬂ ol o 9 Az=® Tl wet TRV FE ¢ vk, aEa, 45 958 IoT FA
(mIoD)EL g3 dn] 2498 71z dhH S3F E£= Qlieksl 298 71 X 5o izﬂa —rE ‘”E} 7t Z}
2 AleF HRC: heavy resource constrained)S 7}7 mloT(medical IoT) FAES
folu} wWxg (RAM #7H), A4 (ROM #7He eWsl=s #Add

T vk, oo uwef ACE” 19 E%

Ag Hlgolut wre AFgie W= AR7F gle, S5, ACEAES W] o# & HRC mloT FAEL &4
A Aol old FUdHFA A Hel wel SATE 1T 4 ok, FSFdTd ATHe FS, /A% A
Hlz=o oJF AA (A, T4 Aol ACLogic AFS FEHFo=ZH A vE7 w2 E AFsr W=
o] Fdo] AT 4 Avk. e, Alo]Ee]e} o] o] FH-g AA7F AFE mloTE A8 SAT &<l 4
A5 st = Aok, F, B2 A Hol A= AClogic o] mloToll F&E o] SAT &9l A7) mloTAl A 4=
guRont, FSHFTA HIH2 AolEdold A SAT g<ls #3438 + Utk ol Ao|Edole AMEA &
(230) ZH-E] FAEE e 23S AR5k SAT #S 8l 59 AClogic MBS w5 (invoke)d 4= U},
g a, AlolEgol= SATE E<l(verification)d A& AREAF ©E(230)d4 HE& 87 lld mloT FA=
A 4 ok 2, mlolT &A= Alo]ESol 2 4135 SAT &l Aol wheh ARgAF @ (230)9] A
& 84S Y Ee 4246L T ATt

T 82 dde] dAA e dolA, TSHFTA HHel 7IZte] SATE gRlste 4& AHstr] 1 Al
T EWolth
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[0097]

[0098]

[0099]

[0100]

[0101]

[0103]

[0104]

[0105]

[0107]

[0108]

SSS0ol 10-1917043

AREAR (2300 A& Alo] Al=E(240), =, SATS] ARl Aol ZFH el & EIZ(SADS HE Al
of Al=Rl(240) e R EE FAE g girk. aE, AR @R(230)2 HES dehs o858 lol A (Es
ol A A& el Aquiz)Re] A& 8434 94 47] 58 SATE Alo|E901(810)¢ A5d 4 A,
o|E#°](810)= =Y ACLogic MHI2~E W& (invoke)dto] AMEAF ©@eh(230)9] 4% A ARE 58 + 3
o, 185, ACLogic AIXE a3 Al Jro 7123k AREA @k (230)9] H& Adk] didt 37 o
7 249 4 9ok, =, ACLogice]l &AlE T4 AWelA ACLogic Mx-& Adste] Ao E90](810) ZHF-F
AEE AREAR T(230)9] SAT #R1& ashar, &9l Aapr} Alo|ESo](810) = Algd 4 St

]

o, Ale]E](810)+=, ACLogic <Ixlo] Al ¢ AW ERE SAT &l ZAaks el ARSA ©eh(23
09 dF 95§ [oT FAZY HE 32 v AM WAIRAE 208 = vk, 83, ACESBINE F
e A Y =5 A AAAE T A58 ol ZAZ d5d 5 2

N

t

aE, 5§ [oT FA & ACESC)(810)Z5-E F=A1E 32/ A- WA Ao 7|xst AMEA ©@(230)2] F
& 84S 3 T A 9 vAAE AEA(BINE Tl AFEA wE(230)9l AT 9l o]
Adl, ACIESC](810) ZHE FA1E SAT 31 Art Ad WAA A4, [oT A= A= fol(s10)5 Ee

|4 9(230)9] HE 8HS AFY = Adrk. 23, AC]EHel(810)ZHE FAlE SAT &1 A} s
g HAAQl AS, ol e AlJEe](810)E & A& ©H(230)9 A4S 3=Hs 4 k. oxidl,
FAE AEH](810) AFEA @ (230)3¢] FAl A A (session)S AR ALgAF T (230)9] HTS

A

qu 3
sk
A
o
o)

_101:

)

ol A= Bl #Holol(security layer)oﬂ A FA" AREARE Sl et §7bE 58 [oT FAR H&ES
3 Uéff}?ir/}. ojstell A= DMK @lojofell A o] AlA|el] -
A =g (interval Type-2 fuzzy logic)el 7|%=3}
7o 2 [oT AAE(AAU, 2vtE oofE g}, Znf
SFE(AWA)S oA, A, 7hHRl Fol &A% T ()
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o
W,

ol&loll A, 'u-Health A A]2=E]
2 o

of Alz=gl'o] sjdsle A omA, ool A= & Alo] AJH
Al 'u-Health A4 A|Z2~&l ot

T 95 astd, 2o AA ARE ] ] Aol AdAdd EFAel dojelE AA EE Hlo] o AlA
(901 WA 909)o] F-2d = dom  AAE(90L WA 909)= IoT el T 5 Ak, 7|4, Fx}9
A ARE A4 A K (physiological information) o 2A], oA, AH¥=(Heart Rate) BR., Zd2HZ
g 41, A% 7l 4 TLAZENG) R, A= ARECG), dt dH, 23] 22 A (body motion) Ak
e XFE v aW, AE901 WA 909)elA FHE 7] ARELS ZH-E(910), AEMI(920), Al
Ol Eo](930)E =3l alth A AI2=g1(940) e AFE 5 Ak, olLd, 7] BRELS oA, 7tsA 4

u-He
o8 AR SolA Ag® FE vk,

B
2|

¥, DMK(Decision Making Knowledge layer) @|o]o](950)elA Z7] Fxpe] A AHe} EFY 2 HA =
(interval Type-2 fuzzy logic)ell 71zx3te] 344 A7 AJelE A7dsta, Ad4dH 349 A7 Aol AEst
O FE(AHYA) H AES FHTE F Ak, o, V] okE F AEES FHI] Y8l ol FXQ1 ~ntE W
F3(660) 2 =vtE o okE ARH670)et f/FA WEHNIR 29 F 3 of|Zad], DMK #lo]o](950) & <
oFEF H AES FHI7] Y8 A HE(instructions)S X85, A9 Z_7c} Fefjoll whel oJekE W SAS
FH37] f8 ~ntE WAa(660) 2 A~utE ofokE AR (670)9F AAE 5 Ak

10 o

e dAdAdel 3lolA, u-Health A9 A|=F1o] WF 74& =AF E5Elal, = 112 &
2 =

T 102 2
o] daAleel QoA ToT 714ke] u-Health A1 W& =AIe

108 #asbd, u-Health XY A28 (1000)2 AN 2EZA] AoJ¥(1010), F2 AR AH(1020), 2|k

A A 2E2A AoJR(1030)2 EFHe & Aok, % 10914, u-Health A9 A|2(1000)2 Bl €
olol(security layer)ollAl Het H&EE Alojdh= Bt HE AR (W=ADE o X8 = vt F, = 49
7 GAE(410 WA 460)S ®HoF HE Ao R (W] A]) o o, = 119 ZF gAEs
(1110 W= 1150)2 u-Health(100)e] T4 S0 AlA SEZA A|oj§-(1010), FE Az Ao F-(1020), ofoF
9 AE F SEEA AR (1030)00 o3 AdE

o
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[0109]

[0110]

[0111]

[0112]

[0113]

[0114]

[0115]

[0116]

[0117]

S5S0ol 10-1917043

106114, u-Health A1l A]2=®¥1(1000)2> FFEol fFstes AowA, ddxow w4 9
A ] Z2AAM (processor)ol oJsf = = vk, =,
020), ookF 3 AF FH 2EZA AoR(1030), 3 ek & AR (V=AD)E 7] ZRAA ] EF
Ark. ZEAME 7IEAQ] Ak, 22 8 u-flealth A9 3
B Zza3je] ¥HSs A d4d 5 ootk WEe o
/;1'

fo ol o it

pak I’H
Jfe
-

22 Ae)§-(1010), FE AR AoF-(1020), oJfkEF E AFE F Bk A& Al
FHEADS 9% Z2a8 35S AYstEs 749 5 ook olHd Zead Ine wEe e 7

O 1 = I VRGN o o

Al A 5 i

1110 SAl A, AA 2E2A Aol H-(1010)= FAte] AlAle] -2 dojefE AMeES 3 A9 o] A
A A M (physical information)E F33}e] AN EZX|(sensor ontology)oll A&sk 4= ). 7|4, AA
S 717 TolT AAlo sdste Ao2A, AR g2 AAdA A 1 329 A Fre FUzdHE
(cholesterol) @ AX, d(blood sugar) #NW AH,  d<(blood pressure) BH, A& HeF(Heart
Rate), 1A =& <Y(body motion) AH, A% 7]5(kidney function) AHHE, EMG(electromyograph),

ECG(electrocardiogram) o< ¥t 4 3l

1120 SAGA, F2 A A7 (1020)= FHE A AA AR g do|gro] e A7dw Fxte] siQl A
BE 7vto= €9l 2 HA =¥ (interval Type-2 fuzzy logic)E 7|¥to= 2xle] AR A

Atk o7IA, FAte] A ArE, 2 yol(age), AF(weight), A F(height), A (sex), L 4
H(disease history)®dtsr 4= glowm @xo] ZZuld(patient profile)d} T&H Hx| W3R o]fd

Atk

\'1'1

Juo] el A &3 ghate] Q] HRE E
1 Ao 3(1020) = A ARl $kxte] 7R3l
A7 o] Hq8ste] EFY) 2 HA =
= AE e 2 A =g 893S
4 1 AR Hitell 71x8te] $xte

FE AR AAFE(1020)0 = FHE Ak A R} do

=89 99 ¥z 44 & k. aga, FE <l
BE %2 9 737 7]¥ 252 %] (knowledge based ontology)oll ©
EEES AT £ . a9 gs, F2 A Ao (1020

= 2
rw

Ao Moo o
lo

1130 ©HAlol A, gJokE W A 23 LERZA Ao (1030)E o okE LEZX](drug ontology)ollA 249 A

7 el slgEte o kEe AT k. Aq7IA, o kE R2EEX|(drug ontology) T 9oFE H AE F
= =5
= i

=
A 2EZA](drugs and foods recommendation ontology)el ¥3sh= 4= it}

A=, oJekn 2 AE FH SEZXA AAE-(1030)E Z2AWE A Aol A FEE Uells 3AF e Ek
o 71x3le] oJFE LEZX A Ao Al Hget o FF(HWH)S At AT 4 At o A, <fef
& 2EEAE &vlE 9 okE AAM(smart medicine box), WO ookE AFA, UM oekE A &~ 5
AA"E 4+ Uo Joll wel, ook 2 AF FH 2E52ZA AoJF(1030)= %

© =l
medicine box), WYL oJekE A4, 7MLl ookE A4 u
= goFES AAT A, A, ke, HFAL Fo] &A% A}

==
M

o
N

1140 ©AIo A, oJokE 2 AE 3 2EZXA AoJF(1030)& AF 2EZX(food ontology)olr =t A%
Aol ddsts AEFS AT 4 Anh. Aq7A, AF 2EZX(food ontology) = 2ofE 9 AF FH 8
n ontology)oll Z&= 4 ).

ZA](drugs and foods recommendat i

o

olx"8, ME tE AAdA F=HA Ao A ARE F9EHE £ DMK(Decision-making knowledge) #@lo]o]
2 AF=™, u-Health A A 2=R(1000) #2pe] 17 de] A4S 918 7] A8 &2o] AA ARE b
ol o] ol AFe 4= 9tk ojw, dolEH|o] o= Fxte] AHA Hu (Y], A ID, AdEY, [
HE )3 Adste] 7] #xpe] A ARIF AE § ow, olw] AREo] = A, Aol AHA A
Hol| 7]z3ste] oju] AxdEl A Aol o]o] V] i A AA FJRIF FH AGEHES Ho|E o] ~Tt
JulolEd = A}, o)A A AE ARE 2] A% A, By AAFE 8 ol&E 5 Art.

DMK(Decision-making knowledge) #|o]ojollA 2zl 717} AHE AAsI= Z2AM 27 32 4 9o, 3}
o] A7 AdE B9 2 HA =g (interval Type-2 fuzzy logic)E o]&3sle] AAE = Urk. =, sz Ay
kol At = k. A7)A, B 2 HA =g (interval Type-2 fuzzy logic)® WA 3F(fuzzification),
£ <% (inference engine), B} #<:7](type-reducer), TI¥ A8 (defuzzification)E ¥gst 4= v}, HX
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[0119]

[0120]

[0121]

[0122]

[0123]

[0124]

[0125]

[0126]

[0127]

[0128]
[0129]

[0130]

[0131]

[0133]
[0134]

[0135]

=545] 10-1917043

omn

3 (fuzzification), F& <A (inference engine), E}Y #<7](type-reducer), U ¥ X3} (defuzzification)+=
T 12 YA E 145 Faste] AAE Adgsir 2 st

T 12+ 2 ddge] dAA e dolA, Al delEE B 2 HA [J3el WEsteE HA S (fuzzification) ol
T2& EAgE Edoltt

T 128 Fashd, HA3H(Fuzzification)® EFY 1 31X FHZ(interval Type-1 fuzzy set)S AAsH7] ¢80
AMEEAY, A 1, AlA 2, -, AA n)e Y& gk(crisp input value)S EBFY 2 HA =gld s|F3st= B
el 2 WA d=(interval Type-2 Membership Function, MF)(Z, B} 2 %] H&)o] wWAs}l7] H:GH ol&=
T AT, A, AAE WA Fe(triangular MF)7F o]82 4 glow, A7) MNP ofgfo] 32 1, 3t
2 2 g e 33 o], 4] HY ek o9 ERJIEE(a, b, ¢, d, e)d 71Z2E & At

—_
% ab,c) =
z,(x,a,b,c) eb_

a
[s=<k4 3]
d—x
Z,(xcde)=e
d—c

Z(weight), 214 %Xlo](BM)JJr 2ol 8712 dlolE7t Bl 2 HA| F3H(Type-2 fuzzy set)dl 3= 4 Ao,
Bl 2 #HX H3(interval Type-2 set)& 7I¥Fo R E}Y 1 #HX 3 (interval Type-1 set)o] AHE
Ak, olHH, AMZHEE FIE A HE(SF, AA dolE)et A A A AH F Hox iR} g
A 19X HE AAS 98l B 2 BA Hgdol waE 5 glow, s AR o]fe A Huul wigE %
[e)

ATt

T & 128 Fastd, HxskE 3 d96P), d9BS), Ful=HE(Ch), 4% wEFUR), Hol(Age), A
I

T 132 B wHo] dar ool ol B 2 HA HF digk FE <Azl &Y ARE AT =Wl
Aok (linguistic value)S ZHe= 3 (rule) 2 ZFA(interval)o] A2 % 37 7|HF LEZ X AF4d 5
ATk, = 13 FHastH, FE A AoF(1020)=, A2 9 FFH 7HE REZAC A 432S JAA S E
T3 B4E e 2 HA JI(S, AA delElZE HEE B 2 M)l A& k. dE Bo], FE A
AejH-(1020)= A=9E B 2 ¥A4 JFA310)(F, 4= W) ezRe A4 3l grF 7|k 2EEA 0 Agd
T2 G 22 A2k (join () and meet (M))ell 71Z3ke] EFY] 2 HA| °of &9 Ay A4S AT =9

=
*(1320)—2— 44T 4 ok Ao, A7 8 W5132000] Yzad BY 2 RA) me) ¥ AR,
28 A AoiR(102009) % AvhE olelel ¥ 19} 28 & Ak

¥ 1

Rule;: Patient(7X), HasBloodPressureSensorTestResult{?X, BPHigh), HasBloodSugarSensorTestResult(7X, BSWVHigh),
HasCholesterolSensorTestResult(7X, CHWVHigh), HasHeartRateSensorTestResult(?X, HRHigh), greaterThan(?BPHigh 142)
greaterThan(?BSVHigh, 200), greaterThan{TCHWVHigh, 280), greaterThan(?HRHigh, 95), lessThan{?BPHigh, 180)
lessThan{?CHWVHigh, 5007, lessThan{?7HRHigh, 120) > PConditionIs{?X, Serious), isPhysicianOf(?4, 7X)«

Ruley:  Patient(?X).  HasMovementDegreeSensorTestResults(?7.  MDegreeLow),  greaterThan{?MDegreeLow. — 0)
lessThan{?MDegreeLow, 10) <> PConditionIs(?X, Serious), isNurseOf7Y, 7X)-

£ 14 B oune] dadd QoA B 457 % UuAste] $8& wAF SHolth,
£ 14 Faew, 2 A7 A0 (1020)9) F WE(1410)7F B 7471142000 98 ek e,
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[0136]

[0137]

[0138]

[0139]

[0140]

[0141]

[0142]

[0143]

[0145]

[0146]

[0147]

[0148]

S550ol 10-1917043

= E}9] 7+3%:7)(type reduction, 1420)% E}Q] 2 ¥#] =go S g9 1 A% =glo HHoz wWaad 4
At
o & £°], KMA(Karnik-Mendel Algorithm)”} B}l Z571(1402)2 o]&= 4 glom, = o] g3lo] EY 2
3 R

| w2 (%, B 2 Wel Zo] Bel 1 WA A%HE, B9 1D waE 5 Atk o7)4, Kiae ofd
o s3ta) 4 8 Feka 58 ol 8aho] AN AER]E (controid)el F1EE & STt
&)

2o (). I (x).x
NI TAl €29 BEED Yol Tial €9

[cl' cr] =

t]H A 3} (defuzzification, 1440)= B¢ 7H4£71(1420)8 &3 ¥QEQ] ﬁé&% Akt E8e 4= k. 4
A, tAA3(1440)2 =35 B 7+47](1420) 2 =3(1430)0] sFsl= rJr 10.149] Ho] ArE 4 9l
o ArtEl Ho 7.810] A AFgk(crisp output, 1450) 0% &= —/F 71 A A 84(1440) & Z-3

AkE ALt A9gh(1450)2 dA Fxte] A% FHE vEhiE 34 4 Eﬂﬁk(patlent condition value) & o]
2 Ak, d7d], 7.810] X} AdEigtel swd ¢ Advk. LElW, A FEHRS okE 9 AF FH
E7 % (drugs and foods recommendation ontology)oll W Eo], 3kxte] A7 Aejo] sjFsts o okE @ 2
9 AEZ =4 LEZ X (drugs and foods recommendation ontology)® B=be] A7

o] ¥4 4 Aok, <oFE

ol el ohgke ojokE " AES FHE] flE B4 wWdE R ook, AF A4S BRE 4 .
AW, B AFEE | oJokEEo] VL(Very Low), L(Low), M(Medium), H(High), VH(Very High) T o= &=
T dom, gxte] AEghe] VLol st A5, VLol slgstE A FE 2 VLl dlgste oJokEEe] FH 4
F R oorFom AAE o] oA}, FAb, 11, kFAF FolAl AlTE 4 QU

L l40lA Ak vpel ol tlHAsE EEl A dEighe] E¥H HE
Bl Ao=ZA HA JF(fuzzy set) o2 AoE = ok, 7|4 #HA (32 AA FE 9 A AR(7
o, ¢, €9 a8 AR, FH2dE d8/53] R, AAY & AR, Ade Yol AF)E 2T F
Atk CdE EBol, ¢, ¥4, FusHE d¥E FE, AAY] ¥AYD AR A
L(Low), M(Medium), H(High), VH(Very High)Z& E?}‘S}% HA ARS 7ME F der, },\J“L’“‘ L(Low),
M(Medium), H(High)E E3st+= HA H3g, Yol Very Young, Young, Mild, Old, Very 0ldE X3 H A
sk, AF< Light, Normal, HeavyE ¥3tsl= \“X] A3S 7td ¢ ).

olwf, Fxpo] A Ar 9 il HrR= BIAAY FEEA, AHY 5955 [0, 112 AF37] o#e2=2, E
94 2 HAA =&, B89 2 AX Aol ol&d & Ak, BHY 2 HA HFY AwHEE(elements) O] 1S
[0, 119 #A HF e e 5 Art.

ax geighe Bel A% 3

S~
8 K

]

N
o

=

o O
o

S

x

T 15 2 dgo] dAA e ool BY 2 HA A7 A LEZX|(Type-2 Fuzzy Health Prescription
Ontology) o T-%ZE EA|3F =Holt),

= 15914 B 2 HAH A7 AW LE=Z X (Type-2 Fuzzy Health Prescription Ontology): X 9] d]o]E]H]|o]
2, A REEA, AA 2EFEA, XA E F ) 2ERA, gk W AE FH REEAE 2FY F
AT},

= 155 s, B9 2 HA A AW 2524 (Type-2 Fuzzy Health Prescription Ontology, 1510)+ %=
W ¢l A~ (domain stack, 1520), 71d 2 &7 2= (concept and relation stack, 1530), Bt 1 HA 3 ~
® (Type-1 Fuzzy set stack, 1540) % ©€}¢] 2 HA] g ~®l(Type-2 Fuzzy set stack, 1550)o.& &3 =
ATk, & 1504, HA] WFE BY 2 HA =g 4y HEEA, «o7ndg, o, 89, FdzEHE, Ad,

AA EHY Fe) B A sk, o], AE, AF, 7 5o 84 A0l guE TG 5 Aok

Erdl 2E(1502)2, =l AE7EF EE mulQl SERA (AW, 2 2ERA, AA 2E2A Y el
EjHlo]=)E vebd 5= ok, A 2EEA), dolHHolxs, Al 2EEA= &2k Uil AE B ghake] A
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[0149]

[0150]

[0151]

[0152]

[0153]

[0154]

[0155]

[0156]

[0157]

SS90l 10-1917043

A AR AN A8 o1§8 & Ak,

MEd 2 #BA 2~ (concept and relation stack, 1530)2 &2 HolHE 7+ 7l (concept) 2 FA
(relatlonshlp)e golg = glom, yol, AlF, 7] T3 o] AA AANA EFAALS zte A ZRad
s Yehdl= AJA Ade 23 ¢ Ak, a2Ela, Jid 2 B4 Z=F(concept and relation stack, 1530)-
HA W 7o) BA(relation) & TE7] 93 o]&F F Avk. oA, dolet A, ol sk, YA A
a, A, deol, 9k Ak, B yo], dst, AvkeE T ke BAE A flEl ol &2 4 .
B9 1 Hx g 2= (Type-1 Fuzzy set stack, 1540)2 B 2 ¥ AZ A 2E=ZX(Type-2 Fuzzy
Health Prescription Ontology, 1510) wWie] Z} x| W<pol gk #HA] 70 (fuzzy concept)s Ao ~ES
vebd g ok i), HA Wg age(HUol)w A} 2E =X (patient ontology)old Aol 4+ glow, H
Al W age © 'young', 'mild', 'old' T& E3IFsh= HA (S, BY 2 HA A& M F U ¥

A WM weight (A5 )= Light, Normal, Heavys ¥ 33l= HA IS 712 & ).

12 & ogo

B 2 32 3 28(Type-2 Fuzzy set stack, 1550)2 EFY) 1 HA 3 28(1540)8 &3 A=A, o]
A 8o HES A, dxto A% AHE ZAG] Y& o]&E 4 dd

olxd | ¥l 2 A A AW SEZ X (Type-2 Fuzzy Health Prescription Ontology, 1510)(dAd, 3=} &
%gx], AA SE2A, 9FF D AF FH LE2A, A4 2 137 79 LEZEA )5 A" AR Ale]
&

o Z=dWl(domain) A& FfHstr ARE AHEstr] & ol&E 4 v, 2EZXE OWL(Ontology

Language)2H= 9lolE ol §3fe] AR 4 glom, oA, o xx axegoelel POCEHLe o) sl

ol gste] A7 Hae REEZAEC] AHE 4 ).

A7 SEZX(1510)+= S 2=(class), HA dol¥ EFA(fuzzy data type), Hlo]¥ Z4d(data property), 7
%/ (object property), $12®X(instance), %@ ¥F&(axioms)E X 4= duh. o7|A, == A

2 FA 2~ (concept and relation stack, 1530)°l & E3tar, dlolE e} A AL 7]E dHolH e (basic

data type)ell 4% S 2o BAY &9 Aogk A AFd = Advk. =, AA S dHoly A4S HA #

AE Yebd 4 Qth. oE E°], 'Goro has—b1ood—pressure—sensor—test—result BP-very-high at a degree
0.8'914, A #A(relationship)= WHA T3(5, Y/ LA 55) degree 0.8914 £AE 7|Htog <]
Z~H2ES A4S FozA, £A4 ‘has—b1ood—pressure—sensor—test—result‘—'C— ol~®l A 'Goro' 9} 'BP-very-
high'E A2 4= gk, ©& o=, 'patient Goro has age old at degree 0.7'°lA, ' has age't= Hl°]¥]
S02A, 2B Goro's Told & AR & vk,

(S, WA W) 9 B4 (interval )& UERU= AC2A, dE 5o, ¥x A
T a9 45, VL, L, M, H, ViIZk 9#] wlolg eelel £9kd = vk, F, 3] HolE B2 A o
2]

A7) LEZA(1510)04 B2 LE=Z A (patient ontology): TlolE|H|o] 2o A $x}e] el HHE HASH7Y
H&l olgE & . A i ARE EEFAA HHEA, Bz 2EZX(patient ontology) T EIAA
golge] e 2o x4 #3385 ¥&) A Nd2 BA(fuzzy concept and relation)E E38HsE 4= gl o
714, A WA (fuzzy concept)& 1Bl A(instance)7F A3 SF (degree)d £88 Yeld = Q).

AA 22X (sensor ontology)v W A} RUEHE & /dstd £F 4 dd = ok, AAN 2F
A 32 2E2A, A D 4 7 2R B3 dA(linked)E T Ak, A 2EEA] F A4H
2 name, age, id, weightZ A|Qlatar, x4 L 17 7|l 2E2X]9] tE jFF o] AN HAEES g5 Hg=
F Atk &, A4 2EEAE dolgHo] oA AMERERH FHE HRE F FX st ARE AA

3t7] 918 A (knowledge)S AT 4 Jdvh. dE 5o,

FRIF2H(HBAIC), ZU2uHE g AR, s A A4 2249 AR, AF 2 A% 4B So] A
(instance)dl Z3Hd 4 Q). oju, 7] MAEERE F3E FE(S, A FR) 2 HZAd 3zt 7|2
AERE 7|Wte R 3xo] {7 AeHE A5ty flal ol &F= A oo & 29 & T Ut

Rule. Patient(?X), HasBleodPressureSensorTestFesult{?X, BPMedinm), HasBloodSugarSensorTestResult(?X, BSMedium).
HasCholesterolSensorTestResuli(? X, CHWVLow), greater Than(?BPMedium, 125), less Than(7BPMeadium, 154),
greater Than(?BSMedium, 75), lessThan(?BSMedium, 160), greaterThan{?CHVLow, 0), lessThan(?CHVLow, 170) ->
PConditionIs{?X, Healthy')-
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[0158]

A B T AR 4 o)A x T PTWTBTTT iy ® oA S M R N o A T
TR RERNT By N BT R WoWAT W L TRE® o, X T
= S matﬂMmu,mau Hin TR EZ4TR LR % & TE T Sy x aﬁ%ﬂ
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[0169]

[0170]

[0171]

[0172]

[0173]

[0174]
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Nz AR dAEERT QY ARe) @S ANT £ odrk. aelw, okE 9 AF FH LERA Aol
F(1030) = ALHE dd Z=e e, X diabgd A4 8 qpF 7)RE 2ERAA FEE i FS TNkl
2 3 AEE A4 ¢ vk ol i 32 AF FHE Hdl ol &= A Y & Ut
# 3

Rule 1: Mame (X}, isPatientOf(?X, BloodSugar), HasCalories(?X, Maintain) -> FoodTake(?X, Medium-Calories)

Rule 2: Name (?X), isPatientOf{2X, BloodSugar), HasCalories{?X, Lose) -> FoodTake(2X, low-Calories)

Rule 3: Mame (?X), isPatientOf(?X, BloodSugar), HasCalories(?X, High) -> FoodTake(?X, high-Calories)
o]slel A= u-Health A9 A]2=%1(1000)2] A5 H7lol s HdWslaz} s},

shzjel

B ox

5 W7FE 98 DL 29 (query)9t SPARQL Z 9] (query) 59 Heo] &
4= B 2 A =gol| 7]%3%F u-Health A9 A12¥(1000)9] A% H7IE vepd

G Z(form)o] o]€=d F+ Yr}.

& 9.

#Z 4
Moo| Blood | Blood | Cholesterole| Heart Body Ages| Weights The Patient Food and Dmug
Sugar | Pressure (CH)» Rate | Movements Proposed Health Recommendatio
(BS)e (BP)- (HE)+ (BM)- System- Condition 4  n Ontology
based Health Precision »
Values
e 190+ 130« 210- B8+ 330 54 Qe 8.7% Seriouss 100%6.
e 1400 130+ 2252 B850 290 270 &0 4,86 Moderates 100%5.
Fa | 130e 120« 200 Tl 20 510 The 395 Healthy- 100%6.
4 1500 110+ 240- Q0w 430 567 Gle 5.98+ Moderates 100%6.
Se 160+ 120+ 250 95 50 52 Gl 625 Moderates 100%6.
B 170e 130+ 260. LA 154 542 T 7.33¢ Seriouss 100%%.
Te 1802 140+ 2500 B0 192 T2a 58 651 Seriouss 100%%.
8a | 210¢ 160+ 210- T5¢ 34+ Bl B2 7.81¢ Seriouss 100%%
O 160 180« 2500 TTe 19« 56e 53¢ 8.35¢ Seriouss 100%
100 145« 150« 1602 6T 254 530 560 2.5% Healthys 100%%6
I 40X, EF(BS), d¢BP), FHZHECH), AHrIR), AA =2 U@, Hollage), AF(weight)ell w

A
g ThFet 2ollA 4471A] Baw Bk A% A} FERh) & AL S8 ol &E e, g A
Bl gk(Health Value)©] 0.0 WA 5.001H #x}o] 17 A& Health(S, 717, A “Jelgt(Health Value)o]
2.5 WA 7.5011 Aol A7} AEl= Moderate(F, H%E), 2} Aelit(Health Value)©] 5.0 W] 100]H, 3t
Zpo]l 17 AH= Serious(H, A7 o® AAE 4 dvk. AAR A A% dule AErre] 24 vlagt
A, e d3rt devte] A3 dASIGl. AlART dET ko] A= ofgfe] 3 6ol 7] %3}
= 3ol 7y A4 W42 (cohen 's kappa coefficient equation)ol 7]Z3&te] AlAtE 4= Q.

2(F
¥

[4=5+4 6]

_ Pr(a) —Pr(e)
~  1-—"Pr(e)
82y

oA, e AA #AZE AdAE YelWar, Pr(e)= 35 X (chance agreement)ES YEFE 4 9t}

HOsh pr(e) B A8 Ak A%, K-lolw, QAR @ A%, K002 AN 5 A ulealth
A AzR ARTE ke QA HEE 03.6 919 % 49 AR ulealth A9 A=

=
9o A% gRuo} $oeku, obE L 4F FA AFES 0069 FAF & Ak dask B 4

AVEHS EZA)7)7] w o
ohelel & 5% Bl 2 BA =e(12FL) S BhS) 2 94 = (TIFL) 9] 358 v A0hg el & gk
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[0176]

[0177]

[0179]

[0180]

[0181]

[0182]

[0183]

S550ol 10-1917043

# b5
Total Classic Ontology-based T1FL with classic The proposed system
Diabete extracted system ontology-based system  based on T2FL and fuzzy
s recommende [1,15] [8,22,24] ontology
"“t‘: ot {f‘i;ﬁ;";i 4 Pre Re Ac FM Pre Re Acc FM Pre Re A M
gy OB ® B @ ®m @ ® @ ® & ®
1 234 47 53 56 50 83 77 78 80 99 7 7 87
2 N 42 69 60 52 89 &2 80 85 Q9 82 &3 90
3 355 47 66 57 55 80 64 63 71 100 83 84 9
4 312 55 69 62 61 82 67 67 74 a7 75 i 84
5 290 63 66 62 65 84 63 61 72 a7 82 84 89
6 282 66 70 67 68 88 63 65 73 99 82 83 B9
T 300 58 64 58 61 88 61 61 72 99 84 86 9N
8 261 49 76 63 59 82 62 63 70 96 85 85 i
9 251 56 73 63 64 86 1 73 78 95 86 a7 90
10 378 54 69 64 60 a1 63 63 A 98 7 &0 86
Average 54 67 61 59 84 67 68 75 7 81 83 89

=1

5l = 719 2524 7IHF Al2H®l(classic Ontology based system), TIFL 718 A|2<8l T2FL 718k Al
H(Z, ulHealth A9 A=¥h)o] ds BH7F A74E vea dow, Pres quZ]E(precision) Re® &
(recall), Acci= ¥ X (accurancy), FM2 7|5 57X (function measure)E YERE 4= b, 1 5o =W,
71€9 &2 7]4F A]2¥l(classic Ontology based system)® U u-Health A4 A]2=glo] A =7} 54%0) A
97%, =7} 61%A 83%, 715 FAHX7F 59%l A 89%= FT7FEAeS e 5 drt.

T 162 2w daAdd dojA, Al 7]Hkglk u-Health A A|2=8lo] UEYA FX2E EAg EH
ojt}.

L 165 Fast¥, u-Health A A&=®E 32to] 17 e dS5sta, 17 Al sigste s 4
& Fd37] 8 AAH G Neural Network)E ©]8€8 4 Q). o E E5of, AAFT2 B9 2 =2
(interval Type-2 fuzzy Ontology) 7]¥te] oJu]&% X]2(semantic knowledge) & Zt& AlA W e 4
om, A7) A7 dolEulo] 2ol Exte] A AE H ] HRE AN o]F, HAE HRE 7Nko
3ate] A4 AEE dSEtr] 98 ol8E 5 vk, dAd, AADE o]&se A, dolHu|o]xd A%
HAFE AA7ZA ] #xpe] WY AR, ) FE W A BEE Yo v #xpe] 1A AH A5

/\ oh;}

ol Aol A Awet nle} o], 7|EY SEZXA|(classical ontology)E 2] AA X7} RZ A A (blurred),
g8k J=®"i(instance)E A& 5 Adod, B 2 WA = (126L) 7uke] oul &7 X4 (semantic
knowledge) S ©]-g3ke] @i fxbel 2o why S8 RUEHTFo RN, vy S dA 17 el A
@ ojobE 2 AES AT FHF 5 Ao

AAlde] wWE e thekdt AFE Fis F5k FddE ¢ e ZEaH HE FJHE Fdyo] IS 3
= b Al 7152 ¢ AT A7) AFE 35 Jbe iAle ZEad BWE, dely Y, dolH & F
& GEoR HE Yoty xIE £ k. A7) wiAld VEEHE Z2a9 HES AAGqE fete] 5Hb
AAE T T8 AENAY AFE AZEY] PR A A H AR THed A FE ok, HAFH @
= 7 715 wjAY dde = tad, E23 Yaa 9 2] Hel=Zeh e 7] wiA(nagnetic media),
CD-ROM, DVD®} 22 337]5 wiA(optical media), EFEIZH tlXA(floptical disk)oF 2 A7]-3 wiA|

(magnetooptical media), R FROD, VRAD, FehA W=e) 53t g Teaw J3e Agshn TP
= swe) pAE sslol FAsh mekE. weoaw yale deli Asded ojd wEelAE A% L
el mEww opeh cHTeld $ ASHA AFEA G4 29" £ Qe nF do ;=g
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+ 3.
7 =3 EC SE= ES H o] o t‘ﬂo é,:f:f_]_—
[0184] ez, gE FdE, UE AAdE 9 ESAHTHEAY #53% AEE FEste S FHA A
.
k=3
=97
110 130
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|dentity provider
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O
230m%%

Registration Authority

AL
ay

220~

loT service Provider
({0}
Medical Services

=

Smart Device
Profile

(©

Rule

(©

Subscriber
Repository

& 5w
_— |
Registration User Profile [
Service [
|
Authentication Authority :
.‘ A 0‘ u;/ |
O o
. — |
Login Identity Provider !
Service Repository :
|
Authorization Authority :
. i}:\f = !
— [
— |
Access Control Access Control I
Logic List + 243
|
= = & |
— — = |
— N— . [
. User/Device | |
Role Policy Context :
|
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Role Permissions
SN () )
P T~ _ GET ! | ( Heart \ |
Physician ) _ f _ rate _
S 7 _ f _ |
T | POST | | |
L0 e I S PR N
2O e D K== [ ar I |
Users T _ | 1 _ _
| , _ |
o | | DELETE | | ( Temper) |
<~ Security N | J , J
o Admin ) — ——=
T 7 Operations Services
—( RAC PAC .J‘
_ f
_ ,
f Atrribute Constraint ¥

(RAC = Role Attribute Constraint; PAC = Permission Attributed Constraint; and OPAC = Operation Attribute
T Constraint; UA= User Access; PA= Permission Access)
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Qﬁ L
User Authentication Authorization 510 dentity

Authority Authority Provider

{ Authentication }\
/ Login Service

Redirect login request >~

~———— Request security credentials

Provide credentials (e.g., email address, password) >

——— Validated & Secret Certificate (SCert)

{ Ticket Generation ]\
Request SAT &

provide SCert

> 520
Validate SCert
Retrieve User ID

New SAT req.
& User ID

Generate SAT

Issue SAT

Forward SAT -

\:
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s==4

o}
ﬁv 8. Generate SAT <user ID, services 10s, operations, CC, sign>

SAT creation service (607)

7. New SAT

on& 1. SAT request (601)

A

2. Check revocation list (602)

I

Revocation List

= - Retrieve
9. Issued SAT(608) AHHV

Authorization service

Retrieve

-t

6. Context constraints (CC) (606)

g po

(i

Context DB

-

3. User role (603) 4. Policy (604)

—~——

— —
— —
= Role Policy

H

5. Permission (605)

>

(I

Permissions
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Distributed Approach

@ Issuer

0. Issue service Access Token
SAT
Issuer Signature 3. Get contextual 4. Evaluate
information access _Oo_o
| @ )
2. Access request J
o) 1. Service & SAT Q é
k . 3
- 5. Allow/den ;
N 9. Authorization Decision Gateway Y Medical __oa
o (ACLogic)

H
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B
H

Centralized Approach

@ Issuer

1. Service & SAT

Authorization Service

|
[
5. Evaluate access |
[
_
_
|

logic
Access Control Logic
A
L R _
0. Issue service Access Token
6. Access
SAT 3. Get authorization| | Denied/granted
Issuer Signature decision
Y

2. Get contextual
information

()

7. Authorization Decision

Gateway

Medical loT
(ACLogic)
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8 & 8]

____________________________ ! Emergency Hospital

_.>—> Type Defuzzification
Reducer

950

Knowledge and
Rules-based

i \Cholesterfi:l
O Sensor :

(903)

o
™
=
)
3
-
2 =
o
o
=
=
Q
=)
3
a
=
)
3
<
Y
=
o

C
-
Ly
2
L]
®
=
»
=
g

(908}“1&@5» « 71-:\1(;(902) ———————————————————————————————————————————

Moti
Seils‘?n@ L@' ressure Sensor
_—_

Bunjey-uoIsIII(] paseq-A30[0juQ) 4zzny pue 1307y Azznyg 7-odL],

(909) (901)
Patient Th A
= laa |
Smart Refrigerator(96() Smart Medicine Box(970)
EHI0
1000
HN 22X HAHE

1010-TL=

1020—T

1030—T| 252X Mo
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V

ST MHN E=E A0HHE M A(wearable sesnor)E
22X &xol Ml A (physical data)E & oH0

Sof

AN €27 (sensor ontology) 0l K&

|

0z
=
ox

% CIOIE IO A0 K& &Xtel If
X =c|E 0[S0t At 2L &

&£ e
i

|

3ot AAES 2

|

ojor=Z 252 T|(drug ontology) Ol Al B2 212 AEH 0 |\
AH

AME o|OIE U NERY LS BN Y AN B HOE
at

LHHIH =&

|

= 2
S IO
EH12
(Sensors)Crisp input Type-2 fuzzy sets
BP =160 BP =1601is H[0.02-0.3], VH [0.5 - 0.6]
BS=210 BS=210is VH [0.8 - 0.85]
Ch=210 > p Ch=210is M [0.62-0.7]
MB= 34 i
MB=34is M [0.85 —0.95]
HR=75 HR="75 is M [1]
Age=61 i
Age=611is old [0 —0.2], very old [ 0.27 — 0.43]
Weight= 82 Weight= 82 is heavy [0.4 —0.5]
EH13

Type-2 fuzzy sets (1310)

Type-2 fuzzy sets output

BP { [0.02-0.3] H, [0.5-0.6] VH} (1320)

BS { [0.8-0.85] VH}
Ch { [0.62-0.7] M}
MB { [0.85 —0.95] M}

HR { [1]
Age {[0-0.2]

X Y;

Rulet Serious [5.5—-10] [0.0000347 —0.172]

E:::; >_> Serious [5.5—-10] [0.00091 —0.036]
Rulet1 Serious [5.5—-10] [0.00084 —0.034]

M} Serious [5.5—-10] [0.0227 —0.072]

old, [ 0.27 — 0.43] very old}

E}
o
o
E
3]
o
o
>
=
=
o

Weight { [0.4—0.5] heavy}
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EH14
Type-2 fuzzy sets output Type-1 fuzzy sets output Crisp output
(1410) (1430) (1450)
X Y; ‘2 .8.,
Rulet Serious [5.5—-10] [0.0000347 —0.172] '8 E 7.81
Ries Setious [5.5-10]  [0.00091 - 0.036] =g~ el — [5.48-10.14] =3~ BW  (patient heatth
Rulett Serious [5.5—10] [0.00084 —0.034] S § condition value)
Serious [5.5-10] [0.0227 —0.072] w g'
1420 1440
EHi5
B
§ 1520
o
~

~-1530

Joe)s uone[al
pue jdeouo)

(

@
{73
»
-
2
(2]
=

Azzng 1 odAL

™~1550

[xoezs s)o§ Azzng ¢ ad&Lj
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EHI6
| WBAN Domain
! loT-Device
"
g’y Patient
] Predicted/ Estimated
AT results
Sensing Data ?

User Interface

\

Knowledge Base

Ontology-based Decision Support
Knowledge

A AR

(4717 1]

H ¢
[(BAANFE] 53 4
(7]
H A3 fuzzificaton)
[H745]
# 2] 8} (Fuzzification)

_34_



	문서
	서지사항
	요 약
	대 표 도
	청구범위
	발명의 설명
	기 술 분 야
	배 경 기 술
	발명의 내용
	해결하려는 과제
	과제의 해결 수단
	발명의 효과

	도면의 간단한 설명
	발명을 실시하기 위한 구체적인 내용

	도면
	도면1
	도면2
	도면3
	도면4
	도면5
	도면6
	도면7
	도면8
	도면9
	도면10
	도면11
	도면12
	도면13
	도면14
	도면15
	도면16

	심사관 직권보정사항



문서
서지사항 1
요 약 1
대 표 도 1
청구범위 3
발명의 설명 6
 기 술 분 야 6
 배 경 기 술 6
 발명의 내용 7
  해결하려는 과제 7
  과제의 해결 수단 7
  발명의 효과 8
 도면의 간단한 설명 9
 발명을 실시하기 위한 구체적인 내용 9
도면 9
 도면1 23
 도면2 24
 도면3 25
 도면4 26
 도면5 27
 도면6 28
 도면7 29
 도면8 30
 도면9 31
 도면10 31
 도면11 32
 도면12 32
 도면13 32
 도면14 33
 도면15 33
 도면16 34
심사관 직권보정사항 34
