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PROCESS CHECKPOINTING AND MIGRATION
IN COMPUTING SYSTEMS

Cross-Reference to Related Applications

[0001] This application claims priority under 35 U.S.C. §119(e) to U.S. Provisional
Patent Application No. 60/608,173, filed on September 7, 2004, and to U.S. Provisional
Patent Application No. 60/608,177, filed on September 7, 2004, both of which are hereby

incorporated by reference herein in their entirety.

Field of the Invention

[0002] The present invention relates to computing systems. More particularly, this
invention relates to process checkpointing and migration in computing systems, such as

communications systems.

Background of the Invention

[0003] In many computing environments, including communications computing
environments, fast, powerful and flexible computing systems are required for the efficient
operation of many applications and/or the efficient execution of many processes (also called
tasks or operations). For example, heavy demand for CPU processing is common in wireless
(mobile) communications systems. Moreover, the need for fast, powerful, and flexible
computing systems is especially present where multiple applications and/or processes are

running on a computing system at the same time.

[0004] As persons versed in the art will appreciate, with increased demand for speed
and flexibility in recent years, the configuration of computing systems has increased greatly
in complexity. For example, users of a computing system in environments where there may
be many competing demands, many different problem types, and/or continually changing
computing needs may need to be able to quickly and easily change various characteristics of
the computing system, including its capacity, speed, and/or its configuration. Additionally,
users may want to expand the work capacity of a computing system without stopping
execution of processes running on the computing system. Moreover, users may want to
change system configurations of a computing system, in order to better utilize the existing

resources so that each process will have an optimum computing configuration.
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[0005] Generally, in distributed network computing, adaptability of process
assignment is desirable for high throughput and resource utilization, especially fora long-
running application. A process is a piece of a program in execution. It represents a job
assigned to a computer (also called a computing device or machine) during the execution of a
program. A program may comprise one or more processes running on single or multiple

computers.

[0006] The software and hardware on a computer create a distinct computing
platform. Typically, in the development of a user application, an executable file is provided
via a compiler for that particular computer. The executable file contains a sequence of
machine instructions in form of platform-specific binary code. One or more processes are
created on a computer before an executable file can be executed on a computer, so that the
operating system of the computer can load those instructions into the computer's main

memory and assign the instructions to the central processing unit (CPU).

[0007] In building an executable file, a programmer can write a program (or source
code) in the form of a high-level computer language such as C, C++, or FORTRAN, and pass
it to a compiler for that language. A program comprises a global data definition area and a
description of functions. Each function description comprises of parameter variable
declarations, local variable declarations, and programming language statements. The
compiler translates the program source code into the platform-specific binary code, and stores
them in an executable file. During compilation, the compiler can also optimize the machine
instructions according to specific features of the computing platform. At runtime, the
operating system loads the executable file into the computer's memory. The loaded
executable file is then ready to be executed by the CPU and is recognized as one or more

processes or tasks.

[0008] It can be useful to be able to restart a program after it has halted for one or
more reasons. To facilitate recovery of a program, especially a long running program,
intermediate results or states of the program can be taken at particular intervals, which is
referred to as checkpointing the program. Checkpointing enables the program to be restarted
from the last checkpoint, rather than from the beginning.

[0009] Process migration, where the execution of a process is suspended on one

computer and then resumed on another computer (or, for example, on different CPUs
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associated with the same computer), is 2 mechanism to adapt process and resource
assignment. The process being migrated can be transferred, for example, via direct network-
to-network communication (network migration), or file migration. Applications of process
migration include load distribution, which involves migrating processes from overloaded
computers to underloaded computers to make use of otherwise unused computing cycles;
fault resilience, which involves migrating processes from computers that may be
experiencing partial or total failure; resource sharing, which involves migrating processes to
computers with special hardware or other unique resources such as databases or peripherals
required for computations; and data access locality, which involves migrating processes
towards the source of the data. In addition to mobile computing, both clustered network

computing and ubiquitous computing, for example, often demand efficient process migration.

[0010] The mobile agent approach to process migration is an alternative to "true"
process migration. Mobile agents are implemented on top of safe or interpreted languages,
such as Java, which are more secure and promising for certain applications. In these
languages, the interpreter acts as a virtual machine to create an artificial homogeneous
environment. However, these languages are less powerful, slow, and require rewrites of

existing software.

[0011] Checkpointing for process migration has been developed primarily for fault
tolerance, and involves transferring and restarting one or more checkpointed processes on
properly functioning machines. Checkpointing requires access to file systems and roll backs
to a consistent global state in parallel processes. Typically, checkpointing a process requires
the additional step of saving the data contents of a process to a file periodically. Later, when
recovery is needed, data from the checkpointed file is read and restored in a new process to

resume execution of the application.

[0012] With process migration, all data necessary for future execution of the process
is first collected and then restored in the data segment of the new process on another
machine. Accordingly, there is a need for efficient methods to recognize, collect, and restore
data contents of'a process. While efforts have been made to collect and restore the data
contents of a process in a computer in a time-sensitive manner, prior migration methods and
systems suffer from various problems (e.g., inefficiencies) as will be appreciated by persons

versed in the art.
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[0013] Accordingly, it is desirable to provide methods and systems for use in process
checkpointing and migration in computing systems, such as communications systems, that
alleviate at least some of the problems associated with existing methods and systems

assocaited with process checkpointing and migration.

Summary of the Invention

[0014] In accordance with the principles of the present invention, methods and
systems are provided for use in process checkpointing and migration in computing systems,

such as communications systems.

[0015] According to various embodiments of the invention, implementations of the
invention may provide one or more of the following advantages. For example, duties of a
process can be efficiently transferred from one computing device (e.g., an accelerator card) to
another computing device (e.g., another accelerator card). Additionally, for example, a

supervisor task can monitor the status of migration of a process. ‘

[0016] According to one embodiment, the invention provides a method for use in
process checkpointing and migration in a computing system, where the method includes
invoking a first standard operating system call to checkpoint a first process running on a first
computing device to produce checkpointing results, transmitting at least a portion of the
checkpointing results to a second computing device, and invoking a second standard
operating system call to use the transmitted checkpointing results to de-checkpoint a second

process running on the second computing device.

[0017] According to a second embodiment, the invention provides a system for
checkpointing and migrating processes between a first computing device and a second
computing device in a computing system, where the system includes means for invoking a
first standard operating system call to checkpoint a first process running on the first
computing device to produce checkpointing results, means for transmitting at least a portion
of the checkpointing results to the second computing device, and means for invoking a
second standard operating system call to use the transmitted checkpointing results to de-

checkpoint a second process running on the second computing device

[0018] According to a third embodiment, the invention provides a system for

checkpointing and migrating processes between a first computing device and a second
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computing device in a computing system, where the system includes a first computing device
on which a first process is running, and a second computing device on which a second
process is running, wherein at least a portion of the checkpointing results produced by
invoking a first standard operating system call to checkpoint the first process are transmitted
to the second computing device, and wherein a second standard operating system call uses
the checkpointing results received by the second computing device to de-checkpoint the

second process.

Brief Description of the Drawings

[0019] Additional embodiments of the invention, its nature and various advantages,
will be more apparent upon consideration of the following detailed description, taken in
conjunction with the accompanying drawings, in which like reference characters refer to like

parts throughout, and in which:

[0020] FIG. 1 is a simplified illustration of a chassis in a computing system that
includes multiple PACs among which migration of processes according to the principles of

the present invention may be accomplished;

[0021] FIG. 2 is a simplified illustration of an active packet accelerator card (PAC)
that includes four CPUs from which migration of processes according to the principles of the

present invention may be accomplished,

[0022] FIG. 3 is a simplified illustration of a standby PAC that includes four CPUs to
which migration of processes according to the principles of the present invention may be

accomplished;

[0023] FIG. 4 is a simplified illustration showing two PACs that may be involved in
the checkpointing and migration of one or more processes in accordance with the principles

of the present invention; and

[0024] FIG. 5 is a flow chart illustrating the steps performed according to one
embodiment of the present invention in the checkpointing and migration of processes from a

first computing device to a second computing device in a computing system.
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Detailed Description of the Invention

[0025] Methods and systems are provided for use in process checkpointing and
migration in computing systems, such as communications systems. It will be understood that
certain features that are well known in the art are not described in great detail in order to
avoid complication of the subject matter of the present invention. Moreover, it will be
understood that although particular reference is made herein to the effective and enhanced
checkpointing and migration of processes in a communications computing system, the

invention is not limited in this manner.

[0026] According to various embodiments of the present invention described in
greater detail below, a process or task is migrated from a first computing device to a second
computing device by creating a matching process that runs on the second computing device,
invoking a standard operating system call on the first computing device to save data
reflecting the state of the process, transmitting at least some of the saved data to the second
computing device, and invoking another standard operating system call on the second
computing device to use the transmitted data to cause the matching process to assume the
state of the process and execute accordingly. For example, in a particularly time-sensitive
implementation in a wireless communications system, memory and register contents of a
process on one communications computing device may be restored as the memory and

register contents of a matching process on another communications computing device.

[0027] As known by persons versed in the art, computing systems generally use
multiple computing devices, such as electronic circuitry cards, for handling various
processes. For example, in the case of a wireless communications computing system using a
communications oriented computing platform called ST-16, by Starent Networks
Corporation, of Tewksbury, MA, electronic circuitry cards referred to as packet accelerator
cards (PACs) are used. Although references to the checkpointing and migration of processes
from a first PAC to a second PAC are made below, it will be understood that the invention is
not limited in this manner, and that checkpointing and migration of processes according to
the invention may be accomplished in connection with any suitable type of computing

devices.

[0028] FIG. 1 shows a chassis 100 in a computing system that includes multiple
PACs 101-114 among which migration of processes according to the invention may be

accomplished. In the chassis 100 shown in FIG. 1, PAC 102 serves as a redundant or backup
6
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PAC for operational PAC 101, PAC 104 serves as a backup PAC for operational PAC 103,
and so on up to PAC 114, which serves as a backup PAC for operational PAC 113. It will be
understood that although the chassis 100 shown in FIG. 1 shows a 1:1 redundancy of backup
PACs to operational PACs, the invention is not limited in this manner. Rather, it will be
understood that a 1:N redundancy is used according to various embodiments of the invention,
as explained below. Chassis 100 shown in FIG. 1 also includes a management card, such as a
Switch Processor Card (SPEC) 115 as developed by Starent Networks Corporation of
Tewksbury, MA, for controlling some or all of the chassis operations (e.g., starting

chassis 100, managing PACs 101-114, handling recovery tasks, etc.). According to various
embodiments, as shown in FIG. 1, chassis 100 also includes a redundant SPEC (or RPC) 116.

[0029] PACs such as those shown in FIG. 1 can be classified as either active PACs or
standby PACs. A standby PAC serves as a redundant or backup PAC that can take over and
assume many or all processes or tasks that are running when an active PAC fails. The act of
transferring processes from an active to a standby PAC is known as PAC migration, and can
occur for any of a number of reasons as described below. In the embodiment of the invention
illustrated by FIG. 2, an active PAC 200 includes four CPUs 202, 204, 206, and 208.
Similarly, in the embodiment of the invention illustrated by FIG. 3, a standby PAC 300
includes four CPUs 302, 304, 306, and 308. The invention is not, however, limited by the
number of CPUs present in active PAC 200 or standby PAC 300.

[0030] Each CPU 202, 204, 206 and 208 of PAC 200 and each CPU 302, 304, 306,
and 308 of PAC 300 executes a set of one or more processes or tasks specific to the host
PAC. In addition, each of these CPUs executes a special task, referred to as sitCPU or a
monitoring task, which keeps track of (e.g., monitors) all the other processes running on the
respective CPU. For example, the sitCPU of CPUs 202, 204, 206 and 208 (of active

PAC 200) may maintain a current list of all the other processes running on the respective
CPUs, their process ID numbers and process types (e.g., critical, restartable, or migratable),

etc.

[0031] Generally speaking, two types of PAC migrations can occur: graceful and
ungraceful. In the case of a graceful migration, processes are transferred between a first PAC
and a second PAC while the first PAC is still fully functional. A graceful migration may take
place, for example, for maintenance purposes. In the past, graceful migrations have required

that the second PAC (to which processes are transferred) mirror the first PAC’s state from

7
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initialization and up to the point of the migration. As appreciated by persons versed in the
art, however, this requirement is often burdensome and subject to errors, due, e.g., to timing
inaccuracies. In some situations, such as in an ungraceful migration, it may be necessary to
completely migrate processes to the second PAC when the first PAC fails. It will be
understood that, generally speaking, when mirroring is required to be used for either a
graceful or ungraceful migration, the first and second PACs are not said to be running in

“active” and “standby” mode.

[0032] FIG. 4 is a simplified illustration showing PACs 410 and 420 that may be
involved in the checkpointing and migration of one or more processes in accordance with the
principles of the present invention, e.g., from a CPU 412 of PAC 410 to a CPU 422 of

PAC 420, as will now be explained in greater detail with reference to the flow chart shown in
FIG. 5.

[0033] FIG. 5 is a flow chart outlining several steps involved in the checkpointing and
migration of processes according to various embodiments of the invention. At step 502,
migration of a process 430 of PAC 410 is initiated (e.g., because PAC 410 is to become
disabled), and a Recovery Control Task (RCT) 440 (such as developed by Starent Networks
Corporation of Tewksbury, MA) or a similar task is used to determine which card to migrate
from (in this example, PAC 410) and which card to migrate to (in this example, PAC 420).

In general, RCT 440 helps to coordinate process checkpointing and migration of an
individual process or task, and may be running on a SPEC (or RPC) associated with the

chassis (e.g., chassis 100) that includes PACs 410 and 420.

[0034] It is noted that the migration of process 430 may be initiated from any one (or
more than one) of several system inputs. For example, the administrator of the computing
system in which PACs 410 and 420 operate may want to service PAC 410 while ensuring that
any processes currently running on it are not lost. By using, for example, system Command
Line Interface (CLI) commands, the administrator can indicate that one or more processes are
to be migrated from PAC 410 to PAC 420. The administrator can also initiate a migration,
for example, by manually removing PAC 410 from the chassis in which it resides (e.g.,
chassis 100 shown in FIG. 1). In order to remove PAC 410, the administrator generally
manipulates a physical device called a trigger lock, which sends a signal indicating that a
migration is necessary for PAC 410. The migration of process 430 may also be initiated, for

example, if a diagnostic system senses that PAC 410 is experiencing one or more failures and

8
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needs to be shut down. It will be understood by persons versed in the art that migration of a
process may be initiated by other means as well, and that the invention is not limited to the

particular examples provided above.

[0035] At step 504, RCT 440 passes information regarding the process 430 to be
migrated, and the PAC 420 to which migration is to take place, to sitCPU 450 of CPU 412
(the CPU on which process 430 is running). Next, at step 506, sitCPU 450 notifies and sends
migration information to sitCPU 455 of CPU 422 (the CPU to which process 430 is being
migrated) regarding the migration to take place, and sitCPU 455 creates a new process 460
corresponding to original process 430. Although not required, as explained above and shown

in FIG. 4, new process 460 may run another PAC (in this case, PAC 420).

[0036] Once new process 460 has been started and is ready to receive, e.g., a TCP
connection, at step 508, sitCPU 450 of CPU 412 sends a message to process 430 instructing
(or requesting) process 430 to being a migration. In response to the received request or
instruction from sitCPU 450, at step 510, original process 430 executes pre-migration
including, e.g., invoking a checkpointing operating system (OS) kernel call 470 (e.g., using a
standard software LINUX tool). At step 512, the checkpointing OS kernel call records
(saves) state information 480. The state information being recorded at step 512 may include,
for example, the state of CPU registers being used by process 430. In addition, for example,
the state information may include some (or all) of the memory or stack controlled by original
process 430, shared memory, and/or dynamic load libraries. It will be understood by persons
versed in the art that the foregoing list is not necessary exhaustive, but rather is illustrative of

the items that may be included in the state information being recorded at step 512.

[0037] At step 514, original process 430 transmits the saved state information 480 to
new process 460 (e.g., using RCT 440 or another task). The state information 480 may be
transmitted, e.g., over a Transmission Control Protocol (TCP) connection or over a

StarChannel link. The invention is not limited in this manner.

[0038] Upon receiving the state information transmitted by process 430, at step 516,
new process 460 invokes a de-checkpointing OS kernel call 490 using the received state
information 480. For example, during this de-checkpointing operation, the OS restores the
full state of original process 430 to new process 460 (including, e.g., the respective memory

and the internal CPU registers).
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[0039] At step 518, new process 450 sends a message to sitCPU 450 indicating that
migration is completed and executes post-migration including, e.g., process-specific post-
migration. For example, the process-specific post-migration being executed by new

process 460 may include closing, e.g., the TCP connection over which the state

information 470 was transmitted, and fixing file descriptors and signal information, e.g., to
refer to new process 460 rather than original process 430. Additionally, for example, if
original process 430 had opened a socket, the interface to the socket may be modified so that
new process 460 is in communication with the socket. In the case of migrating a Telnet
process or task, for example, the TCP socket being used may be released in pre-migration and
a new TCP socket may be started in post-migration for use with the new (migrated) Telnet
process. Once new process 450 has executed post-migration, it begins to execute normally
on PAC 420.

[0040] At step 520, original process 430 informs RCT 440 that migration is complete,
and optionally terminates. Alternatively, original process 430 may be kept running, e.g., for

load balancing or load sharing purposes.

[0041] Other embodiments are also within the scope of the present invention. For
example, according to various embodiments of the invention, original process 430 has
registered with a migration library to publish the process’ mechanism for receiving a
migration notification. Additionally, for example, the steps described above in connection

with the flow chart of FIG. 5 may be executed in other sequences.

[0042] Additionally, according to various embodiments, processes associated with a
single CPU of PAC 410 are migrated to multiple CPUs associated with PAC 420 (with, or
without redundancy). According to various other embodiments, processes from multiple
CPUs of PAC 410 are migrated to a single CPU of PAC 420. These and other variations are
within the scope of the present invention. In addition, one or more processes can be migrated
from one or more CPUs of PAC 410 to one or more other CPUs of PAC 410 (i.e., processes
may be migrated between or among different CPUs in the same PAC in accordance with
various embodiments of the invention). Additionally, migration of a process in accordance
with the principles of the present invention does not necessarily involve migration of the
entire process. Rather, according to various embodiments, it is contemplated that only a

portion of a process is migrated. Moreover, while migration may occur from a active PAC to

10
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a standby PAC, the invention is not limited in this manner. For example, migration may be

performed from one active PAC to another active PAC.

[0043] Therefore, although the invention has been described and illustrated in the
foregoing illustrative embodiments other embodiments, it will be understood that extensions
and modifications of the ideas presented above are comprehended and should be within the
reach of one versed in the art upon reviewing the present disclosure. Accordingly, the scope
of the present invention in its various aspects should not be limited by the examples presented
above. The individual aspects of the present invention, and the entirety of the invention
should be regarded so as to allow for such design modifications and future developments
within the scope of the present. The present invention is limited only by the claims which

follow.

11
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What is claimed is:

1. A method for use in process checkpointing and migration in a computing system, the
method comprising:

invoking a first standard operating system call to checkpoint a first process running on
a first computing device to produce checkpointing results;

transmitting at least a portion of the checkpointing results to a second computing
device; and

invoking a second standard operating system call to use the transmitted checkpointing

results to de-checkpoint a second process running on the second computing device.

2. The method of claim 1, wherein the computing system is a communications system,

and wherein the first and second computing devices are packet accelerator cards.

3. The method of claim 1, further comprising receiving an indication that the first

process is to be migrated before the invoking a first standard operating system call.

4. The method of claim 3, wherein the indication is received in response to an action by

an administrator of the computing system.

5. The method of claim 3, wherein the indication is received by a diagnostic system of

the computing system.

6. The method of claim 1, further comprising invoking a recovery control task (RCT),
wherein the RCT identifies the second computing device on which the second process will

run.

7. The method of claim 6, further comprising indicating to the RCT, by the first process,

that migration is complete.

8. The method of claim 1, further comprising creating the second process running on the

second computing device in response to an indication that the first process is to be migrated.

9. The method of claim 1, wherein the checkpointing results comprises state information

associated with the first process recorded by the first standard operating system call.

10.  The method of claim 9, wherein the state information comprises the state of any

central processing units being used by the first process.

11.  The method of claim 9, wherein the state information comprises the memory or stack

controlled by the first process.

12
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12.  The method of claim 9, wherein the transmitting at least a portion of the
checkpointing results comprises transmitting at least a portion of the state information

recorded by the first standard operating system call.

13.  The method of claim 12, wherein the at least a portion of the state information is
transmitted using at least one of a Transmission Control Protocol (TCP) connection and a
StarChannel link.

14.  The method of claim 1, wherein the transmitted checkpointing results comprises state
information associated with the first process recorded by the first standard operating system
call, and wherein the state information is used by the second standard operating system call to

restore the full state of the first process to the second process.

15.  The method of claim 1, further comprising executing post-migration by the second

process.

16.  The method of claim 15, wherein the executing post-migration by the second process

comprises closing a TCP connection.

17.  The method of claim 15, wherein the executing post-migration by the second process
comprises modifying at least one of a file descriptor and signal information to refer to the

second process.

18.  The method of claim 15, wherein the executing post-migration by the second process
comprises modifying the interface with a socket opened by the first process such that the

second process is in communication with the socket.

19. A system for checkpointing and migrating processes between a first computing device
and a second computing device in a computing system, the system comprising:

means for invoking a first standard operating system call to checkpoint a first process
running on the first computing device to produce checkpointing results;

means for transmitting at least a portion of the checkpointing results to the second
computing device; and

means for invoking a second standard operating system call to use the transmitted
checkpointing results to de-checkpoint a second process running on the second computing

device.

20. A system for checkpointing and migrating processes between a first computing device

and a second computing device in a computing system, the system comprising:

13
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a first computing device on which a first process is running; and

a second computing device on which a second process is running, wherein at least a
portion of the checkpointing results produced by invoking a first standard operating system
call to checkpoint the first process are transmitted to the second computing device, and
wherein a second standard operating system call uses the checkpointing results received by

the second computing device to de-checkpoint the second process.

14
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