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(57) Abstract: Disclosed is a method for generating a malicious sample of an industrial control system based on adversarial learning.
In the method, by means of adversarial learning technology, an adversarial sample of an industrial control intrusion detection system
based on a machine learning method is calculated by using an optimization solution. A corresponding new adversarial sample can be
generated after an attack sample that can originally be found by the intrusion detection system is processed by means of the method.
The adversarial sample can bypass an original intrusion detector (recognized to be normal), and still maintains an attack effect. The
present invention effectively guarantees the security of an industrial control system by means of actively generating a malicious sample
of the industrial control system, thereby taking preventive measures.
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