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(57) Abstract: The invention concerns a method of man-
aging computer memory, the method comprising the
steps of maintaining (101) a page table entry for mapping
a virtual address to a physical address and a cache com-
prising a plurality of data blocks and, in response to a
reference to the virtual address, translating (102) the vir-
tual address into the physical address by means of the
page table entry and fetching (103) data from the physi-

103 Start to fetch data blocks into cache

cal address into the cache, wherein the page table entry
comprises a plurality of indicators, each data block corre-

110 Indicator

104 Zero data block

Fig. 1

sponding to an indicator, and, upon fetching the data into
the cache, the method comprises the further step of, in
response to an indicator being set, zeroing (104) the cor-
responding data block. The invention further concerns a
computer program product and a device therefor.
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A method of managing computer memory,
corresponding computer program product,

and data storage device therefor

Field of the Invention

The invention relates to a method of managing computer memory
comprising the steps of maintaining a page table entry for map-
ping a virtual address to a physical address and a cache com-
prising a plurality of data blocks and, in response to a refer-
ence to the virtual address, translating the virtual address
into the physical address by means of the page table entry and
fetching data from the physical address into the cache. The in-
vention further relates to a computer program product compris-
ing computer-executable instructions for performing said method
when the program is run on a computer, and to a device pro-

grammed or configured to perform said method.

Background

In computing, memory management is the act of managing com-
puter memory. In its simpler forms, this involves providing
ways to allocate portions of memory to programs at their re-
quest and freeing it for reuse when no longer needed. The man-

agement of memory is critical to any computer system.

Virtual memory systems separate memory addresses used by a
process from physical addresses, allowing separation of proc-
esses and increasing the effectively available amount of mem-
ory. The quality of the virtual memory manager has a signifi-

cant impact on overall system performance.
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Ludmila Cherkasova and Rob Gardner outline a virtual memory
system in “Measuring CPU Overhead for I/0 Processing in the Xen
Virtual Machine Monitor”, Proceedings of the USENIX Annual
Technical Conference 2005, Anaheim, California, United States
of America. To allow an operating system (0S) to retrieve data
from secondary storage for use in main memory, this conven-
tional system makes use of a memory management scheme known as
paging, wherein the data is retrieved in fixed-size blocks
called memory pages. Herein, by secondary storage, sometimes
called external memory, is meant any storage not directly ac-
cessible by the central processing unit (CPU), such as a hard
disk drive, optical storage, flash memory, floppy disk, mag-

netic tape, paper tape, punched card, or Zip drive.

To allow for efficient communications with other systems,
commonly called input/output or I/0, the state-of-the-art vir-
tual memory system implements a mechanism known as page flip-
ping. According to this technique, an application specifies one
or more memory pages for receiving input data, allowing the 0S
to supply that data by means of its built-in paging scheme. To
this end, the 0S “swaps” the specified memory pages in the ap-
plication’s working memory, commonly called its address space,

with the requested input.

A major downside of this known system lies in the fact that
the input data to be supplied rarely fits the target memory
pages precisely. The remainder of each memory page swapped in
thus needs to be zeroed to cater for applications that rely on
memory initialization as well as to prevent the requesting ap-
plication from obtaining unauthorized access to foreign, poten-
tially sensitive data. In software development, by zeroing is
meant overwriting data with a fixed, meaningless value, e.g.,
zero, to prevent its accidental disclosure, such disclosure po-
tentially allowing a security breach by the requesting applica-

tion.

According to US 5 920 895 A, the efficiency of writing files
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that are cached using mapped file I/0 is improved by suppress-
ing zeroing of uninitialized data in cached pages of a file un-
til the file is mapped by a user mode thread. In an operating
system where paging operations are controlled by a virtual mem-
ory manager and memory based caching using mapped file I/0 is
administered by a cache manager, suppressing zeroing of mapped
files on writes is implemented by a set of internal operating
system interfaces for communications between the virtual memory
manager and the cache manager. When a file being cached is not
yet mapped by a user mode thread, the cache manager tracks the
extent to which a cache page of the file is written so that any
uninitialized data in the cache page can later be zeroed when

the file is mapped by a user mode thread.

A method for preventing digital piracy in a computing envi-
ronment according to US 2008/229117 Al comprises loading an ap-
plication into the computing environment, wherein the applica-
tion is encrypted using a cryptographic key; assigning a vir-
tual address space to the application; loading the crypto-
graphic key for the application into a register which is acces-
sible only by a central processing unit; and storing an index
value for the key in the register in a page table entry which
corresponds to the virtual address space for the application,
thereby linking the virtual address space to the key for the

application.

In MENON A., ET AL.: “Optimizing Network Virtualization in
Xen”, PROCEEDINGS OF THE 2006 USENIX ANNUAL TECHNICAL
CONFERENCE, 29 May 2006 (2006-05-29), XP002623699, the authors
propose and evaluate three techniques for optimizing network
performance in the Xen virtualized environment. Their tech-
niques retain the basic Xen architecture of locating device
drivers in a privileged ‘driver’ domain with access to I/0 de-
vices, and providing network access to unprivileged ‘guest’ do-

mains through virtualized network interfaces.
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Summary

It is an objective of the invention to present an improved
approach to virtual memory management that eliminates or re-
duces the need for zeroing upon page flipping. It is a further
objective to provide a method that is suitable for memory of
limited bandwidth, that is, the rate at which data can be read
from or stored in the memory by a CPU. An even further objec-
tive lies in the reduction of load imposed on the memory bus,
that is, the computer subsystem that connects the main memory
to the memory controller managing the flow of data going to and
from that main memory. Herein, by main memory, also called pri-
mary storage or internal memory, is meant any storage directly
accessible by the CPU, such as random-access memory (RAM),
read-only memory (ROM), processor registers, or processor cach-

es.

This objective is achieved by a method of managing computer
memory comprising the steps of maintaining a page table entry
for mapping a virtual address to a physical address and a cache
comprising a plurality of data blocks and, in response to a
reference to the virtual address, translating the virtual ad-
dress into the physical address by means of the page table en-
try and fetching data from the physical address into the cache,
wherein the page table entry comprises a plurality of indica-
tors, each data block corresponding to one of the plurality of
indicators, and, once fetching the data into the cache has
started, the method comprises the further step of, in response
to an indicator, selected from said plurality of indicators,
being set, zeroing the corresponding data block. The objective
further is achieved by a computer program product comprising
computer-executable instructions for performing said method
when the program is run on a computer, or by a device pro-

grammed or configured to perform said method.

A main idea of the invention is to augment the page table, a
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data structure used by the virtual memory system of the 0S to
store the mapping between a virtual address, that is, the index
for a location in an application’s working memory, and the cor-
responding physical address. In the context of virtual memory,
a virtual address is unique only to the accessing process, whe-
reas a physical address refers to the actual storage cell of

main memory.

Further developments of the invention can be gathered from

the dependent claims and the following description.

In the following the invention will be explained further mak-

ing reference to the attached drawing.

To manage computer memory according to an embodiment of the
invention, a page table entry is maintained to map a virtual
address to a physical address. Further, a cache comprising a
plurality of data blocks is maintained. The page table entry
comprises a plurality of indicators, each data block corre-
sponding to an indicator. In response to a reference to the
virtual address, the latter is translated into the physical ad-
dress by means of the page table entry, and data is fetched
from that physical address into the cache. Upon fetching the
data, in response to an indicator being set, the corresponding

data block is zeroed.

Brief Description of the Figures

Fig. 1 shows a flowchart depicting a method according to an

embodiment of the invention.

Description of the Embodiments

In the following, a method according to the invention is elu-

cidated by way of example, referencing Fig. 1.

The flowchart 100 of Fig. 1 comprises a first processing step

101, a second processing step 102, a third processing step 103,
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and a fourth processing step 104. A set of arrows represents
the flow of control passing through the processing steps 101 to
103, merging with internal storage 110, and finally passing in-
to the fourth processing step 104. Within this flow, an arrow
starting at a first symbol and ending at a second symbol indi-
cates that control passes from the first symbol to the second

symbol.

In the embodiment at hand, the method is applied by a dedi-
cated memory management unit (MMU). In microprocessor design,
by MMU is meant any computer hardware component responsible for
handling access to memory requested by the CPU. Besides wvirtual
memory management, that is, the translation of virtual ad-
dresses to physical addresses, the MMU may support techniques
such as memory protection, bus arbitration, and, in simpler

computer architectures such as 8-bit systems, bank switching.

To allow for processes to be based on a notion of contiguous
working memory, commonly called an address space, while in fact
that memory may be physically fragmented and may even overflow
on to secondary storage, the MMU supports paging, thus taking
the form of what is known in the art as a paged MMU (PMMU) .

To reduce the average time required by the CPU to access mem-
ory, the PMMU further controls a CPU cache, that is, a smaller,
faster memory configured to store copies of data from the most
frequently used main memory locations. When the CPU needs to
read from or write to a location in main memory, it first
checks whether a copy of that data is in the cache. If so, the
CPU immediately reads from or writes to the cache, which is in-
herently faster than reading from or writing to main memory. In
the context of caching, the main memory is sometimes referred

to as the cache’s backing store.

More specifically, the CPU cache controlled by the PMMU com-
prises a data cache to speed up data fetch and store as well as

a translation look-aside buffer (TLB) to speed up virtual mem-
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ory management for both executable instructions and data. The
TLB comprises a fixed number of slots that contain page table
entries (PTEs) mapping virtual addresses to physical addresses.
In a typical implementation, each PTE comprises between 32 and

64 bits.

In the first processing step 101, the PMMU maintains a PTE
for mapping a virtual address to a physical address. Further,
the PMMU maintains a cache comprising a plurality of data
blocks, commonly called cache lines or cache blocks in the con-
text of CPU caching. Typically, each data block ranges in size
from 8 to 512 bytes. For maximum hardware acceleration, the
PMMU at hand employs data blocks larger than the amount of data
that can be requested by a single CPU instruction, which typi-
cally ranges from 1 byte to 16 bytes in state-of-the-art 32-bit
and 64-bit CPU architectures.

The PTE maintained in the first processing step 101 comprises
a plurality of indicators, each data block corresponding to an
indicator, indicating whether the corresponding data block
needs to be zeroed before providing it to a requesting applica-
tion. Consequently, the indicator takes the form of a flag,
that is, a Boolean variable having either of the values “true”
or “false”. To minimize the storage capacity required by the
PTE, each indicator takes the form of a bit, each of its binary
values having an assigned meaning. To further allow the CPU to
set multiple indicators in a single bitwise operation, the bits
are grouped into a suitably sized vector known in computer
arithmetic as a bitmask. In an alternative embodiment, to fur-
ther decrease the size of the PTE at the expense of average
write speed, each bit may be interpreted to correspond to a
plurality of data blocks, effectively reducing the number of
bits that constitute the bitmask.

In an intermediate step (not depicted), the 0S5, on request by
an application, receives a data block over a computer network

by means of an associated network interface controller (NIC),
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also known as a network interface card, network adapter, or Lo-
cal Area Network (LAN) adapter. For maximum throughput, the da-
ta block is transmitted by means of a Gigabit Ethernet (GbE, 1
GigE) connection, that is, at a rate of one gigabit per second,
as defined by the IEEE 802.3-2008 standard. To further speed up
the operation by avoiding the overhead of copying the I/0 data
by means of the CPU, the 0S employs page flipping to store it
in a memory page specified by the application. Assuming that
only some of the data blocks that make up the memory page are
modified by the I/0 operation, instead of instantly zeroing the
remaining, unaffected data blocks, the 0S sets the bits in the
PTE’s bitmask that correspond to the data blocks to be zeroed
while clearing those bits that correspond to the modified data

blocks.

Ethernet being a packet switching protocol, the I/0 data
takes the form of a data transmission unit called a packet or,
in this context, Ethernet frame. The frame may vary in size be-
tween a lower limit of 64 bytes, such as required for a simple
acknowledgment, and an upper limit, commonly called maximum
transmission unit (MTU) in the art of computer networking, of
9000 bytes or more. Taking into account a typical memory page
size of up 4 to 64 kilobytes, a conventional memory management
system, in this scenario, would impose a significant zeroing
overhead on the CPU and memory due to the significant portion
of the memory page that needs to be purged upon receiving each
packet. A further benefit of the invention thus lies in its
particular aptitude for the receipt of small to medium-sized

packet data.

In most cases, the amount of data received through the NIC
may not coincide with a multiple of the fixed size of a data
block as defined by the PTE. In such cases, at least part of
the first and/or last data block affected by the I/0 remain un-
defined. To avoid disclosure of the data contained therein to

the requesting application, the 0S needs to zero that remaining
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part of the data block instantly prior to page flipping.

In an alternative embodiment, instead of receiving the data
through a NIC, the 0S may be requested to load a program into
main memory for execution by the CPU. In this case, to avoid a
physical transfer of the entire executable, the program loader
updates the page table and TLB, effectively declaring a mapping
of the virtual address designated for the executable to the
contents of the associated object file. The segment of virtual
memory thus mapped is commonly called a memory-mapped file,
bearing the advantage that unused program code may never need

to be loaded into main memory at all.

As the case may be, the program to be loaded comprises a sec-
tion known as a block started by symbol (BSS), often referred
to as a BSS segment, containing statically allocated variables
that are expected to be filled with zero-valued data initially,
that is, when execution of the program begins. In this case, to
avoid zeroing of the entire BSS section prior to execution, the
0S employs the above mechanism analogously by setting the bits
in the PTE’s bitmask that correspond to the data blocks to be
zeroed while clearing those bits that correspond to other data

segments of the program.

In the second processing step 102, in response to the virtual
address being referenced by a CPU instruction, the PMMU ful-
fills its primary function of virtual memory management by
translating the virtual address into the physical address. To
this end, the PMMU employs the PTEs contained in the TLB of the
first processing step 101. More particularly, the PMMU first
searches the TLB for a PTE that corresponds to the virtual ad-
dress at hand. If a match is found, a situation known in the
art of virtual memory management as a TLB hit, the physical ad-
dress can be retrieved directly from the matching PTE. Other-
wise, the situation is commonly called a TLB miss, requiring
the PMMU to consult the page table maintained by the 0S. If
this page table contains a matching PTE, the PMMU caches it in
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the TLR and re-executes the faulting CPU instruction.

In the third processing step 103, the PMMU accesses the phys-
ical address derived in the second processing step 102 and
starts to fetch data blocks contained therein into the CPU’s
data cache. If the data cache is already full at this point, an
occupied cache line may need to be overwritten and its prior
contents discarded to accommodate the newly fetched data block.
Various algorithms are known in the art for selecting which

cache line to evict.

To speed up any write operation on the data cache, the latter
takes the form of a write-back cache, sometimes called write-
behind cache. According to this policy, writes are not immedi-
ately mirrored to the backing store. Instead, the PMMU tracks
which cache lines have been overwritten by the CPU and accord-
ingly marks these locations as “dirty”. Prior to eviction of a
dirty cache line, the respective data block is written back to
the backing store to preserve its updated contents for future
read access. This approach is known in computer science as a
“lazy write”. Upon writing back a data block, the PMMU needs to
clear the corresponding bit in the PTE’s bitmask to prevent

that data block from being zerced in case it is ever retrieved.

Once a free cache line has been identified or an occupied one
has been freed, for each data block to be fetched, the PMMU
consults the bitmask contained in the PTE found in its internal
storage 110. If its corresponding bit is set, the PMMU, instead
of retrieving the data block from main memory, zeros the re-
spective cache line in the fourth processing step 104 prior to

making it available to the requesting application.

A person of skill in the art would readily recognize that
steps of various above-described methods can be performed by
programmed computers. Herein, some embodiments are intended to
cover program storage devices, e.g., digital data storage me-

dia, which are machine or computer readable and encode machine-
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executable or computer-executable programs of instructions
where said instructions perform some or all of the steps of me-
thods described herein. The program storage devices may be,
e.g., digital memories, magnetic storage media such as a mag-
netic disks or tapes, hard drives, or optically readable digi-
tal data storage media. The embodiments are also intended to
cover computers programmed to perform said steps of methods de-

scribed herein.

The present inventions may be embodied in other specific ap-
paratus and/or methods. The described embodiments are to be
considered in all respects as only illustrative and not re-
strictive. In particular, the scope of the invention is indi-
cated by the appended claims rather than by the description and
figures herein. All changes that come within the meaning and
range of equivalency of the claims are to be embraced within

their scope.
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1.

12

Claims

A method of managing computer memory, the method compris-
ing the steps of

maintaining (101) a page table entry for mapping a vir-
tual address to a physical address and a cache comprising
a plurality of data blocks and,

in response to a reference to the virtual address,
translating (102) the virtual address into the physical
address by means of the page table entry and fetching
(103) data from the physical address into the cache,
characterized in that the page table entry comprises a
plurality of indicators, each data block corresponding to
one of the plurality of indicators, and, once fetching the
data into the cache has started (103), the method com-
prises the further step of,

in response to an indicator (110), selected from said
plurality of indicators, being set, zeroing (104) the cor-

responding data block.

. A method according to claim 1, characterized in that the

page table entry comprises a bitmask and the indicators

are bits contained in the bitmask.

. A method according to claim 1, characterized in that the

page table entry is associated with a memory page compris-
ing the plurality of data blocks and the method comprises
the intermediate steps of

receiving a data block,

storing the data block in the memory page, and

clearing the indicator to which the data block corre-

sponds.

. A method according to claim 1, characterized in that the

method comprises the further step of
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setting the remaining ones of said plurality of indica-

tors, to which the data block does not correspond.

. A method according to claim 3 or 4, characterized in that

the method comprises the subsegquent steps of
overwriting a further data block and
clearing the indicator to which the further data block

corresponds.

. A computer program product comprising computer-executable

instructions for performing a method according to claim 1

when the program is run on a computer.

. A computer program product according to claim 6, charac-

terized in that the computer program product comprises an

operating system.

. A device comprising

means for maintaining (101) a page table entry for map-
ping a virtual address to a physical address and a cache
comprising a plurality of data blocks and means for,

in response to a reference to the virtual address,
translating (102) the virtual address into the physical
address by means of the page table entry and fetching
(103) data from the physical address into the cache,
characterized in that the page table entry comprises a
plurality of indicators, each data block corresponding to
one of the plurality of indicators, and the device com-
prises further means for, upon fetching (103) the data in-
to the cache and

in response to an indicator (110), selected from said
plurality of indicators, being set, zeroing (104) the cor-

responding data block.

. A device according to claim 8, characterized in that the

device comprises at least one of the following:

a central processing unit,
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a memory management unit, and

a data cache.

10. A device according to claim 8 or 9, characterized in that
the device further comprises a translation look-aside
buffer configured to store the page table entry, wherein
the virtual address is translated (102) by means of the

translation look-aside buffer.
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