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SYSTEM AND METHOD FOR EXPEDITED LOADING OF AN IMAGE
ONTO A STORAGE DEVICE

BACKGROUND

[0001] Some storage devices, like network attached storage, run operating
systems in order to provide services to computing devices connecting via a network.
These storage devices can function as stand-alone servers and are generally more
complex than other types of storage that operate with a host. In order to verify that
these storage devices are working correctly, manufacturers test their operation prior
to shipment. Such testing can test the hardware circuitry of the storage device (e.g.,
a controller board), a storage medium (e.g., a hard disk drive), the device firmware,

and /or the operating system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Throughout the drawings, reference numbers may be re-used to indicate
correspondence between referenced elements. The drawings are provided to
illustrate example embodiments described herein and are not intended to limit the
scope of the disclosure.

[0003] FIG. 1 illustrates a block diagram of an embodiment of an image loading
system that enables testing of storage devices.

[0004] FIG. 2 illustrates a flow chart of an embodiment of the data flow for the
image loading system of FIG. 1.

[0005] FIG. 3 illustrates a flow chart of an embodiment of a testing routine for a
testing manager.

[0006] FIG. 4 illustrates a flow chart of an embodiment of a testing routine for a

storage device.
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DETAILED DESCRIPTION

[0007] In many cases, in order to start up and test a storage device (e.g., during a
manufacturing/testing process in a factory), the storage device, such as a network
attached storage (NAS), is loaded with a software image to render it operable.
Typically, this software image comprises a basic operating system, testing
software/scripts, and/or the like used by the storage device for operations.
Generally, the software image is loaded onto storage devices by purpose-built
cloning devices that are expensive and have a limited number of slots for processing
storage devices. Unfortunately, loading of this software can require a significant
amount of time, which can delay testing and/or manufacturing of the storage device.
As a result, these purpose-built cloning devices can create bottlenecks in the testing
process.

[0008] In some embodiments, an image loading system (ILS) reduces the amount
of time required to flash/boot an image on to a storage device. The ILS can provide
fast imaging and/or booting of a storage device. Fast imaging/booting of the storage
device may be useful in various situations, such as during drive testing.
Furthermore, the ILS can bypass the need to use expensive and limited purpose-
built cloning devices, thereby allowing greater parallelization during the testing
process. In one embodiment, general purpose hardware such as one or more
servers, switches, and/or other networking devices are used to provide the
functionality previously provided by the purpose-built cloning devices. During special
circumstances, such as drive testing, the storage device is coupled the ILS via a
local area network. For example, the storage device may be attached to a switch,
router, or other connecting device capable of interfacing with the network. Such
connecting devices can be significantly simpler and less expensive than the

purpose-built cloning devices.
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[0009] Various aspects of an image loading system will now be described with
regard to certain examples and embodiments, which are intended to illustrate but
not to limit the disclosure. Nothing in this disclosure is intended to imply that any
particular feature or characteristic of the disclosed embodiments is essential. The
scope of protection of certain inventions is defined by the claims.

[0010] FIG. 1 illustrates a block diagram of an embodiment of an image loading
system 100 that enables testing of storage devices. In FIG. 1, the ILS comprises an
image server 105, a testing manager 107, a storage device network interface 112,
and one or more connected storage devices 110. The components of the ILS can
communicate with each other via a network 115, such as a local area network,
through wired or wireless connections. The functionality of various components of
the ILS may be combined and performed by a single component of the ILS. For
example, the image server 105 and the testing manager 107 may be combined.
[0011] In one embodiment, a testing manager 107, comprising a physical or virtual
computer server having a processor and memory. The testing manager 107 is
coupled to the network 115 and transmits encoded data packets, such as Internet
Control Message Protocol (ICMP) packets. Such packets may be encrypted. In one
embodiment, the storage device is configured to recognize the special code, which
causes the storage device to initiate a special boot mode. For example, the storage
device may be pre-loaded with the special code or can perform a calculation (e.g.,
using a hash function, cryptographic function or the like) to verify the special code.
[0012] In an embodiment, the storage device 110 then requests an address from
the testing manager 107 for a location, such as an image file and/or script server
(referred to hereafter as an image server 105) from which the desired image is
obtainable. For example, the image server 105 may be some type of server or
network storage. In some embodiments, the image is a truncated or special-

purpose image, such as a testing image 120, which can be loaded/booted in a
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relatively short period of time. For example, the testing image may include only a
stripped-down operating system and drivers sufficient to render the hardware of the
storage device operation plus testing software or scripts. The image server 105 may
also store additional images, such as a release image 122 that contains the full
operating system for a retail storage device. Generally, an image is a file containing
the complete contents and structure representing a data storage medium or device,
such as a hard drive, tape drive, floppy disk, optical disc, or USB flash drive. Some
images omit unused file space or are otherwise compressed to reduce storage
requirements. Images may also be referred as archive files.

[0013] In one embodiment, the storage devices 110 are connected to the network
115 via a storage device network interface 112, such as a multi-port switch. For
example, several NAS devices may be connected to the network 115 via a single
16-port (or other size) switch. In an embodiment, the storage device 110 includes
an image loader 125 capable of loading images onto the storage device. For
example, the image loader 125 may be a device firmware configured to recognize
when the storage device 110 is in communication with the testing manager 107 and
enter into a boot mode during which an image can be loaded onto the storage
device. In some cases, multiple images may be loaded onto the storage device
during the manufacturing process. For example, the testing image 120 may be
loaded onto the storage device 110 during a testing process and then, if the storage
device 110 passes the tests, the release image 122 is subsequently loaded onto the
storage device 110.

[0014] In some embodiments, testing of the storage devices 110 occurs in one
more testing stages. For example, in a two-stage embodiment, in the first stage, the
controller board for the storage device is tested. There may or may not be storage
media 135 installed on the device, such as a hard disk drive (HDD), solid-state drive

(SSD) or a solid-state hybrid drive (SSHD). During the first stage, a first testing
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image that includes tests for the controller board (or other control circuitry) can be
loaded onto the storage device 110. In the second stage, the storage media is
tested and a second testing image that includes tests for the storage media can be
loaded onto the storage device 110. By having stage-specific testing images that
don’t include extraneous data, the testing images can be loaded faster, speeding up
testing. In other embodiments, the testing occurs in a single stage and there may
only be a single testing image 120 used.

[0015] In some embodiments, as the loading process is dynamic, revisions to the
test image file can be rolled out easily. For example, a new version of the test image
can be placed in the image server and storage devices connected to the network
would automatically be pointed to the new version and use that new version during
the testing process. In comparison, in a process that uses purpose-built cloning
devices, each of the purpose-built cloning devices would have to be updated in order
to roll-out a new testing methodology.

[0016] FIG. 2 illustrates a flow chart of an embodiment of the data flow for the
image loading system of FIG. 1. The sample data flow is discussed in the context of
an example scenario that is intended to illustrate, but not to limit, various aspects of
the ILS.

[0017] Beginning at data flow (DF) 1, the testing manager 107 sends an ICMP
packet with a code to the storage device 110. As discussed above, the code may be
encrypted. The storage device 110 receives the ICMP packet and verifies that it
includes the expected code. In one embodiment, receiving a valid code causes the
storage device 110 to enter a boot mode, during which an image can be loaded.
[0018] At DF 2, the storage device 110 attempts to obtain a testing image by
sending a DHCP request to determine a network location for the testing image. At
DF 3, the testing manager 107 sends the image server location (e.g., an IP address)

to the storage device 110 in response 1o its request.
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[0019] At DF 4, the storage device 110 requests the testing image from the image
server 105. At DF 5, the image server provides the testing image to the storage
device. The storage device 110 can then load the testing image and run the testing
programs/scripts provided by the testing image.

[0020] At DF 6, the storage device 110, after completing the testing process,
provides the test results to the testing manager 107. The results can range from
detailed results from various tests or may be a simple pass/fail. The testing
manager 107 can then determine whether the tests were passed, whether
remediation steps are necessary, and/or a final disposition for the storage device
110.

[0021] Assuming the storage device passed the tests, at DF 7, the testing manger
can, optionally, indicate to the storage device 110 that the tests were completed
successfully and/or direct the storage device 110 to obtain the release image. At DF
8, the storage device requests the release image from the image server which the
image server provides (DF 9). The storage device 110 can then load the release
image in anticipation of the storage device 110 being packaged and shipped out to
customer.

[0022] In some embodiments, DF 7-9 may not occur. For example, loading the
release image may be performed by a different system than the image loading
system 100. In other embodiments, additional data flow steps may occur between
DF 6 and DF 7. For example, in embodiments employing multiple testing stages,
DFs 1-6 (or a subset) may be repeated multiple times before DF 7 occurs.

[0023] FIG. 3 illustrates a flow chart of an embodiment of a testing routine 300. In
some implementations, the routine is performed by embodiments of the ILS or by
one of its components, such as the testing manager 107. For ease of explanation,

the following describes the routine as performed by the testing manager 107. The
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routine is discussed in the context of an example scenario that is intended to
illustrate, but not to limit, various aspects of the ILS.

[0024] Beginning at block 305, the testing manager 107 transmits ICMP packets
with a special code. The testing manager 107 may send the packets periodically,
intermittently, or in response to detecting a storage device joining the network. In
one embodiment, the storage device receives the ICMP packets and checks the
special code or key against its stored key (e.g., stored in a protected area of memory
or its firmware) or otherwise performs a calculation to validate the special code. If
the special code is valid, the storage device is programmed to send a Dynamic Host
Configuration Protocol (DHCP) request back to the load server.

[0025] Atblock 310, the testing manager 107 detect if any responses are received
from a storage device 110. In some cases, there may not be any storage devices
connected to the network or connected storage devices are busy (e.g., loading
images or running test processes and no responses are received. In one
embodiment, new storage devices connected to the network 115 respond with
DHCP requests, as described above.

[0026] At block 315, the server can respond to the DHCP request by providing the
location (e.g., an IP address) of the image server 105 for use by the storage device
along any other necessary parameters, thereby causing the storage device to
obtain/execute test programs and procedures. In one embodiment, the image
loader 125 on the storage device 110 is configured to, in response to receiving the
image location, obtain the testing image from the image location (e.g., image server
105), load the image, and execute the test programs in the image.

[0027] In one embodiment, the testing image 120 is a special-purpose image that
enables hardware testing of the storage device. For example, while a release image
122 loaded prior to shipping the storage device to customers may contain the full

operating system, a large set of drivers, customer software and the like, a testing
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image 120 may include only a stripped-down operating system, a small set of drivers
and/or testing software sufficient to perform testing on the storage device. As a
result, the testing image may be much smaller than the release image. Since the
testing image can be relatively small, it can be loaded in a short period of time in
comparison to the larger release image. As a result, the boot up process for the
testing image may be significantly shorter than for the release image, thereby
allowing testing to occur earlier and shortening the overall testing process.

[0028] At block 330, the testing manager 107 receives the test results from the
storage device after the testing programs complete execution. In some
embodiments, the test results provide detailed performance statistics, error rates,
and the like for the storage device. In some embodiments, the test results are a
simple pass/fail.

[0029] At block 335, the testing manager 107 processes the results and
determines whether the storage device passed the tests. If the storage device
passed the tests, the routine 300 moves to block 330. If the storage device failed
the tests, the routine 300 moves to block 335.

[0030] At block 330, if testing is complete for the storage device, the testing
manager 107 can optionally cause the device to load the release image, in
preparation for shipment to customers. In one embodiment, additional drive testing
may be performed on the storage device after the release image is loaded. The
routine 300 can then end.

[0031] At block 335, the testing manager 107 can optionally initiate remediation
process for the storage device. For example, the testing manager 107 may send a
report t0 a system administrator or quality assurance personnel that the storage
device has failed. In some situations, the testing manager 107 may cause the
storage device to repeat the testing procedures or may initiate additional testing

procedures on the storage device. The testing manager 107 can also mark (e.g., in
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a database or a report) that the storage device is bad so that the storage device can
be pulled from production. The routine 300 can then end.

[0032] In some embodiments, multiple storage devices 110 are being serviced by
the testing manager 107 in parallel. As a result, at any given time, the testing
manager 107 can be at different stages in the routine for different storage devices.
For example, the testing manager 107 may be at block 310 for a first storage device
and at block 330 for a second storage device. By allowing for greater parallelization
in the testing process, the testing process can be significantly shortened. For
example, as greater numbers of connecting devices can be used--with greater
overall storage device capacity--instead of purpose-built cloning devices, more
storage devices can be tested at a time. In a trial implementation of the ILS, the
testing process was shortened by up to 40%. The embodiments may also be useful
in other situations, such as during diagnostic testing, Basic Input/Output System
(BIOS) updating, automation of image deployment to device, etc.

[0033] FIG. 4 illustrates a flow chart of an embodiment of a testing routine 400. In
some implementations, the routine is performed by embodiments of the ILS or by
one of its components, such as a storage device 110 connected to the ILS. For
ease of explanation, the following describes the routine as performed by a
connected storage device 110. Several steps in the routine 400 have been
described in greater detail above, so are described only cursorily. The routine is
discussed in the context of an example scenario that is intended to illustrate, but not
to limit, various aspects of the ILS.

[0034] Beginning at block 405, the storage device 110 receives an ICMP packet
with a special code. At block 410, the storage device validates the special code. |If
the code is invalid, the routine 400 ends. If the code is valid, the storage device 110

responds by sending a DHCP request.
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[0035] At block 420, the storage device 110 receives the location of the testing
image from the ILS. At block 425, the storage device 110 obtains the testing image
from the ILS. In one embodiment, the storage device 110 boots from the testing
image to execute software in the image that renders hardware of the storage device
operational, as well as to execute testing programs or scripts stored in the image.
For example, the testing image may contain a stripped-down operating system and
drivers that allows the storage device to operate/test the device’s hardware.

[0036] At block 430, the storage device runs testing programs or scripts in the
testing image. At block 435, once the tests are completed, the storage device
transmits test result to the ILS. In one embodiment, the storage device stops, shuts
down, or otherwise halis after the testing process is complete. Personnel
supervising the testing can then unplug the storage device from power and/or the
network. This is one way of preventing the storage device from re-entering a boot
mode. Other possibly solutions include tracking the status of the storage devices or
tracking which storage devices have already completed testing.

[0037] Optionally, at block 440, the storage device obtains a release image that
contains a complete operation system for the storage device, for example, if the
storage device passed all tests. The routine 400 can then end.

[0038] In one embodiment, a method of imaging a storage device comprises:
connecting the storage device to a network; broadcasting at least one packet
containing a code; identifying, by the storage device, the code contained within the
packet; requesting, by the storage device, a location of an image to be loaded on to
the storage device; and providing, to the storage device, the location of the image.
[0039] In one embodiment, a method of testing a storage device comprises:
connecting the storage device to be tested to a network, wherein communications on
the network comprise packets containing a code; initiating, by the storage device, a

boot mode in response to the packets containing the code; loading, by the storage
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device while in the boot mode, a first image that renders the hardware of the storage
device operational; testing the hardware of the storage device; and testing a drive of
the storage device after testing of the hardware.

[0040] Many implementation variations are possible. For example, while above
has discussed using ICMP and DHCP, other protocols could be used to implement
the ILS. In addition, while the above has discussed using images to distribute the
software needed by storage devices for testing, embodiments of the ILS can
package/distribute the software in other forms, such as executables, archive files or
the like. In some embodiments, the above system may be configured differently
than illustrated in the figures above. For example, various functionalities provided by
the illustrated modules can be combined, rearranged, added, or deleted. In some
embodiments, additional or different processors or modules may perform some or all
of the functionalities described with reference to the example embodiment illustrated
in the figures above. Many implementation variations are possible.

[0041] In some embodiments, the above system and its components are
executed or embodied by one or more physical or virtual computing systems. For
example, in some embodiments, a computing system, such as a server or mobile
device, that has components including a central processing unit (CPU), input/output
(I/O) components, storage and memory may be used to execute some or all of the
components of the above system. The I/O components can include a display, a
network connection to the network, a computer-readable media drive and other 1/O
devices (e.g., a keyboard, a mouse, a touch screen, speakers, etc.).

[0042] Each of the processes, methods and algorithms described in the preceding
sections may be embodied in, and fully or partially automated by, code modules
executed by one or more computers, computer processors, or machines configured
to execute computer instructions. The code modules may be stored on any type of

non-transitory computer-readable storage medium or tangible computer storage
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device, such as hard drives, solid state memory, optical disc and/or the like. The
processes and algorithms may be implemented partially or wholly in application-
specific circuitry. The resulis of the disclosed processes and process steps may be
stored, persistently or otherwise, in any type of non-transitory computer storage such
as, e.g., volatile or non-volatile storage.

[0043] The various features and processes described above may be used
independently of one another, or may be combined in various ways. All possible
combinations and subcombinations are intended to fall within the scope of this
disclosure. In addition, certain method, event, state or process blocks may be
omitted in some implementations. The methods and processes described herein
are also not limited to any particular sequence, and the blocks or states relating
thereto can be performed in other sequences that are appropriate. For example,
described tasks or events may be performed in an order other than that specifically
disclosed, or multiple may be combined in a single block or state. The example
tasks or events may be performed in serial, in parallel, or in some other manner.
Tasks or events may be added to or removed from the disclosed example
embodiments. The example systems and components described herein may be
configured differently than described. For example, elements may be added to,
removed from, or rearranged compared to the disclosed example embodiments.
[0044] While certain example embodiments have been described, these
embodiments have been presented by way of example only, and are not intended to
limit the scope of the inventions disclosed herein. Thus, nothing in the foregoing
description is intended to imply that any particular feature, characteristic, step,
module, or block is necessary or indispensable. Indeed, the novel methods and
systems described herein may be embodied in a variety of other forms; furthermore,

various omissions, substitutions and changes in the form of the methods and
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systems described herein may be made without departing from the spirit of the

inventions disclosed herein.
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WHAT IS CLAIMED IS:

1. A system for installing testing software on a storage device, the system
comprising:

a network storage that stores testing software for storage devices, the
network storage located on a network;

a software loader operating on a storage device, the software loader
configured to obtain testing software in response to receiving a specific code on the
network; and

a testing manager configured to:

broadcast at least one packet containing the specific code on the
network, wherein receipt of the specific code causes the software loader to
request a location of the testing software; and

transmit a location of the network storage to the software loader,
thereby causing the software loader to obtain the testing software from the
network storage and load the testing software on the storage device.

2. The system of claim 1, wherein the testing manager is further configured to:

receive testing resulis from the storage device; and

initiate loading of a release image on the storage device based on the testing
results, the release image being of greater size than the testing software;

wherein the release image overwrites the testing software on the storage
device.

3. The system of claim 1, wherein the testing software is configured to render
the storage device operative.

4, The system of claim 1, wherein broadcasting at least one packet comprises
broadcasting at least one Internet Control Message Protocol (ICMP) packet.

14
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5. The system of claim 1, wherein the testing software comprises a bootable
image for rendering hardware of the storage device operational.

6. The system of claim 5, wherein loading the testing software comprises
booting up the storage device from the bootable image.

7. The system of claim 1, wherein the storage device comprises a network
attached storage (NAS) controller board.

8. The system of claim 7, wherein the storage device comprises at least one of a
hard disk drive (HDD), solid-state drive (SSD) or a solid-state hybrid drive (SSHD).

9. A method for installing a bootable image on a storage device, said method
comprising:

connecting the storage device to a network;

broadcasting at least one packet containing a code;

identifying, by the storage device, the code contained within the packet;

requesting, by the storage device, a location of the bootable image to be
loaded on to the storage device; and

providing, to the storage device, the location of the bootable image.

10.  The method of claim 9, wherein broadcasting at least one packet comprises
broadcasting at least one Internet Control Message Protocol Packet.

11.  The method of claim 9, wherein the at least one packet is encrypted.

12. The method of claim 9, further comprising entering, by the storage device, a
boot mode in response to the code contained within the packet.

13.  The method of claim 9, further comprising loading the bootable image on to
the storage device responsive to a script.

15
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14.  The method of claim 13, wherein the bootable image comprises a bootable
image for rendering hardware of the storage device operational.

15. A method of testing a storage device, said method comprising:

connecting the storage device to be tested to a network;

receiving on the storage device a packet from the network, wherein the
packet contains a code;

initiating, by the storage device, a boot mode in response to receiving the
code;

loading, by the storage device while in the boot mode, a first image that
renders the hardware of the storage device operational;

testing hardware of the storage device; and

testing a drive of the storage device after testing of the hardware.

16.  The method of claim 15, further comprising installing an operating system on
the storage device after testing of the storage device.

17.  The method of claim 15, wherein the hardware comprises a controller board.

18. The method of claim 15, wherein the storage device comprises a network
attached storage (NAS).

19.  The method of claim 15, wherein the drive comprises at least one of a hard
disk drive (HDD), solid-state drive (SSD) or a solid-state hybrid drive (SSHD).

16
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