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to be stored to the memory array. An error detection compo 
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ated with the interface of the solid-state data memory device. 
(21) Appl. No.: 12/351.283 The error detection component is configured to detect errors 

occurring on data received at the interface prior to the data 
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DATA MEMORY DEVICE AND 
CONTROLLER WITH INTERFACE ERROR 
DETECTION AND HANDLING LOGIC 

BACKGROUND 

0001. The present disclosure relates generally to data stor 
age systems, and more specifically, but not by limitation, to a 
data memory and controlling device having interface error 
detection and handling logic. 
0002 Many data memory devices support interfaces 
through which commands and data are sent from a controller 
device. The memory device performs an operation based 
upon the command sent. For example, most NAND flash data 
memory devices Support a variety of commands related to the 
storage of data within the device. Over an interface, data can 
be erased, programmed, read, and/or copied by sending Vari 
ous commands to the NAND flash from a controlling device 
(e.g., a flash controller). Unfortunately, the commands, data, 
parameters, and/or status information, for example, associ 
ated with these operations can contain errors. 
0003. The discussion above is merely provided for general 
background information and is not intended to be used as an 
aid in determining the scope of the claimed Subject matter. 

SUMMARY 

0004. In one exemplary embodiment, a solid-state data 
memory device is provided and includes a semiconductor 
package. A memory array is provided in the semiconductor 
package and an interface is provided that is communicatively 
couplable to a device bus for receiving data to be stored to the 
memory array. An error detection component is provided in 
the semiconductor package and is associated with the inter 
face of the solid-state data memory device. The error detec 
tion component is configured to detect errors occurring on 
data received at the interface prior to the data being stored to 
the memory array. 
0005. In another exemplary embodiment, a controller in a 
data storage system is provided. The controller includes at 
least one interface for communicating data with a plurality of 
data memory devices and a database containing a plurality of 
identifiers. At least one identifier is associated with and 
uniquely identifies each of the plurality of data memory 
devices. A component is provided that is configured to gen 
erate, for a transmission of data between the controller and a 
data memory device, an error control code based on the data 
and the at least one identifier associated with the data memory 
device. 
0006. In another exemplary embodiment, a data storage 
system is provided. The system includes a plurality of data 
memory devices each comprising a memory element for Stor 
ing data. The system also includes a controller having at least 
one interface for communicating data with the plurality of 
data memory devices. The controller is configured to provide 
data to be stored to a data memory device along a write path 
between an interface of the controller and the memory ele 
ment of the data memory device. The system also includes an 
error detection component associated with the data memory 
device and configured to detect errors on data transmitted 
between the controller and the data memory device. The error 
detection component is provided in the write path and is 
configured to determine a number of errors in the data prior to 
the data being stored to the memory element of the data 
memory device. 
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0007. These and various other features and advantages 
will be apparent from a reading of the following Detailed 
Description. This Summary is not intended to identify key 
features or essential features of the claimed subject matter, 
nor is it intended to be used as an aid in determining the scope 
of the claimed subject matter. The claimed subject matter is 
not limited to implementations that solve any or all disadvan 
tages noted in the background. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 is a schematic diagram of an exemplary sys 
tem for processing and storing data. 
0009 FIG. 2 is a schematic diagram of one embodiment of 
a data storage system. 
0010 FIG. 3 is a schematic diagram of a solid-state data 
memory device and controlling device, under one embodi 
ment. 

0011 FIG. 4 is a schematic diagram of a solid-state data 
memory device, under one embodiment. 
0012 FIG. 5 is a schematic diagram of a controller for a 
plurality of data memory devices. 
0013 FIG. 6 is a flow diagram of a method of detecting 
errors in data received at an interface of a data memory 
device. 
0014 FIG. 7 is a flow diagram of a method of generating 
error detection information for data transmitted at an inter 
face of a data memory device. 
0015 FIG. 8 is a flow diagram of a method for data com 
munication with a data memory device using error detection 
code. 
0016 FIG. 9 is a timing diagram of a system for transmit 
ting data using error detection code. 

DETAILED DESCRIPTION 

0017. The present disclosure provides a data storage sys 
tem including one or more data memory devices and one or 
more data memory device controllers having interface error 
detection and handling logic. A data memory device includes 
a device designed to store digital information. Examples of 
data memory devices include Volatile and non-volatile 
memory. Generally, Volatile memory requires power to main 
tain the stored information whereas non-volatile memory can 
retain stored information even when not powered. Further, 
examples of data memory devices include Solid-state semi 
conductor-based memory (which typically do not have mov 
ing parts) and non-Solid-state memory. 
0018 Particular examples of solid-state semiconductor 
based data memory devices include, but are not limited to, 
NAND flash, NOR flash, EEPROM, SRAM, DRAM, 
MRAM, spin-torque RAM, and phase change memory. It is 
noted that although various embodiments are described 
herein in the context of solid-state semiconductor-based 
memory devices, in particular flash memory devices, the con 
cepts described herein can be applied to other types of data 
memory devices. This can include non-Solid state memory as 
well as other types of Solid-state memory. For example, 
embodiments described herein can also be utilized in data 
storage systems that include hard discs, floppy discs, mag 
netic discs, optical discs, magnetic tapes, random access 
memory (RAM), dynamic random access memory (DRAM), 
static random access memory (SRAM), read-only memory 
(ROM), and/or electrically erasable programmable read-only 
memory (EEPROM), to name a few. 
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0019 FIG. 1 is a schematic diagram of an exemplary data 
computing system 100. As illustrated, a host system 101 
includes a processor 102 connected to a system bus 103 which 
also can be connected to input/output (I/O) devices 104, such 
as a keyboard, monitor, modem, storage device, or pointing 
device. The system bus 103 is also coupled to a memory 106, 
which can include a random access Volatile memory, such as 
dynamic random access memory (DRAM). The system bus 
103 is also coupled to a data storage system 108. In the 
illustrated embodiment, the data storage system 108 com 
prises a non-volatile semi-conductor-based data memory 
device. For example, data storage system 108 can comprise a 
Solid-state drive. In other embodiments, the data storage sys 
tem 108 can include volatile and/or non-solid-state memory. 
For example, data storage system 108 can comprise a disc 
drive and/or a “hybrid drive including solid-state compo 
nents and hard disc components. 
0020 Data storage system 108 can include a controller 
110, which can be coupled to the processor 102 via a connec 
tion through the system bus 103. It is noted that in some 
systems this connection is made through one or more inter 
mediary devices, such as a hostbus adapter or a bridge. As 
illustrated, the memory device 108 includes solid-state 
memory 112, in particular flash memory that contains one or 
more arrays of flash memory cells. The arrays of memory 
cells can include one or more integrated circuit memory 
chips. 
0021. During operation, the processor 102 can send a com 
mand and data to the data storage device 108 to retrieve or 
store data. The controller 110 can receive the command and 
data from the processor 102 and then determine when to store 
or retrieve data from the solid-state memory 112. 
0022 FIG. 2 is a schematic diagram illustrating one 
embodiment of data storage system 108. Data storage system 
108 includes a controlling device 210 (illustratively a flash 
controller) that is configured to store information to and 
retrieve information from solid-state memory 212. Solid 
state memory 212 includes one or more Solid-state data 
memory devices 216 and 218 (illustratively flash chips) 
including memory arrays. In one embodiment, a flash chip 
comprises a semiconductor package that includes one or 
more semiconductor dice provided in a housing. The semi 
conductor package includes an interface for communicating 
information with memory interface 220, control circuitry, and 
a storage area having aparticular capacity based on the design 
of the chip. For example, in one embodiment the storage area 
of each flash memory chip 216 and 218 is capable of storing 
1 gigabyte (GB) of data. In another embodiment, each flash 
chip 216 and 218 can store more than or less than 1 GB (for 
example, 128 MB, 256MB, 512 MB, 2 GB, 4 GB, 8 GB, 16 
GB, etc.). 
0023 Controller 210 includes a memory interface 220 
(illustratively a flash memory interface) that is coupled to the 
data memory devices 216 and 218 via one or more device 
busses for communicating commands and/or data. For 
example, memory interface 220 can be coupled to the data 
memory devices via a data bus 222, an address bus 224, and 
a chip select signals 226 and 228. While FIG. 2 shows a 
separate data and address bus, it is noted that the attachment 
methodology between the controlling device and data 
memory device can be of a variety of different forms; for 
example, multiplexed address and data bus, combined I/O 
busses, and a variety of serial communication interfaces, to 
name a few. Further, while memory 212 is illustrated as 
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including two flash chips 216 and 218, it is noted that memory 
212 can include any number and type of memory device(s). 
This includes multiple logical storage units within a single die 
or package. For example, in one embodiment more flash chips 
can be coupled to the data bus 222, the address bus 224, and 
to chip select lines 226 and 228 than are shown in FIG. 2. 
Furthermore, the system can contain multiple attachment 
busses or other bus topologies than are shown in FIG. 2. 
0024. The controller 210 is communicatively coupled to a 
host, such as host system 101 illustrated in FIG. 1, via a host 
interface 214 that can receive and send commands, status 
information, and data to the host. The host interface 214 can 
pass commands to a control circuit 230 of controller 210 for 
processing and also store the received data in a buffer memory 
232. The buffer memory 232 provides the received data to the 
memory interface 220. 
0025. The memory interface 220 can receive data from the 
buffer memory 232 to be written to one or more of the data 
memory devices 216 or 218 and receive address bits from the 
control circuit 230. The memory interface 220 can assert 
corresponding data and address bits with appropriate timing 
and format to a selected flash chip. Memory interface 220 can 
also read previously stored data from any selected sector of 
flash chips 216 and/or 218. 
0026. The control circuit 230 can also be coupled to a 
direct memory address (DMA) controller 234 to allow the 
control circuit 230 to access the memory arrays of flash chips 
216 and 218 for reading and writing data. 
0027. The controller 210 can also include a bad block 
management (BBM) component 236 that maintains a record 
of storage locations (e.g., blocks, pages, etc.) within Solid 
state memory 212 that contain one or more invalid bits whose 
reliability cannot be guaranteed. “Bad” blocks can be present 
when the memory device is manufactured or can develop 
during the lifetime of the memory device. For example, BBM 
component 236 can create a bad block table by reading areas 
in the data memory devices 216 and 218. The table is stored, 
for example, in a spare area of the Solid-state memory 212. 
The blocks that are contained in the bad block table are not 
addressable. As such, if the controller 210 addresses one of 
the bad blocks identified by the bad block table, the BBM 
component 236 redirects the operation and re-maps the block 
address by allocating a new or spare block in Solid-state 
memory 212. 
0028. In the flash memory example of FIG. 2, when a 
logical sector of data (i.e., a portion of data from host system 
101 having an associated logical block address (LBA)) is to 
be written to memory 212, flash controller 210 identifies the 
physical address of the physical block to which the data will 
be written. The logical block address (LBA) is the address 
that the host system uses to read or write a block of data to data 
storage system 108. The physical block address is the fixed, 
physical address of a block in the storage component. The 
controller 210 can store a mapping of the logical addresses to 
the corresponding physical addresses in a translation/map 
ping component 238. The mapping information stored in 
component 238 is utilized for Subsequent data access opera 
tions to locate requested data in the memory 212. 
0029. Further, some types of data memory devices, such as 
flash chips 216 and 218, can include memory locations that 
are Susceptible to degradation. For example, typical flash 
memory devices are limited by a maximum number of write, 
read and/or erase cycles that the device can perform. In accor 
dance with one embodiment, controller 210 can also include 
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a wear leveling component 240 that is configured to distribute 
write, and/or read, and/or erase cycles across the storage 
locations of the memory devices. In this manner, the data 
storage system 108 includes wear leveling to distribute data 
operations across storage locations in the memory 212 to 
reduce the possibility that individual storage locations will 
prematurely fail due to excessive write, and/or read, and/or 
erase cycles. 
0030 Data memory devices 216 and 218 support com 
manded operations which are generally accomplished by 
sending a command and associated parameters to the data 
memory devices 216 and 218 and then transferring data when 
appropriate based on behavioral rules defined in an interface 
or device specification. After a command has been sent, the 
controlling device 210 can also request and retrieve status 
information from the memory devices 216 and 218 over the 
interface. For example, the status information typically indi 
cates whether the command has completed and if so, an 
indication of whether it has completed successfully. The con 
trolling device 210 uses the status information to determine 
whether or not the operation was successful. 
0031. As mentioned, data are transferred in some of these 
commanded operations. In some cases, the data are trans 
ferred over the data bus 222 and/or address bus 224 between 
the memory devices 216 and 218 and controlling device 210. 
However, in Some cases a data transfer is contained entirely 
within the memory device(s) 216 and/or 218 where no data 
are transferred with the controlling device 210. For example, 
it is possible in some memory devices to copy a block of data 
from one storage location within the device to another loca 
tion within the device. 
0032. The information transferred between the controlling 
device 210 and one or more of the data memory devices 216 
and 218 can include, but is not limited to, user data, address 
information, status information, command information, and/ 
or associated parameters. Further, the information can be 
transferred in a single operation or can be transferred across 
multiple operations. In one example, a command and user 
data to be written to a data memory device are transferred at 
the same time. For instance, the information can comprise a 
block of data having a command portion, and address portion, 
and a payload portion including user data to be stored to a data 
storage device. In another example, a command and associ 
ated user data are transferred at different times. 

0033. In some instances, the information communicated 
to and/or from the data memory devices 216 and 218 can 
contain errors. These errors can occur for any of a variety of 
reasons. For example, errors can develop in the data before 
the data are transmitted from the controlling device 210, over 
data bus 222 before the data are received at a memory device, 
and/or after the data is received at the data memory device, to 
name a few. For instance, errors can occur during the trans 
mission of the information due to electrical noise or electrical 
connection faults, such as short or open circuit connections. 
Further, errors can occur immediately when data are stored, 
for example due to a defective storage cell. Further yet, errors 
can occur in the stored data over the passage of time, for 
example as a result of the electrical charge used to represent 
bits of data degrading over time. Errors can occur in the 
controlling device 210 as well, for instance due to errors 
caused by radioactive decay resulting in memory and/or logic 
corruption. 
0034. In accordance with one embodiment, the interface 
of a data memory device (such as data memory devices 216 
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and/or 218) includes error detection and handling compo 
nents having logic, which can improve the command and data 
integrity of the data storage system. In one example, the 
interface of the data memory device includes error detection 
and handling logic for performing verification of transmitted 
information (e.g., commands, parameters, status information, 
and/or user data, etc.) to detect and handle errors in the infor 
mation prior to storing data in the data storage device. In this 
embodiment, the logic of the interface in the data memory 
device does not require a storage operation to perform error 
detection and handling. 
0035 FIG. 3 is a schematic diagram of a solid-state data 
memory device (such as data memory devices 216 and/or 
218) that includes error detection and handling logic that can 
provide command and/or data integrity, for example. In the 
embodiment illustrated in FIG. 3, data memory device 300 
comprises a semiconductor package having one or more 
semiconductor dice (e.g., flash dice, etc.) provided in a hous 
ing. In one embodiment, one or more chips (e.g., flash chips, 
etc.) are provided in the housing having an overall size that is 
less than approximately 50 mm by 50 mm. In one embodi 
ment, the housing has an overall size that is approximately 20 
mm by 15 mm. In yet another embodiment, components of 
device 300 are provided in a housing with an overall size that 
is less than approximately 1 inch by 1 inch. In another 
embodiment, the housing can have an overall size that is 
greater than 1 inch by 1 inch. 
0036. In one particular example a semiconductor package 
includes a plastic ball-grid array (BGA). In another embodi 
ment, a semiconductor package includes a chip-on-board 
(COB) wherein one or more semiconductor dice are directly 
affixed to a printed circuit board and typically covered with a 
protective coating. In another embodiment, a semiconductor 
package includes a thin, Small-outline package (TSOP). In 
another embodiment, a semiconductor package includes a 
land grid array (LGA). 
0037. Further, components of device 300 can be provided 
on a single die or a plurality of dice. For example, one or more 
of blocks 320,322,324, 326, and 328 (described below) can 
be provided on the same die in a semiconductor package. In 
another example, one or more of blocks 320, 322, 324, 326, 
and 328 can be provided on separate die. 
0038. Data memory device 300 is coupled to a controlling 
device 310 through one or more device busses. In one 
embodiment, device 300 comprises a package having mul 
tiple input/output (I/O) pins for communicatively coupling 
the device 300 to the one or more device busses. The multiple 
I/O pins enable the interface 320 of device 300 to communi 
cate with the controlling device 300 for receiving input com 
mand, address, and data, and for transmitting output data. For 
example, an input/output channel 312 is provided for com 
municating data, commands, address information, and/or any 
associated parameters, for example. In accordance with one 
embodiment, commands and data are transmitted to interface 
320 over a common communication bus. 

0039. Further, the package of device 300 can include a 
read enable pin providing a read enable signal 314 to control 
reads to the I/O pins and a write enable pin providing a write 
enable signal 316 to control writes to the I/O pins. Further, the 
package of device 300 can include a chip enable pin for 
providing a chip enable signal 318 to enable the data memory 
device 300 for operation. Further yet, the package can 
include, for example, a write protect pinto provide write and 
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erase protection, a ready/busy pin to indicate a status of the 
device as ready or busy, a power Supply pin, and a ground pin, 
to name a few. 
0040. As illustrated, data memory device 300 includes 
interface and memory control circuitry 320 configured to 
receive and transmit information (e.g., user data, commands, 
instructions, status information, etc.) with controlling device 
310. For instance, block 320 receives data from controlling 
device 310 and stores the data to a memory array 322. In 
another instance, block 320 retrieves data from memory array 
322 and transmits the retrieved data to the controlling device 
310 based on a command received from the controlling device 
310. The memory array 322 comprises multiple memory cells 
that can each store at least one bit of information. For 
example, the multiple memory cells can comprise single level 
cells and/or multiple level cells (MLC) that can store more 
than one bit of information per cell. In one instance, the 
memory cells comprise one or more floating-gate transistors. 
Further, it is noted that in one example the memory array 322 
can be implemented on a signal chip and/or a signal die. In 
one example, the memory array 322 can comprise multiple 
chips or dies. 
0041. In one embodiment, the interface and memory con 

trol circuitry 320 also includes an error detection component 
324 and an error handling component 326. The error detec 
tion component 324 includes logic and/or software or firm 
ware for detecting and/or correcting errors in data received at 
the interface 320. For example, the data received at the inter 
face 320 from controlling device 310 can include one or more 
error control codes. Error control codes include codes that can 
be utilized for the detection (e.g., error detection codes 
(EDC)) and/or correction (e.g., error correction codes (ECC)) 
of errors occurring in data. In accordance with one embodi 
ment, error detection component 324 includes logic that is 
utilized to detect errors within both data and commands that 
are received at interface 320, for example from controlling 
device 310 over a common communication bus. 
0042. In one embodiment, an error control code comprises 
an error detection code generated using cyclical redundancy 
code (CRC) codeword generation logic. Other codes and 
coding techniques can be used in other examples. In this 
embodiment, a codeword component 328 can be configured 
to analyze the error detection code to determine if the received 
data contains errors. Further, the error detection component 
324 can also include codeword generation logic for generat 
ing and appending error detection codewords, for example 
using CRC logic, for data that is transmitted by the data 
memory device 300. In one embodiment, the controlling 
device 310 includes corresponding CRC logic for data trans 
mitted over data channel 312. 
0043. Error handling component 326 includes logic for 
processing data and/or performing commands in the event 
that error detection component 324 detects a threshold num 
ber of errors (e.g., one or more errors) in the data. For 
example, error handling component 326 can be configured to 
initiate a retry and/or perform error correction algorithms on 
the data to correct the errors. Moreover, error handling com 
ponent 326 can be configured to provide a status (e.g., “retry 
command”, “command successful”, “command failed', to 
name a few) to controlling device 310. 
0044. It is noted that data memory devices can be pro 
duced in packages containing multiple dice, or multiple logi 
cal devices on a single die. Concepts described herein are 
described in the context of a single logical data memory 
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device. For instance, in one embodiment of FIG. 3 the solid 
state data memory device 300 comprises a device that con 
sists essentially of a single semiconductor chip. Such as a flash 
memory chip. In this manner, the illustrated components of 
solid-state data memory device 300 can be provided on a 
single logical data memory device (i.e., a single piece of 
silicon, a single chip). However, it is noted that the concepts 
described herein can be applied to other configuration con 
taining multiple devices. For example, memory device 300 
can be provided on multiple chips. In another example, mul 
tiple memory devices can be provided on a single chip. 
0045 FIG. 4 illustrates one embodiment of data memory 
device 300. As shown in FIG.4, interface and memory control 
circuitry 320 includes input/output (I/O) buffers and drivers 
330 for communicating with controlling device 310 over 
channel 312. Command and control logic can include com 
mand latches and decoder 332 and address latches and 
decoder 334. The memory control circuitry utilizes blocks 
332 and 334 to store and retrieve data from memory array 322 
using data registers and buffers 336. 
0046. The interface 320 of data memory device 300 
includes the error detection component 324, which includes 
codeword component 328. In one embodiment, the error 
detection component 324 is provided along a write path Such 
that data is analyzed and errors detected before the data is 
stored to the memory array 322. For instance, with reference 
to FIG. 3, data is provided from controlling device 310 over 
channel 312. The data received by interface 320 and provided 
along the write path for storage to memory array 322. Prior to 
storage to the memory array 322, functions of error detection 
component 324 are implemented to check for and/or correct 
errors in the data. After the error(s) are checked and/or cor 
rected, the data is provided along the write path to the memory 
array 322 for storage thereto. 
0047. As illustrated, codeword component 328 comprises 
an error detection codeword (EDC) checker/generator 338. 
Generally, the EDC checker/generator 338 is configured to 
operate on error detection codewords to identify errors in 
transmitted and/or received data. Some examples of error 
detection and/or correction codes are disclosed in Moon, 
Error Correction Coding-Mathematical Methods and Algo 
rithms, Wiley-Interscience (2005). However, it is noted that 
these are examples of error detection and/or correction codes 
that can be utilized and is not intended to limit the scope of the 
concepts described herein. 
0048. In the illustrated embodiment, information received 
over the interface 320 is appended with error detection code 
words generated by the device that transmitted the data, for 
example, using cyclical redundancy code (CRC) logic gen 
erated based on the information. For instance, the interface 
320 of device 300 and the controlling device (i.e., device 310) 
can contain corresponding CRC logic. The CRC logic is 
designed such that any corrupted bits in a transfer of data over 
the channel 312 will likely be detected by the CRC logic. 
Alternatively, or in addition, the error detection codewords 
can be generated using, for example, check bits, parity bits, 
checksums, longitudinal redundancy checks, hash functions, 
polarity Schemes, turbo codes, Hamming codes, and Reed 
Solomon error correction codes, to name a few. 
0049 Component 324 is configured to receive the data and 
the appended error detection codeword and determine if the 
data contains a number of errors. For example, block 338 is 
configured analyze both the data and the appended codeword 
(for example, using CRC logic) to determine if the received 
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data has a number of errors above a threshold. In another 
example, block 338 is configured to generate its own code 
word based on the received data. For instance, block 338 uses 
CRC logic to generate a second codeword as a function of the 
received data. Block 324 then compares the second codeword 
with the first-mentioned codeword (the codeword that was 
appended to the received data). If the comparison fails (i.e., 
the codewords do not match or otherwise indicate an error), 
the component 324 determines that the received data contains 
a number of errors. Based on this determination by compo 
nent 324, error handling component 326 can initiate a data 
retry, return status information, and/or perform error correc 
tion, for example utilizing the error detection codeword. 
0050 Block 338 is also configured to generate error detec 
tion codewords to be appended to data sent from data memory 
device 300 over channel 312, for example to controlling 
device 310. The error detection codeword generator can be 
the same as, or similar to, the error detection codeword 
checker described above. 

0051. In accordance with one embodiment, data memory 
device 300 includes a unique identifier 340 that is associated 
with and stored in the device 300. In one example, the iden 
tifier 340 is a globally unique identifier such that data memory 
device 300 is uniquely identified from all other data memory 
devices that are in communication with the controlling device 
(e.g., controlling device 310 illustrated in FIG. 3). 
0052. In one embodiment, the unique identifier 340 is 
provided as a seed to the EDC checker/generator 338 for 
initializing the codeword logic. In one example, the unique 
identifier is convolved with the EDC codeword generated 
from the data. For example, in a CRC-based EDC the unique 
identifier number can be used to initialize linear feedback 
shift registers of a circuitry-based CRC implementation and/ 
or the codeword can be used to initialize the corresponding 
state variable of a software-based CRC implementation. Ini 
tialization of the EDC checker/generator 338 can be per 
formed in response to a setup command sent from the con 
trolling device and/or in response to data received from the 
controlling device. 
0053. In one embodiment, the controlling device includes 
copies of the unique identifier 340 for all memory devices it 
controls in the system. The controlling device selects the 
identifier corresponding to the target memory device, and that 
identifier is used to initialize corresponding codeword logic in 
the controlling device. To illustrate, in the example of FIG. 4 
the error detection component 324 includes cyclical redun 
dancy code (CRC) logic that is initialized with the identifier 
340. The controlling device initializes (seeds) corresponding 
CRC hardware in the controlling device using the copy of the 
unique identifier 340 and generates a codeword based on the 
data to be transferred. The codeword is appended to the data 
that is transferred to the data memory device 300. In one 
exemplary embodiment, the error detection codeword is gen 
erated by convoluting the unique identifier with a cyclical 
redundancy code that is generated on the data to be transmit 
ted. In one example, the convolution comprises combining a 
unique identifier code (or signal) and the cyclical redundancy 
code to generate a third code (i.e., the error detection code 
word). In one embodiment, the error detection codeword is 
different than, but is related to, the unique identifier and 
cyclical redundancy code such that knowledge of the unique 
identifier is required by a device (e.g., memory device 300) to 
properly obtain and/or use the cyclical redundancy code for 
received data. 
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0054 Further, it is noted that any suitable function, algo 
rithm, etc., can be used to perform the convolution. For 
example, the convolution can comprise performing a math 
ematical function (XORing, Scaling, shifting, etc.), for 
example, on the data. The mathematical function can com 
prise an algorithm that is preprogrammed in a data memory 
device and the data memory device's controlling device. 
0055. Upon receiving the data transfer, the data memory 
device 300 utilizes block 338 to perform a codeword calcu 
lation for the arriving information (e.g., command, parameter, 
and/or data) and make a determination based upon the result 
as to whether any errors were present in the transmission. For 
example, the component 324 can obtain an appended code 
word from the data. Using the EDC checker 338 (initialized 
using the UID 340), the component 324 determines whether 
the appropriate unique identifier (i.e., a copy of UID340) was 
utilized to generate the codeword and whether the data con 
tains errors. In this manner, commands and data that were 
incorrectly routed to the data memory device 300 can be 
promptly detected at the interface 320 of the device 300. For 
instance, in one example a command and/or data received at 
data memory device 300 may have been intended for another 
data memory device (other than data memory device 300) and 
instead misrouted to data memory device 300. Based on the 
error determination, the error handling logic 326 can decide 
to execute the command and/or can return a status to the 
controlling device, for example. 
0056. In accordance with one embodiment, the error 
detection codeword can be discarded or can be stored along 
with the data in the memory array 322. Further, read-after 
write error checks can be performed using the codewords to 
detect program and/or read errors. 
0057. It is noted that elements described herein can by 
implemented in hardware, Software, firmware, or a combina 
tion of the above, for example. 
0.058 FIG. 5 illustrates one embodiment of a data memory 
controlling device (such as controlling device 310 illustrated 
in FIG. 3). Controlling device 500 includes a microprocessor 
502, an error detection component 504, and an error handling 
component 506 and a host interface 528. Error handling com 
ponent 506 includes error handling logic for implementing 
various processes based on whether errors are detected and/or 
a number of errors detected by component 504. This can 
include implementing data retries, error correction, imple 
menting alerts, to name a few. Data from microprocessor 502 
is provided to a sequencer 508 and to input/output buffers and 
drivers 510. The sequencer 508 illustratively includes a func 
tional block for controlling the transfer of data between the 
device 500 and the data memory device 514 through data 
channel 512. The sequencer 508 can include a plurality of 
registers for reading data from and writing data to the data 
memory device 514. 
0059. In the illustrated embodiment, data memory device 
514 is illustratively similar to data memory device 300 illus 
trated in FIG. 4. Moreover, the controlling device 500 can be 
coupled to a plurality of data memory devices 514,516, 518. 
and 520. 
0060. In the illustrated embodiment, the error detection 
component 504 includes an EDC checker/generator 522 con 
figured to generate error detection codewords. The code 
words are appended to data that is transferred to one or more 
of data memory devices (e.g., devices 514, 516, 518, 520). 
Further, block 522 is also configured to receive error detec 
tion codewords appended to data received by the controlling 
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device 500 and utilize the error detection codewords to detect 
errors in the data. In one embodiment, block 522 is similar to 
block 338 illustrated in FIG. 4 and utilizes cyclical redun 
dancy code logic. 
0061. In accordance with one embodiment, the controlling 
device 500 includes a database of unique identifiers (UIDs) 
524. The database 524 includes copies of each of the unique 
identifiers associated with the data memory devices 514-520. 
For instance, database 524 includes a copy of the unique 
identifier 340 associated with data memory device 300. 
0062. When information (e.g., commands, user data, 
instructions, parameters) is to be transmitted from controlling 
device 500 to a particular data memory device (or when 
information is received from a particular data memory 
device) microprocessor 502 retrieves a copy of the unique 
identifier associated with the particular data memory device 
from database 524. The identifier is provided to a register 526 
and to the error detection component 504. The identifier is 
used to initialize the EDC checker/generator 522. In one 
example, the error detection codeword generated by compo 
nent 504 is obtained by convoluting the unique identifier with 
a cyclic redundancy code (CRC) generated based on data to 
be transmitted. 
0063 FIG. 6 is a flow diagram of a method of detecting 
errors received at an interface of a data memory device and 
FIG. 7 is a flow diagram of a method of generating error 
detection code for data transmitted from an interface of a data 
memory device. In one embodiment, the methods 600 and 
700 are implemented at the interface 320 of data memory 
device 300 illustrated in FIG. 4. For illustration purposes, 
methods 600 and 700 are described below in the context of 
FIG. 4 and is not intended to limit the scope of the concepts 
described herein. 
0064. At step 602, prior to receiving information (e.g., 
user data, parameters, status information, write commands, 
read commands, etc.) a setup command is received at the data 
memory device. Error detection codeword logic (EDC) is 
initialized at step 604 with a unique identifier associated with 
the data memory device. For instance, in the context of FIG. 
4 the unique identifier 340 is utilized to initialize the EDC 
checker/generator 338 prior to a transfer of information. It is 
noted that in some embodiments the EDC logic can be ini 
tialized at Step 604 without transferring a setup command at 
step 602. 
0065. At step 606, information containing an appended 
error detection codeword (EDC) is received at the interface of 
the data memory device 300. In one embodiment, the EDC 
was previously generated by the controlling device based on 
a cyclical redundancy code generated as a function of the 
transmitted information and a copy of the unique identifier 
that was used to initialize the logic at step 604. 
0066. At step 608, the error detection codeword (EDC) is 
obtain from the information and used by the EDC logic (ini 
tialized at 604) to detect errors at step 610. In accordance with 
one embodiment, step 610 determines if any errors are 
present in the transmitted data and whether the proper data 
memory device received the information using the EDC and 
the unique identifier. 
0067. At step 612, status information can be provided 
based on whether errors have been detected. For example, this 
can include sending a status indication to the controlling 
device indicating that the data contains errors. 
0068. At step 614, the data is processed accordingly. For 
example, this can include, but is not limited to, initiating a 
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second data transmission (such as a retry) to the data memory 
device, performing an error correction process, storing the 
data in the data memory device, and/or canceling the data 
operation. 
0069. Referring to method 700, a setup command is 
received at step 702 and EDC logic is initialized at step 704. 
In one embodiment, steps 702 and 704 are similar to steps 602 
and 604 illustrated in FIG. 6. At step 706, data to be sent from 
the data memory device is accessed, for example from a 
memory array 322. Using the data and the initialized EDC 
logic, an error detection codeword is calculated at step 708. 
For example, Step 708 can include generating a cyclical 
redundancy code based on the data and the unique identifier. 
The error detection code is appended to the data at step 710 
and the data are transmitted over the interface to the control 
ling device at step 712. 
0070 FIG. 8 illustrates a method 800 for data communi 
cation with a data memory device using error detection code 
words appended to transmitted data. In the embodiment illus 
trated in FIG. 8, cyclical redundancy code (CRC) logic is 
utilized to generate the error detection codewords. However, 
in other embodiments the error detection codewords can be 
generated using, for example, check bits, parity bits, check 
Sums, longitudinal redundancy checks, hash functions, polar 
ity schemes, turbo codes, Hamming codes, and Reed-So 
lomon error correction codes, to name a few. 
0071. At step 802, CRC logic associated with an interface 
of the data memory device is initialized, for example in 
response to a setup command from a controlling device. In 
one embodiment, step 802 includes using a unique identifier 
associated with the data memory device to initialize the CRC 
logic. 
0072 At step 804, information including commands, 
parameters, data, status information, address information, 
and/or combinations thereof, is received from the controlling 
device at an interface of the data memory device. Step 806 
determines whether errors are present in information. The 
error detection process of step 806 is performed using the 
CRC logic initialized in step 802. 
0073. If errors are detected (or a number of errors above a 
predefined threshold), the method proceeds to block 822 in 
which an error status is set and optionally returned to the 
controlling device. If no errors (or a number of errors below a 
predefined threshold) are detected at step 806, the method 
proceeds to block 808 and the method determines whether 
data are to be received from the controlling device. For 
example, the information received at Step 804 can comprise a 
write command and the information received at step 808 can 
comprise the data to be written to the memory device. 
0074. If no data are to be received at step 808 (for example, 
a read command is received), the method proceeds to block 
816. If data are to be received from the controlling device, the 
method proceeds to block 810. Block 810 is an optional step 
in which the CRC logic can be re-initialized, if desired. At 
block 812, the data is received and the cyclical redundancy 
code is calculated based on the data using the CRC logic. Ifan 
error is detected at step 814, the method proceeds to block 
822. If no errors (or a number of errors below a predefined 
threshold) are detected, method proceeds to step 816. 
0075. At step 816, the command is performed on the data. 
For example, block 816 comprises storing data to storage 
locations in the data memory device. In another example, 
block 816 comprises reading data from storage locations in 
the data memory device. 
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0076. At step 818, if the command is not successfully 
performed the method proceeds to block 822. If the command 
is successfully performed, the method proceeds to block 820 
in which a status is set to indicate that the command was 
Successful. 
0077. At step 824, the method determines whether data are 

to be returned to the controlling device from the data memory 
device. If no data are to be returned, the method ends at block 
832. If data are to be returned, the method proceeds to block 
826. Block 826 is an optional step in which the CRC logic can 
be re-initialized, if desired. At block 828, the data to be 
returned to the controlling device are accessed and an error 
detection codeword is calculated based on the data using the 
CRC logic. The codeword is appended to the data and 
returned to the controlling device at step 830. 
0078 FIG. 9 illustrates a timing diagram of a system for 
transmitting data using error detection codes. FIG. 9 illus 
trates an input/output channel 900, a write enable bit 902, a 
read enable bit 904, and a chip select bit 906. The timing 
diagram of FIG. 9 illustrates an exemplary read command 
provided from a controlling device to a data memory device to 
cause the data memory device to return requested data to the 
controlling device. A first portion 901 illustrates a command 
portion of the data transmission. In the first portion 901, the 
write enable bit 902 is toggled between a high state and a low 
state which causes the data memory device to receive or read 
in the associated command and address information 908-916. 
Appended to the command and address information is error 
detection codeword data 918 and 920 which can include, for 
example, cyclical redundancy code information generated by 
the controlling device. 
0079 A second portion 903 of the diagram of FIG. 9 
represents a Subsequent data return of information to the 
controlling device. In the second portion 903, the read enable 
bit 904 is toggled between a high state and a low state to cause 
the data memory device to output or read out data to the 
controlling device. Error detection codeword information 
930 and 932 is appended to the user data 922–928 that is 
returned to the controlling device. In one embodiment, the 
error detection codeword information 930 and 932 is gener 
ated using cyclical redundancy code logic and can be similar 
to the logic utilized to check the error detection code 918 and 
920 received with the command information. 
0080. It is to be understood that even though numerous 
characteristics and advantages of various embodiments of the 
invention have been set forth in the foregoing description, 
together with details of the structure and function of various 
embodiments of the disclosure, this disclosure is illustrative 
only, and changes may be made in detail, especially in matters 
of structure and arrangement of parts within the principles of 
the present disclosure to the full extent indicated by the broad 
general meaning of the terms in which the appended claims 
are expressed. For example, the particular elements may vary 
depending on the particular application for the system or 
method while maintaining Substantially the same functional 
ity without departing from the scope and spirit of the present 
disclosure and/or the appended claims. 

What is claimed is: 
1. A solid-state data memory device comprising: 
a semiconductor package; 
a memory array provided in the semiconductor package; 
an interface communicatively couplable to a device bus for 

receiving data to be stored to the memory array; and 
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an error detection component provided in the semiconduc 
tor package and associated with the interface of the 
Solid-state data memory device, the error detection com 
ponent configured to detect errors occurring on data 
received at the interface prior to the data being stored to 
the memory array. 

2. The solid-state data memory device of claim 1, wherein 
the semiconductor package comprises at least one semicon 
ductor die provided within a housing, and wherein the 
memory array comprises multiple memory cells that can each 
store at least one bit. 

3. The solid-state data memory device of claim 2, wherein 
the memory array, interface, and error detection component 
are implemented on the same semiconductor die. 

4. The solid-state data memory device of claim 2, wherein 
the solid-state data memory device consists essentially of a 
flash memory chip. 

5. The solid-state data memory device of claim 2, wherein 
the semiconductor package comprises multiple input/output 
(I/O) signals for communicatively coupling the interface to 
the device bus, the multiple I/O signals enabling the data 
memory device to communicate with a controlling device for 
receiving input command, address, and data, and for trans 
mitting output data. 

6. The solid-state data memory device of claim 5, wherein 
the semiconductor package comprises: 

a chip enable pin to enable the Solid-state data memory 
device for operation; 

a read enable pin to control reads to the I/O pins; 
a write enable pin to control writes to the I/O pins; 
a write protect pin to provide write and erase protection; 
a ready/busy pin to indicate a status of the device as ready 

or busy; 
a power Supply pin; and 
a ground pin. 
7. The solid-state data memory device of claim 2, wherein 

the housing of the semiconductor package has an overall size 
that is less than approximately 30 millimeters (mm) by 30 
millimeters (mm). 

8. The solid-state data memory device of claim 1, wherein 
the error detection component comprises error detection logic 
that utilizes an error detection codeword appended to the data 
to determine if the data contains errors. 

9. The solid-state data memory device of claim 8, wherein 
the error detection logic calculates a second error detection 
codeword based on the data that is compared to the error 
detection codeword appended to the data to identify a number 
of errors in the data. 

10. The solid-state data memory device of claim8, wherein 
the error detection logic utilizes redundancy code logic to 
analyze both the data and the error detection codeword 
appended to the data to identify a number of errors in the data. 

11. The solid-state data memory device of claim8, wherein 
the data memory device is identified by a unique identifier 
that is stored in the data memory device, and wherein the error 
detection logic is initialized with the unique identifier prior to 
the error detection logic analyzing the data to identify errors. 

12. The solid-state data memory device of claim 11, 
wherein the error detection logic is configured to be initial 
ized in response to a setup command received from a control 
ling device. 

13. A controller in a data storage system, the controller 
comprising: 
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at least one interface for communicating data with a plu 
rality of data memory devices; 

a database containing a plurality of identifiers, wherein at 
least one identifier is associated with and uniquely iden 
tifies each of the plurality of data memory devices; and 

a component configured to generate, for a transmission of 
data between the controller and a data memory device, 
an error control code based on the data and the at least 
one identifier associated with the data memory device. 

14. The controller of claim 13, wherein the plurality of data 
memory devices comprise a plurality of Solid-state memory 
devices configured to communicate with the controller, each 
of the plurality of solid-state memory devices being uniquely 
identified by an identifier stored in the database. 

15. The controller of claim 13, wherein the error control 
code comprises one or more of an error detection code and an 
error correction code. 

16. The controller of claim 13, wherein the component is 
initialized with the at least one identifier prior to generating 
the error control code based on the data to be transmitted to 
the data memory device. 

17. The controller of claim 13, wherein the component 
generates the error control code by convoluting the at least 
one identifier associated with the data memory device with a 
cyclical redundancy code generated based on the data to be 
transmitted to the data memory device. 

18. The controller of claim 13, wherein the component 
comprises error detection logic that is initialized using the at 
least one identifier associated with the data memory device to 
detect errors in data received from the data memory device. 

19. The controller of claim 18, wherein the error detection 
logic receives a codeword appended to the data received from 
the data memory device, the codeword having been generated 
by the data memory device as a function of the at least one 
identifier associated with the data memory device. 

20. The controller of claim 19, wherein the error detection 
logic calculates a second codeword based on the data received 
from the data memory device and compares the second code 
word to the codeword appended to the data to identify a 
number of errors in the data. 

21. A data storage system comprising: 
a plurality of data memory devices each comprising a 
memory element for storing data; and 
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a controller having at least one interface for communicat 
ing data with the plurality of data memory devices, 
wherein the controller is configured to provide data to be 
stored to a data memory device along a write path 
between an interface of the controller and the memory 
element of the data memory device; and 

an error detection component associated with the data 
memory device and configured to detect errors on data 
transmitted between the controller and the data memory 
device, wherein the error detection component is pro 
vided in the write path and is configured to determine a 
number of errors in the data prior to the data being stored 
to the memory element of the data memory device. 

22. The data storage system of claim 21, wherein the data 
memory device comprises a solid-state data memory device 
having a data input communicatively coupled to the interface 
via a device bus, wherein the error detection component is 
provided between the data input and the memory element of 
the data storage device. 

23. The data storage system of claim 22, wherein data 
communicated between the controller and the solid-state data 
memory device includes an appended codeword that is gen 
erated based on a unique identifier for the Solid-state memory 
device, and wherein the error detection component utilizes 
the appended codeword to determine if the data contains a 
number of errors. 

24. The data storage system of claim 21, wherein the plu 
rality of data memory devices comprise a plurality of Solid 
state memory devices configured to communicate with the 
controller, each of the plurality of solid-state memory devices 
being uniquely identified by an identifier, and wherein each of 
the plurality of data memory devices comprises an error 
detection component configured to utilize the unique identi 
fier of the data memory device to generate an error detection 
codeword for data transmitted over the between the data 
memory device and the controller. 

25. The data storage system of claim 21, wherein the data 
and commands associated with the data are transmitted to the 
data memory device over a common communication bus, 
wherein the error detection component is utilized to detect 
errors within the transmitted commands. 

c c c c c 


