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SECURE KEY STORAGE USING PHYSICALLY UNCLONABLE FUNCTIONS

TECHNICAL FIELD

Some embodiments of the invention generally relate to the manufacture of

processors. More particularly, some embodiments of the invention relate to secure

key management and provisioning of keys to processors.

BACKGROUND ART

During manufacture, keys are provisioned to and stored in the integrated

circuit or processor. The keys may be stored in fuses of the integrated circuits or

processors and may be unique per type of integrated circuit or processor. The keys

may be fed into and consumed by various security engines or co-processors.

Typically, the keys may be categorized as class 1 or class 2 keys. Class 1 keys

include random secret keys that are shared with at least one entity such as a key

generator. During manufacture of an integrated circuit or processor, the class 1 keys

can be either auto-generated, by the integrated circuit or processor, stored therein,

and revealed to at least one other entity or the class 1 keys may be externally

generated, by a key generating entity, and stored in the integrated circuit or

processor. Non-limiting examples of class 1 keys include provisioning keys,

customer keys, and conditional access keys. Class 2 keys include secret keys

derived from a master secret, which is unknown to the integrated circuit or

processor but which is known to at least one entity such as a key generating entity.

Unlike class 1 keys, class 2 keys cannot be auto-generated. Class 2 keys are

generated, by a key generating entity, and stored, during manufacture, in the

integrated circuit or processor. Non-limiting examples of class 2 keys include High-



bandwidth Digital Content Protection (HDCP) keys, Enhanced Privacy Identifier

(EPID) keys, and Advanced Access Content System (AACS) keys.

Keys may be stored in non-volatile memory having a special type of security

fuses. Security fuses may have a number of security countermeasures in place that

make them less susceptible than regular fuses to physical attacks. However, these

security countermeasures make the security fuses more costly, in terms of die area,

than regular fuses such as general-purpose high-density fuses.

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description is set forth with reference to the accompanying

drawing figures. In the figures, the left-most digit(s) of a reference number identifies

the figure in which the reference number first appears. The use of the same reference

numbers in different figures indicates similar or identical items or features.

FIG. 1 illustrates an exemplary key-provisioning and testing environment for

provisioning keys to processors according to some implementations.

FIG. 2 illustrates another exemplary key-provisioning environment for

provisioning keys to processors according to some implementations.

FIG. 3 illustrates a flow diagram of an exemplary process that includes

provisioning a processor with a key according to some implementations.

FIG. 4 illustrates another exemplary key-provisioning environment for

provisioning keys to processors according to some implementations.

FIG. 5 illustrates a flow diagram of another exemplary process that includes

provisioning a processor with a key according to some implementations.

FIG. 6 illustrates a flow diagram of an exemplary process that includes

generating a validator according to some implementations.



FIG. 7 illustrates a flow diagram of another exemplary process that includes

generating a validator according to some implementations.

FIG. 8 illustrates an exemplary architecture of a processor having a secure key

manager component according to some implementations.

FIG. 9 illustrates another exemplary architecture of a processor having a

secure key manager component according to some implementations.

FIG. 10 is a block diagram of an illustrative architecture of a system

provisioned with a key.

DETAILED DESCRIPTION

KEY PROVISIONINGAND TESTING OVERVIEW

FIG. 1 illustrates an exemplary key-provisioning and testing environment 100

for provisioning keys to processors. The key-provisioning and testing environment

100 may include a key generator 102, a key-provisioner/tester 104, and a processor

106. The key generator 102 may generate key(s) (Kl) 108. The key (Kl) 108 may be

a shared secret type key (e.g., class 1 key and/or class 2 key).

The key-provisioner/tester 104 receives the key (Kl) 108 from the key

generator 102. The key-provisioner/tester 104 provides the processor 106 with key

(K2) 110. In some instances, the key (K2) 110 may be the same as the key (Kl) 108.

In other instances, the key (K2) 110 may be different from the key (Kl) 108 but

correspond to the key (Kl) 108. For example, the key-provisioner/tester 104 may

encrypt the key (Kl) 108 to generate the key (K2) 110.

The processor 106 may include a secure key manager component 112 and a

processor core 114. The secure key manager component 112 may provide the



processor core 114 with key 116, where the key 116 may be the same, numerically

and/or functionally, as the key (Kl) 108.

EXTERNAL KEY ENCRYPTION

FIG. 2 illustrates an exemplary key-provisioning environment 200 for

provisioning keys to processors.

The secure key manager component 112 of the processor 106 may include

nonvolatile memory 202, key cipher component 204, and a physically unclonable

functions (PUF) component 206. The nonvolatile memory 202 may include

programmable read-only memory (PROM), field programmable read-only memory

(FPROM) and/or one-time-programmable nonvolatile memory (OTP VM). The

nonvolatile memory 202 may include metal fuses and/or anti-fuses of CMOS

(complimentary metal-oxide-semiconductor) fabricated cells, and the fuses (and/or

anti-fuses) may be selectively blown or destroyed to program the nonvolatile memory

202.

The key cipher component 204 may be a decryption component and may be a

hardware only component. For example, the key cipher component 204 may be fixed

logic circuitry for providing cipher functions and may include one or more of

dedicated circuits, logic units, microcode, or the like. The key cipher component 204

may employ symmetric -key algorithms such as, but not limited to, Twofish, Serpent,

Advanced Encryption Standard (AES), Blowfish, CAST5, CAST-128, RC4, Data

Encryption Standard (DES), Triple DES (3DES), and International Data Encryption

Algorithm (IDEA).

The PUF component 206 may be a hardware only component that generates a

unique hardware key (KH) 208 based on one or more physical characteristics of the



processor 106. For example, the PUF component 206 may be fixed logic circuitry

and may include one or more of dedicated circuits, logic units, microcode, or the like.

The one or more physical characteristics of the processor 106 may be due to

manufacturing variations, which may be uncontrollable, that may be a result of

integrated circuit fabrication of the processor 106. For example, integrated circuits

that are of the same design may have timing differences due to manufacturing

variations of parameters such as dopant concentration and line widths. The PUF

component 206 may measure temporal response of various components of the

processor 106 and may generate the hardware key (KH) 208 based at least on the

measured temporal responses. The PUF component 206 may provide the key-

provisioner/tester 104 and the key cipher component204 with the hardware key (KH)

208.

The key-provisioner/tester 104 receives the key (Kl) 108 from the key

generator 102 and the hardware key (KH) 208 from the processor 106. The key-

provisioner/tester 104 may include a memory device 210 and a cipher device 212.

The key (Kl) 108 and the hardware key (KH) 208 may be stored, at least temporarily,

in the memory device 210. The cipher device 212 may include an encryption module

and a decryption module. The cipher device 212 may employ symmetric -key

algorithms such as, but not limited to, Twofish, Serpent, Advanced Encryption

Standard (AES), Blowfish, CAST5, CAST- 128, RC4, Data Encryption Standard

(DES), Triple DES (3DES), and International Data Encryption Algorithm (IDEA).

The cipher device 212 may encrypt the key (Kl) 108 with the hardware key

(KH) 208 to generate an encrypted key (E[K1]) 214. The key-provisioner/tester 104

may provide the encrypted key (E[K1]) 214 and control signals 216 to store the

encrypted key (E[K1]) 214 into the nonvolatile memory 202.



After the encrypted key (E[K1]) 214 is stored in the nonvolatile memory 202,

the key-provisioner/tester 104 may read the nonvolatile memory 202 to retrieve the

stored encrypted key (E[K1]) 214. The cipher device 212 may decrypt the encrypted

key (E[K1]) 214 retrieved from the nonvolatile memory 202 with the hardware key

( H) 208 to recover the key (Kl) 108. The key-provisioner/tester 104 may compare

the recovered key (Kl) 108 against a copy of the key (Kl) 108 retrieved from

memory device 210. Based at least on the comparison, the key-provisioner/tester 104

may validate the processor 106. If the recovered key (Kl) 108 and the copy of the

key (Kl) 108 retrieved from memory device 210 are not the same, the key-

provisioner/tester 104 may fail to validate the processor 106.

The secure key manager component 112 protects the integrity of key (Kl)

108. The secure key manager component 112 may protect the integrity of key (Kl)

108 by not retaining a copy of the key (Kl) 108. Thus, a physical attack on the secure

key manager component 112 to read the key (Kl) 108 will fail. In addition the secure

key manager component 112 may protect the integrity of key (Kl) 108 by not

retaining a copy of the hardware key (KH) 208. Thus, an attacker cannot read the

hardware key (KH) 208 from secure key manager component 112 and, consequently,

cannot access the hardware key (KH) 208 to decrypt the encrypted key (E[K1]) 214.

Physical attacks on the processor 106 may result in changes in the physical

characteristics of the processor 106. In some embodiments, changes in the physical

characteristics of the processor 106 may cause the PUF component 206 to no longer

generate a valid copy of the hardware key (KH) 208 that can be used to decrypt the

encrypted key (E[K1]) 214. Rather, the PUF component 206 may, as a consequence

of the physical changes to the processor 106, generate a different version of the

hardware key (KH) 208 that cannot be used to decrypt the encrypted key (E[K1]) 214.



During validation and/or final testing of the processor 106, the key-

provisioner/tester 104 may isolate the secure key manager component 112 from

communications with devices/entities that are external to the processor 106. The key-

provisioner/tester 104 may blow fuses and/or anti-fuses of the processor 106 and/or

set internal flags/bits that communicatively isolate the secure key manager component

112 from external devices/entities. In some embodiments, the secure key manager

component 112 may communicate only with processor core 114.

In the flow diagrams of FIGS. 3, 5, 6 and 7, each block may represent one or

more operations that may be implemented in hardware, firmware, software, or a

combination thereof. However, in some embodiments, some blocks may represent

one or more operations that may be implemented only in hardware, and in yet other

embodiments, some blocks may represent one or more operations that may be

implemented only in hardware or firmware. In the context of hardware, the blocks

may represent hardware-based logic that is executable by the secure key manager

component 112 to perform the recited operations. In the context of software or

firmware, the blocks may represent computer-executable instructions that, when

executed by a processor, cause the processor to perform the recited operations.

Generally, computer-executable instructions include routines, programs, objects,

modules, components, data structures, and the like that perform particular functions or

implement particular abstract data types. The order in which the blocks are described

is not intended to be construed as a limitation, and any number of the described

operations can be combined in any order and/or in parallel to implement the

processes. For discussion purposes, the processes 300, 500, 600 and 700 or FIGS. 3,

5, 6 and 7, respectively, are described with reference to one or more of the key-

provisioning environments 200, as described above, and 400, as described below,



although other models, systems and environments may be used to implement these

processes.

FIG. 3 illustrates a flow diagram of an exemplary process 300 that includes

provisioning the processor 106 with a key (Kl) 108. The process 400 may be

performed by the key-provisioner/tester 104 and the secure key manager component

112.

At 302, the key-provisioner/tester 104 may receive the key (Kl) 108 from the

key generator 102. In some embodiments, the key-provisioner/tester 104 may store,

at least temporarily, the received key (Kl) 108 in memory device 210. The key-

provisioner/tester 104 may delete the key (Kl) 108 from the memory device 206 after

successful validation of the processor 106 or after successful validation of a number

of processors 106, e.g., after a production run of processors 106.

At 304, the key-provisioner/tester 104 may challenge the PUF component 206

via control signals 216.

At 306, the PUF component 206 may generate the hardware key (KH) 208 in

response to the challenge from the key-provisioner/tester 104.

At 308, the key-provisioner/tester 104 may retrieve the hardware key (KH)

208 from the processor 106. In some embodiments, the key-provisioner/tester 104

may read the hardware key (KH) 208 from the secure key manager component 112,

and in other embodiments, the key-provisioner/tester 104 may read the hardware key

(KH) 208 from the nonvolatile memory 202. In some embodiments, the key-

provisioner/tester 104 may store, at least temporarily, the read the hardware key (KH)

208 in memory device 210. The key-provisioner/tester 104 may delete the hardware

key (KH) 208 from the memory device 206 after successful validation of the

processor 106 so that no other entity may acquire the hardware key (KH) 208.



At 310, the key-provisioner/tester 104 may encrypt the key (Kl) 108 with the

hardware key (KH) 208. The encryption of the key (Kl) 108 with the hardware key

(KH) 208 generates the encrypted key (E[K1]) 214.

At 312, the key-provisioner/tester 104 may provide the encrypted key (E[K1])

214 to the processor 106. In some embodiments, the key-provisioner/tester 104 may

write the encrypted key (E[K1]) 214 into the nonvolatile memory 202. In some

embodiments, the key-provisioner/tester 104 may program the encrypted key

(E[K1]) 214 into the nonvolatile memory 202 via control signals 216. In some

embodiments, the key-provisioner/tester 104 may blow fuses (or anti-fuses) of the

nonvolatile memory 202 via the control signals 216 to store, write, or program the

encrypted key (E[K1]) 214 into the nonvolatile memory 202.

At 314, the key-provisioner/tester 104 may retrieve the encrypted key

(E[K1]) 214 from the processor 106. In some embodiments, the key-

provisioner/tester 104 may retrieve the encrypted key (E[K1]) 214 from the processor

106 by signaling, via control signals 216, the processor 106, and the processor 106

may provide the encrypted key (E[K1]) 214 to the key-provisioner/tester 104. In

some embodiments, the key-provisioner/tester 104 may signal, via control signals

216, the secure key manager component 112, and the secure key manager component

112 may provide the encrypted key (E[K1]) 214 to the key-provisioner/tester 104. In

some embodiments, the key-provisioner/tester 104 may read the encrypted key

(E[K1]) 214 from the nonvolatile memory 202.

At 316, the key-provisioner/tester 104 may validate the encrypted key

(E[K1]) 214. The key-provisioner/tester 104 may decrypt the retrieved encrypted key

(E[K1]) 214 with the hardware key (KH) 208. In some embodiments, the key-

provisioner/tester 104 may retrieve the hardware key (KH) 208 from the memory



device 210. In other embodiments, the key-provisioner/tester 104 may retrieve the

hardware key (KH) 208 from the processor 106. In some embodiments, the key-

provisioner/tester 104 may read the hardware key (KH) 208 from the nonvolatile

memory 202. The decryption of the encrypted key (E[K1]) recovers the key (Kl)

108. The key-provisioner/tester 104 may compare the recovered key (Kl) 108 with a

known valid version of the key (Kl) 108. The known valid version of the key (Kl)

108 may be a copy retrieved from the memory device 210 or a copy received from the

key generator 102. The key-provisioner/tester 104 may validate the encrypted key

(E[K1]) 214 if the known valid version of the key (Kl) 108 and the recovered key

(Kl) 108 are the same.

At 318, the key-provisioner/tester 104 may protect the integrity of the secure

key manager component 112. The key-provisioner/tester 104 may provide control

signals 216 that isolate the secure key manager component 112 from sources/devices

that are external to the processor 106. For example, the key-provisioner/tester 104

may signal a component of the processor 106 to prevent external access to the secure

key manager component 112. The key-provisioner/tester 104 may blow fuses, or anti-

fuses, of the processor 106 to prevent external access to the secure key manager

component 112. In some embodiments, the key-provisioner/tester 104 may prevent

external access to the PUF component 206 while permitting external access to at least

one other component of the secure key manager component 112.

In some embodiments, the hardware key (KH) 208 is not written into the

nonvolatile memory 202 or other memory of the processor 106. The PUF component

206 may generate the hardware key (KH) 208 each time that the key cipher

component 204 requires the key hardware key (KH) 208. The key-provisioner/tester

104 may protect the integrity of the secure key manager component 112 by preventing



external access to the PUF component 206, even if other components of the secure

key manager component 112 are externally accessible. Because the hardware key

(KH) 208 is not written into the nonvolatile memory 202 or other memory of the

processor 106, an attempt to read the hardware key (KH) 208 from the processor 106

will be unsuccessful after the key-provisioner/tester 104 protects the integrity of the

secure key manager component 112.

At 320, the key-provisioner/tester 104 may complete testing of the processor

106. Upon the processor 106 passing tests by the key-provisioner/tester 104, the key-

provisioner/tester 104 may validate the processor 106.

INTERNAL KEY ENCRYPTION

FIG. 4 illustrates an exemplary key-provisioning environment 400 for

provisioning keys to processors. In this embodiment, the security of the hardware key

(KH) 208 may be further enhanced by not providing the hardware key (KH) 208 to

the key-provisioner/tester 104 or to any entity, component, or device that is external

to the processor 106. The processor 106 may be manufactured such that the hardware

key (KH) 208 is not distributed, nor accessible from, outside of the processor 106.

The secure key manager component 112 of the processor 106 may include

nonvolatile memory 202, key cipher component 204, and a physically unclonable

functions (PUF) component 206, and a built-in self-tester (BIST) component 402.

The key cipher component 204 may be an encryption and decryption

component and may be a hardware only component. The key cipher component 204

may employ symmetric -key algorithms such as, but not limited to, Twofish, Serpent,

Advanced Encryption Standard (AES), Blowfish, CAST5, CAST-128, RC4, Data

Encryption Standard (DES), Triple DES (3DES), and International Data Encryption



Algorithm (IDEA).

The PUF component 206 may be a physical component that generates the

unique hardware key (KH) 208 based on one or more physical characteristics of the

processor 106. The PUF component 206 may provide the key cipher component 204

with the hardware key (KH) 208. The PUF component 206 may be isolated from

external devices/entities such as the key-provisioner/tester 104. The isolation of the

PUF component 206 from external devices/entities may prevent the hardware key

(KH) 208 from being distributed, or accessible from, outside of the processor 106.

The BIST component 402 may check the validity of the encrypted key (E[K1])

214 and may provide the key-provisioner/tester 104 with validator 404. The BIST

component 402 may be fixed logic circuitry for performing at least some of the

operations discussed herein and may include one or more of dedicated circuits, logic

units, microcode, or the like. Validator 404 may provide an indication of whether or

not the encrypted key (E[Kl]) 214 is valid. For example, the validator 404 may

include a flag (e.g., 1/0) indicating that the indicating that the encrypted key (E[K1])

214 is valid or invalid (e.g., l=valid, 0=invalid). As another example, the validator

404 may include content, such as a ciphertext, from which the key-

provisioner/tester 104 may determine whether the encrypted key (E[K1]) 214 is valid

or invalid.

The key-provisioner/tester 104 receives the key (Kl) 108 from the key

generator 102. In some embodiments, the key-provisioner/tester 104 may store, at

least temporarily, the key (Kl) 108 in the memory device 210. The key-

provisioner/tester 104 may provide the key (Kl) 108 and control signals 216 to the

processor 106 to store the encrypted key (E[K1]) 214 into the nonvolatile memory

202. In some embodiments, the key-provisioner/tester 104 may provide the key



(Kl) 108 to the key cipher component 204 and may provide the key (Kl) 108 to the

BIST component 402.

The control signals 216 may instruct the processor 106 to generate the

encrypted key encrypted key (E[K1]) 214 and store the encrypted key encrypted key

(E[K1]) 214 in the nonvolatile memory 202. The control signals 216 may cause the

PUF component 206 to generate the hardware key (KH) 208. The key cipher

component 204 receives the key (Kl) 108 and the hardware key (KH) 208. The key

cipher component 204 may employ a symmetric cipher algorithm to encrypt the key

(Kl) 108 with the hardware key (KH) 208, thereby generating the encrypted key

(E[K1]) 214. The encrypted key (E[K1]) 214 is stored in the nonvolatile memory

202.

The control signals 216 may instruct the processor 106 to validate the

encrypted key encrypted key (E[K1]) 214. The stored encrypted key (E[K1]) 214

may be retrieved from the nonvolatile memory 202 and provided to the key cipher

component 204. The key cipher component 204 may employ decrypt the encrypted

key (E[K1]) 214 with the hardware key (KH) 208, thereby revealing a purported copy

of the key (Kl) 108. The BIST component 402 may receive a validation indicator

(V/I) 406 and the key (Kl) 108.

In some embodiments, the validation indicator 406 may be a key that is

purportedly the same as the key (Kl) 108. The BIST component 402 may compare

the key 108 and the validation indicator 406. If the validation indicator 406 and the

key (Kl) 108 are the same, the BIST component 402 may validate the encrypted key

(E[K1]) 214. The BIST component 402 may generate the validator 404, which

indicates whether the encrypted key (E[K1]) 214 is valid or invalid, and may provide

the validator 404 to the key-provisioner/tester 104.



In some embodiments, the validation indicator 406 may be a ciphertext

generated by key cipher component 204. The key cipher component 204 may encrypt

data, which is known by the key-provisioner/tester 104, with the revealed purported

copy of the copy of the key (Kl) 108, thereby generating the ciphertext. The BIST

component 402 may include at least a portion of the ciphertext in the validator 404.

The cipher device 212 of the key-provisioner/tester 104 may encrypt the known data

with the key (Kl) 108, thereby generating reference ciphertext. The key-

provisioner/tester 104 may compare at least a portion of the reference ciphertext with

validator 404 and determine whether the encrypted key (E[K1]) 214 is valid or

invalid.

In some embodiments, the validation indicator 406 may be data/text generated

by the key cipher component 204. The key cipher component 204 may decrypt

ciphertext, which is known by the key-provisioner/tester 104, with the revealed

purported copy of the copy of the key (Kl) 108, thereby generating the data/text. The

BIST component 402 may include at least a portion of the data/text in the validator

404. The cipher device 212 of the key-provisioner/tester 104 may compare at least a

portion of the data/text included in the validator 404 with the known reference

data/text and determine whether the encrypted key (E[K1]) 214 is valid or invalid.

In some embodiments, the validation indicator 406 may be a hash value. The

key cipher component 204 may perform a hash function, which is known by the key-

provisioner/tester 104, on the revealed purported copy of the key (Kl) 108, thereby

generating recognizable content. The BIST component 402 may include at least a

portion of the hash value in the validator 404. The cipher device 212 of the key-

provisioner/tester 104 generate a reference hash value by performing the same hash



function on the key (Kl) 108 and comparing the reference hash value with the hash

value in the validator 406.

FIG. 5 illustrates a flow diagram of an exemplary process 500 that includes

provisioning the processor 106 with a key (Kl) 108. The process 500 may be

performed by the key-provisioner/tester 104 and the secure key manager component

112.

At 502, the key-provisioner/tester 104 may receive the key (Kl) 108 from the

key generator 102. In some embodiments, the key-provisioner/tester 104 may store,

at least temporarily, the received key (Kl) 108 in memory device 210. In other

embodiments, the received key (Kl) 108 is not stored in memory device 210.

At 504, the key-provisioner/tester 104 may challenge the PUF component 206

via control signals 216.

At 506, the PUF component 206 may generate the hardware key (KH) 208 in

response to the challenge from the key-provisioner/tester 104.

At 508, the key-provisioner/tester 104 may provide the key (Kl) 108 to the

processor 106. In some embodiments, the key-provisioner/tester 104 may provide the

key (Kl) 108 to the secure key manager component 112, and in other embodiments,

the key-provisioner/tester 104 may provide the key (Kl) 108 to the key cipher

component 204.

At 5 10, the key cipher component 204 may encrypt the key (Kl) 108 with the

hardware key (KH) 208. The encryption of the key (Kl) 108 with the hardware key

(KH) 208 generates the encrypted key (E[K1]) 214.

At 512, the encrypted key (E[K1]) 214 may be stored in the nonvolatile

memory 202. The key-provisioner/tester 104 may provide control signals 216 that

permit the encrypted key (E[K1]) 214 to be written or programmed into the



nonvolatile memory 202. The control signals 216 may permit fuses (or anti-fuses) of

the nonvolatile memory 202 to be blown.

At 514, the BIST component 402 generates the validator 404.

At 516, the validator 404 may be provided to the key-provisioner/tester 104.

In some embodiments, the key-provisioner/tester 104 may read the validator 404 from

the BIST component 402. In other embodiments, the processor 106 may transmit the

validator 404 to the key-provisioner/tester 104.

At 518, the key-provisioner/tester 104 may validate the encrypted key

(E[K1]) 214 based at least in part on the validator 404. In some embodiments, the

validator 404 may include a flag (e.g., 1/0) indicating that the indicating that the

encrypted key (E[Kl]) 214 is valid or invalid (e.g., l=valid, 0=invalid). In other

embodiments, the validator 404 may include recognizable content, which is

recognizable to the key-provisioner/tester 104, and the key-provisioner/tester 104 may

validate the encrypted key (E[K1]) 214 based at least in part on the recognizable

content. For example, the recognizable content may be ciphertext that the key-

provisioner/tester 104 may decrypt with the key (Kl) 108, or may be data/text that the

key-provisioner/tester 104 may compare with reference data/text, or may be a hash

value that the key-provisioner/tester 104 may compare with a reference hash value

(e.g., the key-provisioner/tester 104 may generate the reference hash value based at

least in part on the key (Kl) 108), or may be a portion of a key that is purportedly the

same as the key (Kl) 108.

At 520, the key-provisioner/tester 104 may protect the integrity of the secure

key manager component 112. The key-provisioner/tester 104 may provide control

signals 216 that isolate the secure key manager component 112 from sources/devices

that are external to the processor 106. For example, the key-provisioner/tester 104



may signal a component of the processor 106 to prevent external access to the secure

key manager component 112. The key-provisioner/tester 104 may blow fuses, or anti-

fuses, of the processor 106 to prevent external access to the secure key manager

component 112.

In some embodiments, the hardware key (KH) 208 is not written into the

nonvolatile memory 202 or other memory of the processor 106. The PUF component

206 may generate the hardware key (KH) 208 each time that the key cipher

component 204 requires the key hardware key (KH) 208. The key-provisioner/tester

104 may protect the integrity of the secure key manager component 112 by preventing

external access to the PUF component 206, even if other components of the secure

key manager component 112 are externally accessible. Because the hardware key

(KH) 208 is not written into the nonvolatile memory 202 or other memory of the

processor 106, an attempt to read the hardware key (KH) 208 from the processor 106

will be unsuccessful after the key-provisioner/tester 104 protects the integrity of the

secure key manager component 112.

At 522, the key-provisioner/tester 104 may complete testing of the processor

106. Upon the processor 106 passing tests by the key-provisioner/tester 104, the key-

provisioner/tester 104 may validate the processor 106.

FIG. 6 illustrates a flow diagram of an exemplary process 600 for generating

the validator 404. The process 500 may be performed by the key-provisioner/tester

104 and the secure key manager component 112.

At 602, the encrypted key (E[K1]) 214 may be retrieved from the nonvolatile

memory 202.

At 604, the key-provisioner/tester 104 may challenge the PUF component 206

via control signals 216.



At 606, the PUF component 206 may generate the hardware key (KH) 208 in

response to the challenge from the key -provisioner/tester 104.

At 608, the key cipher component 204 may decrypt the retrieved encrypted

key (E[K1]) 214 with the hardware key (KH) 208. The decryption of the encrypted

key (E[K1]) 214 with the hardware key (KH) 208 reveals a key that is purportedly the

same as the key (Kl) 108.

At 610, at least a portion of the key that is purportedly the same as the key

(Kl) 108 may be included in the validator 404.

FIG. 7 illustrates a flow diagram of another exemplary process 700 for

generating the validator 404. The process 700 may be performed by the key-

provisioner/tester 104 and the secure key manager component 112.

At 702, the encrypted key (E[K1]) 214 may be retrieved from the nonvolatile

memory 202.

At 704, the key-provisioner/tester 104 may challenge the PUF component 206

via control signals 216.

At 706, the PUF component 206 may generate the hardware key (KH) 208 in

response to the challenge from the key-provisioner/tester 104.

At 708, the key cipher component 204 may decrypt the retrieved encrypted

key (E[K1]) 214 with the hardware key (KH) 208. The decryption of the encrypted

key (E[K1]) 214 with the hardware key (KH) 208 reveals a key that is purportedly the

same as the key (Kl) 108.

At 710, the key cipher component 204 may generate recognizable content, i.e.,

content that is recognizable to the key-provisioner/tester/provisioner 104. The key

cipher component 204 may encrypt data, which is known by the key-

provisioner/tester 104, with the revealed purported copy of the key (Kl) 108, thereby



generating ciphertext recognizable to the key-provisioner/tester 104. The key cipher

component 204 may decrypt ciphertext, which is known by the key-provisioner/tester

104, with the revealed purported copy of the key (Kl) 108, thereby generating text

recognizable to the key-provisioner/tester 104. The key cipher component 204 may

perform a hash function, which is known by the key-provisioner/tester 104, on the

revealed purported copy of the key (Kl) 108, thereby generating recognizable

content. The key cipher component 204 may provide a portion of the revealed

purported copy of the key (Kl) 108, thereby generating recognizable content.

At 712, the BIST component 402 may include at least a portion of the

recognizable content in the validator 404.

EXEMPLARY ARCHITECTURE

FIG. 8 illustrates an exemplary architecture 800 of the processor 102

having a secure key manager component 802. The secure key manager component

802 may include nonvolatile memory 804, key cipher component 806 and PUF

component 808. The nonvolatile memory 804 may include fuses 810 and/or anti-

fuses 812. In some embodiments, the encrypted key (E[K1]) 214 may be

written/programmed into the nonvolatile memory 804 by blowing fuses 810 and/or

anti-fuses 812.

In some embodiments, the secure key manager component 802, the

nonvolatile memory 804, the key cipher component 806 and the PUF component 808

may be the same as, or similar to, the secure key manager component 112, the

nonvolatile memory 202, the key cipher component 204 and the PUF component 206.

The processor 106 may include contacts 814, interconnects 816 and an

initializer component 818. The initializer component 818 may be fixed logic circuitry



for performing at least some of the operations discussed herein and may include one

or more of dedicated circuits, logic units, microcode, or the like. The contacts 814

provide electrical connectivity with external devices, and the interconnects 816

provide electrical connectivity with internal components of the processor 106.

The key-provisioner/tester 104 provides the initializer component 818 with

control signals 216 in testing and/or validating the processor 106. The initializer

component 818 may respond to the control signals 216 to test and validate

components of the processor 106. The key-provisioner/tester 104 may interface with

the initializer component 818 to provision the processor 106 with the key (Kl) 108.

The operations of the initializer component 818 can be implemented in hardware,

firmware, software, or a combination thereof. In some embodiments, the key-

provisioner/tester 104 may set flags and/or bits in the initializer component 818 that

communicatively isolate the secure key manager component 802 from external

devices. Typically, the key-provisioner/tester 104 may set such flags and/or bits

during final testing/validation of the processor 106.

In some embodiments, the contacts 814 and/or initializer component 818 may

include fuses 820 and/or anti-fuses 822. The key-provisioner/tester 104 may blow

fuses 820 and/or anti-fuses 822 that communicatively isolate the secure key manager

component 802 from external devices. For example, the key-provisioner/tester 104

may blow fuses 820 and/or anti-fuses 822 of the initializer component 818, which

may then prevent the initializer component 818 from further communications with the

secure key manager component 802. As another example, the key-provisioner/tester

104 may blow fuses 820 and/or anti-fuses 822 of the contacts 814, which may isolate

the interconnect 816a from contacts 814. Typically, the key-provisioner/tester 104



may blow fuses 820 and/or anti-fuses 822 during final testing/validation of the

processor 106.

FIG. 9 illustrates another exemplary architecture 900 of the processor 102

having the secure key manager component 802. The secure key manager component

802 may include BIST component 902. The BIST component 902 may check the

validity of the encrypted key (E[K1]) 214 and may provide the key-provisioner/tester

104 with validator 404.

In some embodiments, the secure key manager component 802, the

nonvolatile memory 804, the key cipher component 806, the PUF component 808,

and the BIST component 902 may be the same as secure key manager component

112, the nonvolatile memory 202, the key cipher component 204, the PUF component

206 and BIST component 402.

The exemplary environments and architectures described herein are merely

examples suitable for some implementations and are not intended to suggest any

limitation as to the scope of use or functionality of the environments, architectures

and frameworks that can implement the processes, components and features described

herein. Thus, implementations herein are operational with numerous environments or

architectures, and may be implemented in general purpose and special-purpose

computing systems, or other devices having processing capability. Generally, any of

the functions described with reference to the figures can be implemented using

software, hardware (e.g., fixed logic circuitry) or a combination of these

implementations. The term "module," "mechanism" or "component" as used herein

generally represents software, hardware, or a combination of software and hardware

that can be configured to implement prescribed functions. For instance, in the case of

a software implementation, the term "module," "mechanism" or "component" can



represent program code (and/or declarative-type instructions) that performs specified

tasks or operations when executed on a processing device or devices (e.g., CPUs or

processors). The program code can be stored in one or more computer-readable

memory devices or other computer storage devices. Thus, the processes, components

and modules described herein may be implemented by a computer program product.

Furthermore, this disclosure provides various example implementations, as

described and as illustrated in the drawings. However, this disclosure is not limited to

the implementations described and illustrated herein, but can extend to other

implementations, as would be known or as would become known to those skilled in

the art. Reference in the specification to "one implementation," "this

implementation," "these implementations" or "some implementations" means that a

particular feature, structure, or characteristic described is included in at least one

implementation, and the appearances of these phrases in various places in the

specification are not necessarily all referring to the same implementation.

Illustrative System

FIG. 10 is a block diagram of an illustrative architecture of a system

provisioned with a key. The system 1000 may include one or more processors 1002-

1, 1002-N (where N is a positive integer > 1), each of which may include one or

more processor cores 1004-1, 1004-M (where M is a positive integer > 1). In

some implementations, as discussed above, the processor(s) 1002 may be a single

core processor, while in other implementations, the processor(s) 1002 may have a

large number of processor cores, each of which may include some or all of the

components illustrated in FIG. 10. For example, each processor core 1004-1,

1004-M may include an instance of logic 1006 for interacting with a register file

1008-1, 1008-M and/or performing at least some of the operations discussed



herein. The logic 1006 may include one or more of dedicated circuits, logic units,

microcode, or the like.

The processor(s) 1002 and processor core(s) 1004 can be operated, via an

integrated memory controller (IMC) 1010 in connection with a local interconnect

1016, to read and write to a memory 1012. The processor(s) 1002 and processor

core(s) 1004 can also execute computer-readable instructions stored in the memory

1012 or other computer-readable media. The memory 1012 may include volatile and

nonvolatile memory and/or removable and non-removable media implemented in any

type of technology for storage of information, such as computer-readable instructions,

data structures, program modules or other data. Such memory may include, but is not

limited to, RAM, ROM, EEPROM, flash memory or other memory technology. In

the case in which there are multiple processor cores 1004, in some implementations,

the multiple processor cores 1004 may share a shared cache 1014, which may be

accessible via the local interconnect 1016.

Additionally, storage 1018 may be provided for storing data, code, programs,

logs, and the like. The storage 1018 may be accessible via an interconnect 1042 and

may include solid state storage, magnetic disk storage, RAID storage systems, storage

arrays, network attached storage, storage area networks, cloud storage, CD-ROM,

digital versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic

tape, or any other medium which can be used to store desired information and which

can be accessed by a computing device. Depending on the configuration of the

system 1000, the memory 1012 and/or the storage 1018 may be a type of computer

readable storage media and may be a non-transitory media.

In various embodiments, the local interconnect 1016 may also communicate

with a graphical controller (GFX) 1020 to provide graphics processing. In some

embodiments, the local interconnect 1016 may communicate with a system agent



1022. The system agent 1022 may be in communication with a hub 1024, which

connects a display engine 1026, a PCIe 1028, and a DMI 1030.

The memory 1012 may store functional components that are executable by the

processor(s) 1002. In some implementations, these functional components comprise

instructions or programs 1032 that are executable by the processor(s) 1002. The

example functional components illustrated in FIG. 10 further include an operating

system (OS) 1034 to mange operation of the system 1000.

The system 1000 may include one or more communication devices 1036 that

may accessible via the interconnect 1042, and the communication devices 136 may

include one or more interfaces and hardware components for enabling communication

with various other devices over a communication link, such as one or more networks

1038. For example, communication devices 1036 may facilitate communication

through one or more of the Internet, cable networks, cellular networks, wireless

networks (e.g., Wi-Fi, cellular) and wired networks. Components used for

communication can depend at least in part upon the type of network and/or

environment selected. Protocols and components for communicating via such

networks are well known and will not be discussed herein in detail.

The system 1000 may further be equipped with various input/output (I/O)

devices 1040 that may accessible via the interconnect 1042. Such I/O devices 1040

may include a display, various user interface controls (e.g., buttons, joystick,

keyboard, touch screen, etc.), audio speakers, connection ports and so forth. An

interconnect 1024, which may include a system bus, point-to-point interfaces, a

chipset, or other suitable connections and components, may be provided to enable

communication between the processors 1002, the memory 1012, the storage 1018, the

communication devices 1036, and the I/O devices 1040.



CONCLUSION

Although the subject matter has been described in language specific to

structural features and/or methodological acts, the subject matter defined in the

appended claims is not limited to the specific features or acts described above.

Rather, the specific features and acts described above are disclosed as example forms

of implementing the claims. This disclosure is intended to cover any and all

adaptations or variations of the disclosed implementations, and the following claims

should not be construed to be limited to the specific implementations disclosed in the

specification. Instead, the scope of this document is to be determined entirely by the

following claims, along with the full range of equivalents to which such claims are

entitled.



CLAIMS

1. A processor comprising:

at least one interconnect;

nonvolatile memory having an encrypted first key stored therein;

a first logic to generate a hardware key based at least in part on at least one

unique physical characteristic of the processor; and

a second logic connected to the nonvolatile memory and the first logic by the

at least one interconnect, the second logic to decrypt the encrypted first key with at

least the hardware key to reveal the first key.

2. A processor as recited in claim 1, wherein the hardware key is unique

to the processor.

3. A processor as recited in claim 1, wherein the second logic is only a

decryption component.

4. A processor as recited in claim 1, wherein the nonvolatile memory

includes a one-time only programmable memory.

5. A processor as recited in claim 4, wherein the nonvolatile memory

includes at least one fuse.

6. A processor as recited in claim 4, wherein the nonvolatile memory

includes at least one anti-fuse.



7. A processor as recited in claim 1, wherein the second logic is includes

a decryption component and an encryption component.

8. A processor as recited in claim 1, further comprising:

at least one contact; and

a third logic to provide, at a first time, a communication path between the at

least one contact and at least one of the non-volatile memory, the first logic, and the

second logic, and wherein at a second time, which is later than the first time, the third

logic permanently disables the communication path.

9. A processor as recited in claim 1, wherein during manufacture of the

processor at a first time, the first logic generates the hardware key, in response to a

challenge from an external device, for the second logic and for the external device,

wherein the external device employs the hardware key to encrypt the first key, stores

the encrypted first key into the nonvolatile memory, and reads the encrypted first key

from the nonvolatile memory, wherein during the manufacture of the processor at a

second time that is after the first time, the processor 106 receives control signals that

permanently isolate at least one of the nonvolatile memory, the first logic, and the

second logic from all devices that are external to the processor.

10. A processor as recited in claim 1, further comprising:

a third logic to generate a validator that indicates whether the encrypted first

key stored in the nonvolatile memory is valid or invalid, wherein during manufacture

of the processor at a first time, the first logic generates the hardware key, in response

to a challenge from an external device, for the second logic and for the third logic,



wherein the second logic decrypts the encrypted first key with at least the hardware

key to reveal a purported first key and provides the third logic with a validation

indicator based at least on the purported first key, and wherein the third logic

generates the validator based at least on the validation indicator.

11. A processor as recited in claim 10, wherein the processor 106 is

manufactured such that the nonvolatile memory is never readable nor writable by a

device that is external to the processor.

12. A processor as recited in claim 10, wherein during the manufacture of

the processor at a second time that is after the first time, the processor 106 receives

control signals that permanently isolate at least one of the nonvolatile memory, the

first logic, and the second logic from all devices that are external to the processor.

13. A method of provisioning a key to a processor, comprising:

receiving a unique hardware key generated by a first logic of the

processor;

permanently storing an encrypted first key in nonvolatile memory of the

processor;

detecting whether the stored encrypted first key is valid; and

isolating at least one of the first logic and the nonvolatile memory of the

processor from all sources that are exterior to the processor in response to detecting

that the stored encrypted first key is valid.



14. A method as recited in claim 13, wherein the permanently storing an

encrypted first key in nonvolatile memory of the processor comprises:

encrypting the first key with the hardware key at a cipher device that is

external to the processor; and

writing, by a device that is external to the processor, the encrypted first

key into the nonvolatile memory.

15. A method as recited in claim 14, wherein the detecting whether the

stored encrypted first key is valid comprises:

reading, by a device that is external to the processor, the encrypted first

key from the nonvolatile memory;

decrypting the read encrypted first key with the hardware key at the cipher

device that is external to the processor to reveal a purported first key; and

employing at least a portion of the purported first key in the detection of

whether the stored encrypted first key is valid.

16. A method as recited in claim 14, wherein the isolating at least one of

the first logic and the nonvolatile memory of the processor from all sources that are

exterior to the processor comprises:

providing control signals, by a device that is external to the processor, to

the processor; and

permanently disabling at least one communication path in response to the

control signal.



17. A method as recited in claim 13, further comprising:

generating, by the first logic of the processor, the unique hardware key in

response to external control signals provided by a device that is external to the

processor;

wherein receiving a unique hardware key generated by a first logic of the

processor comprises receiving the unique hardware key at a second logic that is

internal to the processor; and

wherein the permanently storing an encrypted first key in nonvolatile memory

of the processor comprises;

receiving the first key at the second logic;

encrypting the first key with the hardware key at the cipher device that is

external to the processor; and

receiving control signals that enable the encrypted first key to be written

into the nonvolatile memory.

18. A method as recited in claim 17, wherein the detecting whether the

stored encrypted first key is valid comprises:

reading, by the second logic, the encrypted first key from the nonvolatile

memory;

decrypting the read encrypted first key with the hardware key at the second

logic to reveal a purported first key; and

generating, within the processor, a validator that indicates whether the

encrypted first key is valid or invalid based at least in part on at least a portion of the

purported first key; and

providing the validator to a device that is external to the processor.



19. A method as recited in claim 17, wherein the isolating at least one of

the first logic and the nonvolatile memory of the processor from all sources that are

exterior to the processor comprises:

providing control signals, by a device that is external to the processor, to

the processor; and

permanently disabling at least one communication path in response to the

control signal.

20. A method of provisioning a key to a processor, comprising:

generating by a first logic within a processor a unique hardware key based at

least in part on at least one physical characteristic of the processor;

encrypting with a second logic of the processor a first key based at least on the

hardware key, wherein the cipher component receives; and

permanently storing the encrypted first key in nonvolatile memory of the

processor.

21. A method as recited in claim 20, further comprising:

manufacturing the processor such that the nonvolatile memory of

processor is never directly accessible by a device that is external to the processor.

22. A method as recited in claim 20, further comprising:

determining whether the stored encrypted first key is valid; and

isolating at least one of the first logic and the second logic of the processor

all sources that are exterior to the processor in response to control signals.



23. A method as recited in claim 22, further comprising:

reading, by the second logic, the encrypted first key from the nonvolatile

memory;

decrypting the read encrypted first key with the hardware key at the second

logic to reveal a purported first key; and

generating, within the processor, a validator that indicates whether the

encrypted first key is valid or invalid based at least in part on at least a portion of the

purported first key; and

providing the validator to a device that is external to the processor.

24. A system comprising:

at least one processor including:

at least one interconnect;

nonvolatile memory having an encrypted first key stored therein;

a first logic to generate a hardware key based at least in part on at least one

unique physical characteristic of the processor; and

a second logic connected to the nonvolatile memory and the first logic by

the at least one interconnect, the second logic to decrypt the encrypted first key with

at least the hardware key to reveal the first key.

25. A system as recited in claim 24, further comprising:

a key provisioner to encrypt a reference key with the hardware key and to

provide the encrypted reference key to the at least one processor, wherein the

reference key is the first key.



26. A system as recited in claim 25, wherein the key provisioner validates

the encrypted first key stored in the nonvolatile memory by:

retrieving the encrypted first key from the nonvolatile memory,

decrypting the retrieved encrypted first key with at least the hardware key to

reveal the first key,

comparing the revealed first key with the reference key, and

detecting that the revealed first key and the reference key are the same based

at least on the comparison of the revealed first key and the reference key.

27. A system as recited in claim 24, further comprising:

a key provisioner to provide the first key and control signals to the at least one

processor, wherein the first logic of the at least one processor generates the hardware

key in response to the control signals, wherein in response to the control signals, the

second logic encrypts the first key with the hardware key and stores the encrypted

first key in the nonvolatile memory.
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