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(57) ABSTRACT 

Automatically updating electronic devices using a push 
model. A set of electronic devices may be selected for an 
update. A first plurality of devices of the set of devices for 
which the update is valid may be determined in accordance 
with a set of rules, e.g., safety check rules or business rules, 
where the determining is based on Stored configuration 
information for each of the devices. Current configuration 
information and accessibility information may be received 
for each of the first plurality of devices, and based on the 
received current configuration information and accessibility 
information and the stored configuration information, a 
second plurality of devices of the set of devices for which 
the update is valid may be determined, where the second 
plurality is a subset of the first plurality. The update may be 
applied automatically to at least some of the second plurality 
of devices. 
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UPDATING ELECTRONIC DEVICES USING 
A PUSH MODEL 

FIELD OF THE INVENTION 

0001. This invention relates to electronic device updating 
in general, and more particularly, to automatic updating of 
electronic devices using a push model. 

DESCRIPTION OF THE RELATED ART 

0002 The modern proliferation of networked electronic 
devices, particularly the “Internet of Things” (IOT), e.g., 
machine to machine network interactions, and accelerated 
development cycles has resulted in an increase in firmware, 
Software, or configuration updates, whereby the devices may 
be modified, e.g., to provide updated feature sets, correct 
bugs or other errors, and so forth, e.g., by a central entity. 
0003. In typical electronic device (firmware, software, or 
configuration) updating approaches, a vendor or manufac 
turer informs devices (or users of such devices) that an 
update, e.g., a new version of the firmware, is available, and 
the devices (or endpoints) “come and get it if they want it. 
In other words, the devices are updated via a “pull model”, 
where the devices “pull the update from some server 
computer(s), e.g., over a network, e.g., the Internet, as 
desired. In other words, the devices themselves (under 
control of their users) are responsible for requesting or 
initiating the updates. FIG. 1 is a high level illustration of 
electronic device updating using a pull model, according to 
the prior art. As FIG. 1 shows, each electronic device 12 (A. 
B, C, and D) requests or initiates an update from a configu 
ration device 10, e.g., via a request sent from the electronic 
device to the configuration device 10, as indicated by the 
dashed arrows in the figure. In response to these device 
requests/initiations, the configuration device 10 updates 
each device, e.g., by sending an update package to the device 
over the network and applying the update to the device. Note 
that as used herein, similar or identical devices may be 
referred to generically or collectively by a single alphanu 
meric reference, e.g., electronic devices 10, and may be 
distinguished individually via alphabetic Suffixes, e.g., 
respective electronic devices 10A, 10B, and so forth. 
0004. However, there are disadvantages to the “pull 
model” approach. For example, a user of a device may not 
be timely in initiating Such an update after an update 
notification, and thus, the associated device may remain 
Vulnerable to some newly discovered threat against which a 
timely update may have protected the device. As another 
example, particularly regarding the IOT, electronic devices 
increasingly operate on a machine-to-machine basis, where 
many (or even most) machines do not have an associated 
direct user, but rather, interact with, and operate primarily 
(or even exclusively) with respect to, other machines, and 
thus do not lend themselves to user mediated updating, e.g., 
stationary routers, gasoline storage tanks, remote instru 
ments, thermostats, and so forth. Such “thing endpoints, not 
having an owner like a Smartphone does, are rarely granted 
the autonomy to make a “pull decision regarding device 
updates. 
0005 Accordingly, improved systems and methods for 
updating electronic devices are needed. 

SUMMARY OF THE INVENTION 

0006 Systems and methods for updating electronic 
devices via a push model are presented. 
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0007. A system for updating devices using a push model 
may include a processor, and a memory medium coupled to 
the processor, where the memory medium stores program 
instructions executable by the processor to perform embodi 
ments of the following method. For example, the processor 
and memory medium may be included in a configuration 
device that is communicatively coupled to a plurality of 
electronic devices, e.g., stationary routers, Smartphones, 
etc., for which updates may be required or desired. 
0008. In some embodiments, a set of target devices may 
be selected for an update, and a first plurality of target 
devices of the set of target devices for which the update is 
valid may be determined in accordance with a set of rules, 
e.g., safety check rules and/or business rules. In some 
embodiments, the rules may apply to multiple different 
device types or models. 
0009. The determining of the first plurality of target 
devices may be based on stored configuration information 
for each of the target devices. Current configuration infor 
mation and accessibility information for each of the first 
plurality of target devices may be received, and, based on the 
received current configuration information, the accessibility 
information, and the stored configuration information, a 
second plurality of target devices of the set of target devices 
for which the update is valid may be determined. The current 
configuration for each target device may be received from 
one or more of the target device, cloud storage, or a storage 
device. The second plurality may be a subset of the first 
plurality. In some embodiments, determining the second 
plurality of target devices of the set of target devices may be 
further based on the set of rules. 
0010. The update may then be applied to each of at least 
Some of the second plurality of target devices. 
0011. In some embodiments, determining the first plural 
ity of target devices of the set of target devices for which the 
update is valid may include determining compatibility of the 
update with one or more of hardware of each target device, 
Software of each target device, or configuration information 
of each target device. Determining compatibility of the 
update may be based at least partly on one or more of 
version of software for each target device, or version of 
configuration information for each target device. 
0012. The update may be any of a variety of kinds of 
update, e.g., the update may include one or more of firm 
ware modification, firmware configuration modification, 
Software modification (e.g., including new software, 
replacement Software, Software upgrades, etc.), software 
configuration modification, at least one parameter modifi 
cation, or at least one parameter configuration modification, 
among others. Note that the Software may include operating 
system Software, Software applications, drivers, or any other 
type of software, as desired. 
0013. In one embodiment, determining the first plurality 
of target devices may include determining at least one target 
device for which the update is not valid, and the method may 
further include presenting a graphical user interface (GUI). 
receiving, to the GUI, user input manually overriding the 
determining the at least one target device, and including the 
at least one target device in the first plurality of target 
devices in response to the receiving user input. 
0014 Similarly, in some embodiments, determining the 

first plurality of target devices may include determining at 
least one target device for which the update is valid, and the 
method may include presenting a graphical user interface 
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(GUI), receiving, to the GUI, user input manually overriding 
the determining the at least one target device, and excluding 
the at least one target device from the first plurality of target 
devices in response to said receiving user input. 
0015. In a further embodiment, the method may include 
presenting a graphical user interface (GUI), receiving, to the 
GUI, user input indicating the set of target devices for the 
update, and performing the selecting in response to the 
indicating. In another embodiment, the method may include 
receiving, to the GUI, user input modifying the safety check 
and/or business rules. Thus, a GUI may be provided 
whereby a user or manager may invoke, stop, modify, or 
otherwise manage the push based updating techniques dis 
closed herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 Advantages of the present invention will become 
apparent to those skilled in the art with the benefit of the 
following detailed description and upon reference to the 
accompanying drawings in which: 
0017 FIG. 1 is an illustration of electronic device updat 
ing over a network using a pull model, according to the prior 
art; 
0018 FIG. 2 is an illustration of electronic device updat 
ing over a network using a push model, according to one 
embodiment; 
0019 FIG. 3 is a flowchart that illustrates a method of 
updating electronic devices using a push model, according 
to one embodiment; and 
0020 FIG. 4 is an exemplary block diagram of a com 
puting device, according to one embodiment. 
0021 While the invention is susceptible to various modi 
fications and alternative forms, specific embodiments 
thereof are shown by way of example in the drawings and 
will herein be described in detail. The drawings may not be 
to scale. It should be understood, however, that the drawings 
and detailed description thereto are not intended to limit the 
invention to the particular form disclosed, but to the con 
trary, the intention is to cover all modifications, equivalents, 
and alternatives falling within the spirit and scope of the 
present invention as defined by the appended claims. 

DETAILED DESCRIPTION 

0022. In the following description, numerous specific 
details are set forth to provide a thorough understanding of 
the present invention. However, one having ordinary skill in 
the art should recognize that the invention may be practiced 
without these specific details. In some instances, well 
known structures and techniques have not been shown in 
detail to avoid obscuring the present invention. 
0023 FIG. 2 is an illustration of electronic device updat 
ing using a push model over a network, according to one 
embodiment. As may be seen, in FIG. 2 a device 100, e.g., 
a configuration device, e.g., a central configuration device, 
may be communicatively coupled over a network, Such as 
the Internet, to a plurality of electronic devices 120, in this 
exemplary case, electronic devices 120A-120D. Note that 
the term “central configuration device' denotes any type of 
computing device that operates to provide updates to (i.e., to 
configure) multiple electronic devices, e.g., over a network, 
Such as the Internet. The use of a central configuration 
device 100 may allow, facilitate, or provide managed 
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updates or deployments across an arbitrary number of sites 
(e.g., business or enterprise sites) or devices 120. 
0024. As FIG. 2 indicates, in contrast with the prior art 
“pull based updating system of FIG. 1, in the system of 
FIG. 2, the electronic devices 120 do not send requests for 
updates, but rather the (central configuration) device 100 
itself initiates (including providing) the updates for the 
connected devices 120. The device 100 may be configured 
to perform embodiments of the techniques disclosed herein. 
More details regarding Such updating are provided below 
with reference to the method of FIG. 3. 

FIG. 3 Method of Updating Electronic Devices Using a 
Push Model 

0025 FIG. 3 illustrates a method for updating electronic 
devices using a push model, according to one embodiment. 
The method shown in FIG. 3 may be used in conjunction 
with any of the computing systems or devices shown in the 
above Figures, among other devices. In some embodiments, 
the method of FIG.3 may be performed by an embodiment 
of the central configuration device 100 of FIG. 2. In various 
embodiments, some of the method elements shown may be 
performed concurrently, in a different order than shown, or 
may be omitted. Additional method elements may also be 
performed as desired. As shown, this method may operate as 
follows. 
0026. First, in 302, a set of target (electronic) devices 
may be selected for an update. The set of target devices may 
be selected via any of a variety of ways. For example, a 
database may be queried to identify target devices for a 
particular update. In one embodiment, a database of (elec 
tronic device) configurations may be queried (e.g., by the 
device 100) to create task lists of updates to be pushed, and 
a set of target devices that are at least candidates for the 
update(s) may be determined. For example, in one exem 
plary case in the context of Smartphones, the database may 
be queried to “find all the smartphones that have “amber 
alerts' turned off, and a corresponding task/update to be 
performed on these devices may be to “turn the alert back 
on'. 
0027. In 304, a first plurality of target devices of the set 
of target devices for which the update is valid may be 
determined in accordance with a set of rules, e.g., safety 
check rules and/or business rules. 
0028. As used herein, safety check rules relate to pre 
vention of dangerous or technically inappropriate updates to 
the devices, and business rules relate to ensuring that 
updates for devices are appropriate for and consistent with 
business policies or directives of a business entity (or other 
institution, e.g., non-profit organizations, governments, soci 
eties, political parties, etc.). For example, exemplary safety 
check rules are: “do not attempt updates on devices with less 
than 2 Gb of memory’, and “only update devices that 
implement protocol X”. Exemplary business rules are: “do 
not attempt to update General Electric's (GE's) iPhone 3Rs, 
only update GE’s iPhone 4Rs and iPhone 5(Rs', and “only 
update devices of company executives'. 
0029. In one embodiment, the rules may apply to mul 
tiple different device types or models, and may be used in 
combination. In one embodiment, the determination of the 
first plurality of target devices may be made based on stored 
configuration information for each of the target devices (as 
well as the rules). Thus, similar to 302, in some embodi 
ments, a database of (electronic device) configurations may 
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be queried (e.g., by the device 100) to determine the first 
plurality of target devices, where one or more of the rules 
may be applied prior to the query, as part of the query, or to 
the results of the query. More specifically, in some embodi 
ments, relevant Subsets of the set of target devices to update 
may be identified, e.g., for each update, a respective Subset 
of target devices may be determined, where in at least one 
embodiment, the rules may be used to determine at least 
Some of the respective Subsets of target devices. 
0030. For example, in one embodiment, the method may 
identify all of the smartphones owned by a business entity, 
e.g., General Electric, where a corresponding update may be 
to “disable use of Virtual Private Networks (VPNs)” for 
these (GE owned) devices. Note that in various embodi 
ments, the database of configurations may be implemented 
locally, i.e., on the device 100 itself, or may be remote, i.e., 
accessed by the device 100 over the network (e.g., the 
Internet or another network, e.g., a LAN). 
0031. In 306, current configuration information and 
accessibility information for each of the first plurality of 
target devices may be received, e.g., over the network. In 
one embodiment, the current configuration information and 
accessibility information may be received from the elec 
tronic devices, e.g., in response to a request by the device 
100. In another embodiment, the current configuration infor 
mation and accessibility information may be received from 
a database, e.g., over a network, where the database is 
current, i.e., stores the current configuration information and 
accessibility information for each of the first plurality of 
target devices. More generally, the current configuration for 
each target device may be received from one or more of the 
target device, cloud storage, or a storage device. 
0032. In 308, a second plurality of target devices of the 
set of target devices for which the update is valid may be 
determined based on the received current configuration 
information, the accessibility information, and the stored 
configuration information. The second plurality may be a 
subset of the first plurality. Moreover, in some embodiments, 
the determination of the second plurality of target devices 
may be further based on the rules, e.g., safety check rules 
and/or business rules, described above. 
0033. In some embodiments, the method may include 
automatically applying (or attempting to apply), i.e., push 
ing, the update to each of at least Some of the second 
plurality of target devices. Note that due to performance of 
the previous method elements (302-308), the updates may 
be substantially guaranteed to be appropriate and Successful. 
However, in some cases trouble may still arise, e.g., transient 
network problems, temporary unavailability of a device, an 
unexpected change or error in a device's configuration, and 
So forth. Accordingly, in Some embodiments, the rules, e.g., 
safety check rules (and/or business rules), may be used to 
stop unsuccessful updates. An exemplary rule to this effect 
may be: “if 1% of the updates fail, stop the process of 
updating (e.g., "recall the update)'. In at least one embodi 
ment, in addition to stopping the unsuccessful update for a 
device, the method may retry the update, e.g., if the device 
is simply not contactable at the moment, e.g., may attempt 
to apply the update after Some time has elapsed. 
0034. In one embodiment, once the update has been 
pushed (applied or initiated) to a device, the method may 
request a reboot of the device, then receive information 
regarding the current state or configuration of the device, 
e.g., from one or more of the target device, cloud storage, 
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or a storage device. The current state may include one or 
more of the current configuration of the device, currently 
installed firmware, software, or configuration data (e.g., 
including version information), system or device metrics 
and/or system or device diagnostics, e.g., temperature, con 
nectivity, etc. The method may then compare this state or 
configuration information to an expected State or configu 
ration, and based on the comparison, determine if the update 
was successful, e.g., did not cause problems. In some 
embodiments, file integrity modeling may be used to assess 
the device configuration and/or Success of the update. 
0035 Moreover, in some embodiments, the above-de 
scribed method elements (302-308) may be repeated, e.g., 
for respective updates. 

Further Exemplary Embodiments 
0036. The following presents further exemplary embodi 
ments of the techniques discussed herein, although it should 
be noted that the embodiments described are exemplary 
only, and are not intended to limit the invention to any 
particular form or functionality. 
0037. In various embodiments, determining the first plu 
rality of target devices of the set of target devices for which 
the update is valid includes determining compatibility of the 
update with one or more of hardware of each target device, 
Software of each target device, or configuration information 
of each target device. For example, determining compatibil 
ity of the update may be based at least partly on one or more 
of version of software for each target device, or version of 
configuration information for each target device. 
0038. In one embodiment, a graphical user interface 
(GUI) may be presented, e.g., on or by the configuration 
device 100, or some other device coupled to the configura 
tion device. The above determining the first plurality of 
target devices (304) may include determining at least one 
target device for which the update is not valid. Moreover, in 
some embodiments, the method may further include receiv 
ing, to the GUI, user input manually overriding the deter 
mining the at least one target device (for which the update 
is not valid), and including the at least one target device in 
the first plurality of target devices in response to the receiv 
ing user input (overriding the determining). In other words, 
in some embodiments, a GUI may be provided whereby the 
user may override the methods determination of one or 
more of the automatically determined target devices for 
which the update is deemed invalid, and the one or more 
devices may be added to the first plurality of target devices. 
0039 Conversely, in some embodiments, the GUI may be 
used to override the methods inclusion of target devices in 
the first plurality of target devices. More specifically, the 
above determining the first plurality of target devices (304) 
may include determining at least one target device for which 
the update is valid, and the method may include receiving, 
to the GUI, user input manually overriding the determining 
the at least one target device, and excluding the at least one 
target device from the first plurality of target devices in 
response to the receiving user input (overriding the deter 
mining). 
0040. In one embodiment, a GUI may be implemented 
and presented regarding the rules of 304, e.g., safety check 
rules and/or business rules, and the method may further 
include receiving, to the GUI, user input indicating the set of 
target devices for the update, and the selecting of 302 may 
be performed in response to the indicating. In some embodi 
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ments, the method may include receiving, to the GUI, user 
input modifying the rules. Thus, the user may be provided 
the opportunity and means to guide or manually override 
one or more of the automated decisions of the method, or 
change the rules guiding Such automated decision making. 
Thus, a GUI may be provided whereby a user or manager 
may invoke, stop, modify, or otherwise manage the push 
based updating techniques disclosed herein. 
0041. It should be noted that the update may be any of a 
variety of types of update. For example, in various embodi 
ments, the update may include one or more of firmware 
modification, firmware configuration modification, Software 
(e.g., OS, applications, drivers) modification, Software con 
figuration modification, at least one parameter modification, 
e.g., a new value of a parameter or a new parameter, or at 
least one parameter configuration modification, e.g., limits 
or constraints on the values of a parameter, formats, etc. 
Thus, the update may pertain to any code or data stored on 
and used or executed by an electronic device, e.g., any code 
or data stored in some kind of memory of the device, e.g., 
flash memory, that affects the operation of the device. 
0042. Thus, in various embodiments, rules (business and/ 
or safety check rules) may be used to determine acceptable 
updates (configuration jobs). The rules may be encoded and 
used in various ways, e.g., as mentioned above with respect 
to method element 304. Additionally or alternatively, the 
rules may be utilized at a later stage of the method, e.g., 
method element 308, where, following the above example 
regarding GE Smartphones, the rules may include business 
rules that may specify that the method not attempt to update 
GE's iPhone 30Rs, only update GE’s iPhone 4(R)s and iPhone 
5Rs, or only update phones that have amber alerts turned on, 
although these particular examples are meant to be illustra 
tive only. Thus, the rules may operate to further filter or cull 
the electronic devices to which the update may or will be 
applied. 
0043. In one embodiment, safety check rules may be 
utilized to stop unsuccessful updates. For example, in some 
embodiments, during or after application of the update to the 
electronic devices, one or more of the devices 120, e.g., end 
or endpoint devices, e.g., Smartphones, may report their 
status back to the configuration device 100, which may then 
utilize the safety check rules to take responsive action. For 
example, at least one device 120 may report an unsuccessful 
update, e.g., due to problems with the device, the update, or 
Some other issue preventing a Successful update, and the 
method may attempt to reapply the update, apply a different 
update, restore a previous configuration, send a notification 
to the device or the device's owner or user, etc., based, for 
example, on a safety check rule, e.g., “if an update fails, 
notify a manager, and do not attempt to reapply the update.” 
0044. In some embodiments, update status reports may 
be received (by configuration device 100) from most or all 
of the devices being updated, and the configuration device 
100 may analyze the reports and take accordant action based 
on a safety check rule. For example, in one embodiment, as 
the reports are received the device 100 may track the 
percentage (or fraction) of electronic devices for which the 
update has failed ('sick updates' have been attempted), and 
if this percentage exceeds some specified threshold, e.g., 
1%, 2%. 5%, and so forth, may stop the update process, 
recall the updates, rollback the updates, e.g., undo the 
Successful updates, or take Some other action, in accordance 
with the safety check rule, e.g., “stop the update if updates 
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for more than 1% of the devices fail”. Note that some 
minimum number of device update instances may be 
required before applying Such statistics, which the safety 
check rule (or another safety check rule) may further specify. 
0045. In one embodiment, at least one of the electronic 
devices 120 may be configured to perform a “sanity check” 
regarding the offered (pushed) update, and may reject the 
update if it is determined to be inappropriate, e.g., unsafe, 
incompatible, or simply unwelcome. This ability of the 
devices 120 may be particularly important in the present 
push model based approach, in that under the push model 
entirely new features and capabilities may be offered that the 
device 120 or its user know nothing about, and which the 
user (or device 120) may not want. Thus, even under this 
push model approach, the user or device 120 may be 
provided the opportunity to decline the update, which is 
much more efficient than applying the update, then undoing 
it. 

0046. In some embodiments, the method may further 
include (the configuration device 100) calculating an 
approximate time to deployment completion, e.g., for each 
device 120, or for the entire second plurality of devices 120. 
This feature may be beneficial in helping the device 100 or 
a user/manager of the device 100 more efficiently manage 
and perform multiple updates. For example, estimates for 
update deployment may aid in devising an update schedule. 
0047. In various embodiments, automatically applying 
(or attempting to apply) the update(s) to each of at least 
Some of the second plurality of target devices may be 
initiated (or performed) sequentially and/or concurrently. 
For example, in one embodiment where the device updates 
are initiated (or performed) sequentially, the method may 
confirm that a current device's update is complete and 
non-problematic before initiating the next device's update. 
However, in some embodiments where updates are initiated 
sequentially, a tolerance may be specified regarding the 
amount of time it takes to initiate or perform an update to a 
device, and if the tolerance is exceeded, the method may 
stop (or recall) the update and proceed to the next device. 
0048. In embodiments where updates are initiated (or 
performed) concurrently, a level of concurrency may be 
specified, e.g., based on available resources of the configu 
ration device, the number of devices to update, network 
conditions, etc., e.g., updates of groups of (approximately) in 
devices may be initiated at a time, i.e., concurrently. In other 
words, the specified level of concurrency may include the 
number of devices to update concurrently. Note that the 
devices in Such specified groups (numbers) of devices may 
be respectively updated concurrently, whereas the groups 
may be respectively updated sequentially. In other words, a 
first group may be updated concurrently, then a second 
group may be updated concurrently, and so forth. In further 
embodiments, two or more of the groups may be updated 
concurrently, e.g., one group of devices may be updated 
concurrently while another group of devices is also updated 
concurrently. 
0049. In one embodiment, an initial portion of the 
devices may be updated sequentially, and in response to 
achieving a specified level of success, e.g., 99.9% successful 
updates, may initiate (or perform) updates for at least some 
of the remaining devices (of the second plurality) concur 
rently, e.g., in accordance with the specified level of con 
currency. 
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0050 Thus, embodiments of the above techniques may 
be used to determine a list of electronic devices to which an 
update is to be applied (the second plurality of devices 
mentioned in 308 above), push the update individually to 
each device, monitor the update process/deployment, and 
stop any update that is causing trouble or is declined. 

Staged Updating 

0051. As noted above, in some embodiments, automati 
cally applying (or attempting to apply) the update(s) to at 
least Some of the target devices may be initiated (or per 
formed) sequentially, and that specified criteria regarding 
initial device updates may be used to determine how (or 
even if) Subsequent updates are to be applied. The following 
presents embodiments of a method for performing staged 
updating of electronic devices, e.g., Smartphones, etc. Note 
that in various embodiments, any of the above features (or 
none) may be utilized or incorporated in the below method 
as desired. 

0052. In one embodiment, an indication of a plurality of 
target devices for which an update has been determined to be 
valid may be determined according to a set of rules, e.g., 
safety check rules and/or business rules. The two or more 
target devices of the plurality of target devices may be 
sequentially updated, and this sequential updating may be 
monitored, thereby generating first results. Moreover, the 
method may further include concurrently updating remain 
ing target devices of the plurality of target devices in 
response to the first results meeting specified criteria. 
0053. In some embodiments, the update being valid for a 
target device means or includes the update being compatible 
with one or more of hardware of the target device, software 
of the target device, or configuration information of the 
target device. For example, in one embodiment, the com 
patibility of the update may be based at least partly on one 
or more of version of software for each target device, or 
version of configuration information for each target device. 
Note that in Some embodiments, the rules may apply to 
multiple different device types or models. 
0054. In one embodiment, the first results may include an 
indication of at least one target device for which the update 
was not successful, in which case, the method may deter 
mine that the update was not successful because the at least 
one target device was not accessible. The method may then 
determine Subsequently that the at least one target device is 
accessible, and may update the at least one target device in 
response to this Subsequent determination. 
0055. In some embodiments, a graphical user interface 
(GUI) may be implemented, and the first results may include 
an indication of at least one target device for which the 
update is valid. The method may further include receiving, 
to the GUI, user input manually overriding the first results 
for the at least one target device, and excluding the at least 
one target device from the above concurrently updating in 
response to receiving the user input. In other words, user 
input to the GUI may manually override the automatic 
updating process in this regard. 
0056. As discussed above, in various embodiments the 
update may include one or more of firmware modification, 
firmware configuration modification, Software modification, 
Software configuration modification, at least one parameter 
modification, or at least one parameter configuration modi 
fication, among others. 
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0057. In some embodiments, a GUI may be implemented, 
and may be configured to receive user input modifying the 
rules. Thus, the method may include receiving such user 
input to the GUI modifying the rules. 
0058. In one embodiment, concurrently updating remain 
ing target devices of the plurality of target devices may 
include initiating concurrent updating of at least a portion of 
the remaining target devices using a first level of concur 
rency, monitoring the concurrent updating, thereby gener 
ating further results, and in response to the further results 
meeting further criteria, initiating concurrent updating of at 
least a successive portion of the target devices at a second 
level of concurrency, where the second level of concurrency 
is greater than the first level of concurrency. Additionally, in 
Some embodiments, concurrently updating of remaining 
target devices of the plurality of target devices may further 
include repeating the monitoring and the initiating concur 
rent updating one or more times for further successive 
portions of the remaining target devices at respective Suc 
cessively greater levels of concurrency. Thus, the above 
technique may be applied Successively to achieve greater 
levels of concurrency as warranted by Successive results. 
0059. In one embodiment, a GUI may be implemented 
that is configured to receive user input specifying sizes of the 
at least a successive portion and the further Successive 
portions of the remaining target devices, and/or rules for 
automatically specifying the sizes of the at least a successive 
portion and the further successive portions of the remaining 
target devices. Accordingly, the method may include receiv 
ing such user input to the GUI, and may proceed accord 
ingly. 
0060. In some embodiments, the above concurrently 
updating of remaining target devices of the plurality of target 
devices may include initiating concurrent updating of at 
least a portion of the remaining target devices using a first 
level of concurrency, and monitoring the concurrent updat 
ing, thereby generating further results. Then, in response to 
the further results failing to meet further criteria, sequential 
updating of at least a successive portion of the remaining 
target devices may be initiated. 
0061 The method may also include rolling back the 
update for at least one of the plurality of target devices. 
0062. In one embodiment, the first results meeting speci 
fied criteria includes confirmation that, for each target device 
of at least a subset of the target devices, a current state of the 
target device matches an expected State of the target device. 
The current state of the target device may be received from 
any source(s), e.g., one or more of the target device, cloud 
storage, or a storage device, among others. 
0063. In some embodiments, the sequential updating 
and/or the concurrently updating may include deploying an 
update to a first target device, and requesting reboot of the 
first target device. 
0064. Thus, embodiments of the above techniques may 
provide for improved updating of electronic devices. 

FIG. 4 Computing Device Block Diagram 
0065 FIG. 4 is a block diagram 402 representing one 
embodiment of a computing device, such as configuration 
device 100, or any of the electronic devices 120. As used 
herein, a computing device may be referred to as simply a 
“computer. It is noted, however, that any type of computing 
device configuration or architecture can be used as desired, 
and FIG. 4 illustrates an exemplary embodiment. For 
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example, in various embodiments, the computing device 
may be a general purpose computer system, a computer 
implemented on a card installed in a chassis, a Smartphone, 
an embedded device, a stationary router, a remote instru 
ment, a Smart sensor, or any other type of computing device 
that provides, manages, or requires updates. Elements of a 
computer not necessary to understand the present descrip 
tion have been omitted for simplicity. 
0066. The computer may include at least one central 
processing unit or CPU (processor) 160 which is coupled to 
a processor or host bus 162. The CPU 160 may be any of 
various types, including an x86 processor, e.g., a Pentium 
class, a PowerPC processor, a CPU from the SPARC family 
of RISC (Reduced Instruction Set Computing) processors, 
or an ARM (Advanced RISC Machine) processor, among 
others. A memory medium, typically comprising RAM and 
referred to as main memory, 166 is coupled to the hostbus 
162 by means of memory controller 164. The main memory 
166 may store program instructions implementing embodi 
ments of the novel techniques disclosed herein (see, e.g., the 
method of FIG. 3, described above). The main memory may 
also store operating system software, as well as other 
software for operation of the computer. 
0067. The host bus 162 may be coupled to an expansion 
or input/output bus 170 by means of a bus controller 168 or 
bus bridge logic. The expansion bus 170 may be the PCI 
(Peripheral Component Interconnect) expansion bus, 
although other bus types can be used. The expansion bus 170 
may include slots for various devices or components 
coupled to the expansion bus 170, such as a video display 
subsystem 180, hard (or flash) drive 182, a network card 
116, and a wireless transceiver 186, etc., among others. 
0068. As noted above, in various embodiments, the com 
puting device(s) may be of any type desired. 
0069. Although the embodiments above have been 
described in considerable detail, numerous variations and 
modifications will become apparent to those skilled in the art 
once the above disclosure is fully appreciated. It is intended 
that the following claims be interpreted to embrace all such 
variations and modifications. Other embodiments may 
include various modifications and alterations that still fall 
within the scope of the contemplated embodiments. Accord 
ingly, this description is to be construed as illustrative only 
and is for the purpose of teaching those skilled in the art the 
general manner of carrying out the invention. It is to be 
understood that the forms of the invention shown and 
described herein are to be taken as examples of embodi 
ments. Elements and materials may be substituted for those 
illustrated and described herein, parts and processes may be 
reversed or omitted, and certain features of the invention 
may be utilized independently, all as would be apparent to 
one skilled in the art after having the benefit of this descrip 
tion of the invention. Changes may be made in the elements 
described herein without departing from the spirit and scope 
of the invention as described in the following claims. The 
words “include”, “including, and “includes” mean includ 
ing, but not limited to. As used herein, the singular forms 
“a”, “an and “the include plural referents unless the 
content clearly indicates otherwise. Thus, for example, ref 
erence to “a device' includes a combination of two or more 
devices. 
We claim: 
1. A non-transitory computer accessible memory medium 

that stores program instructions executable to perform: 
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selecting a set of target devices for an update; 
determining a first plurality of target devices of the set of 

target devices for which the update is valid in accor 
dance with a set of rules, wherein said determining is 
based on stored configuration information for each of 
the target devices; 

receiving current configuration information and accessi 
bility information for each of the first plurality of target 
devices; and 

determining, based on the received current configuration 
information, the accessibility information, and the 
stored configuration information, a second plurality of 
target devices of the set of target devices for which the 
update is valid, wherein the second plurality is a Subset 
of the first plurality. 

2. The non-transitory computer accessible memory 
medium of claim 1, wherein the set of rules comprises at 
least one of: 

a set of safety check rules; or 
a set of business rules. 
3. The non-transitory computer accessible memory 

medium of claim 1, wherein said determining the second 
plurality of target devices of the set of target devices is 
further based on the set of rules. 

4. The non-transitory computer accessible memory 
medium of claim 1, wherein the program instructions are 
further executable to perform: 

automatically applying the update to each of at least some 
of the second plurality of target devices. 

5. The non-transitory computer accessible memory 
medium of claim 1, wherein said determining the first 
plurality of target devices of the set of target devices for 
which the update is valid comprises determining compat 
ibility of the update with one or more of: 

hardware of each target device; 
Software of each target device; or 
configuration information of each target device. 
6. The non-transitory computer accessible memory 

medium of claim 5, wherein said determining compatibility 
of the update is based at least partly on one or more of 

version of software for each target device; or 
version of configuration information for each target 

device. 
7. The non-transitory computer accessible memory 

medium of claim 1, wherein the rules apply to multiple 
different device types or models. 

8. The non-transitory computer accessible memory 
medium of claim 1, wherein the program instructions are 
further executable to implement a graphical user interface 
(GUI), wherein said determining the first plurality of target 
devices comprises determining at least one target device for 
which the update is not valid, and wherein the program 
instructions are further executable to perform: 

receiving, to the GUI, user input manually overriding said 
determining the at least one target device; and 

including the at least one target device in the first plurality 
of target devices in response to said receiving user 
input. 

9. The non-transitory computer accessible memory 
medium of claim 1, wherein the program instructions are 
further executable to implement a graphical user interface 
(GUI), wherein said determining the first plurality of target 
devices comprises determining at least one target device for 
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which the update is valid, and wherein the program instruc 
tions are further executable to perform: 

receiving, to the GUI, user input manually overriding said 
determining the at least one target device; and 

excluding the at least one target device from the first 
plurality of target devices in response to said receiving 
user input. 

10. The non-transitory computer accessible memory 
medium of claim 1, wherein the program instructions are 
further executable to implement a graphical user interface 
(GUI), wherein the GUI is configured to perform one or 
more of: 

receiving, to the GUI, user input indicating the set of 
target devices for the update, wherein said selecting is 
performed in response to said indicating; or 

receiving, to the GUI, user input modifying the rules. 
11. The non-transitory computer accessible memory 

medium of claim 1, wherein the current configuration for 
each target device is received from one or more of 

the target device; 
cloud storage; or 
a storage device. 
12. The non-transitory computer accessible memory 

medium of claim 1, wherein the update comprises one or 
more of: 

firmware modification; 
firmware configuration modification; 
software modification; 
Software configuration modification; 
at least one parameter modification; or 
at least one parameter configuration modification. 
13. A computer implemented method, comprising: 
a computing device performing: 

Selecting a set of target devices for an update; 
determining a first plurality of target devices of the set 

of target devices for which the update is valid in 
accordance with a set of rules, wherein said deter 
mining is based on stored configuration information 
for each of the target devices; 

receiving current configuration information and acces 
sibility information for each of the first plurality of 
target devices; and 

determining, based on the received current configura 
tion information, the accessibility information, and 
the stored configuration information, a second plu 
rality of target devices of the set of target devices for 
which the update is valid, wherein the second plu 
rality is a subset of the first plurality. 

14. The computer implemented method of claim 13, 
wherein the set of rules comprises at least one of: 

a set of safety check rules; or 
a set of business rules. 
15. The computer implemented method of claim 13, 

wherein said determining the second plurality of target 
devices of the set of target devices is further based on the set 
of rules. 

16. The computer implemented method of claim 13, 
further comprising: 

automatically applying the update to each of the second 
plurality of target devices. 

17. The computer implemented method of claim 13, 
wherein said determining the first plurality of target devices 
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of the set of target devices for which the update is valid 
comprises determining compatibility of the update with one 
or more of: 

hardware of each target device; 
Software of each target device; or 
configuration information of each target device. 
18. The computer implemented method of claim 17, 

wherein said determining compatibility of the update is 
based at least partly on one or more of: 

version of software for each target device; or 
version of configuration information for each target 

device. 
19. The computer implemented method of claim 13, 

wherein the rules apply to multiple different device types or 
models. 

20. The computer implemented method of claim 13, 
wherein said determining the first plurality of target devices 
comprises determining at least one target device for which 
the update is not valid, the method further comprising: 

presenting a graphical user interface (GUI); 
receiving, to the GUI, user input manually overriding said 

determining the at least one target device; and 
including the at least one target device in the first plurality 

of target devices in response to said receiving user 
input. 

21. The computer implemented method of claim 13, 
wherein said determining the first plurality of target devices 
comprises determining at least one target device for which 
the update is valid, the method further comprising: 

presenting a graphical user interface (GUI); 
receiving, to the GUI, user input manually overriding said 

determining the at least one target device; and 
excluding the at least one target device from the first 

plurality of target devices in response to said receiving 
user input. 

22. The computer implemented method of claim 13, 
further comprising: 

presenting a graphical user interface (GUI); 
receiving, to the GUI, user input indicating the set of 

target devices for the update, wherein said selecting is 
performed in response to said indicating; or 

receiving, to the GUI, user input modifying the rules. 
23. The computer implemented method of claim 13, 

wherein the current configuration for each target device is 
received from one or more of: 

the target device; 
cloud storage; or 
a storage device. 
24. The computer implemented method of claim 13, 

wherein the update comprises one or more of 
firmware modification; 
firmware configuration modification; 
software modification; 
Software configuration modification; 
at least one parameter modification; or 
at least one parameter configuration modification. 
25. A system for updating devices using a push model, the 

system comprising: 
a processor; and 
a memory medium coupled to the processor, wherein the 
memory medium stores program instructions execut 
able by the processor to: 
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Select a set of target devices for an update; 
determine a first plurality of target devices of the set of 

target devices for which the update is valid in accor 
dance with a set of rules, wherein said determining 
is based on stored configuration information for each 
of the target devices; 

receive current configuration information and accessi 
bility information for each of the first plurality of 
target devices; and 

determine, based on the received current configuration 
information, the accessibility information, and the 
stored configuration information, a second plurality 
of target devices of the set of target devices for which 
the update is valid, wherein the second plurality is a 
subset of the first plurality. 

26. The system of claim 25, wherein the set of rules 
comprises at least one of: 

a set of safety check rules; or 
a set of business rules. 
27. The system of claim 25, wherein said determining the 

second plurality of target devices of the set of target devices 
is further based on the set of rules. 

28. The system of claim 25, wherein the program instruc 
tions are further executable by the processor to: 

automatically apply the update to each of the second 
plurality of target devices. 

k k k k k 


