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(57) La presente invention porte sur une methode
permettant de neutraliser toute ¢criture ou lecture
d’information effectuée par 1nadvertance et sans
autorisation vers un support d information ou a partir de
celui-c1. Cette methode comprend les €tapes suivantes:
a)ecriture d’un premier code a un emplacement
predetermine sur le support d’information, ce premier
code servant a indiquer un premier mode de protection

I*I Industrie Canada  Industry Canada

(57) A method of mnhibiting inadvertent and unauthorized
writing and reading of information to and from a storage
medium comprises the steps of (a) writing a first code 1n
a predetermined location on the storage medium, the first
code being indicative of a first protection mode of the
storage medium (112); (b) receiving a command to
change the protection mode of the storage medium from
the first protection mode to a second protection mode
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du support d’'information (112); b) réception d’une
commande visant a changer le premier mode de
protection du support d’information pour un deuxieme
(118); et, en réponse a la commande, ¢) ¢criture dans
I"'emplacement  prédéterminé sur le  support
d’information, a la place du premier code, d’un
deuxicme code servant a indiquer le deuxieme mode de
protection (136, 138). Un mode de protection donn¢ peut
servir a neutraliser une écnture destinée au support
d’information, 1’écriture et la lecture destinées au
support ou provenant de celui-c1, ou n1 1'une mi 1" autre.
Le changement de modes de protection peut lu1 aussi €tre
protégé par mot de passe.
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(118); and, 1n response to the command, (¢) writing in the
predetermined location on the storage medium, 1n place
of the first code, a second code indicative of the second
protection mode (136, 138). A protection mode can
inhibit writing to the storage medium, both writing and
reading to and from the medium, or neither. Changing of
protection modes can also be password protected.
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(S7) Abstract

A method of inhibiting inadvertent and
unauthorized writing and reading of informa-
tion to and from a storage medium comprises
the steps of (a) writing a first code in a prede-
termined location on the storage medium, the
first code being indicative of a first protection
mode of the storage medium (112); (b) receiv-
ing a command to change the protection mode
of the storage medium from the first protection

| mode to a second protection mode (118); and,
| In response to the command, (c) writing in the

predetermined location on the storage medium,
in place of the first code, a second code indica-
tive of the second protection mode (136, 138).
A protection mode can inhibit writing to the
storage medium, both writing and reading to

| and from the medium, or neither. Changing

of protection modes can also be password pro-
tected.
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READ/WRITE PROTECT SCHEME
FOR A DISK CARTRIDGE AND DRIVE

BACKGROUND

Field of the Invention

The present invention relates data storage devices,
or disk drives, of the type that receive a removable disk
cartridge. More particularly, the present invention relates
to a read/write protect method for inhibiting unauthorized

and/or inadvertent reading from, and writing to, a storage

medium within a disk cartridge.

Description of the Prior Art

Removable disk cartridges for storing digital
electronic information typically comprise an outer casing or
shell that houses a rotatable storage medium, or disk, upon
which electronic information can be stored. The cartridge
shell often comprises upper and lower halves that are Jjoined
together to house the disk. The disk is mounted on a hub
that rotates freely within the cartridge. When the cartridge

is inserted into a disk drive, a spindle motor in the drive
engages with the disk hub in order to rotate the disk within
the cartridge. The outer shell of the cartridge typically

surfaces of the disk. A shutter or door mechanism is often
provided to cover the opening when the cartridge is not in
use to prevent dust or other contaminants from entering the

cartridge and settling on the recording surface of the disgk.
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Conventional 3.5" floppy disks have a mechanical
slider mounted in a corner of the cartridge housing that can
be moved from one position to another to indicate whether the
floppy disk is, or is not, write-protected. An optical or
mechanical switch in a floppy disk drive detects the position
of the mechanical slider on the cartridge to determine
whether the cartridge is write-protected. If so, the disk
drive inhibits writing of information to the storage medium
within the floppy disk cartridge. Unfortunately, the
mechanical slider on the disk cartridge and the associated
mechanical or optical switches in the disk drive increase the
costs of the cartridge and drive. Moreover, there is no way
to prevent a user from changing the write-protect status of
the cartridge. 2All a user has to do is change the position
of the mechanical slider. Another disadvantage of
conventional 3.5" floppy disks and their associated drives 1s
that there is no simple way to provide read protection in
addition to the write protection. Data encryption can be
applied to the recorded information, but data encryption
techniques are highly complex and costly to implement.

Saldanha et al., U.S. Patent No. 5,265,230, and
Kulakowski et al., U.S. Patent No. 5,132,954, disclose data
storage systems in which at least a portion of a storage
medium can be designated as "read only" by storing a uniqgue
data pattern in that portion of the storage medium. However,
once a portion of the disk is designated as "read only", the
"read only" state is permanent; a user cannot change the
state of the "read only" portion of the storage medium.

Horiguchi, U.S. Patent No. 5,311,498, discloses a
method for password protecting one or more data blocks of an
optical card. As Horiguchi describes, optical cards and
disks are often used to store important information that may
need to be protected from unauthorized reading. According LO
Horiguchi’s data security method, at the time the important
information is recorded on an optical card or disk, a
password is stored in any data blocks that are to be

protected from unauthorized reading. Only users who kKnow the
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stored password can read the information in those data
blocks. According to Horiguchi, the password protection is
permanent. The password protection cannot be removed, even
by a user that knows the current password. The current
password also cannot be changed. These limitations are

appropriate in Horiguchi’s system, because the goal 1s data
security. However, these limitations would be

disadvantageous and unworkable in a more flexible read/write
protection scheme of the type contemplated herein.

As the foregoing illustrates, there is = need for
an lmproved read/write protection method for inhibiting
unauthorized or inadvertent access to the storage medium of a
disk cartridge. Preferably, the method would allow both
write and read protection to be applied to the storage medium
and would allow a user to change the protection mode of the

storage medium, if desired. It would also be advantageous if

medium. Preferably, the method would not requlre additional
mechanical or electrical components, nor any physical
interaction with the housing of a disk cartridge. The

present invention satisfies these needs.

SUMMARY OF THE INVENTION

The present invention is directed to a write/read
protect method for inhibiting inadvertent and unauthorized
writing and reading of information to and from the storage
medium of a disk cartridge. The method of the present
invention is primarily intended for use in a disk drive of
the type that receives a removable disk cartridge, including
a conventional 3.5" floppy disk drive or any other magnetic,

optical, magneto-optical or other hard or floppy disk drive

that receives removable cartridges. The present invention

can also be employed in fixed, or rigid Cypre hard drives.
According to the present invention, a first

predetermined location is provided on a storage medium for

writing, or storing, a code indicative of, or having a value
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indicative of, a protection mode of the storage medium. A
second predetermined location may also be provided on the
storage medium for storing, if desired, a password associated
with the code. Possible protection modes include, but are
not limited to, a protection mode wherein writing of
information to the storage medium is inhibited, a protection
mode wherein writing and reading of information to and from
the storage medium are not inhibited, and a protection mode
wherein both writing and reading of information to and from
the storage medium are inhibited. Essentially, each
protection mode specifies one of a number of different ways
in which access to the storage medium may be inhibited.
Whenever access to the storage medium is attempted in a
manner that is inhibited by the protection mode of the
storage medium, the disk drive preferably will report an
exrroxr.

Further according to the present invention, a
current, or first protection mode indicated by a first code
stored in the first predetermined location on the storage
medium is changed by (a) receiving a command to change the
protection mode of the storage medium from the first
protection mode to a second protection mode; and, 1n response
to the command, (¢) writing in the first predetermined
location on the storage medium, in place of the first code, a
second code indicative of the second protection mode.

A password can be written to the second
predetermined location on the storage medium in connection
with certain protection modes. In such a case, a command to
change the protection mode of the storage medium will only be
executed if a password received with the command matches the
password written in the second predetermined location on said
storage medium.

According to another aspect of the present
invention, the method may further comprise the steps of (1)
reading a first, or initial code written in the first
predetermined location on the storage medium upon insertion

of the storage medium into the disk drive; (ii) determining
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from the first code the first protection mode of said storage
medium; and (iii) setting at least one flag to indicate the
first protection mode of the storage medium. The method of
the present invention may still further comprise the steps of
(1) receiving a command to temporarily by-pass the protection
mode indicated by the code written in the predetermined
location on the storage medium; and, in response thereto,

(11) resetting the aforementioned flag(s) to a state that
indicates that access to the storage medium is not inhibited.
In this mode of operation, a disk drive can access the
storage medium in a manner that would otherwise be inhibited
by the protection mode indicated by the code on the storage
medium, but without having to overwrite that code.

A disk cartridge according to the present invention
comprises a storage medium having a plurality of concentric
tracks to and from which information may be written and read.
The storage medium has written, in a first predetermined
location thereon, a code that indicates a protection mode of
sald storage medium, and has written, in a second
predetermined location thereon, a password associated with
sald code. A disk drive cannot write another code in place
of the code written in said first predetermined location
unless a password received by the disk drive matches the
password written in said second predetermined location.
Preferably, the first and second predetermined locations are
duplicated at a plurality of positions on said storage medium

and on opposite surfaces of said storage medium. Preferably,
the first and second predetermined locations are not
accessible by a user’s host computer. Only a disk drive
according to the present invention can access those
locations. The storage medium may comprise any form of
rewritable storage media, inncluding, but not limited to
magnetic storage media, rewritable optical media and magneto-
optical media.

The foregoing and other objects, features and

advantages of the invention will become evident hereinafter.
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BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing summary, as well as the following
detailed description of the preferred embodiment, 1is better
understood when read in conjunction with the appended

drawings. For the purpose of illustrating the invention,

rhere is shown in the drawings an embodiment that is

presently preferred, it being understood, however, that the
invention is not limited to the specific methods and

instrumentalities disclosed. In the drawings:

Figure 1 is a perspective view of a data storage

device, or disk drive, in which the present invention 1s
embodied;

Figure 2 is a perspective view of a disk cartridge
for use with the disk drive of the Figure 1;

Figure 3 is a bottom view of the disk cartridge of
Figure 2;

Figure 4 shows a disk-shaped storage medium 1in
accordance with a preferred embodiment of the present
invention that may be contained within the disk cartridge of

Figures 2 and 3;

Figure 5 is a block diagram illustrating further

details of the disk drive of Figure 1 in accordance with a
preferred embodiment of the present invention; and
Figure 6 is a flow diagram illustrating both the

operation of the disk drive of Figure 5 and a preferred

embodiment of a method of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A Al e ke el el e e A e e e e e e A T e e et e et

Referring to the drawings wherein like numerals

indicate like elements throughout, there is shown in Figure 1
a data storage device, or disk drive 40, in which the present
invention may be employed. As shown, the disk drive 40

comprises an outer housing 42 having top and bottom covers
44, 46 and a front panel 48. A disk cartridge can be

inserted into the disk drive 40 through a horizontal opening

49 in the front panel 48 of the disk drive 40. A user-

interface of the disk drive 40 comprises an eject button 51



CA 02211590 1997-07-28

WO 96/28820 PCT/US96/02766

10

15

20

25

30

35

cartridge. As used herein and in the claims, the terms

raccess" and "accessing" means either writing to or reading
from a storage medium, or both. In the present embodiment,
the disk drive 40 is intended to interface with a host
computer (not shown) and can be employed as a stand-alone

unit, or altermatively, can be installed in an internal bay
(not shown) of the host computer (not shown) .

Figures 2 and 3 show an exemplary disk cartridge 10
that can be inserted into the disk drive 40 of Flgure 1. As
shown, the disk cartridge 10 comprises an outer casing 12
having upper and lower shells 22, 24 that mate to form the

casing 12. An opening 21 on the bottom shell 24 of the
casing 12 provides access to the disk hub 16. A head access
opening 30 in the front peripheral edge 20 of the disk
cartridge 10 provides access to the surfaces of the storage
medlium by the read/write heads of the disk drive 40. A
shutter 18 (not shown in Fig. 2) is provided on the front
peripheral edge 20 of the disk cartridge 10 to cover the head
access opening 30 when the cartridge 10 is not in use. When
the cartridge is inserted into the disk drive 40, the shutter
18 moves to the side exposing the head access opening 30 and
thereby providing the read/write heads of the drive with
access to the storage medium within the disk cartridge.
Figure 4 shows a disk-shaped storage medium 60 in
accordance with a preferred embodiment of the present
invention. In the preferred embodiment, the storage medium 60
comprises a disk having a magnetic coating for writing and
reading information to and from the storage medium 60.
Preferably, information can be written on both sides of the
storage medium 60. While magnetic media is preferred, other
media can be employed, and the present 1lnvention is by no
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means limited to use of magnetic storage media. For example,

the storage medium 60 can be a rewritable optical storage

medium or a magneto-optical storage medium.

In the preferred embodiment, the storage medium has
a band of approximately 1800 concentric data tracks 62 which
can be written to, and read from, by a user’s host computer.
Other track densities can be employed, however. In addition
+o the data tracks 62, there are two tracks 64, 66 on each
side of the storage medium (only one side shown in Figure 4)
that contain special information pertaining to the defect
characteristics of that particular storage medium. The

information contained on these four tracks (two per side) 1is

identical and, in fact, is repeated in two separate locations
on each track 64, 66. This redundancy 1s necessary tO ensure
rhat the information is always available, even 1f some areas
of the storage medium become damaged and unreadable. On each
side of the storage medium 60, one of these specilal
snformation tracks, i.e., track 64, is located at the outside
of the band of data tracks 62, and the other special
information track 66 is located to the inside of the band of
data tracks 62. None of the four special information tracks
64 66 can be accessed by a host computer (not shown) to
which the disk drive 40 is interfaced. Only the disk drive
40, and in particular, a mliCcroprocessor within the disk drive
40, can access the information written on these tracks 64,
66 .

According to the present invention, a first
predetermined location is provided on the storage medium 60
for writing, or storing, a code having a value indicative ot
a protection mode of the storage medium. A second
predetermined location is provided on the storage medium 60
for storing, if desired, a password associated with the code.
In the present embodiment, the storage medium 60 can be

subjected to one of four different protection modes. Each

35 protection mode specifies a different way in which access toO

rhe data tracks 62 of the storage medium 60, i.e., writlng

and reading of information to and from the data tracks 62,
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may be inhibited. 1In the present embodiment, the four

possible protection modes of a storage medium are:

1) Unlock Mode: neither writing, nor reading of
information to and from the storage medium is
5 inhibited; the storage medium has no read or write

protection. A password is not required to change
from this mode.

2) Write Protect Mode: writing of information to
the storage medium is inhibited, i.e., the storage
10 medium 1s write-protected. A password is not

requlred to change from this mode.

3) Password Write Protect Mode: writing of
information to the storage medium is inhibited,
i.e., the storage medium is write-protected. A

15 password 1s required to change from this mode.

4) Read/Write Protect Mode: both writing and

reading of information to and from the storage

medium are inhibited, i.e., the storage medium is
both write- and read-protected. A password is
20 required to change from this mode.

In the present embodiment, the following code values are

assigned to represent each of these protection modes:

CODE VALUE PROTECTION MODE
(binary)

25 0000 0000
0000 0010

Unlock Mode

Write Protect Mode
0000 0011

0000 0101

Password Write Protect Mode

Read/Write Protect Mode

As described hereinafter, in addition to the four protection

30 modes that can be applied to the storage medium, a "Temporary
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Unlock Mode", or command, can be applied to the disk drive 40
to effectively override the protection mode of the storage
medium specified by the code written in the first

predetermined location on the storage medium.

Referring still to Figure 4, in accordance with the
preferred embodiment of the present invention, at least the
outer special information track 64 on at least one side ot
the storage medium includes at least one write/read protect
sector 68 that comprises an ID field 70 and a data field 72.
The ID field 70 is used to identify the write/read protect
sector 68 and to distinguish that sector from other sectors
in the special information track 64. In the preferred
embodiment, the data field 72 comprises 512 bytes, however,
in other embodiments, the data field 72 may comprise a
different number of bytes.

A first portion of the data field 72 of the
write/read protect sector 68 is used for writing, or storing,
one of the aforementioned codes on the storage medium to
indicate the current protection mode of the storage medlum
60. This first portion of the write/read protect sector 68
defines the first predetermined location referred to above
and in the claims. A second portion of the data field 72 of
the write/read protect sector 68 is used for writlng, OT
storing, a password on the storage medium 60. This second
portion of the write/read protect sector 68 defines the

second pre-determined location referred to above and in the
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claims. Preferably, the content and arrangement of the data
field 72 is as follows:

Description

Vendor Unique

Code indicating current protection mode
of storage medium

As shown, byte "0" of the data field 72 is used to provide a
unique identifier of the vendor of the storage medium 60

and/or disk cartridge 10. Byte "1" is used to store one of

protection mode applied to the storage medium 60. Bytesg 3"
through "34" hold the ASCII character representation of the
password, 1f any, currently in effect. Byte "2" gpecifies
the password length, in bytes. The password is used to
prevent unauthorized changing of the protection mode
specified by the code stored in byte "1", i.e., to prevent a
new code from being written in place of the current code to

which the password is associated. Finally, bytes "35®

through "511" of the write/read protect sector 68 are unused

in connection with the read/write protect scheme of the
present i1nvention.

For purposes of redundancy, like the defect

information described above, the write/read protect sector 68
is duplicated twice in each of the special information tracks
64, 66 on each side of the storage medium 60. This provides
a total of eight identical write/read protect sectors 68 on
the storage medium. The disk drive 40 can access any one of
these eight duplicate write/read protect sectors 68 to
determine the current protection mode of the storage medium,
as well as to determined the current password, if any,

associated with that protection mode. This redundancy is
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necessary to ensure that the code and password otf the current

protection mode can be ascertained, even if some areas of the
storage medium 60 become damaged and unreadable. Since the
duplicate write/read protect sectors 68 are provided 1n
respective ones of the special information tracks 64, 66,
rhose sectors, like the remainder of each special information
rrack 64, 66 are not accessible by the host computer tO which
the disk drive 40 is interfaced. Only the disk drive 40 can
sccess the write/read protect sectors on the storage medium.

Figure 5 is a block diagram of the disk drive 40 1in
accordance with a preferred embodiment of the present
invention. As shown, the disk drive 40 compriseé a spindle
motor 74, motor controller/driver 76, read/write heads 78,
read/write preamp 80, read channel 84, actuator 8z, actuator
servo/driver 86, digital controller 88, random-access memory
puffer 90, microprocessor 92 and user interface components
94, which include the status indicators 53 and ejection
hutton 51 on the front panel 48 of the disk drive 40. The
disk drive 40 connects to a user’s host computer 96 through
an interface cable 98.

The motor controller/driver 76 and spindle motor 74
rotate the storage medium 60 at a constant speed, allowing
the read/write heads 78 to "fly" close to the rotating
storage medium 60 for a stable recording environment. The
motor controller/driver 76 can be implemented, at least 1in
part, with the 8902 series motor controller/driver available
from Allegro MicroSystems, Inc., 115 Northeast Cutoff,
Worcester, Massachusetts 01615.

The read/write preamp 80 amplifies the signals
picked up by the heads 78 during read operations and switches
current in the heads 78 during write operations. The read
channel 84 shapes the pulses from the preamp, qualifies the
peaks that represent the user data and special informatlon,

and generates a clock that 1s synchronous with the RLL (run

35 length limited) data coming off the storage medium. The read

channel 84 may be implemented, at least 1n part, with the
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ADB99 series read channel electronics available from Analog
Devices, One Technology Way, Norwood, MA 01062.

Preferably, the actuator 82 comprises a linear
actuator, although the present invention 1s by no means

5 limited thereto.
The actuator servo/driver 86 demodulates servo

information recorded on the storage medium and compensates toO
position the read/write heads 78 precisely on a selected
track of the data storage medium 60. The actuator

10 servo/driver 86 can be implemented, at least in part, with
the B8932-A series driver available from Allegro MicroSystems,
Inc., 115 Northeast Cutoff, Worcester, Massachusetts 01615.

The digital controller 88 decodes and error checks

the data from the read channel 84 and stores the data

15 temporarily in a buffer RAM. The controller 88 also makes
sure that data is written to, or read from, the correct track
and sector of the storage medium 60. The controller 88, when
directed by the microprocessor 92, sends data from the buffer
90 to the host computer 96, or from the host computer 96 tO

>0 the buffer 90, in accordance with a SCSI protocol. The
digital controller 88 also generates servo control signals.
The digital controller 88 can be implemented using the AIC-
7110'High-Pefformance Integrated SCSI Mass Storage Controller
available from Adaptec, 691 South Milpitas Blvd., Milpitas,

25 CA 385035.

The microprocessor 92 controls andmonitors all

functions in the drive. The program code is stored in a
Read-Only Memory ("ROM"), while a RAM is used for storing
variables, flags, status information, etc. As described

30 hereinafter in greater detail, the microprocessor 92 1s
responsible, in large part, for performing the steps of the
method of the present invention. A significant function of

35
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the microprocessor 92 is to control access, i.e. reading and
writing, to the storage medium 60 in accordance with the
protection mode indicated by the code stored, or written, 111
the first predetermined location on the storage medium, i1.e.,

5 the code written in byte "1" of the data field 72 of each of
the eight duplicate write/read protect sectors 68. Any

suitable microprocessor can be employed, such as, for
example, a Motorola 68HC1l6 microprocessor or an Intel 8032
microprocessor.

10 According to the present invention, the current
protection mode of a storage medium 60 can be selected by a
user of the host computer 96 at any time and can likewise Dbe
changed by the user at any time. Changing or setting the
protection mode of a storage medium in accordance with the

15 present invention is achieved by sending an appropriate
"protection mode command" from the host computer 96 to the
disk drive 40. In the preferred embodiment, the protection

mode command has the following content and arrangement:

20 Operation Code (0Ch)

Protection Mode Code

Reserved

Password Length (0-32 characters)

Control Byte (00h)

25 The protection mode command comprises six bytes. The
Operation Code ("OpCode") of the protection mode command
occupies the first byte, i.e., byte "0", of the command. In
the present embodiment, the OpCode for the protection mode
command is 0C hex. Byte "1" of the command contains the code

30 wvalue indicative of the desired protection mode. Bytes "2"
and "3" are reserved. Byte "5" is a control byte that, in
the present embodiment, has a value of 00h.
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Byte "4" of the protection mode command specifies
the length, in bytes, of any password sent by the host
computer 96 lmmediately following the protection mode
command. The maximum length of a password is 32 bytes. Any
byte value from 00h to FFh is acceptable as a valid password
character. When a protection mode that uses password
protection 1s invoked, the password bytes are written into
the second pre-determined location on the storage medium,
1.e., bytes 3-34 of the data field 72 of each of the
duplicate write/read protect sectors 68. The password
remains in effect until the protection mode is changed --
using the protection mode command to invoke a different
protection mode -- or until the storage medium is
reformatted. When changing from a protection mode that has
password protection, the password sent with the protection
mode command must identically match the password written in
the second predetermined location on the storage medium.
Otherwise, the protection mode command attempting to change
the current protection mode will be rejected. Formatting the
storage medium 60 allows the media to be recovered if the

password i1s forgotten, but any stored data will be lost. A

sector on the storage medium before removing or allowing any
change to that protection mode.

In the preferred embodiment, the protection mode
applies to the entire volume of information in the data
tracks 62 on both sides of the storage medium. In other
embodiments, however, provision may be made for protecting
individual sectors or groups of sectors anywhere on the

storage medium. Such an embodiment would require a separate

sectors.

As described hereinafter, the microprocessor 92
(Fig. 5) is responsible for executing the protection mode
command and for ensuring that the code value indicative of a

desired protection mode and any password associated therewith
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are written to the storage medium. When a protection mode
command attempts to change from a protection mode that 1is
password protected, the microprocessor 92 compares the
password sent from the host computer 96 with the password
written in the duplicate write/read protect sectors 68 on the
storage medium. If the password sent from the host computer
96 does not match the password written on the storage medium
60, the microprocessor will prevent any change in the
protection mode. The microprocessor 92 is also responsible
for inhibiting writing of information from the host computer
to the data tracks 62 of the storage medium 60 when the
current protection mode of the storage medium, as indicated
by the code value written in the first predetermined location
thereof, is either the Write-Protect Mode, Password Wrilte
Protect Mode or Read/Write Protect Mode. When the current
protection mode is the Read/Write Protect Mode, the
microprocessor 92 will also inhibit reading of information
from the data storage medium.

The protection mode command described above can
also be used to put the disk drive 40 in a Temporary Unlock
Mode. In the present embodiment, this is accomplished by
sending the protection mode command with a code value of
0000 1xxx", where "x" indicates either a "1" or "0". Upon
receiving a protection mode command having this code value,
the microprocessor 92 will temporarily disable all read and
write protection for the storage medium until either the
current disk cartridge is removed from the disk drive, or
power to the drive is turned off. The Temporary Unlock Mode
does not change or affect the code value and password, if
any, stored in the first and second predetermined locations
on the storage medium. Removal of a disk cartridge after
entering the Temporary Unlock Mode will leave the protection
mode of the cartridge intact, and that protection mode will
be in effect the next time the cartridge is inserted into the
drive. When attempting to enter the Temporary Unlock Mode
from a protection mode that is password protected, the

protection mode command sent by the host computer 56 must, as
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for any change from a password-protected mode, be followed by
the identical password stored 1in the second predetermined
location on the storage medium.
Figure 6 is flow diagram illustrating both the

5 operation of the disk drive 40 of Figure 5, particularly
microprocessor 92, and a preferred embodiment of the method
of the present invention. Upon power-up of the disk drive
40, the microprocessor 92 waits at step 102 until the
insertion of a disk cartridge into the disk drive 40 is

10 detected. When the insertion of a disk cartridge into

rhe disk drive 40 is detected, control passes to step 104.
At step 104, the microprocessor 92 reads the code

value and password, if any, stored in the first and second
predetermined locations on the storage medium 60, i.e., bytes

duplicate write/read protect sectors 68. At this point, the
code value read from the storage medium defines a first, or
initial code, and indicates the first, or initial, protection
mode of .the storage device.

20 Next, at step 106, the micrbprocessor_92 examines
+he first code to determine whether the storage medium is
read protected, which in the present embodiment, only applies
when the protection mode of the storage medium is the
Read/Write Protect Mode. If the first code indicates that

25 the storage medium is read protected, i.e., the storage
medium is in the Read/Write Protect Mode, then control passes
to step 108 where the microprocessor 92 sets an internal
"read protect" flag to indicate that the storage medium 1S
read protected. .Ihe'microprocessor 92 thereafter inhibits

30 any attempt by the user’s host computer to read ipformation
from the storage medium 60. Any such attempt results 1in an
error message being sent to the host computer.

35
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If, on the other hand, the microprocessor 92
determines in step 106 that the storage medium is not read
protected, control passes directly to step 110. At step 110,
the microprocessor 92 examines the first code to determine

5 whether the storage medium is any of the modes that provide
write protection, i.e., the Write Protect Mode, the Password
Write Protect Mode or the Read/Write Protect Mode. If the
first code represents either of these modes, then control
passes to step 112 where the microprocessor 32 sels an

10 internal ‘"write protect" flag to indicate that the storage
medium 60 is write protected. The microprocessor 92
thereafter inhibits any attempt by the user’s host computer
ro write information to the storage medium 60. Any such
attempt results in an error message belng sent to the host
15 computer.

If, on the other hand, the microprocessor 92
determines in step 110 that the storage medium 60 1is not
write protected, then control passes directly to step 114.
At step 114, the microprocessor 92 determines whether the

50 current disk cartridge has been removed from the disk drive
40. If not, control passes to step 118 where the
microprocessor 92 inquires whether a protection mode command
has been received from the host computer 96. If not, control
passes back to step 114. Normal operation of the disk drive

25 40 can then proceed. The microprocessor periodically will
perform steps 114 and 118. Normal operation will continue
until either the current disk cartridge is removed (step
114), or a protection mode command is recelved from the host
computer requesting a change in the protection mode of the

30 storage medium (step 118).

1f the current disk cartridge is removed from the
disk drive 40, control passes to step 116 where the read and
write protect flags are cleared. Control then passes back to
step 102 where the microprocessor waits for a new disk

35 cartridge to be inserted. Upon insertion of a new disk

cartridge, control will once again pass to step 104, and the
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microprocessor 92 will operate on the new disk cartridge in
the manner described above.

If, however, the current disk cartridge is not
removed, but a protection mode command is received from the
host computer 96, control will pass from step 118 to step
120. At step 120, the milcroprocessor 92 determines whether a
password should have been sent with the protection mode
command elther (1) because the new protection mode to be
established is one of the password-protected modes, e.g., the
Password Write Protect Mode or the Read/Write Protect Mode,
or (ii)‘because the current protection mode is one of the
password protected modes and thus requires a password to
change from that mode. If, for either of these reasons, the
new protection mode does require a password, control passes
to step 122 where the microprocessor determines whether a
password was sent immedlately following the protection mode
command. If not, control passes to step 134 where an error
is reported. Control will then pass from step 134 back to
step 114.

If at step 122 it is determined that the required
password was sent, then control passes to step 124. Control
will also pass to step 124 1f it is determined at step 120
that a password i1s not required. At this point, the new code
value in the protection mode command defines a second code,
and the new protection mode specified by that second code
defines a second protection mode.

At step 124, the microprocessor 92 examines the
first code, which is still stored in the first predetermined
location on the storage medium, to determine if the first, or
current, protection mode requires a password before a change
ln protection mode can be effected. If a password is
requlired to change from the current protection mode, control
passes to step 126 where the microprocessor compares the
password that accompanied the protection mode command with
the current password read from the second predetermined
location on the storage medium. If these passwords do not

match identically, then control passes from step 126 to step
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134 where an appropriate error is reported. Control then
passes from step 134 back to step 1l1l4.
If the microprocessor 92 determines at step 126

that the two passwords do match, or if the microprocessor 92

determines at step 124 that there is no password associated

with the current protection mode (1.e., the current
protection mode is either the Unlock Mode or the Write
Protect Mode), then control passes to step 128.

At step 128, the microprocessor 92 determines
whether the second code transmitted in the protection mode -
command represents the Temporary Unlock Mode. If the second
code does not represent the Temporary Unlock Mode, then
control passes to step 129. At step 129, the microprocessor
92 examines the new, or second code, is the code for the
Unlock Mode. If so, control passes to step 131 where the
read protect and write protect flags are cleared in
accordance with the Unlock Mode. Control then passes ToO step
140 where the new, or second code, representing the Unlock
Mode is written to the first predetermined location on the
storage medium in place of the first code. Information may
also be stored in the second predetermined location to
indicate that no password is provided with this protection

mode. At this point, the change from the first protection
mode to the second protection mode has been effected.

Control will then pass back to step 114.

If at step 129, it is determined that the second
code is not the code for the Unlock Mode, then control will
pass to step 130. At step 130, the microprocessor determines
whether the second code is the code for either the Write
Protect Mode or the Password Write Protect Mode. If so,
control passes to step 138 where the write protect flag 1is
set. Next, at step 140, the second code and password, 1f
any, are written to the first and second predetermined
locations on the storage medium, respectively, in place of
the first code and its associated password, if any. At this

point, the change from the first protection mode to the new,
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or second protection mode has been effected. Control will
then pass back to step 114.

If, however, it 1is determined at step 130 that the
second code does not represent either the Write Protect Mode
or the Password Write Protect Mode, then control passes to
step 132 where it is determined whether the second code has
the value representing the Read/Write Protect Mode. If so,
control will pass successively to steps 136 and 138 where

both the read and write protect flags will be set. Control

will then pass to step 140 where the new, or second code, and
any assoclated password are written to the first and second
predetermined locations on the storage medium, respectively,
in place of the first code and its associated password, if
any. At this point, the change from the first protection
mode to the second protection mode has been effected.

Control will then pass back to step 114.

If 1t 1s determined at step 132 that the second
code does not represent the Read/Write Protect Mode, then the
disk drive assumes that an erroneous code value was sent.
Control will therefore pass to step 134 where an error will
be reported to the host computer. After reporting the error,
control will pass back to step 114. No change in the

protection mode of the storage medium will have been
effected.

Finally, if back at step 128, it is determined that

the code value of the protection mode command (i.e., the new
or second code) is the code for the Temporary Unlock Command,
control passes to step 142 where both the read and write
protect flags are reset. This effectively unlocks any read
or write protection afforded by the current protection mode.
Control will then pass back to step 114. Step 140 will have
been by-passed, and therefore, the first code and its
assocliated password, if any, are not overwritten or
destroyed. Writing and reading of information to and from
the storage medlum will, however, no longer be inhibited.

The disk drive 40 will operate in this Temporary Unlock Mode
until either the disk cartridge is removed, or another
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protection mode command is sent to again change or

reestablish the first, or current protection mode within the
drive.

As the foregoing illustrates, the present invention

is directed to a method for inhibiting the writing and
reading of information to and from a storage medium without
the need for mechanical, electrical or other types of
switches used in prior art write protect schemes.
Additionally, both read and write protection may be password
protected to prevent unauthorized changes in protection mode.
Since the write and read protection functions, including
password comparison are accomplished by the microprocessor
inside the drive, rather than by the operating system of a
host computer, they are more resistant to tampering. It 1is
understood that changes may be made to the embodiments
described above without departing from the broad inventive
concepts thereof. Accordingly, the present invention is not

limited to the particular embodiments disclosed, but 1is

intended to cover all modifications that are within the

spirit and scope of the invention as defined by the appended
claims.
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WHAT IS CLAIMED IS:

1. A method of inhibiting inadvertent and

unauthorized writing and reading of information to and from a

storage medium comprising the steps of:

writing a first code in a predetermined location on

the storage medium, said first code being indicative of a

first protection mode of said storage medium;

recelving a command to change the protection mode

of said storage medium from said first protection mode to a

second protection mode and, in response to the command,

writing in sald predetermined location on the
storage medium, in place of the first code, a second code
indicative of the second protection mode; and

recelving a second command to change the protection
mode of sald storage medium from said second protection mode
back to said first protection mode, and, in response to the

second command, rewriting in saild predetermined location on

the storage medium, 1in place of said second code, said first

code i1ndicative of said first protection mode.

2 . The method recited in claim 1 wherein said
first protection mode comprises a protection mode comprises a
protection mode in which writing and reading of information
to and from the storage medium are not inhibited, and wherein

second protection mode comprises one of a protection mode

whereln writing of information to the storage medium is
inhibited, a protection mode wherein writing and reading of
information to and from the storage medium are not inhibited,
and a protection mode wherein both writing and reading of

information to and from the storage medium are inhibited.

3. The method recited in claim 1 further

comprising the step of writing a password in a second

predetermined location on said storage medium.

AMENDED SHEET
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4, The method recited in claim 3 wherein said

steps of writing the second code in place of the first code

and of rewriting the first code in place of the second code

1

2

3

4 1n response to the respective commands are only performed if
> a password received with each of said commands matches the
6

storage medium.

1 5. The method recited in claim 1 further

2 comprising, prior to said step of writing a first code, the

3 steps of:

4 reading an initial code written in the

> predetermined location on said storage medium upon insertion
6 of the storage medium into a disk drive:

7 determining from the initial code an initial

8 protection mode of said storage medium: and
S setting at least one flag internal to the disk

10 drive to indicate the initial protection mode of said storage

medium.

6. The method recited in claim 1 further

comprising the step of generating an error signal whenever

access to the storage medium is attempted in a manner

W R

contrary to the protection mode indicated by the code written

in the predetermined location on said storage medium.

7 . In a disk drive of the type that receives a

removable disk cartridge containing a storage medium for
reading and writing information thereto, said storage medium
having written thereon, in a predetermined location, a
current code indicative of a current protection mode of said
Storage medium, said disk drive being responsive to said
current code to inhibit access to said storage medium in
accordance with the current protection mode indicated by said

code, a method of changing the protection mode of the storage
medium comprising the steps of:

©C W 00 Jd &6 U b W NN

}__l
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11 receiving a command to change the protection mode

12 of said storage medium from said current protection mode to a

13 different protection mode; and, in response to the command,
14 ) writing in said predetermined location on the

15 storage medium, 1n place of the current code, a different

16 code 1ndicative of the different protection mode, said

17 different protectlion mode and different code becoming said

18 current protection mode and current code: and

19 repeating steps (a) and (b) whenever it is desired

again to change the protection mode of the storage medium.

8. The method recited in claim 7 wherein said
current and said different protection modes each comprise one
of a protection mode wherein writing of information to the
storage medium 1s inhibited, a protection mode wherein
writing and reading of information to and from the storage

medium are not inhibited, and a protection mode wherein both

~N GOy oW R

writing and reading of information to and from the storage

medium are inhibited.

1 9. The method recited in claim 7 further
comprising the step of writing a password in a second

predetermined location on said storage medium.

10. The method recited in claim 9 wherein said
step of writing said different code in place of said current
code 1n response to the command is only performed if a

password received with said command matches the password

Ur & W N B

written in the second predetermined location on said storage

medium.

11. The method recited in claim 7 further

comprising the steps of:

readilng the current code written in the

predetermined location on said storage medium upon insertion

b » W N

of the storage medium into the disk drive;

AMENDED SHEET
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6 determining from the current code the current
7 protection mode of said storage medium; and

8 setting at least one flag internal to the disk

9 drive to indicate the current protection mode of the storage

medium.

12. The method recited in claim 11 further
comprising the steps of:
recelving a command to temporarily by-pass the

current protection mode indicated by the current code written

1

2

3

4

5 1n the predetermined location on said storage medium; and

6 resetting said flag to a state that indicates that

7 access to the storage medium is not inhibited, whereby the

8 disk drive can thereupon access the storage medium in a

9 manner that would otherwise be inhibited in accordance with
10 the protection mode indicated by the current code written in
11 the predetermined location without having to change the '

current code written in the predetermined location.

13. The method recited in claim 7 further
comprising the step of generating an error signal whenever
access to the storage medium is attempted in a manner that is

inhibited in accordance with the current protection mode

BN = W N

indicated by the current code written in the predetermined

location on said storage medium.

-14. A disk cartridge comprising a storage medium
having a plurality of concentric tracks to and from which
information is written and read, said storage medium having
written, in a first predetermined location thereon, a code
that indicates a protection mode of said storage medium, and
sald storage medium having written, in a second predetermined
location thereon, a password associated with said code,

whereby a disk drive cannot write another code in place of

0o O 3 O Ul b W N

the code written in said first predetermined location unless

-
-

2 password recelved by the disk drive matches the password

written in said second predetermined location.

AMENDED SHEET
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1 15. The disk cartridge recited in claim 14 wherein

2 the protection mode indicated by the code written in said
3 first predetermined location comprises one of a protection
4 wmode wherein writing of information to the storage medium is
inhibited, a protection mode wherein writing and reading of

information to and from the storage medium are not inhibited,

~N Y Ui

and a protection mode wherein both writing and reading of

information to and from the storage medium are inhibited.

1 16. The disk cartridge recited in claim 14 wherein
said first and second predetermined locations are duplicated

at a plurality of positions on said storage medium.

Nl

1 17. The disk cartridge recited in claim 14 wherein
2 said first and second predetermined locations are duplicated

on opposite surfaces of said storage medium.

1 18. The disk cartridge recited in claim 14 wherein

salid first and second predetermined locations are part of at
3 least one concentric track on said storage medium that is not

accesslble by a host computer interfaced to said disk drive.

1 19. The disk cartridge recited in claim 14 wherein

2 sald storage medium comprises one of a magnetic storage

3 medium, a rewritable optical storage medium and a magneto-

optical storage medium.

AMEMDED SHEET
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