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(57) ABSTRACT 

A method and System for finding a longest matching prefix 
for an input keyword from among multiple prefixes. The 
prefixes are data Strings of varying lengths wherein prefixes 
of length n or greater are probabilistically a longest prefix 
match. The method of the present invention begins by 
mapping the prefixes of length greater than or equal to n, 
that is, in the interval In, L, into a first lookup System. 
Remaining prefixes of length less than n, but greater than or 
equal to n2, that is, in the interValna, n1-1), are mapped into 
a Second indeX utilizing a Second hash function, wherein n 
is less than n. Further lookup Systems on prefixes having 
lengths in the intervals.ns, n2-1), In, na-1), and So on, may 
also be utilized, as determined by optimization Studies and 
the Statistics of routing tables. 

15 Claims, 7 Drawing Sheets 
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FIG. 1B 
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HYBRD LONGEST PREFX MATCH AND 
FIXED MATCH SEARCHES 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention relates in general to prefix matching 
Searches and, in particular to combining fixed matching with 
longest prefix matching techniques to improve Search effi 
ciency. More particularly, the present invention relates to 
utilizing a non-uniform Statistical distribution of prefix 
length values within a network routing prefix table to divide 
the prefix table into two or more direct tables from which 
longest prefix Searches can be performed. 

2. Description of the Related Art 
Many data processing or networking tasks require finding 

the longest matching binary Sequence from a collection of 
Stored binary Strings. Specifically, Such tasks require com 
paring an input keyword to a keyword that is Stored in a 
database to find the longest match. The database that Stores 
the keywords often includes a lookup table that, after 
establishing a match between an input keyword and a data 
String within the database, either retrieves information or 
executes a program linked to the data String. 

In packet-based communication networks, which consists 
of multiple interconnected nodes, data in the form of packets 
can be sent from one node to any other node. Specialized 
nodes called routers are responsible for or "forwarding” a 
packet to its destination. By analogy, routers act as post 
offices. AS letters, any of the data packets Sent through a 
communication network contain information about the des 
tination address, generally as part of a header. Each router 
compares this information or at least part of it with a list of 
addresses Stored internally. If a match between a Stored 
address and the destination address is found, the router 
establishes a path leading to the destination node. Depend 
ing on the Size of the network and its Structure, the packet 
is either directly forwarded to its destination or sent to 
another router, Very much the same way a letter is passed 
through Several post offices until reaching its final address. 
One method for constructing large networks is promul 

gated by the International Organization for Standardization 
(ISO). Under this method, each router does not store routing 
information for every possible address in the network. 
Rather, it stores routing information for partial addresses. 
The ISO standard dictates that a router send a packet to the 
best matching partial address within its database. Imple 
menting this Standard requires building a hierarchical Struc 
ture of nodes using a given number of digits or a given 
header length: Main routers are addressed by the initial part 
of the address, Subrouters by the middle part, and final 
destination by the last digits of the address. It is then 
Sufficient for any router to read digits assigned to the level 
of hierarchy to which a packet is to be sent. The ISO is thus 
a good example for illustrating the utility of having partial 
prefix matching ability. 

Other useful applications of prefix matching include 
assigning an access/security level to a user of Shared com 
puter and network equipment, directory look-ups in a tele 
phone context, on-line dictionaries, Spelling checkers, and 
Searching for reference numbers in large organizations, Such 
as Social Security, health or other insurances, banking appli 
cations and the like. 

The use of prefixes introduces a lookup problem in which 
multiple Stored prefixes may match a given packet address. 
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2 
If a packet matches multiple Stored prefixes, it is intuitive 
that the packet should be forwarded in accordance with 
instructions associated with the most specific or longest 
matching prefix. 

Prefix matching lookup is particularly essential for high 
Speed packet forwarding over the Internet. AS utilized 
herein, “the Internet” refers to the worldwide collection of 
networks that utilize the Transmission Control Protocol/ 
Internet Protocol (TCP/IP) Suite of protocols to communi 
cate with one another. It is reasonable to expect further 
increases in users, hosts, domains, and thus to expect greater 
traffic management problems on the Internet. 

IP currently Supports a network routing protocol called 
IPv4 (Internet Protocol Version 4) that utilizes a 32-bit 
address in the header of each packet. For each packet 
received through an input link interface, a router reads the 
address field to determine the identity of the device (such as 
another router or host) to which the packet should be 
forwarded before reaching its final destination. routing table 
is typically utilized by a router to provide a Searchable index 
between a packet address and the correct forwarding instruc 
tion. Exact matching is not feasible due to the resulting 
requirement of a routing table having 2 entries for a 32-bit 
address. The routing table contains an array of address 
prefixes that each represent an address that is reachable from 
the router. After determining the optimum destination node, 
the router encodes the corresponding destination address 
into the address field of the packet and delivers the packet to 
a particular output link interface according to the encoded 
destination address. 

This method of IP address lookup has become an increas 
ingly critical delay bottleneck for Internet traffic. The prob 
lem will only get worse if IP addressing adopts longer 
addresses such as the 128-bit address required for the 
proposed IPv6 protocol. 
From the foregoing, it can be appreciated that a need 

exists for an improved longest prefix matching technique in 
which Statistical parameters associated with a given prefix 
length are advantageously utilized to Simplify a Search for a 
longest prefix match. 

SUMMARY OF THE INVENTION 

A method and System for finding a longest matching 
prefix for an input keyword from among multiple prefixes 
are disclosed herein. The prefixes are data Strings of varying 
lengths wherein prefixes of length n or greater are probabi 
listically the longest prefix match. The method of the present 
invention begins by mapping the prefixes of length greater 
than or equal to n into a first lookup system. Remaining 
prefixes of length less than n, but greater than or equal to n 
are mapped into a Second indeX utilizing a Second hash 
function, wherein n is less than n. 

In a Second embodiment, additional trees of even shorter 
prefixes are tested in additional lookups. Thus, there can be 
a third lookup mechanism used when prefixes of length 
Shorter than n- exits, and So on. 

All objects, features, and advantages of the present inven 
tion will become apparent in the following detailed written 
description. 

DESCRIPTION OF THE DRAWINGS 

The novel features believed characteristic of the invention 
are Set forth in the appended claims. The invention itself 
however, as well as a preferred mode of use, further objects 
and advantages thereof, will best be understood by reference 
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to the following detailed description of an illustrative 
embodiment when read in conjunction with the accompa 
nying drawings, wherein: 

FIG. 1A illustrates a data processing System for Sorting 
and mapping prefixes within a master prefix table to multiple 
direct tables in accordance with a preferred embodiment of 
the present invention; 

FIG. 1B depicts a portion of a prefix lookup table con 
Structed in accordance with the teachings of the present 
invention; 

FIG. 1C illustrates prefixes mapped within a prefix table 
in a data tree Structure in accordance with the teachings of 
the present invention; 

FIG. 2 depicts a system within a network router for 
processing an IP address header in accordance with a 
preferred embodiment of the present invention; 

FIG. 3A is a flow diagram illustrating a method by which 
prefixes are Sorted in accordance with a preferred embodi 
ment of the present invention; 

FIG. 3B is a flow diagram illustrating a method by which 
prefixes are mapped from a master routing table into mul 
tiple direct Search tables in accordance with a preferred 
embodiment of the present invention; and 

FIG. 4 is a flow diagram depicting Steps performed by an 
address lookup processing System in accordance with a 
preferred embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

This invention is described in a preferred embodiment in 
the following description with reference to the figures. 
While this invention is described in terms of the best mode 
for achieving this invention's objectives, it will be appreci 
ated by those skilled in the art that variations may be 
accomplished in View of these teachings without deviating 
from the Spirit or Scope of the present invention. 

With reference to FIG. 1A, there is illustrated a data 
processing System for mapping a master prefix table to a first 
and Second indeX in accordance with a preferred embodi 
ment of the present invention. In particular a prefix mapping 
system 100 is depicted within the context of a router 102. As 
utilized herein, a “router” refers to an intermediary device 
within a packet-based communications network that expe 
diteS message delivery. On a single network that connects 
multiple data processing Systems through a mesh of possible 
connections, a router receives transmitted messages and 
forwards them to their correct destination over the most 
efficient available route. 

For purposes of illustration, it will be assumed with 
reference to the figures, that the longest prefix matching 
System and method taught herein is performed with respect 
to routing data packets at the network level of the well 
known ISO/OSI architecture model. The routers described 
herein thus proceSS and forward data packets utilizing the 
well known internet protocol (IP). IPVersion 4 (IPv4), the 
current version of IP, supports in principle 2 or about 5 
billion internet addresses. The header of an IP packet that is 
addressed in accordance with IPv4 protocol includes a 32-bit 
destination address. A new version of IP, IPv6, provides a 
128-bit destination address within the packet header. IPv6 
may come into widespread use to alleviate the Service 
shortcomings of IPv4. It should be noted that although the 
particular number of address bits does not limit the appli 
cability of the principle of present invention, the utility 
enjoyed therefrom increases as the number of address bits 
increases. 
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4 
As further depicted in FIG. 1A, router 102 includes a 

processor 108 for performing a variety of data processing 
tasks associated with incoming and outgoing data packets. A 
memory device 104, that in the depicted embodiment may 
be a volatile or non-volatile Storage device, Stores a master 
routing table 110. A routing table such as routing table 110 
is conventionally utilized as a database for Storing a variety 
of prefixes having a length that may theoretically range from 
1 bit to the bit length of an address header for packets routed 
by router 102. 

In practice, an IP prefix lookup table, Such as router table 
110, includes prefixes having lengths that vary between 8 
and 32 bits wherein 32 bits is the length of a packet address. 
For each packet received through an input link interface, 
router 104 reads the address field to determine the identity 
of the device (another router or host) to which the packet 
should be forwarded on its way to its final destination. In 
accordance with Standard IP routing convention, in order to 
properly forward an incoming IP packet, a longest prefix 
match (LPM) search must be conducted on the prefixes 
listed within router 110. The goal of an LPM search is to find 
the longest prefix that matches the leading bits of a packet 
address exactly. 
The LPM problem can be defined generally as follows. A 

large number of bit patterns (called prefixes or routes) of 
various lengths are Stored within a master database. ASSO 
ciated with each bit pattern is an action. For the IPv4 
protocol, an input address X in the form of a 32-bit IP 
destination address is presented to the LPM search system 
which must find among all the Stored patterns, the longest 
pattern having a lenghtl, wherein all bits exactly match the 
leftmost 1 bits of the input address X. The action associated 
with this longest pattern is then implemented with respect to 
the input address X. 

In the embodiment illustrated in FIG. 1A, the action 
associated with the prefixes stored within routing table 110 
is embodied as a forwarding instruction for instructing 
processor 108 for routing an incoming packet to a particular 
destination. Routing table 110 is thus utilized by router 102 
to provide a Searchable indeX between a packet address and 
the correct forwarding instruction. Exact matching is not 
feasible due to the resulting requirement of a routing table 
having 2 entries. After determining the optimum destina 
tion node, processor 108 encodes the corresponding desti 
nation address into the address field of the packet and 
delivers the packet to a particular output link interface 
according to the encoded destination address. 
AS further illustrated in FIG. 1A, router 102 further 

includes a first index 112 and a second index 114 stored 
within a memory device 106. As shown in FIG. 1A, both 
indexes include an array of entries. The shaded entries 
represent data Storage locations having particular addresses 
in which data in the form of one or more prefixes have been 
entered. In a preferred embodiment, first index 112 includes 
2" available storage locations and thus has an m-bit 
Storage access address (note that only five locations actually 
have prefix entries in this example). 

Second indeX 114 has an m-bit address to accommodate 
its 2" storage locations. As with first index 112, most of the 
available Storage locations within Second indeX 114 are 
unoccupied. The shaded entries within second index 114 
represent data Storage locations in which one or more 
prefixes are Stored. 
The prefixes stored within first index 112 and second 

indeX 114 includes all the prefixes contained within routing 
table 110. In accordance with an important feature of the 
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present invention, processor 108 maps each of the prefixes 
within routing table 110 to either first index 112 or second 
indeX 114 in accordance with a prefix length parameter. In 
a preferred embodiment, this prefix length parameter is a 
prefix length (in terms of a number of bits) that has been 
statistically determined to be to the most likely to be selected 
as a longest prefix match from among all prefixes within 
routing table 110. In actual IPv4 routing tables, this value is 
16. Alternatively, this prefix length might be the length most 
represented by all stored prefixes. In actual IPv4 routing 
tables, this value is 24. 

Specifically, Such a prefix length parameter may be deter 
mined by a Statistical analysis of empirical longest matching 
prefix data. Trends in prefix lengths among the prefixes 
within routing table 110 may also be utilized to determine an 
appropriate prefix length parameter. For purposes of 
illustration, it will be assumed that the address length is L 
bits. Furthermore, it will be assumed with reference to the 
figures herein that the determined prefix length parameter is 
represented by a non-zero integer n. In this case in repre 
Sents the data String length (in terms of a number of bits) of 
a prefix that, for example, may be statistically determined to 
be the most likely to be a longest prefix match or the most 
frequently occurring length, for an input keyword from 
among all prefixes stored within routing table 110. Within 
the Scope of the present invention, additional shorter lengths 
that are statistically significant in Some way, namely, n, 
na, . . . , n for Some positive integer k are also utilized for 
performing a LPM for a given address. It should be noted 
that Leni>n-> . . . >na0. 

It is assumed that all Stored prefixes have lengths included 
within the interval n, L. This interval will be partitioned 
into k Sub-intervals, namely, In, L), In, n-1) . . . n, 
n-1. To accommodate n-bit indexing, first index 112 is 
a storage array having 2 data storage locations that each 
have an n-bit address. The prefixes within routing table 110 
are first Sorted into prefixes of length greater than or equal 
to n and prefixes of length less than n. Processor 108 maps 
the prefixes of length greater than or equal to n into first 
indeX 112. This mapping is performed utilizing an n-bit 
hash function. If X is the raw 32-bit address, then let h(x) 
be the m-bit value of the hash function. This value (h(x)) 
depends only on the first n bits of X. In one embodiment of 
the present invention, the value of h(x) is simply the first n 
bits of X such that n=m. It should be noted that since many 
of the prefixes mapped into first indeX 112 have lengths 
greater than n, "collisions' may occur in which more than 
one prefix maps into a single entry within first index 112. AS 
described with reference to FIG. 1C below, a data tree 
Structure is utilized to organize more than one prefix Stored 
within a single indeX entry. 

Prefixes within routing table 110 of length less than n, are 
sorted by processor 108 into second lookup system 114 for 
prefixes of length within the interval n, n-1. In accor 
dance with a preferred embodiment, a longest prefix match 
search for a 32-bit IP packet address is performed first with 
respect to first lookup system 112. If a match is found within 
first lookup System 112, the object packet is forwarded in 
accordance with a forwarding instruction associated with the 
matching prefix. If a match is not found within first lookup 
System 112, the Search is continued with respect to Second 
lookup System 114. In lookup System 114, a Second hash 
function h(X) is utilized. If X is the raw 32-bit address, then 
let h(X) be the m-bit value of the hash function. This value 
ha(X), depends only on the first n bits of X. In one 
embodiment of the present invention, the value of h(X) is 
Simply the first n bits of X Such that n=m. This sequence 
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6 
may be extended to k lookup Systems with prefixes of length 
n, L), In, n-1)..., n., n-1), and khash functionsh, 
h2 . . . .h. With Output Values of m, m3, . . ., m bits 
respectively. 

Turning now to FIGS. 1B and 1C, there is depicted the 
manner in which individual prefix indeX entries are struc 
tured to accommodate an indeX Search in accordance with a 
preferred embodiment. With reference first to FIG. 1B, a 
portion of a prefix index 150 is illustrated. The construction 
of prefix index 150 is consistent in principle with either first 
index 112 or second index 114. As shown in FIG. 1B, four 
entries of prefix index 150 are illustrated. Two of the entries, 
116 and 122 are includes mapped prefixes while entries 118 
and 120 are unoccupied. All of the prefixes P-Ps having a 
data String length of at least X, wherein prefix indeX has an 
X-bit addressing to accommodate 2 Storage locations. AS 
shown in FIG. 1B, entry 116 stores prefixes P, and Ps, while 
entry 122 stores prefixes P-P. 
A mapping function implemented by processing means 

such as processor 108 within router 102 is utilized to map 
prefixes P-P and P7-Ps to entries 122 and 116 respec 
tively. In accordance with a preferred embodiment of the 
present invention, the mapping function processes the first X 
bits of a given prefix Such that a unique Storage location 
within prefix index 150 is allocated for each unique x-bit 
String processed by the mapping function. 

Referring to FIG. 1C, a data Structure arrangement for 
entry 122 containing prefixes P-P is illustrated. 
Specifically, P-P are arranged in a data tree Structure in 
which pointers are embedded to provide a Suitable Search 
structure for multi-prefix entries (such as entries 122 and 
116) that index more than one prefix. As shown in FIG. 1C, 
the data tree structure of entry 122 includes P as the root 
node, P and P as branches and P., Ps, and P as leaves. 
This hierarchical arrangement corresponds to the relative 
lengths of P-P in that P is the shorter than P- and Ps, 
while P, Ps, and P are the longest prefixes within entry 
122. The data tree structure for entry 122 provides a con 
Venient means for performing a longest prefix match Search 
following the full match search utilized to identify entry 122. 
Hence, prefixes P-P (having lengths greater than or equal 
to x) all shares a common X-bit “subprefix.” Prefixes P, and 
Ps also share a unique X-bit Subprefix with respect to entries 
118, 120, and 122. 
With reference now to FIG. 2 there is depicted a hybrid 

search system 200 for processing an IP address header in 
accordance with a preferred embodiment of the present 
invention. As shown in FIG. 2, hybrid search system is 
implemented within a network router 202 similar to that 
depicted in FIG. 1A. 

Router 202 includes an input port 222 at which an input 
IP packet 216 is received for forwarding. IP packet 216 
includes a data section 218 and an address header 220 that, 
depending on whether IPv4 or IPv6 protocol is being 
utilized, includes a 32-bit or 128-bit destination address. 
Since the principle described herein does not depend on a 
particular address length, an address length of L-bits will be 
asSociated with the destination address within address 
header 220. 

Router 202 further includes a master routing table (not 
depicted in FIG. 2) in which all routing prefixes are Stored. 
Such prefixes range in length from one to L. bits. It should 
be noted that in IPv4 routing tables today, the shortest 
occurring length is typically 8 bits. AS described with 
reference to FIGS. 1A, 1B, and 1C, the prefixes are sorted 
into prefixes of length n-1, L), In, n-1), ..., n., n-1-1). 
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As further illustrated in FIG. 2, a memory device 206 
within router 202 stores a first index 212 and a second index 
214. First index 212 is constructed in the manner described 
for prefix indices 112 of FIG. 1A in which processor 208 
maps prefixes of length greater than or equal to n into first 
lookup System 212 using an m-bit hash index h. The 
remaining prefixes having lengths less than n are similarly 
mapped into other lookup Systems Such as Second lookup 
system 214. 
Upon receipt of IP packet 216 by router 202, processor 

208 reads the L-bit destination address X within address 
header 220 in preparation for a hybrid prefix matching 
search. First, the L-bit destination address X is hashed into 
an m-bit index, h(X). The hash function his selected Such 
that the hash function output, h(X), depends only on the 
first n bits of X. A full match search is thus performed in 
which the first n bits of X are used as an m-bit index to 
locate a single entry in a lookup table within lookup System 
212. If the located table entry in the lookup table within 
lookup System 212 is occupied by at least one prefix, a 
longest prefix match (LPM) search is initiated within the 
located entry to determine the longest matching prefix for 
the L-bit address. 

If the located lookup table entry within first lookup 
System 212 is found to be vacant, a Second full match Search 
is initiated with respect to Second lookup System 214. The 
same hash function, h, that was utilized to map prefixes 
having lengths less than n, is now utilized to map the first 
in bits of X into an m-bit index that corresponds to a single 
entry in the lookup table within lookup system 214. The 
entry corresponding to h(x) within Second lookup System 
214 may contain one or more possible matching prefixes or, 
if there are no prefixes having a length between n and n, 
may be empty. A LPM search is initiated if the located 
Second indeX entry includes more than one prefix. 

Referring now to FIG. 3A, there is depicted a flow 
diagram illustrating Sorting Steps performed by the Sorting 
system 100 of FIG. 1A in accordance with a preferred 
embodiment of the present invention. Specifically, FIG. 3A 
depicts a method by which prefixes of length n, n -1 are 
Selected to be indexed within a lookup System i. The Sorting 
System is initialized as shown at Step 302 to begin mapping 
the Stored prefixes within the master routing table into k 
lookup tables. AS depicted at Step 304, a next prefix is 
retrieved from routing table 110. Next, as illustrated at step 
306, a determination is made of whether or not the retrieved 
prefix has a bit length greater than or equal to n. 

If the retrieved prefix is greater than or equal to n, and as 
depicted at step 308, hash function h (as previous 
described) is utilized to process the first n bits of the 
retrieved prefix in order to map the prefix to a m-bit output, 
wherein msn., that corresponds to a unique table entry 
within a first lookup table, such as first lookup table 212. It 
should be noted that hash function h has an index h(X) that 
depends only on the first n bits of the prefix. 

The Steps performed during the Storage interval shown at 
step 308 (as well as steps 312 and 316) are illustrated with 
reference to FIG. 3B. The storage interval begins at step 352 
and proceeds to step 354 which depicts retrieval of a prefix 
having a bit length within the range n, n -1. In the 
context of Step 308, for example, i=1 and n represents the 
longest prefix length L Stored within the master routing table 
(32 bits for IPv4). 

Next, as depicted at steps 356 and 358 a hash function h, 
is utilized to process the first n bits into an m-bit output 
value which is then utilized as an indeX into a lookup table. 
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In a preferred embodiment, the lookup table is a LPM table 
having 2" addressable storage locations. Also in a preferred 
embodiment, the LPM table includes data tree structures for 
organizing multiple prefixes Store are structured in a manner 
similar to that depicted in FIG. 1B. This mapping process 
iterates as shown at step 360 until all prefixes within the 
range n, n -1 have been retrieved and mapped as 
depicted at steps 354, 356, and 358. This mapping process 
is performed for each of steps 308,312, and 316 in FIG. 3A. 
Hash function h may be any of variety of possible hash 

functions, with only the requirement that the function pro 
duce a unique output (one particular entry among 2" 
possible storage locations). For example, if Search index m 
is 16, and if hash function his simply the first 16 bits of the 
prefix, then a first index having an array of 2' storage 
locations and a 16-bit address is required. In fact, a particu 
larly convenient hash function for mapping prefixes of 
length greater than or equal to 16 into the first indeX would 
be an identity function in accordance with the following 
relation: h(x)=first 16 bits of X. The result of utilizing such 
an identity hashing function is that the prefix is mapped to 
an entry that has a 16-bit address matching the first 16 bits 
of the prefix. 

Turning back to FIG. 3A, if, as illustrated at step 310, the 
retrieved prefix has a length less than n, a further determi 
nation is made of whether or not its bit length is greater than 
or equal to n. If So, and as shown at Step 312, a Second hash 
function his utilized to map the prefix into an m-bit index 
within a second lookup table that has 2" addressable 
Storage locations. Hash function he produces an m-bit index 
output value, h(x), that depends only on the first n bits of 
the prefix, wherein msn. Step pairs analogous to steps 
306/308 and steps 310/312 continue until, as depicted at step 
314, a final Sorting iteration is performed for prefixes having 
lengths less than n, but greater than or equal to n-. 

After all prefixes having lengths less than n have been 
indexed into k-1 lookup tables, the Sorting proceSS has 
terminated and the remaining prefixes are stored in a k" 
lookup table as illustrated at Step 318. Upon reaching Step 
322 all routing prefixes within the master routing table have 
been Sorted and indexed accordingly into k lookup tables. 

With reference now to FIG. 4 there is illustrated a flow 
diagram depicting Steps performed by hybrid Search System 
200 for processing an IP address in accordance with a 
preferred embodiment of the present invention. Following 
initialization of hybrid search system 200 as depicted at step 
402, an IP address is received by processor 208 as shown at 
Step 404. In accordance with the teachings of the present 
invention, the IP address received at step 404 is an L-bit data 
String included within a packet address. 

Proceeding to step 406, the first (leftmost) in bits of X are 
hashed utilizing the same hash function, h, that was used to 
map prefixes having lengths greater than or equal to n into 
the first lookup table. The result of hashing address string X 
using h is an m-bit output h(X). Next, as shown at Step 
408, a matching index entry within the first lookup table is 
identified in accordance with the hash output h(X). 
Many of the entries within the first lookup table are empty 

while others contain more than one mapped prefix. Step 410 
depicts an inquiry to determine whether or not the matching 
entry identified at step 408 includes at least one prefix 
(previously mapped in accordance with the mapping process 
depicted in FIG. 3B). If the identified lookup table entry 
does include at least one mapped prefix, a LPM Search is 
conducted with respect to the entry to determine the longest 
mapped prefix that matches the IP address String (step 412). 
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The Search conducted at Step 412 consists of Searching by 
use of a Patricia tree within the located lookup table entry for 
the longest prefix that matches the first (leftmost) l bits of 
address string X. The LPM search depicted at step 412 is 
Successful if at least one prefix match is found. In response 
to a determination at step 414, that the LPM search was 
Successful the address lookup process terminates at Step 444. 
If not, the proceSS continues as depicted at Step 416. 

If, as illustrated at step 416, either the identified first index 
entry is empty or the LPM Search was unsuccessful, address 
String X is hashed utilizing a Second hash function, h, into 
an m-bit value h(X), wherein man. AS explained with 
reference to FIG. 3A, n is the prefix bit length selected as 
the lowermost boundary for the second lookup table in 
which prefixes within the range n, n-1 have been Sorted 
and mapped in accordance with the method illustrated in 
FIGS.S 3A and 3B. 

Next, as depicted at step 418, h(X) is utilized as the index 
by which a direct table lookup is performed on the second 
lookup table. A unique table entry indexed (addressed) by 
ha(X) is located as a result of the lookup illustrated at Step 
418. Following the lookup at step 418, steps 420, 422, and 
424 mirror steps 410, 412, and 414 as described above 
except that the Second lookup table rather than the first is the 
object of an LPM search if the entry located at step 418 
contains at least one Stored prefix. 

The embodiment depicted in FIG. 4 assumes that the 
prefixes Stored within the master routing table have been 
Sorted and mapped into at least three direct lookup tables. 
The address lookup processing steps 406, 408,410,412, and 
414 are repeated as illustrated by steps 426,428, and 430 for 
any intermediate lookup tables before arriving at the final 
lookup System k. 

If a LPM has not been determined upon processing of 
address X with respect to the (k-1)” lookup system in 
accordance with the lookup processing illustrated at Steps 
426, 428, and 430, address string X is hashed utilizing a k, 
hash function, h, into an m-bit value h(X), wherein m-n 
(step 432). The n bit length parameter is the prefix bit length 
selected as the lowermost boundary for the k" lookup table 
in which prefixes within the range n, n-1 have been 
Sorted and mapped in accordance with the method illustrated 
in FIGS.S 3A and 3B. 

Next, as depicted at Step 434, h(X) is utilized as the index 
by which a direct table lookup is performed on the k" 
lookup table. A unique table entry indexed (addressed) by 
h(X) is located as a result of the lookup illustrated at Step 
434. Following the lookup at step 434, steps 438 and 440 
depicts a LPM Search commenced in response to a deter 
mination at Step 436 that the entry contains at least one 
prefix. If the entry is empty or if the LPM is unsuccessful, 
then the LPM for address X has failed entirely, and as 
illustrated at step 442 a default action is initiated before the 
process terminates at Step 444. 

Preferred implementations of the invention include imple 
mentations as a computer System programmed to execute the 
method or methods described herein, and as a program 
product. According to the computer System implementation, 
Sets of instructions for executing the method and System of 
the present invention are resident in a storage device Such as 
the ROM or RAM of one or more computer systems. Until 
required by the computer System, the Set of instructions may 
be stored as a computer-program product in another com 
puter memory, for example, in a disk drive (which may 
include a removable memory Such as an optical disk or 
floppy disk for eventual utilization in disk drive). 
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The computer-program product can also be Stored at 

another computer and transmitted when desired to the user's 
WorkStation by a network or by an external communications 
network. One skilled in the art can appreciate that the 
physical Storage of the Sets of instructions physically 
changes the medium upon which it is Stored So that the 
medium carries computer-readable information. The change 
may be electrical, magnetic, chemical, or Some other physi 
cal change. While it is convenient to describe the invention 
in terms of instructions, Symbols, characters, or the like, the 
reader should remember that all of these and similar terms 
should be associated with the appropriate physical elements. 
Thus, a method for implementing the Steps described within 
reference to the figures can be accomplished with a 
computer-aided device. In Such a method, data Stored in a 
memory unit of a data-processing System Such as a data 
processing System, can represent Steps in a method for 
implementing a preferred embodiment of the present inven 
tion. 
While the invention has been particularly shown and 

described with reference to a preferred embodiment, it will 
be understood by those skilled in the art that various changes 
in form and detail may be made therein without departing 
from the Spirit and Scope of the invention. 
What is claimed is: 
1. A method for finding a matching prefix for an input 

binary data String from among a plurality of prefixes having 
varying lengths, Said method comprising: 

generating a first lookup table for Said plurality of prefixes 
having a length greater than or equal to n bits by 
utilizing a first hash function; 

generating a Second lookup table for Said plurality of 
prefixes having a length less than n bits by utilizing a 
Second hash function, wherein Said Second hash func 
tion is different from said first hash function; 

applying Said first hash function to a prefix of Said input 
binary data String to yield an m bit index; 

determining whether or not said first lookup table includes 
a match by utilizing Said m bit index; 

in response to a determination that Said first lookup table 
does not include a match, applying Said Second hash 
function to Said prefix of Said input binary data String 
to yield an ma bit index; and 

determining whether or not said Second lookup table 
includes a match by utilizing said ma bit index. 

2. The method of claim 1, wherein said method further 
includes performing a routine for handling a non-matching 
prefix for Said input binary data String, in response to a 
determination that Said Second lookup table does not include 
a match. 

3. The method of claim 1, wherein said method further 
includes identifying a matching prefix for Said input binary 
data String within Said first lookup table, in response to a 
determination that Said first lookup table includes a match. 

4. The method of claim 1, wherein said method further 
includes identifying a matching prefix for Said input binary 
data String within Said Second lookup table, in response to a 
determination that Said Second lookup table includes a 
match. 

5. The method of claim 1, wherein said method is per 
formed by a router. 

6. A computer program product residing on a computer 
uSable medium for finding a matching prefix for an input 
binary data String from among a plurality of prefixes having 
varying lengths, Said computer program product comprising: 

program code means for generating a first lookup table for 
Said plurality of prefixes having a length greater than or 
equal to n bits by utilizing a first hash function; 
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program code means for generating a Second lookup table 
for said plurality of prefixes having length less than n 
bits by utilizing a Second hash function, wherein Said 
Second hash function is different from said first hash 
function; 

program code means for applying Said first hash function 
to a prefix of Said input binary data String to yield an m 
bit index; 

program code means for determining whether or not said 
first lookup table includes a match by utilizing Said m 
bit index; 

program code means for applying Said Second hash func 
tion to Said prefix of Said input binary data String to 
yield an m bit index, in response to a determination 
that Said first lookup table does not include a match; 
and 

program code means for determining whether or not said 
Second lookup table includes a match by utilizing Said 
m bit index. 

7. The computer program product of claim 6, wherein Said 
computer program product further includes program code 
means for performing a routine for handling a non-matching 
prefix for Said input binary data String, in response to a 
determination that Said Second lookup table does not include 
a match. 

8. The computer program product of claim 6, wherein Said 
computer program product further includes program code 
means for identifying a matching prefix for Said input binary 
data String within Said first lookup table, in response to a 
determination that Said first lookup table includes a match. 

9. The computer program product of claim 6, wherein said 
computer program product further includes program code 
means for identifying a matching prefix for Said input binary 
data String within Said Second lookup table, in response to a 
determination that Said Second lookup table includes a 
match. 

10. The computer program product of claim 6, wherein 
Said computer program product is executed within a router. 
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11. An apparatus capable of finding a matching prefix for 

an input binary data String from among a plurality of prefixes 
having Varying lengths, Said apparatus comprising: 
means for generating a first lookup table for a plurality of 

prefixes having a length greater than or equal to n bits 
by utilizing a first hash function; 

means for generating a Second lookup table for a plurality 
of prefixes having a length less than n bits by utilizing 
a Second hash function, wherein Said Second hash 
function is different from said first hash function; 

means for applying Said first hash function to a prefix of 
Said input binary data String to yield an m bit index; 

means for determining whether or not said first lookup 
table includes at least one matching prefix by utilizing 
Said m bit index; 

means for applying Said Second hash function to Said 
prefix of Said input binary data String to yield an m-bit 
index, in response to a determination that Said first 
lookup table does not include a match; and 

means for determining whether or not Said Second lookup 
table includes a match by utilizing Said ma bit index. 

12. The apparatus of claim 11, wherein Said apparatus 
further includes means for performing a routine for handling 
a non-matching prefix for Said input binary data String, in 
response to a determination that Said Second lookup table 
does not include a match. 

13. The apparatus of claim 11, wherein Said apparatus 
further includes program code means for identifying a 
matching prefix for Said input binary data String within Said 
first lookup table, in response to a determination that Said 
first lookup table includes a match. 

14. The apparatus of claim 11, wherein Said apparatus 
further includes program code means for identifying a 
matching prefix for Said input binary data String within Said 
Second lookup table, in response to a determination that Said 
Second lookup table includes a match. 

15. The apparatus of claim 11, wherein Said apparatus is 
located within a router. 


