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METHOD FOR PERFORMING DATA SCRUBBING MANAGEMENT IN A STORAGE SYSTEM,
AND ASSOCIATED APPARATUS
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A method for performing data scrubbing management in a storage system and an associated apparatus
are provided. The method includes: detecting whether a system event within at least one predetermined
system event occurs, to generate a detection result; and according to the detection result, selectively
triggering a data scrubbing operation in the storage system. For example, each predetermined system event
within the aforementioned at least one predetermined system event is not generated through scheduling
setting, where the scrubbing operation is a non-scheduling event triggered scrubbing operation. More
particularly, each predetermined system event within the aforementioned at least one predetermined system

eventis not generated through performing scheduling setting corresponding to a fixed time period in advance.
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€39
A method for performing data scrubbing management in a storage system and aﬁ
associated apparatus are provided. The method includes: detecting whether a system
event within at least one predetermined system event occurs, to generate a detection
result; and according to the detection result, selectively triggering a data scrubbing
operation in the storage system. For example, each predetermined system event
within the aforementloned at least one predetermined system event is not generated
through scheduling setting, where the scrubbing operation is a non-scheduling event
triggered scrubbing operation. More particularly, each predetermined system event

within the aforementioned at least one predetermined system event is not generated
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Ath-rlough performing scheduling setting corresponding to a fixed time period in

.advance.
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[0001] A2 HARMNEEHEE LGN EE - LI —EARN—EE
LA TERHESEE (Data Scrubbing Management) 2 JT/ABHRAASE -
G IESETD | |

[0002] REMEFEN  —ERNBFRGETETERNER (Data
Scrubbing) » LAREFHEIERES » HhERIEE H—TREERE Ly - BEE
DURIZRETIESERRAAIERE < A1 » AHRARCIT P @ AR - fl40 - B ESR
FIBEFE 28 LT EREERRESH » — RSB EE T BT T EIRE RS TR
B~ BRIBATASCEI T N E E R B 2 HHMERRE (Scheduling Setting )
REGITERHESE - D—E 85z ERES ] (Redundant Array of Independent Disks
PUT MR TRAID ) fERZEKNEERGZ—F  MEHVERIEAE R
& AT EZRAID > F— AR E TR REER - MRS A ERNERIR
YR —BIRAE o EN G R R - ST R B
TR BRI RN R RS A/ N R E e - HiEE FEAER
LB/ - 5341 FUTERHERBE R X ERNBET AR ZIATRE K
FE o BRI R ERATERHE S TS B B E I B MR R R AT
Z AR

[0003] HZAHEHEAMS ﬁﬁfﬁ%&ﬁ“ﬁ%ﬁ@%ﬁ%%%ﬁﬂﬁ~%%*§ﬁ’ﬂ%
RHEVE » A RERBE R EREMEE R IR FRE - MRBAET iRt — L
MNERZEZ%0 (Personal Server System ) JEZ —{EH BT > T AR FIARES %
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GIEZ =B R T2 - AT > BRSPS BRI - S 2
SRR TS BRI R e SR SR S R A
GURAE - BEE - B TR NEE AR - S TSR ¢ BE
BERZRF IR ( Scheduling Time Period ) 854 4A 517 S i e IS B S
IR © TS O AR & R A BT 2 2 B
S S (R T 2R A RS - |
[0004]  FHIA T4 AEBRS AT S RS AR ORI (540 1ot B
FI) BRRT » T ARAREATEIRIRE - B - BB AR
® .. DB VRINER » SR HERREIE FRRTIRL T - Te e A e
(299797
[0005] &I HiT> —ER I —ER AR — R Agre TR
% (Data Scrubbing Management)  FEBAARAEE » DRI FikpaRE -
[0006] A8 53— H AGTER R —TR A — et A e T2
B TEIRRAE - DU A BB -
[0007] AR 25/b— ek B PR — TR IS — BATE G e e
BB % - BTAES | MRS SEE b EEAREEDY 2GS
PR DR § UBRKES R - R R T 2 b
—¥i}i#% (Data Scrubbing) #B{F « FHE - FEE TR LG E by
5 TBEAGELIEBBYZNE (Scheduling Setting) FREEE - Bl : _Lift
PE DT A T AR A B TR T R B
A B T - |
(0008  AESHIRREL Uik IR » TR REN IR — B A — e 2
G PR Y SE RSB T AV A /5 (i
0 —EA AN  REETRE | B  RERUE AT |
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LD D AT B — ERHE A -

[0009] ZESHHARIEFERY —F - AEH J7 R sl AR TR D EIfER -

SR REIEFRTIR T » FS AR IR - B4 » RSB I AL

R A NGRS RN U AR AR I -

eV )

[0010])

5 BB A S — N — BT AT EE -

SN B A S A — B — BT 2T R -

53 B S A S B — B —E AN — B AR R TR e e
( Data Scrubbing Management ) 2~ 77758 IEE] ©

AT BT AR — BB S R — TR -

B SRS B 2 T ER A EIEITR S R — TAEE -

7=
[0011] SEIEAKREAZH B —TERETFREI00HRER - #TF%
H100E] e —HEK110  Haaaz/—HEEE (F1 - —EESEHE
AR ) > SEUINEEEESEE (120-1, 120-2, ..., 120-N} » FA PRI ERE110/5A%
E bty B0 EERSNEEER  HPEs TN IRER—E R -
Bl - EN = 15 ZINEEEETEE—EREFEE120-1 - P9 BN =25 >
A T AW EFEE 120-182120-2 - XA © EN > 2 » 8%
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BHEMFLEETES S BN LR FEE - BOEEEE120-1 -
120-2 ~ ... ~ 120-N - %%N{E%Y?%ﬁ{lZO-l,_IZO-Z, oo 120-N}EFIZ{:E~{§—_EY;T¢%§§
120-n (FF%% "n, ETAEEABRIL NIWHIE 2 (£ 28 BT Tas ({8
ABRFY) ¢ [EIRERERE (Solid State Drive » DU SfER TSSD ) » BEREERE (Hard
Disk Drive » DL NE#E A& "HDD ) o |

[0012]  fRIBAENHE] - HEBIBER 110/ RIS G 2551007 S5/ - TIAN
[ERERFLEE (1201, 1202, ..., 120-N} i (5 —(EFAS B o] FIAR BT, - 534 -
FNEFFFEE{120-1, 1202, ..., 120-N}F 2T —EFEE 12007 F—EE
BEFEE RS ETR LTRSS (AR RS - SRR
N{EEEFLEE (120-1, 1202, ..., 120N}t 2 {F—EEAFEE R 120-nfR e h 2 (E
BB AR — B A BRI T - SNE A A (1201
120-2, ..., 120-N} 2 G — A B A B 2545 HIRERES! (Redundant Array of
Independent Disks » LI Ffi#8E "RAID )« 4 : BE7FAEE120-1 5] 5B % (HE
ARERBEFTA G RAID » LUSREFREERER122 - LB © HE LR (1202, ..
120-N} 1. H— AR AE T B R 25 (EF SRR FTAR IR RAID - LIS EEE TR »
AU RGP ERISUER - SUEFEEN - I5h - R ERS L 10T B REAER
7RI — PRI R « I - AR AR T/ & A5 ( Firmware Code ) -
R R TR HOTIE. » SRR R - fI4 © 2t el
WBSRE (Software Code) o |
[0013]  FEREETENGEHIT - FSCH B AR 100 F BT RS E (Data
Scrubbing Management) = $5 B B[ & 441100 B/0—R5> (il : —6
SYBRAER) - BN ¢ HASE R AR A AS1007 — 85y » SEIIEEIERS110 - X
B4« EASE A A R AM100 —85) » SEATIGIERL 110 R NS
B {120-1, 1202, ..., 120-N} o —(HE 5 (BAEEAETE - B © HASE T A b
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471007 3288 o EEF 24100096 F Rl s (EARTRIY) © (Eikas - SR8k
st (Network Attached Storage, NAS ) ©

[0014] 2.%{i€?€2&§*%%-aﬁmﬁz TEETF L4200~ ER - HER
W BT RE RG] REWEEh > Lt 20—t s S A e L BT
TR EEFEEE120-1  HF G ER 0GR R RFIEE 120-1 - {RIBAEHG]
BEFAEE 120-1 T B —EFRHEGEER GEO LIE) - B EERETEE
Fr4ERL > —(MEBiE AR E (SR L) - REMAI SR E G, 2/tHH
{2 RN EEEL -

[0015) 53 AMRIBEAZRH B« — SRR —H#ERGTETER
MR TR 7 JiR3000 AR E - AT ERNZET RS (FI4 © F1EFTR
T EHFEARER100 5 XHIN - SB2EFTRZ FF £47200) - LHEEAEAN Lz
PEGIEERE 110 © B IT7ASREAATT -

[o016]  FAEER310+ - EHIERS] 10 R EE4E R/ D —TEE RSN EHF (G
WN—ERZETEELRGEN) Fr—RGEF - LEE—(RAGER - fld - &
Ity B/ —FAE RGBT 2 E-TRELARBMIIREREPHESE (Scheduling
Setting ) FfEELE - HE » Ll B/ —THELRRBHPZE-TRERGEFL
JEEETESETTIIE N B ER R B B e FTE L -

[0017)  JASEE3200h > (g (EMIAER - FERIEERE 110 0] B2 g 2 5% 6
FRGHh T —&RHE (Data Scrubbing) #fF (FEUIEE I EELE2E 7 HIFTRZ
Eiph 2 F—&2 Btz E D — B BrHEENE ) - B4 - FEER310
T B/ —FAELRGEG T E-TAERREFRLIFEBIEREREL
TR » NS ER320ch ATl S B RHE R R R — I FEME B S L B RHE

3B A/E ( Non-scheduling Event Triggered Scrubbing Operation ) *

[0018] EfEL  FE3I0FFTILY BV —TEERGHFHNFIFIEE (EF
$B5H 17T EEHERAH)
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RIA) | RIESBAM (Abnormal Shutdown) - BASGH/FAEE (3401 LA HDDEY
F#tSSD) 2 (Self-Monitoring, Analysis and Reporting Technélogy , AEETE A
| SMART , JiRFERF - BEFHTAE (R4 Ll HDDE it SSD) Z Ko
¥ IEsHsR (Uncorrectable Error » HffE A TUNCEESR ) ~ FHL (Access) &H}
KA 2 sl (Retry ) REE ~ BRE BaiSE] (Data Read/Write Command
Failure) ~ 1EZ %4843 (File System Error) o 41l : ZEFLRZFIEE HETE
AT B A IEHRAN - O : RS ST R R AT (3
0 Ll HDDE, B3 SSD)  HERSHEE (Slot) EH AIEE il > SEE{IRES -
® [0019] &FE E/\\DFE%IOEP}EE L2 2/0 —FE RSB TR EZE
TSRS - G140 ¢ (RIESEELENN] - HEEI 10 FiI Y B/ —TaE S
AESREEFRELRSLEM - T CGPEBI0RATILY ) RASE AR Z%EEE
HELRGEFTZ—F - 56 BB EG] > FPE3100 » B 110
RN G EZERETERTEMF P2 B—F  DIEEZ ISR - 41t -
ZEBETHELRREGT A ENTEELRG SN B EEETEE 2GE
hZE - K BERETEE AR EG P %S R (53200
Frile ) sxBERHEEIEE -
[0020] fREBFLEEHG] - FA2PER3109 » PGB 0T (SRS £ A% E
2 —FFERE (Accumulated Number of Times ) 27EEEE]— EREREFIEME -
DIEEZEAGER - fl40 - B3 10F ity /)0 — TR 2 Ea S EH
EFRECELEEMDINTT - CPEBI0RATT Y ) ZAREH AR ESETEE
RBREHTZE > MZEEREFMEESER CPB310TRkY ) S 4%%
o =90 > NP BR310 » IEAIEES10EM{T IR B84 R BETEE 2% =G
PrEE—%  DEAZEIER - BEE  FPBE310T - HAES1109/E

A AT EERGEMH PR E—E T — B KRB EEES— RN
56 B 3t 17 H(BYERHE)
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ZFEE > DEEZENER - P55 — ERREFIRENERZREETE
ERFEHT2ZS—F - Wik > HEZEBERE 2ZGB P 2 ERER
VEE S - PRI ERR 1109 0 ARSI Y R E P MEE > B s
HHEZ ZE REREPIEE - FREREHE PR320 ATily ) ZERHE
A o TR AEEGIRI - B EBEEE AR EO T IR E 2% REKE
ERZ EEREPIEE - B R EREEE RSB T RS E IR
REVEFIZ S — BEREIVEE - T7E%E PR320 ATl L) A FHRRE

8 - Flgn : B A BBRREFMEE U A B AENTERE - ERERT
SRR EVTE. - WIRE AR [RE - (RIBEEES - EEEIINREX
BFIMEE T LSRR A SN2 R S ERRE - REFERETEIG] > 1ZH =R
0T RRHE—FRAENT - UATFZHEERSC—ERE GEUZEFRRZ—
LAETE) BER REREEE - F11 - S RRXEPIEE T R —{E
FERRAE - RIE R E ] - R B 1 ORI EE T E - ST ER%E
EZ BRI EL %S — RRR B TERE - |

[0021] {REBFLENEE)  ZHERI0TRERV—HEEMMIE (Fa—
B E BIEERMIE ) - DUETRERERENE » Hp bty =/ — HiERk
frEfEE (PR320 ATty ) RERHEREIFATRE Z R HEE - fl0 - 7°
HRTE Bt /0 — BRI B DUETZ SR E R R T - IERIERL 110
PR AE AR E T EBEREAE - EPREBEER L E R HER
WHEREZ > i Ltz 20— ERERUBECeZREEERLE - 5/ 1
i btz /0 — B R R B DUETZ SRR EE 2 AR T > ERIEERS110
A AR B ER R EET (PR320 ) REPHEIE
fE > MIEEEEHE ARG Z BRI TR BRI ESE - 15 - R ET RN
B SEHREEENEEET  ERER I RZEFRETEREE —

OBTE 317 EETRIE)

105104706 % B AOLOL : 10520678470



201730764

e (E—firE D RZEHEERAE, —F - ERERTHRPNEN
ME > WIFA AL IRE - (RBIILEE] > FARE Lt 20— iEsk
A=Y ﬁéﬁéfﬂff’%% EfEZIBRET » GBI 0T ek i E AR g th &
/V—15IRIEEL (Designated Region) - M —EHZEIIRE - Hb bitr &
D—IERESZBEFEM/ NIRRT RS LN Tt E0—BER
PHIEES Bl 2/ D0—BIREE - B4 > WRE LIS E/ D —BEgEE
DU TR B RS e > iR o ERIERI O HZHEERGEP 2 E DI
IREIBGETT (PRE320HFTIi Y ) R iElE » MIE SR s
® TTREERHEGESE - BIA0 - #ERIERR LI SR it—(E I E N E (54 ik %)
DIESFZEAERE bt /05 RE -

[0022]  {RIEFETHEE] - 2eHI RS 10T 0] (PERI209ATILLY ) REH
EREFRENERN . — BB E (Accumulated Data Amount ) » DLE4SS
—RARER - SOh - RIER SRR - FEHIERE 1 10FT BB s 2 1F (Stop)
EX%?@&E%%%%T’E Bl ERE— SRS RS (SEI0FTY ) SEE
JUEIEFTIEEER % AEEN B2 —TEC RS BFTRES - 251
BE1I0E{Z 1R (PR320 ATt ) SR ERHERIESE « b » PME IR

HIERE - BRI S BRHER BE X B E R E (Last Data
Location) » P ZERERMUIBEREZZEEREFCEENRBER (Last
Data) ZIE - B4l - EZFEFRAT 25— ERHEL EIF B RS » o8B
NOFHMHZREERMU B T—E  (FRZE R EE Y BaNE -

BRER THRANENME > WA [RE] - B FEEE] - 212

BRI F I IR EME (Pause) RZERHESIESE - B4 - B S —1
HIGETIEH (SEB0TFTY ) SERHE B R > 2 Bl

ZE-THERREREFEER - SR ER 10T EE (FE3200 it ) 2
B8 H - H 17 H(BIHRES)
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ERHEIESE - IAh - INEE R ERHE RN - FERIERR 1 10F] Sk JHE
SEEER SR Y BB ERAE - HPR AR B AR R SR FE
BEHTRELR Y B - Gl | EREREOEF R E TS5 (Re-triggered)
0% R ER ORI FZREERMIBEY T—E » FRZERHEREFNE
WTiEET < FGBALE

[0023)] {RIBFLERE - BRTHRE Lz 20— BEERUE (GEO—E
S E HAZERMIE ) DUETTERHE e EE - ERIER 1100 (=] (PR320
AT Y ) RRHERIE(ERT R R 2% RIRAR & - DU £ —H
GEER o AN RIS (EHIGER - PERIERS L0 ERE MR | F 2 BRI E
fE - ERER THHENBENME » WIFHARFHZIRE o REFLERE] - %
HIERE 1100 5 B UL AR 2T 2R EFEVITEREER (Busy Level ) » MR
B TR FUORE AR B R A PR E PRV R A S8 (Level of
Resource Usage ) ©

[0024] {RIBFLERG] - RENBEAZEHNVEN > ZEHIEES1107TER -
HI BB E R o Friil 2 R TEEEZ BRI R B S » SEUE BN e S
(e B—Esy (BN —SARAEM) >~ LIEES - (RIS A%
Uz I3k (FEA0777K300) SURERTR AR ERERELRTRY  NEAS
TP AR 2 4H8E (Configuration ) ZREEIEMHNEIRE (Enable) B¢ZEfE (Disable)
bRt R 2 ,E\EP?“?EU SERIN0RT PSR (R 1 T TRt LS AE
BEANE (B0 - EEMERE » B4 - EEMERERE (Tab)) @ FE—F—8REN
- —SETHENE - AR EE AR H - DIt AEEE
53 BIESEE R S AESE R R Z % Lo4HRE -

[0025] DIZSE—HBENERE  AEHZITE (FENJ5E300) BEESS
ZAGEEEEEZE RN AR ELHERR - LFERNAZERETE

B9 H 17 EEYRASE)
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BZERINR - REGIRERE A TR RIS » o B/ DiETF
BRI EHRETES | — 55— FHE T EEE > SRR B ek
e ERHE AV (BRI ER310hFritty /) —THE RSB ) s DR —
ST THEHE o RS RAE RTINS - BN ZE— TR
TEMEEE ) SEBI0DFTI Y BT AR SR G T N3 [T
ANZEHBITHRA > SR EEEEL - SHERAR I ERE (BOZAGEE
) WLREBERIREE > BIOE R SR s SRR e R
RZBIEIRE) (FEE320 ATy ) B RHEREME eI Pk > R4
L GushaR ZRIIRIEE) (FER3200hATitt Y ) S RHEE LB e - AUt » SZEAIERE110
(RSB E R EIHGE RN B MmN S BATRY
JT/E300FTEETT 2 EHEE (B4 © SRR B © BB —EkiE sk
EIF ) FREERERILHEN: - 5540 - BN E TR THEIHHE | A
5 O 5 I — 3 AR R BT 2. (LR PR RT T 2 S M s
BRI SR TEORHEE © THRE - BRT R E B AR IR (35w kit
HIEREEHR B HMERE ) 240 RASBEEEET IR EAET A
SULURSTESNVERHEE - ST BRIMTERIED: - RAMEEERERS
PUTERHEA IR - DESB AT AR T RS ESTE
PSR « OISR SE TR W HUE SHE A A R SRR TE 2 B T B S VUG
LR A NG (REFRAZ) RGREETERE - | |
[0026] EEEE > ASPZITE (FHHFA300) EEERTZAHEHER
B RN S EZ BT R DUERETERERE SR - 2E4%
MR RHE L E BRI G TR AR A NEEEGIIEERRIETES
FRIETTRORHESE - MBI - ABHZ ITA (BE05K300) BEEEAHT 4

SEHBETERCEREAES R HE - ek SR e
5 10 - 36 17 H@YRRHE)
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& (EFIER) | BEERS : ¥— (1) RIADSEEERENIE | LR
T B S B RS 2RO o B+ PR 1 10T B A $HER% (5 RIAD
AR E - SORTERIES - B » ZERERADAREA - BFE
RS R 2 R ARG i (SEATE00) BUEEE LIS
BT 7 2 R B A - SLOIA © R RS 1 10T D R pHERE
et EERB R RRE  AUETERIE VR - LR R
BARAA - EEERRERENENERSZORNT - RS IE (A0
F5£300) BT T DU BRI HIRT 2 B G R > F A -

[0027]  G4h» RBU Y ik (EUTHIEI00) EAE YL AGEEE A
YESEAEN EIRER A LT R B BT —
R TR B - FR L R R R IO
(G B AR T - S T R B I B S (R BT A0
AR - FRIRL - ARSI A (RRUITTEA300) BUEEYTY G
B ST N TS BRI R - ST RGNS

B B2 EERE (B4 S R EE1IKA 4R ( Terabyte, TB) HYERIE ) ©
B LM T A T P B R (T A T B RHE R

FEE RS RN ETEEEREENENE - FRERRYIT —BERHER
FHIGEREIEENERE - EFEETERIZER (B4 : BRESRITHERN
BRI © B © YT 124 (Subsequent) ZERHEILTRE) - (FEHER—
REHS BN BEERGBETRT - BE - WRETUEEHERITR SR
BT 0 DUB BRI T BRI B R E RV M 2R A
KA e

[0028) [N » AREHAZ ik (FEAT7A300) BEERIFZ AR EHE RN
ZEVIARBEN E R EEAS DU E RN ERARREIR - RIE

11 E » 317 AEHERED) :
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—IRPHERRAER (R EGEITH ) R R GTRAERIIERE - IEHIB L 1107 (RIE &
FETTEIRRER ) W RICAE R BRI SR G i) > X
RREHE SRS ERAITCIRER (G0 %) > RIS s
st BRIV EIRE A E4k - DU SR e SR B E RS TR
HEAREERBITEERE W ERGHER AS S A2KEFRES TR
BRGHERE > SR HBITATRAIGR] - R B A SR R E R ETEE
BRERES  HPZESEEEE R ERSRNFTTas (ERRR) ™
B - 5 TR L TS RS B TR (TR
® e ) © A0 - EFIERR I0F B RMBER L TSR (HAREE T L4
BRER ) REIREER %‘é’?ﬂféﬁ%&%  EREREENERE A SR E L%
FRESHTBAE » LAl " 2R aR ) T A SR 110538 Ry IBE AR E ¢
"CPUERR > " SCIRASME IS, - "HDDER | T 24 EFHE | - T 24%E
% PR BR o BIA0  E— PRI SRSk A R pE ISR ( Central Processing Unit
F TSRy T CPU ) Z {35 0%0s - ?”:E%U%E%HOEIH%%:%SEE%%%&%E%
RAREG - NI« 2R (ARG E80%F » A B 1107 3% 4R
ERSHRRERTFN (RIGEER) - O S mEaE 2 (ERRER30%
- B HDD{E FISR(EF20%HH5 - 28 EBES 11 0FT e 2005 P S A R b 4 o
BN - E e HDD{E R BO0%IF - eI EEE 1 10T 1% BR o S 4R 98
THEG (AERER) - NP ERgEAE G EEn— T EEe
BEFEE (5540150 - BZE@EE EERVEIE ) B o EERIERR 110G &R
ASFEHEEREEFS - ERERTHRFENENTE > YIRWREHE R - 7
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