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CLAIMS

1. A method of diagnosis for logic of a distributed application of a process control system,
wherein the distributed application is impiemented based on Generic Object Oriented Substation
Event (GOOSE), the method comprising:

creating at least one logic diagnosis module based on a data model for the distributed
application;

obtaining GOOSE signal information: and

executing the at least one logic diaghosis module based on the GOOSE signal information.

2, The methoed of claim 1, wherein the at [east one logic diagnosis module is implemented as
a script or as a Programmable Logic Controller (PLC), and the data model is obtained from
configuration description file(s) of the process control system,

3. The method of claim 1, wherein obtaining the GOOSE signal information comprises:

capturing online GOOSE packets on a network in the process control system to abtain the
GOOSE signal information; or

receiving offline recorded GOOSE packets of the process conirol system to obtain the

GOOSE sighal information.

4. The method of claim 1, 2 or 3, wherein executing the at least one logic diagnosis module
comprises:

assigning the GOOSE signal information to the data model or to the at feast one logic
diagnosis module,

5. The method of claim 1, 2 or 3, wherein executing the at least one logic diagnosis module
comprises:
executing the at least one logic diagnosis module manually or automatically by cycle ora

GOOSE event trigger during a test or a commission or an operation of the process control system,

8. The method of claim 1, 2 or 3, further comprising:
recording information related to the executing; and
analyzing the information when an exceptional case happens.

7. The method of claim 8, wherein the information comprises at least one of GOOSE raw
packets, Intelligent Electronic Device (IED) information, GOOSE control block information, GOOSE

dataset, GOOSE signal event of sequence and the diagnasis result.

8. The method of claim 1, 2 or 3, wherein the process control system is selected from a group
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consisted of a Substation Automation System, a hydro power plant, a wind power system, and a

distributed energy resources system.

9. An apparatus of diagnosis for logic of a distributed application of a process control system,
wherein the distributed application is implemented based on Generic Object Oriented Substation
Event (GOOSE), the apparatﬁs comprising:

a creating means configured to create at least one logic diagnosis module based on & data .
maodel for the distributed application;

an obtaining means configured to obtain GOOSE signal information; and

an execuiing means configured to execute the at least one logic diagnosis module based on
the GOOSE signal information.

10. The apparatus of claim 9, wherein the at least one logic diaghosis module is
implemented as a script or as a Programmable Logic Controller (PLC), and the data modef is

obtained from configuration description fite(s) of the process controt system.

1. The apparatus of claim 9, wherein the cblaining means comprises:

a capturing means configured to capture online GOOSE packets on a network in the process
control system to obtain the GOOSE signal information; or

a receiving means configured to receive offline recorded GOOSE packets of the process
control system to obtain the GOOSE signal information.

12. The apparatus of claim 9, 10 or 11, wherein the executing means comprises:
an assigning means configured to assign the GOOSE signal information to the data model or

to the at least one logic diagnosis module.

13. The apparatus of claim 9, 10 or 11, wherein the executing means is further configured to:
execute the at least one logic diagnosis module manually or automatically by cycle or a
GOOSE event trigger duting a test or a commissior or an operatian of the process control system.

14. A system of diagnosis for logic of a distributed application of a process control system,
wherein the distributed application is implemented based on Generic Object Oriented Substation
Event (GOOSE), the system comprising:

at least one processor and at least one memory including computer program instructions,

the memory and the computer program instructions configured to cause the device to:

create at least one logic diagnosis module based on a data model for the distributed
appiication;

obtain GOOSE signal information: and

execute the at least one logic diagnosis module based on the GOOSE signal information.
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16. A computer program product of diagnosis for togic of a distributed application of a -
process control system, wherein the distributed application is implemented based on Generic Object
Oriented Substation Event (GOOSE), the computer program product comprising at least one
computer readable storage medium having computer readable program instructions stored therein,
the computer readable program instructions comprising:

program instructions for creating at least one logic diagnosis module based on a data model
for the distributed application;

program instructions for obtaining GOOSE signal information; and

program instructions for executing the at least one logic diagnosis module based on the
GOOSE signal information.

Dated this 26 day of May 2014 Arindam Paul

REG.NO:IN/PA-174
of Depenning & Depenning
Agent for the Applicants
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