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(54) METHOD FOR SECURING THE EXCHANGE OF AUTHENTICATION KEYS AND ASSOCIATED 
KEY MANAGEMENT MODULE

(57) This method (100) comprises a step (130) of
transmitting an authentication key to at least one com-
munication module among a first and a second commu-
nication modules, the transmission being performed by
a symmetric data encryption communication between a
key server and said communication module, using a
transportation key known by said communication mod-
ule,

The method further comprises a preliminary step
(120) of transmitting the transportation key to said com-
munication module, the preliminary transmission being
performed by an asymmetric data encryption communi-
cation between the key server and said communication
module using a public key generated by said communi-
cation module.
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Description

[0001] The present invention concerns a method for
securing the exchange of authentication keys used for
symmetric data encryption communication between at
least two communication modules.
[0002] The present invention also concerns a key man-
agement module performing this method.
[0003] At least one of said two communication modules
is comprised in trackside equipment associated to a train
control system and the other is an onboard communica-
tion module embedded in a railroad vehicle.
[0004] The invention is notably used for a train control
system implemented according to the European Train
Control System (ETCS) standard. The invention partic-
ularly relates to level 2 or 3 of the ETCS standard.
[0005] As known in the art, the ETCS standard allows
the communication between trackside equipment and
the railroad vehicle moving along the corresponding
track. Trackside equipment is notably presented by Ra-
dio Block Centre (RBC) and Eurobalises distributed
along the tracks and making it possible for example to
control the speed and movement of the railroad vehicle.
[0006] In ETCS level 2 or 3, the communication be-
tween trackside equipment (e.g. RBC) and the railroad
vehicle is based on a safe protocol called Euroradio pro-
tocol and constructed over the GSM-R standard and in
particular, over its circuit switching or packet switching
(e.g. GPRS) extension for data transmission.
[0007] To ensure a safe and secured interface be-
tween railroad communication modules, the Euroradio
protocol for such type of communication makes use of
symmetric authentication techniques (e.g. without data
encryption).
[0008] In particular, the Euroradio protocol allows the
authentication of transmitting data by symmetric authen-
tication keys, called KMAC keys ("Key Management Au-
thentication Code"). The authentication keys are known
by each railroad communication module and shall remain
secret to ensure the required safety and security level.
[0009] To maintain such safety and security level, it is
known in the art that a regular updating of the authenti-
cation keys mitigates the disclosure of these KMAC keys
by a malicious party. To this end, new authentication keys
may be regularly transmitted by a key management mod-
ule to each railroad communication module.
[0010] To keep secret the authentication keys during
their distribution to their end user, namely the trackside
or onboard communication module, the authentication
keys are transmitted in a message encrypted using trans-
portation keys, called also KTRANS ("Key for TRANs-
port").
[0011] The transportation keys are known only by the
authority that issued it, the key management module, and
the communication module. This last module is the re-
cipient of the message containing the authentication
keys.
[0012] However, such method for securing the distri-

bution of transportation keys (KTRANS for ETCS) is not
completely satisfying.
[0013] Particularly, the confidentiality of initialization
(i.e. first distribution of the transportation key into the
communication modules) and its update are based on a
human procedure, hence opening potential weakness on
the transportation key disclosure. Moreover, a secured
human procedure requires a heavy and constraining pro-
cedure that jeopardizes the regular update of the trans-
portation key, leading to a degradation of the security
level with time.
[0014] One aim of the invention is to provide a method
for securing the exchange of authentication keys having
a security level which does not degrade with time.
[0015] To this end, the invention concerns a method
for securing the distribution of authentication keys used
for symmetric data authenticated communication be-
tween at least two communication modules, at least a
first and a second communication modules, the first com-
munication module being comprised in trackside equip-
ment associated to a train control system and the second
communication module being onboard a railroad vehicle
travelling on a track managed by said train control sys-
tem, the method comprising a step of transmitting an au-
thentication key to at least one communication module
among the first and second communication modules, the
transmission being performed by a symmetric data en-
cryption communication between a key server and said
communication module, using a transportation key
known by said communication module, the method being
characterized in that it further comprises a preliminary
step of transmitting the transportation key to said com-
munication module, the preliminary transmission being
performed by an asymmetric data encryption communi-
cation between the key server and said communication
module using a public key generated by said communi-
cation module.
[0016] The method according to the invention may
comprise one or more of the following feature(s), taken
in isolation, or according to any one of any technically
feasible combination:

- the preliminary step of transmitting the transportation
key comprises the following sub-steps receiving
from said communication module, a certificate in-
cluding a public key; encrypting the transportation
key into an encrypted message using said public key,
and transmitting the encrypted message including
the transportation key to said communication mod-
ule, the encrypted message being decrypted by said
communication module using a session key derived
from said public key;

- the preliminary step of transmitting the transportation
key is performed using a Transport Layer Security
protocol;

- the preliminary step of transmitting the transportation
key comprises a remote authentication of the certif-
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icate;
- the train control system is implemented according to

an European Train Control System standard;
- the communication between any communication

modules is a wireless or wired communication ac-
cording to an Euroradio protocol; and

- further comprising a step of delivering to each com-
munication module a certificate including a public
key for the asymmetric data encryption communica-
tion, said step being implemented before the prelim-
inary step of transmitting the transportation key;

[0017] The present invention concerns also a key man-
agement module for securing the distribution of authen-
tication keys used for symmetric data authenticated com-
munication between at least two communication mod-
ules, at least a first and a second communication mod-
ules, the first communication module being comprised in
trackside equipment associated to a train control system
and the second communication module being onboard
a railroad vehicle travelling on a track managed by said
train control system.
[0018] The key management module is able to transmit
an authentication key to at least one communication
module among the first and second communication mod-
ules, the transmission being performed by a symmetric
data encryption communication between a key server
and said communication module, using a transportation
key known by said communication module.
[0019] The key management module is characterized
in that it is further able to transmit the transportation key
to said communication module, the transmission being
performed by an asymmetric data encryption communi-
cation between the key server and said communication
module using a public key generated by said communi-
cation module.
[0020] The invention will be better understood, upon
reading of the following description, taken solely as an
example, and made in reference to the following draw-
ings, in which:

- figure 1 is a schematic view of a railroad vehicle
traveling on a railroad track and managed by a train
control system, the train control system comprising
a key management module according to the inven-
tion;

- figure 2 is a schematic view of the key management
module of figure 1; and

- figure 3 is a general flow chart of steps of the method
according to the invention.

[0021] A railroad vehicle 10 travelling on a railroad
track 12 is illustrated on figure 1.
[0022] The vehicle 10 is for example a passenger train.
[0023] In general case, the term "railroad vehicle" re-
fers to any guided vehicle, i.e. any vehicle capable of
travelling on a railroad track.
[0024] The vehicle 10 comprises notably a plurality of

onboard systems 13, allowing the control of the vehicle
10, and an onboard communication module 14, able to
provide a wireless communication between the onboard
systems 13 and exterior systems, such as a control sys-
tem 18, as it will be explained below.
[0025] The movement of the vehicle 10 on the railroad
track 12 is managed by a train control system 18.
[0026] The train control system 18 is implemented pref-
erably according to the European Train Control System
standard, which is usually denoted as ETCS standard,
more preferably in its level 2 or 3.
[0027] The train control system 18 comprises a control
center 20, located away from the railroad track 12, and
trackside equipment 22 distributed along the railroad
track 12 or concentrated and connected to the control
center 20 by a suitable network 24.
[0028] Trackside equipment 22 comprises notably a
plurality of trackside entities, 26A to 26N. Each trackside
entity 26A to 26N is associated to a section of the railroad
track 12 and able to collect and transmit to the control
center 20 at least some data relative to the vehicle 10
when it is moving on the associated section.
[0029] Each trackside entity 26A to 26N is further able
to communicate with the railroad vehicle 10 over a wire-
less bi-directional link, in order to exchange data related
for example to the authorized speed of movement on the
associated section, movement permissions on this sec-
tion, etc., in one direction, and the position of the vehicle,
etc., in the other direction.
[0030] In particular, each trackside entity 26A to 26N
comprises a railroad communication module 28A to 28N
performing the data exchange with the control center 20
and with the onboard communication module 14 of the
vehicle 10.
[0031] The wireless communication between the com-
munication modules 28A to 28N and 14 is constructed
over the GSM-R standard and in particular, over its circuit
switching or packet switching (e.g. GPRS) extension for
data transmission.
[0032] Data transmission between modules 28A to
28N and 14 is a data transmission using a symmetric
data authentication technique.
[0033] This data transmission responds to a required
safety level, defined by railroad authorities.
[0034] When the train control system 18 is implement-
ed according to the ETCS standard, the authentication
data transmission between the modules 28A to 28N and
14 or between 28A to 28N over the network 24 is imple-
mented according to the Euroradio protocol known in the
art and used in the ETCS standard.
[0035] The railroad communication modules 28A to
28N are implemented in a similar way. Thus, only the
railroad communication module 28A will be explained in
details below.
[0036] The control center 20 manages the trackside
equipment 22 in function of the data collected by the
trackside entities 26A to 26N.
[0037] The control center 20 comprises a key manage-
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ment module 34 distributing the symmetric keys to the
railroad communication modules 28A to 28N and the on-
board communication module 14.
[0038] The key management module 34 and the com-
munication modules 28A and 14 are illustrated more in
details on figure 2.
[0039] In reference to figure 2, the key management
module 34 comprises a first transceiver 41 for a direct
wireless communication with the onboard communica-
tion module 14 of the vehicle 10, a second transceiver
42 for the communication with the railroad communica-
tion module 28A of the trackside entity 26A via the net-
work 24, and a key server 43, providing symmetric keys
for wireless communication link between the railroad
communication modules 28A to 28N and the onboard
communication module 14 or wired communication be-
tween 28A to 28N.
[0040] In one embodiment of the invention, the key
management module 34 is connected to a certification
authority module 44, also called remote controller, able
to deliver and to verify certificates at the purpose of the
communication modules 28A,14 and key management
module 34. The remote controller is, for example, able
to deliver a certificate including a public key for the asym-
metric cryptographic technique to each key manager
48,51.
[0041] The railroad communication module 28A com-
prises a first transceiver 46 for wireless communication
with the onboard communication module 14, a second
transceiver 47 for communication with the key manage-
ment module 34, via network 24, and a key manager 48
allowing the encrypted and/or authenticated data trans-
mission for wireless communication between the railroad
communication modules 28A to 28N and the onboard
communication module 14 or wired communication be-
tween modules 28A to 28N over network 24. The trans-
ceiver 47 communicates also with the certification au-
thority module 44 for the reception or verification of cer-
tificates at the purpose of the key manager 48
[0042] The onboard communication module 14 of the
vehicle 10 comprises a transceiver 50 for wireless com-
munication both with the railroad communication module
28A of the trackside entity 26A and the key management
module 34 of the control center 20 and the certification
authority module 44, and a key manager 51 allowing the
encrypted or authenticated data transmission for wire-
less communication between the railroad communication
modules 28A to 28N and the onboard communication
module 14 or the certification authority module 44 direct-
ly, when this module 44 has an embedded communica-
tion module, or via the key management module 34 oth-
erwise.
[0043] To perform a symmetric data authentication
technique for the exchange of data between one railroad
communication modules 28A to 28N and the onboard
communication module 14, or between modules 28A to
28N, each key manager 48, 51 of each communication
module 28A, 14 comprises a same plurality of authenti-

cation keys used to encrypt or authenticate data trans-
mitted between these modules.
[0044] Thus, for example, data transmitted from the
onboard communication module 14 to the railroad com-
munication module 28A is encrypted or authenticated by
the transceiver 50 using one or several authentication
keys stored in both key managers 48, 51.
[0045] When the first transceiver 46 of the railroad
communication module 28A receives this data, it authen-
ticates the data using the same authentication keys.
[0046] When the train control system 18 is implement-
ed according to the ETCS standard, the authentication
keys are called KMAC keys ("Key Management Authen-
tication Code").
[0047] The authentication keys are generated by the
key server 43 of the key management module 34.
[0048] The authentication keys are then distributed by
the key server 43 to each communication module 28A,
14 according to a method 100 for securing the exchange
of authentication keys according to the invention.
[0049] Each key manager 48, 51 is further able to gen-
erate a public key and an associated private key for im-
plement an asymmetric cryptographic technique as it will
be explained by the method 100.
[0050] The method 100 will be described hereinafter
in reference to figure 3 presenting a general flow chart
of its steps.
[0051] Initially, the authentication keys are generated
by the key server 43.
[0052] During the step 109, the remote controller 44
delivers a certificate including a public key for the asym-
metric cryptographic technique to each key manager 48,
51.
[0053] Then, the step 109 is repeated for each railroad
communication module 28A of the trackside entity 26A.
[0054] Then, during step 110, the key server 43 gen-
erates one or several transportation keys. A transporta-
tion key is generated for each communication module
28A, 14.
[0055] The transportation keys are used to encrypt or
decrypt messages containing the authentication keys ex-
changed between the control center 20 and the corre-
sponding communication module, using a symmetric
cryptographic technique as it will be explained below.
[0056] It shall be noted that the transportation keys
may be different for different communication modules
28A and 14, but they are all known by the key server 43.
[0057] During the next step 120, the key server 43
transmits the generated transportation keys to the cor-
responding communication modules 28A, 14 via the first
or the second transceiver 41, 42 using an asymmetric
data cryptographic technique.
[0058] In particular, this step 120 includes several sub-
steps.
[0059] During the first sub-step 121, the first transceiv-
er 41 of the key management module 34 initializes a se-
curing connection with the onboard communication mod-
ule 14 according for example to the TLS (Transport Layer

5 6 



EP 3 219 575 A1

5

5

10

15

20

25

30

35

40

45

50

55

Security) protocol. The TLS protocol is defined for exam-
ple in the RFC 6176 document.
[0060] In particular, during this sub-step 121, the first
transceiver 41 and the transceiver 50 initialize a connec-
tion using a handshaking technique.
[0061] Then, the first transceiver 41 exchanges certif-
icates from the transceiver 50 of the onboard communi-
cation module 14. The certificates include in particular a
public key generated by the key manager 51 of the on-
board communication module 14.
[0062] In one embodiment of the invention, the remote
controller 44 verifies the certificate and if its authentica-
tion is not successful, reinitializes the connection with the
transceiver 50.
[0063] During the next sub-step 122, the first transceiv-
er 41 encrypts the transportation keys generated for the
onboard communication module 14 using a session key
derived from the public key of the received certificate.
[0064] During the next sub-step 123, the first transceiv-
er 41 transmits the encrypted message to the transceiver
50 of the onboard communication module 14. The trans-
ceiver 50 decrypts this message using the session key
established in sub-step 122.
[0065] Then, the steps 121 to 123 are repeated in a
similar way in order to transmit the corresponding trans-
portation keys to the railroad communication module 28A
of the trackside entity 26A. In this case, the sub-steps
121 to 123 are performed by the second transceiver 42
of the key management module 34.
[0066] During the next step 130, for the transmission
of new authentication keys to a recipient communication
module, the first or the second transceiver, 41 or 42, gen-
erates a message containing the new authentication
keys, the message contained authentication keys being
encrypted according to a symmetric cryptographic tech-
nique similar to the symmetric cryptographic technique
used for the communication between the railroad com-
munication modules 28A and the onboard communica-
tion module 14. This encryption is performed using the
transportation keys specific of the recipient communica-
tion module.
[0067] Then, the first or the second transceivers 41,
42 transmits this message to the recipient communica-
tion modules 28A and 14, which decrypts it using the
transportation keys. The extracted new authentication
key is stored into the key managers 48 or 51.
[0068] An authentication key is thus stored in both key
managers 48 and 51 and can be further used for the
encrypted data transmission between the communica-
tion modules 28A and 14 or between 28A and 28N.
[0069] The method 100 is repeated each time a trans-
portation key update is necessary. This allows maintain-
ing the required security level of the encrypted data trans-
mission with time.
[0070] The method according to the invention provides
a transportation keys initialization and update in a par-
ticularly simple way. The initialization and update can be
done remotely and does not need a local intervention on

the remote equipment, trackside or trainborne.
[0071] The invention further ensures the required safe-
ty and security level of the train control system and is
particularly useful to mitigate the risk of transportation
keys disclosure.

Claims

1. Method (100) for securing the distribution of authen-
tication keys used for symmetric data authenticated
communication between at least two communication
modules (14, 28A, ..., 28N), at least a first and a sec-
ond communication modules (14, 28A, ..., 28N), the
first communication module (28A, ..., 28N) being
comprised in trackside equipment (22) associated
to a train control system (18) and the second com-
munication module (14) being onboard a railroad ve-
hicle (10) travelling on a track (12) managed by said
train control system (18),
the method (100) comprising a step (130) of trans-
mitting an authentication key to at least one commu-
nication module (14, 28A, ..., 28N) among the first
and second communication modules, the transmis-
sion being performed by a symmetric data encryption
communication between a key server (43) and said
communication module (14, 28A, ..., 28N), using a
transportation key known by said communication
module (14, 28A, ..., 28N),
the method (100) being characterized in that it fur-
ther comprises a preliminary step (120) of transmit-
ting the transportation key to said communication
module (14, 28A, ..., 28N), the preliminary transmis-
sion being performed by an asymmetric data encryp-
tion communication between the key server (43) and
said communication module (14, 28A, ..., 28N) using
a public key generated by said communication mod-
ule (14, 28A, ..., 28N).

2. Method (100) according to claim 1, wherein the pre-
liminary step (120) of transmitting the transportation
key comprises the following sub-steps:

- receiving (121) from said communication mod-
ule (14, 28A, ..., 28N), a certificate including a
public key;
- encrypting (122) the transportation key into an
encrypted message using said public key;
- transmitting (123) the encrypted message in-
cluding the transportation key to said communi-
cation module (14, 28A, ..., 28N), the encrypted
message being decrypted by said communica-
tion module (14, 28A, ..., 28N) using a session
key derived from said public key.

3. Method (100) according to claim 1 or 2, wherein the
preliminary step (120) of transmitting the transpor-
tation key is performed using a Transport Layer Se-
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curity (TLS) protocol.

4. Method (100) according to claim 3, wherein the pre-
liminary step (120) of transmitting the transportation
key comprises a remote authentication of the certif-
icate.

5. Method (100) according to anyone of the preceding
claims, wherein the train control system (18) is im-
plemented according to an European Train Control
System standard.

6. Method (100) according to claim 5, wherein the com-
munication between any communication modules
(14, 28A, ..., 28N) is a wireless or wired communi-
cation according to an Euroradio protocol.

7. Method (100) according to anyone of the preceding
claims, further comprising a step (109) of delivering
to each communication module (14, 28A, ..., 28N) a
certificate including a public key for the asymmetric
data encryption communication, said step being im-
plemented before the preliminary step (120) of trans-
mitting the transportation key.

8. Key management module (34) for securing the dis-
tribution of authentication keys used for symmetric
data authenticated communication between at least
two communication modules (14, 28A, ..., 28N), at
least a first and a second communication modules
(14, 28A, ..., 28N), the first communication module
(28A, ..., 28N) being comprised in trackside equip-
ment (22) associated to a train control system (18)
and the second communication module (14) being
onboard a railroad vehicle (10) travelling on a track
(12) managed by said train control system (18),
the key management module (34) being able to
transmit an authentication key to at least one com-
munication module (14, 28A, ..., 28N) among the first
and second communication modules, the transmis-
sion being performed by a symmetric data encryption
communication between a key server (43) and said
communication module (14, 28A, ..., 28N), using a
transportation key known by said communication
module (14, 28A, ..., 28N),
the key management module (34) being character-
ized in that it is further able to transmit the transpor-
tation key to said communication module (14,
28A, ..., 28N), the transmission being performed by
an asymmetric data encryption communication be-
tween the key server (43) and said communication
module (14, 28A, ..., 28N) using a public key gener-
ated by said communication module (14, 28A, ...,
28N).
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