Innovation, Sciences et Innovation, Science and CA 2946161 C 2021/11/09

I*I Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 2 946 1 6 1
12 BREVET CANADIEN
CANADIAN PATENT
13 C
(86) Date de dépdt PCT/PCT Filing Date: 2015/04/29 (51) ClLInt./Int.Cl. GO6F 21/60(2013.01),

HO4L 12/24(2006.01), HO4L 9/32(2006.01)

(72) Inventeurs/Inventors:
LIETZ, M. SHANNON, US;

(87) Date publication PCT/PCT Publication Date: 2015/11/05
(45) Date de délivrance/lssue Date: 2021/11/09

(85) Entrée phase nationale/National Entry: 2016/10/17 CABRERA, LUIS FELIPE, US;
(86) N° demande PCT/PCT Application No.: US 2015/028331 PRICE, CHRISTIAN, US;

L L NIKULSHIN, MICHELLE, US;
(87) N° publication PCT/PCT Publication No.: 2015/168312 GODINEZ. JAVIER US:
(30) Priorité/Priority: 2014/04/30 (US14/266,107) PHILIP, SABU KURUVILA, US;

(73) Propriétaire/Owner:
INTUIT INC., US

(74) Agent: OSLER, HOSKIN & HARCOURT LLP

(54) Titre : PROCEDE ET APPAREIL POUR FOURNIR UNE GESTION DE PERMISSIONS A BASE DE MOTIF
D'ARCHITECTURE DE REFERENCE

(54) Title: METHOD AND SYSTEM FOR PROVIDING REFERENCE ARCHITECTURE PATTERN-BASED
PERMISSIONS MANAGEMENT

ENMTY ACCESS SYSTEM 501

MAPPED
PERMISSIONS
DATA 540

\ARROW FERMISSIONS
DATA 533

ROE DATA 505
[{°1) OPERATCR]

TIER DATA 507
(PATTERN 1 TIER 1)

APPLICATION /PATTERN
DATA 503
(PATTERN 1)

APPLICATION /PATTERN PERMISSICNS MATCHING
DATA 503 ENZINE 521
FATEN PERISSONS
PRMISSONS RESULTS
DATA 523 DETA 540
(NARROW PERMISSIONS) NARROW PERMISSIONS
PATTERY DATA 533
SELECTION
; PERMISSIONS
MEDULE 508 DATABASE 525
PATTERY PERMISSIONS
DATABASE 509 DATA
Forensic Permissions
PATTERN-EASED Data 531
PERMISSIONS |1 issi
MANAGEMENT PLAN 1 Broad Permissions
DATA 511 —
Norrow Permissicns
PATIERN=BASED
PERMISSIONS Adin errrissions
MANAGEMENT PLAN 2| Dato 534
DATA 513 Integrator Permissions
PATIER\-EASED oty 2% _
End-Jser Parmissions
PERMISSIONS
MANAGEMENT PLAN 3 Data 536
DATA 515 Read-Cnly Permissions|
SN N Data 537 |
REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS MANAGEMENT SYSTEM 500

(57) Abrégé/Abstract:

Reference architecture pattern role data representing reference architecture pattern roles to be associated with entities taking part
in the development, and/or deployment, and/or operation of an application is generated. Reference architecture pattern tier data
representing reference architecture pattern tiers used to create, and/or deploy, and/or operate an application using the reference
architecture pattern is generated. For each reference architecture pattern role at least one access and/or operational permission is
associated with each reference architecture pattern tier. At least one entity is assigned one of the reference architecture pattern
roles and for each reference architecture pattern tier, the at least one entity is automatically provided the at least one access and/or
operational permission associated with the reference architecture pattern role assigned to the entity.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191



CA 2946161 C 2021/11/09

anen 2 946 161
13 C

(72) Inventeurs(suite)/Inventors(continued): RAMBUR, BRAD A., US; KENNEDY, SCOTT CRUICKSHANKS, US;
NAUGLE, ERIK THOMAS, US



wo 2015/168312 A1 | I 0N OO OO OO A A

(43) International Publication Date

CA 02946161 2016-10-17

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/168312 Al

5 November 2015 (05.11.2015) WIPO I PCT
(51) International Patent Classification: Intuit Inc., 2700 Coast Avenue, Mountain View, California
HO04L 29/06 (2006.01) 94043 (US). GODINEZ, Javier; ¢/o Intuit Inc., 2700
. .. Coast Avenue, Mountain View, California 94043 (US).
(21) International Application Number: PHILIP, Sabu Kuruvila; c/o Intuit Inc., 2700 Coast Av-
PCT/US2015/028331 enue, Mountain View, California 94043 (US). RAMBUR,
(22) International Filing Date: Brad A.; c¢/o Intuit Inc., 2700 Coast Avenue, Mountain
29 April 2015 (29.04.2015) View, California 94043 (US). KENNEDY, Scott Cruick-
. . shanks; c/o Intuit Inc., 2700 Coast Avenue, Mountain
(25) Filing Language: English View, California 94043 (US). NAUGLE, Erik Thomas;
(26) Publication Language: English c¢/o Intuit Inc., 2700 Coast Avenue, Mountain View, Cali-
fornia 94043 (US).
(30) Priority Data:
14/266,107 30 April 2014 (30.04.2014) US (74) Agents: MCKAY, Philip et al.; Hawley Troxell, P.O. Box
1617, Boise, Idaho 83701-1617 (US).
(71) Applicant: INTUIT INC. [US/US]; 2700 Coast Avenue,
Mountain View, California 94043 (US). (81) Designated States (uniess otherwise indicated, for every
) kind of national protection available). AE, AG, AL, AM,
(72) Inventors: LIETZ, M. Shannon; c¢/o Intuit Inc., 2700 AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

Coast Avenue, Mountain View, California 94043 (US).
CABRERA, Luis Felipe; c¢/o Intuit Inc., 2700 Coast Av-
enue, Mountain View, California 94043 (US). PRICE,
Christian; c/o Intuit Inc., 2700 Coast Avenue, Mountain
View, California 94043 (US). NIKULSHIN, Michelle; c¢/o

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR PROVIDING REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS
MANAGEMENT

ENTITY ACCESS SYSTEM 501

MAPPED
PERMISSIONS
DATA 540

NARROW PERMISSIONS
DATA 533

APPLICATION /PATTERN
DATA 503
(PATTERN 1)

ROLE DATA 505
[{P1) OPERATOR]

TER DATA 507
(PATTERN 1 TIER 1)

APPLICATION /PATTERN
DATA 503

PERMISSIONS MATCHING
ENGINE 521
(PATEER 1) PERMSSONS
PERMISSIONS RESULTS DATA 540
DATA 523
(NARROW PERMISSIONS) NARROW PERNISSIONS
PATTERN DATA 533
SELECTION
PERMISSIONS
MODULE 508 DATABASE 525
PATTERN PERMISSIONS
DATABASE 509 DATA
Forensic Permissions
PATTERN-BASED Data 531
PERMISSIONS | || "o
MANAGEVENT PLAN | Broad Permissions
DATA 511 e
Narrow

PATTERN-BASED Dato 533
PERMISSIONS Admin Permissicns
IMANAGEMENT PLAN 2 Data 534
DATA 513

Integrator Permissions
Data 535

PATTERN-BASED
PERMISSIONS

End-User Permissions

IMANAGEMENT PLAN 3| Data 536
DATA 515 Read—Only Permissi
— ) eSS
REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS MANAGEMENT SYSTEM 500
FIG. 5

(57) Abstract: Reference architecture pattern role data rep-
resenting reference architecture pattern roles to be associated
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tity is assigned one of the reference architecture pattern roles
and for each reference architecture pattern tier, the at least
one entity is automatically provided the at least one access
and/or operational permission associated with the reference
architecture pattern role assigned to the entity.
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METHOD AND SYSTEM FOR PROVIDING REFERENCE ARCHITECTURE
PATTERN-BASED PERMISSIONS MANAGEMENT

FIELD OF THE INVENTION

[0001] The present invention relates to permission control and management methods
and systems for accessing data. More specifically, the present invention relates to
methods and systems for providing reference architecture pattern-based permissions

management for sensitive data.

BACKGROUND

[0001a] As various forms of distributed computing, such as cloud computing, have come
to dominate the computing landscape, security has become a bottleneck issue that currently
prevents the complete migration of various capabilities and systems associated with sensitive
data, such as financial data, to cloud-based infrastructures, and/or other distributive computing
models.

[0002] Historically, in an effort to control access provided to entities charged with taking
part in the development, and/or deployment, and/or operation of an application, the security
industry has employed role-based access and permission control and management systems to try
and ensure that only authorized entities, such as individual persons, can access specific systems,
applications, and resources within traditional data centers. While role-based access and
permission control and management was arguably effective when used in traditional data center
hardware defined environments, within a software defined environment, such as a cloud
computing environment, role-based access and permission control and management systems
create a great deal of complexity and inefficiency. This is due in part to the fact that, using
traditional role-based access and permission control and management, each stage of each
individual application’s development, deployment, and operation requires numerous, largely
customized, roles to be defined for each entity, each with a set of permissions further customized

to that entity, and customized with respect to each stage of development of each individual
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application. To make matters worse, this process must typically be repeated for each application
and/or service.

[0003] The situation described above represents a significant issue that must be resolved
before highly sensitive data, such as financial data, can be safely and efficiently processed in a
cloud computing environment.

[0004] What is needed is a permissions management system centered on reference
architecture patterns, e.g., blueprints, cookbooks, and templates, for various types, or classes of
applications. Then these reference architecture pattern-based permission management systems
can be used for multiple applications of the same reference architecture pattern type and the
permissions for a given entity can be automatically assigned and provided based on the
reference architecture pattern in use, and the tier or account associated with the reference
architecture pattern being utilized/accessed, and the role assigned to the entity within the

reference architecture pattern.

SUMMARY

[0005] In accordance with one embodiment, a method and system for providing
reference architecture pattern-based permissions management includes defining one or more
reference architecture patterns for the development, and/or deployment, and/or operation of an
application, or application type.

[0006] In one embodiment, one or more reference architecture pattern roles to be
associated with entities taking part in the development, and/or deployment, and/or operation of
an application using a reference architecture pattern are identified. In one embodiment,
reference architecture pattern role data representing the identified reference architecture pattern
roles is generated.

[0007] In one embodiment, for each reference architecture pattern, reference architecture
pattern tiers used to create, and/or deploy, and/or operate an application using the reference
architecture pattern are identified. In one embodiment, reference architecture pattern tier data
representing the reference architecture pattern tiers is generated.

[0008] In one embodiment, for each reference architecture pattern, and for each
reference architecture pattern role represented by the reference architecture pattern role data, at
least one access and/or operational permission is associated with each reference architecture

pattern tier represented in the reference architecture pattern tier data.



CA 02946161 2016-10-17

WO 2015/168312 PCT/US2015/028331

[0009] In one embodiment, for each reference architecture pattern, at least one entity is
assigned one of the reference architecture pattern roles represented by the reference architecture
pattern role data and, for each reference architecture pattern tier represented in the reference
architecture pattern tier data, the at least one entity is automatically provided the at least one
access and/or operational permission associated with the reference architecture pattern role

assigned to the entity.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG.1 is a high level functional block diagram of an exemplary reference
architecture pattern in accordance with one embodiment;

[0011] FIG.2 is an illustrative example of a relational diagram for a two tier reference
architecture pattern-based permissions management plan in accordance with one embodiment;
[0012] FIG.3 is an illustrative example of a relational diagram for a three tier reference
architecture pattern-based permissions management plan in accordance with one embodiment;
[0013] FIG.4 is an illustrative example of a relational diagram for a four tier reference
architecture pattern-based permissions management plan in accordance with one embodiment;
[0014] FIG.5 is a functional block diagram showing the interaction of various
components for implementing one embodiment; and

[0015] FIG.6 is a flow chart depicting a process for providing reference architecture
pattern-based permissions management in accordance with one embodiment.

[0016] Common reference numerals are used throughout the FIG.s and the detailed
description to indicate like elements. One skilled in the art will readily recognize that the above
FIG.s are examples and that other architectures, modes of operation, orders of operation and
elements/functions can be provided and implemented without departing from the characteristics

and features of the invention, as set forth in the claims.

DETAILED DESCRIPTION

[0017] Embodiments will now be discussed with reference to the accompanying FIG.s,
which depict one or more exemplary embodiments. Embodiments may be implemented in many
different forms and should not be construed as limited to the embodiments set forth herein,
shown in the FIG.s, and/or described below. Rather, these exemplary embodiments are provided
to allow a complete disclosure that conveys the principles of the invention, as set forth in the

claims, to those of skill in the art.
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[0018] In one embodiment, permissions provided to a given entity, such as a person,
taking part in the various stages of the development, deployment, and operation of an
application are determined based on a role assigned to the entity, and the reference architecture
pattern associated with the application, and the tier, e.g., the cloud computing infrastructure
provider account, of the reference architecture pattern currently being accessed or used by the
entity. Consequently, using the methods and systems for providing reference architecture
pattern-based permissions management discussed herein, a single role assigned to an entity
correlates to different access, operational, and functional permissions depending on the reference
architecture pattern and the tier of the reference architecture pattern being accessed.

[0019] In one embodiment, multiple reference architecture pattern-based permission
management plans for various types, or classes, of applications are defined. Then these
reference architecture pattern-based permission management plans are used for multiple
applications of the same reference architecture pattern type and the permissions for a given
entity can be automatically assigned and provided based on the reference architecture pattern in
use, the tier or account associated with the reference architecture pattern being utilized/accessed,
and the role assigned to the entity within the reference architecture pattern.

[0020] In accordance with one embodiment, a method and system for providing
reference architecture pattern-based permissions management includes a process for providing
reference architecture pattern-based permissions management used to implement an application,
at least in part, in a production environment.

[0021] Herein, the term “production environment” includes the various components, or
assets, used to deploy, implement, access, and use, a given application as that application is
intended to be used. In various embodiments, production environments include multiple assets
that are combined; communicatively coupled; virtually and/or physically connected; and/or
associated with one another, to provide the production environment implementing the
application.

[0022] As specific illustrative examples, the assets making up a given production
environment can include, but are not limited to, one or more computing environments used to
implement the application in the production environment such as a data center, a cloud
computing environment, and/or one or more other computing environments in which one or
more assets used by the application in the production environment are implemented; one or
more computing systems or computing entities used to implement the application in the

production environment; one or more virtual assets used to implement the application in the
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production environment; one or more supervisory or control systems, such as hypervisors or
other systems used to monitor and control assets and/or components of the production
environment; one or more communications channels for sending and receiving data used to
implement the application in the production environment; one or more access control systems
for limiting access to various components of the production environment, such as firewalls and
gateways; one or more traffic and/or routing systems used to direct, control, and/or buffer, data
traffic to components of the production environment, such as routers and switches; one or more
communications endpoint proxy systems used to buffer, process, and/or direct data traffic, such
as load balancers or buffers; one or more secure communication protocols and/or endpoints used
to encrypt/decrypt data, such as Secure Sockets Layer (SSL) protocols, used to implement the
application in the production environment; one or more databases used to store or buffer data;
one or more internal or external services used to implement the application in the production
environment; one or more backend systems, such as backend servers or other hardware used to
process data and implement the application in the production environment; one or more software
systems used to implement the application in the production environment; and/or any other
assets/components making up an actual production environment in which an application is
deployed, implemented, accessed, and run, e.g., operated, as discussed herein, and/or as known
in the art at the time of filing, and/or as developed after the time of filing.

[0023] As used herein, the terms “computing system” and “‘computing entity”, include,
but are not limited to, a virtual asset; a server computing system; a workstation; a desktop
computing system; a mobile computing system, including, but not limited to, smart phones,
portable devices, and/or devices worn or carried by a user; a database system or storage cluster;
a switching system; a router; any hardware system; any communications system; any form of
proxy system; a gateway system; a firewall system; a load balancing system; or any device,
subsystem, or mechanism that includes components that can execute all, or part, of any one of
the processes and/or operations as described herein.

[0024] In addition, as used herein, the terms computing system and computing entity,
can denote, but are not limited to, systems made up of multiple: virtual assets; server computing
systems; workstations; desktop computing systems; mobile computing systems; database
systems or storage clusters; switching systems; routers; hardware systems; communications
systems; proxy systems; gateway systems; firewall systems; load balancing systems; or any

devices that can be used to perform the processes and/or operations as described herein.
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[0025] In accordance with one embodiment, a method and system for providing
reference architecture pattern-based permissions management includes a process for providing
reference architecture pattern-based permissions management used to create, and/or deploy,
and/or operate an application using one or more assets and/or virtual assets in one or more
computing environments, including, in one embodiment, a cloud computing environment.
[0026] As used herein, the term “computing environment” includes, but is not limited to,
a logical or physical grouping of connected or networked computing systems and/or virtual
assets using the same infrastructure and systems such as, but not limited to, hardware systems,
software systems, and networking/communications systems. Typically, computing environments
are either known environments, e.g., “trusted” environments, or unknown, e.g., “untrusted”
environments. Typically trusted computing environments are those where the assets,
infrastructure, communication and networking systems, and security systems associated with the
computing systems and/or virtual assets making up the trusted computing environment, are
either under the control of, or known to, a party. In contrast, unknown, or untrusted computing
environments are environments and systems where the assets, components, infrastructure,
communication and networking systems, and security systems implemented and associated with
the computing systems and/or virtual assets making up the untrusted computing environment,
are not under the control of, and/or are not known by, a party, and/or are dynamically configured
with new elements capable of being added that are unknown to the party.

[0027] In various embodiments, each computing environment includes allocated assets
and virtual assets associated with, and controlled or used to create, and/or deploy, and/or operate
an application.

[0028] Examples of trusted computing environments include the assets and components
making up data centers associated with, and/or controlled by, an application and/or any
computing systems and/or virtual assets, and/or networks of computing systems and/or virtual
assets, associated with, known by, and/or controlled by, an application. Examples of untrusted
computing environments include, but are not limited to, public networks, such as the Internet,
various cloud-based computing environments, and various other forms of distributed computing
systems.

[0029] It is often the case that to create, and/or deploy, and/or operate an application,
data must be transferred to, and/or from, a first computing environment that is an untrusted

computing environment and a trusted computing environment. However, in other situations a
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party may wish to transfer data between two trusted computing environments, and/or two
untrusted computing environments.

[0030] In various embodiments, one or more cloud computing environments are used to
create, and/or deploy, and/or operate an application that can be any form of cloud computing
environment, such as, but not limited to, a public cloud; a private cloud; a virtual private
network (VPN); a subnet; a Virtual Private Cloud (VPC); a sub-net or any
security/communications grouping; or any other cloud-based infrastructure, sub-structure, or
architecture, as discussed herein, and/or as known in the art at the time of filing, and/or as
developed after the time of filing.

[0031] In many cases, a given application or service may utilize, and interface with,
multiple cloud computing environments, such as multiple VPCs, in the course of being created,
and/or deployed, and/or operated.

[0032] As used herein, the term “virtual asset” includes any virtualized entity or
resource, and/or part of an actual, or “bare metal” entity. In various embodiments, the virtual
assets can be, but are not limited to, virtual machines, virtual servers, and instances implemented
in a cloud computing environment; databases associated with a cloud computing environment,
and/or implemented in a cloud computing environment; services associated with, and/or
delivered through, a cloud computing environment; communications systems used with, part of,
or provided through, a cloud computing environment; and/or any other virtualized assets and/or
sub-systems of “bare metal” physical devices such as mobile devices, remote sensors, laptops,
desktops, point-of-sale devices, ATMs, electronic voting machines, etc., located within a data
center, within a cloud computing environment, and/or any other physical or logical location, as
discussed herein, and/or as known/available in the art at the time of filing, and/or as
developed/made available after the time of filing.

[0033] In various embodiments, any, or all, of the assets making up a given production
environment discussed herein, and/or as known in the art at the time of filing, and/or as
developed after the time of filing, can be implemented as virtual assets.

[0034] Typically, virtual assets are created, or instantiated, using steps, instructions,
processes, code, or “recipes’” referred to herein as “virtual asset creation templates.” Typically,
virtual assets that have the same, or similar, operational parameters are created using the same or
similar “virtual asset creation templates.”

[0035] Examples of virtual asset creation templates include, but are not limited to, any

tool and/or system for creating and managing a collection of related, or similar, cloud resources,
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Hlustrative exampies of such a virtual asset creation template are any of the cloud formation
templates/tools provided by Amazon Web Service (AWS), Rack Space, Joyent, and/or any other
of the numerous cloud based infrastructure providers.

[0036] Other examples of virtual asset creation templates include, but are not limited to,
any configuration management tool associated with, and/or used to create, virtual assets. One
specific Hiustrative example of such a virtual asset creation template is a cookbook or recipe tool
such as a Chef Recipe or any other organization of fundamental elements, or sets of elements,
used to overnide the default settings on a node within an infrastructure or architecture.

[0037] Other examples of virtual asset creation templates include, but are not limited to,
any virtual appliance used to instantiate virtual assets. One specific tlustrative example of such
a virtual asset creation template is an Amazon Machine Image (AMI), and/or similar
functionality provided by Amazon Web Service (AWS), Rack Space, Joyent, and/or any other of
the numerous cloud based infrastructure providers.

[0038] Other examples of virtual asset creation templates include, but are not limited to,
any appliance, or tool, or system, or framework, used to instantiate virtaal assets as discussed
herein, and/or as known/available in the art at the time of filing, and/or as developed/made
available after the time of filing.

[0039] Herein virtual assets that have the same, or similar, operational parameters and
are created by the same or similar virtual asset creation template are generically referred to as
virtual assets of the same ‘“‘class.” Examples of virtual asset classes include, but are not limited
to, virtual machine classes; virtual server classes; virtual database or data store classes; specific
types of instances instantiated in a cloud environment; application development process classes;
and application classes.

[0040] In one embodiment, two or more assets, such as computing systems and/or virtual
assets, and/or two or more computing environments, are connected by one or more
communications channels including but not limited to, Secure Sockets Layer communications
channels and various other secure communications channels, and/or distributed computing
system networks, such as, but not limited to: a public cloud; a private cloud; a virtual private
network (VPN); a subnet; any general network, communications network, or general
network/communications network system; a combination of different network types; a public
network; a private network; a satellite network; a cable network; or any other network capable of

allowing communication between two or more assets, computing systems, and/or virtual assets,
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as discussed herein, and/or available or known at the time of filing, and/or as developed after the
time of filing.

[0041] As used herein, the term “network’ includes, but is not limited to, any network or
network system such as, but not limited to, a peer-to-peer network, a hybrid peer-to-peer
network, a Local Area Network (LAN), a Wide Area Network (WAN), a public network, such
as the Internet, a private network, a cellular network, any general network, communications
network, or general network/communications network system; a wireless network; a wired
network; a wireless and wired combination network; a satellite network; a cable network; any
combination of different network types; or any other system capable of allowing communication
between two or more assets, virtual assets, and/or computing systems, whether available or
known at the time of filing or as later developed.

[0042] In one embodiment, one or more reference architecture patterns to be used in
connection with the development, and/or deployment, and/or operation of an application or
application type are defined.

[0043] In one embodiment, the reference architecture patterns represent the “blueprints”
or “recipes” indicating the usage and interconnection of steps, stages, and/or tiers used to
develop, deploy, and/or operate an associated class, or type, of application associated with each
of the reference architecture patterns.

[0044] In various embodiments, each of the different types of reference architecture
patterns is associated with a type, or class, of applications where the same number of tiers, and
types of tiers, are utilized and interconnected to develop, deploy, and/or operate the applications.
[0045] As a specific illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with two tier applications where the two tiers
used to develop, deploy, and/or operate the applications are a development tier and a production
tier,

[0046] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with three tier applications where the three
tiers include a development tier, a pre-production tier, and a production tier.

[0047] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with three-tier applications were the three

tiers include a development tier, a production tier, and a web tier.
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[0048] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with four tier applications were the four tiers
include a development tier, a pre-production tier, a production tier, and a staging tier.

[0049] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with four tier applications were the four tiers
include a development tier, a production tier, an integration tier, and a security tier.

[0050] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with five tier applications were the five tiers
include a development tier, a pre-production tier, a production tier, a staging tier, and an
integration tier.

[0051] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with five tier applications were the five tiers
include a development tier, a pre-production tier, a production tier, a staging tier, and an external
user tier.

[0052] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with five tier applications were the five tiers
include a development tier, a pre-production tier, a production tier, a staging tier, and security
tier.

[0053] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with six tier applications were the six tiers
include a development tier, a pre-production tier, a production tier, a staging tier, an integration
tier, and a security tier.

[0054] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with seven tier applications were the seven
tiers include a development tier, a pre-production tier, a production tier, a staging tier, an
integration tier, a security tier, and an external tier.

[0055] As can be seen from the specific illustrative examples above, in various
embodiments, the reference architecture patterns can be defined and associated with application
types, or classes, that are developed, deployed, and operated, utilizing any number of tiers, with
each of the tiers being any one of numerous tier types. In various embodiments, a given
reference architecture pattern is defined by the specific number of tiers, and the specific type of

tiers, used to develop, deploy, and operate the type, or class, of applications associated with the
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reference architecture pattern. Consequently, in various embodiments, multiple reference
architecture patterns associated with multiple classes, or types, of applications are defined.
[0056] In various embodiments, the reference architecture pattern tiers associated with
the reference architecture patterns represent various stages or functionality used to develop,
deploy, and/or operate the applications. In various embodiments, the tiers associated with the
reference architecture patterns include, but are not limited to, one or more of a development tier;
a pre-production tier; a production tier; a staging tier; an integration tier; an external tier; a
security tier; and/or any other tier representing a stage or functional operability associated with
the development, deployment, or operation of an application, and/or class of applications.
[0057] In various embodiments, and particularly those where the applications are to be
deployed and operated in a cloud computing infrastructure, each of the reference architecture
pattern tiers is, or is associated with, a separate cloud computing infrastructure account provided
through a cloud computing infrastructure provider. Consequently, in various embodiments, the
reference architecture pattern tiers associated with the reference architecture patterns include,
but are not limited to, one or more of a development account; a pre-production account; a
production account; a staging account; an integration account; an external account; a security
account, and/or any other cloud computing infrastructure account associated with a stage or
functional operability in the development, deployment, or operation of an application, and/or
class of applications.

[0058] In various embodiments, each of the reference architecture pattern tiers or cloud
computing infrastructure accounts has associated resources allocated to it that are used to
implement the functionality associated with each of the reference architecture pattern tiers or
cloud computing infrastructure accounts. In various embodiments, the resources allocated to the
reference architecture pattern tiers include, but are not limited to, any of the assets, virtual assets,
and/or other production environment components discussed herein and/or defined above, and/or
as known in the art at the time of filing, and/or as developed after the time of filing.

[0059] FIG.1 is a high level functional block diagram of an exemplary reference
architecture pattern N in accordance with one embodiment. As seen in FIG.1, exemplary
reference architecture pattern N includes, four reference architecture pattern tiers, or cloud
computing infrastructure accounts, including, pattern N tier 1, or account PN1; pattern N tier 2,
or account PN2; pattern N tier 3, or account PN3; and pattern N tier 4, or account PN4.

[0060] Those of skill in the art will readily recognize that, as stated above, in various

embodiments, the reference architecture patterns can be defined and associated with application
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types or classes that are developed, deployed, and operated, utilizing any number of reference
architecture pattern tiers or cloud computing infrastructure accounts, with each of the
tiers/accounts being any one of numerous tier/account types.

[0061] Consequently, the specific illustrative example of FIG.1, and reference
architecture pattern N, is not limiting and, in various embodiments, a given reference
architecture pattern is defined by the specific number of tiers/accounts, and the specific type of
tiers/accounts, used to develop, deploy, and operate the type, or class, of applications associated
with the reference architecture pattern. Consequently, in various embodiments, multiple
reference architecture patterns associated with multiple classes, or types, of applications are
defined, including those distinct from the specific illustrative example of FIG.1.

[0062] As also seen in FIG.1, each of the four tiers or accounts, i.e., pattern N tier 1, or
account PN1; pattern N tier 2, or account PN2; pattern N tier 3, or account PN3; and pattern N
tier 4, or account PN4, of exemplary reference architecture pattern N includes allocated
resources, shown as representative assets and representative virtual assets in FIG.1.
Specifically, pattern N tier 1, or account PN1, includes allocated resources shown as
representative pattern N tier 1 asset 11 and representative pattern N tier 1 virtual asset 12.
Likewise, pattern N tier 2, or account PN2, includes allocated resources shown as representative
pattern N tier 2 asset 21 and representative pattern N tier 2 virtual asset 22. Similarly, pattern N
tier 3, or account PN3, includes allocated resources shown as representative pattern N tier 3
asset 31 and representative pattern N tier 3 virtual asset 32. Likewise, pattern N tier 4, or
account PN4, includes allocated resources shown as representative pattern N tier 4 asset 41 and
representative pattern N tier 4 virtual asset 42.

[0063] Those of skill in the art will readily recognize that while single representative
assets, i.e., representative pattern N tier 1 asset 11, representative pattern N tier 2 asset 21,
representative pattern N tier 3 asset 31, and representative pattern N tier 4 asset 41 are shown in
FIG.1, each of representative pattern N tier 1 asset 11, representative pattern N tier 2 asset 21,
representative pattern N tier 3 asset 31, and representative pattern N tier 4 asset 41 can represent
two or more assets.

[0064] Likewise, those of skill in the art will readily recognize that while single
representative virtual assets, i.e., representative pattern N tier 1 virtual asset 12, representative
pattern N tier 2 virtual asset 22, representative pattern N tier 3 virtual asset 32, and
representative pattern N tier 4 virtual asset 42 are shown in FIG.1, each of representative pattern

N tier 1 virtual asset 12, representative pattern N tier 2 virtual asset 22, representative pattern N
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tier 3 virtual asset 32, and representative pattern N tier 4 virtual asset 42 can represent two or
more virtual assets.

[0065] As discussed in more detail below, for each of the four reference architecture
pattern tiers or cloud computing infrastructure accounts, i.e., pattern N tier 1, or account PN1;
pattern N tier 2, or account PN2; pattern N tier 3, or account PN3; and pattern N tier 4, or
account PN4, of exemplary reference architecture pattern N, access permissions are required to
access the allocated resources, i.e., to access representative pattern N tier 1 asset 11,
representative pattern N tier 2 asset 21, representative pattern N tier 3 asset 31, representative
pattern N tier 4 asset 41, representative pattern N tier 1 virtual asset 12, representative pattern N
tier 2 virtual asset 22, representative pattern N tier 3 virtual asset 32, and representative pattern
N tier 4 virtual asset 42,

[0066] In addition, as also discussed in more detail below, the access permissions
required to access the allocated resources are assigned to entities, such as individual persons,
based on a role assigned to the entity and which of the four reference architecture pattern tiers or
could infrastructure accounts is being utilized within exemplary reference architecture pattern N.
[0067] Consequently, as seen in FIG.1, and as discussed in more detail below, pattern N
tier 1, or account PN, includes pattern N tier 1 permissions by pattern N role 10 required to
access representative pattern N tier 1 asset 11 and/or representative pattern N tier 1 virtual asset
12.

[0068] Likewise, as seen in FIG.1, and as discussed in more detail below, pattern N tier
2, or account PN2, includes pattern N tier 2 permissions by pattern N role 20 required to access
representative pattern N tier 2 asset 21 and/or representative pattern N tier 2 virtual asset 22.
[0069] Similarly, as seen in FIG.1, and as discussed in more detail below, pattern N tier
3, or account PN3, includes pattern N tier 3 permissions by pattern N role 30 required to access
representative pattern N tier 3 asset 31 and/or representative pattern N tier 3 virtual asset 32.
[0070] Likewise, as seen in FIG.1, and as discussed in more detail below, pattern N tier
4, or account PN4, includes pattern N tier 4 permissions by pattern N role 40 required to access
representative pattern N tier 4 asset 41 and/or representative pattern N tier 4 virtual asset 42.
[0071] In one embodiment, once one or more reference architecture patterns are defined,
for each reference architecture pattern, reference architecture pattern tier data representing the
reference architecture pattern tiers associated with that reference architecture pattern is
generated and logically arranged in a reference architecture pattern-based management plan

based on, and/or associated with, that reference architecture pattern.
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[0072] FIG.2, FIG.3, and FIG.4 are illustrative examples of relational diagrams for two,
three, and four, tier reference architecture pattern-based permissions management plans,
respectively, in accordance with one embodiment.

[0073] FI1G.2 shows one illustrative example of a two-tier reference architecture pattern-
based permissions management plan 200, referred to in FIG.2 as reference architecture pattern-
based permissions management plan 1. As seen in FIG.2, reference architecture pattern-based
permissions management plan 1 includes a first reference architecture pattern tier, or cloud
computing infrastructure account, shown in FIG.2 as pattern 1 tier 1, or account P11, and a
second reference architecture pattern tier, or cloud computing infrastructure account, shown in
FIG.2 as pattern 1 tier 2, or account P12.

[0074] FIG.3 shows one illustrative example of a three-tier reference architecture
pattern-based permissions management plan 300, referred to in FIG.3 as reference architecture
pattern-based permissions management plan 2. As seen in FIG.3, reference architecture pattern-
based permissions management plan 2 includes a first reference architecture pattern tier, or
cloud computing infrastructure account, shown in FIG.3 as pattern 2 tier 1, or account P21, a
second reference architecture pattern tier, or cloud computing infrastructure account, shown in
FIG.3 as pattern 2 tier 2, or account P22, and a third reference architecture pattern tier, or cloud
computing infrastructure account, shown in FIG.3 as pattern 2 tier 3, or account P23.

[0075] FI1G.4 shows one illustrative example of a four-tier reference architecture pattern-
based permissions management plan 400, referred to in FIG.4 as reference architecture pattern-
based permissions management plan 3. As seen in FIG.4, reference architecture pattern-based
permissions management plan 3 includes a first reference architecture pattern tier, or cloud
computing infrastructure account, shown in FIG.4 as pattern 3 tier 1, or account P31, a second
reference architecture pattern tier, or cloud computing infrastructure account, shown in FIG.4 as
pattern 3 tier 2, or account P32, a third reference architecture pattern tier, or cloud computing
infrastructure account, shown in FIG .4 as pattern 3 tier 3, or account P33, and a fourth reference
architecture pattern tier, or cloud computing infrastructure account, shown in FIG.4 as pattern 3
tier 4, or account P34.

[0076] Those of skill in the art will readily recognize that, as stated above, in various
embodiments, the reference architecture patterns can be defined and associated with application
types, or classes, that are developed, deployed, and operated, utilizing any number of reference

architecture tiers or computing infrastructure accounts, with each of the reference architecture
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tiers/computing infrastructure accounts being any one of numerous reference architecture
tier/computing infrastructure account types.

[0077] Consequently, the specific illustrative examples of reference architecture pattern-
based permissions management plans of FIG.2, FI1G.3, and FIG.4 are not limiting and, in various
embodiments, a given reference architecture pattern, and resulting reference architecture pattern-
based permissions management plan, is defined by the specific number of tiers/accounts, and the
specific type of tiers/accounts, used to develop, deploy, and operate the type or class of
applications associated with the reference architecture pattern. Consequently, in various
embodiments, multiple reference architecture patterns associated with multiple classes, or types,
of applications are defined, including those distinct from the specific illustrative examples of
FIG.2, FIG.3, and FIG 4.

[0078] In one embodiment, once one or more reference architecture patterns are defined,
and for each reference architecture pattern, reference architecture pattern tier data representing
the reference architecture pattern tiers associated with that reference architecture pattern is
generated and logically arranged in a reference architecture pattern-based management plan
based on, and/or associated with, that reference architecture pattern, one or more reference
architecture pattern roles to be associated with entities, e.g. individual persons, taking part in the
development, and/or deployment, and/or operation of applications associated with the reference
architecture patterns are defined.

[0079] In one embodiment, the one or more reference architecture pattern roles are
defined once and then the same reference architecture pattern roles are utilized with each
reference architecture pattern, and the resulting reference architecture pattern-based permissions
management plan.

[0080] In other embodiments, the one or more reference architecture pattern roles are
separately defined each reference architecture pattern, and the resulting reference architecture
pattern-based permissions management plan.

[0081] In various embodiments, the one or more reference architecture pattern roles
correlate to roles assigned by an organization, such as a company, associated with a reference
architecture pattern-based permissions plan to individual entities, such as individual employees
charged with developing, deploying, and/or operating one or more applications provided by,
and/or through, the organization.

[0082] Typically, in order to provide greater data security, control, and separation of

duties, each reference architecture pattern role, and therefore the entities assigned each reference
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architecture pattern role, is provided a different set of permissions and operational access that is
deemed necessary to perform the duties assigned to that role. In addition, as discussed below,
the permissions and operational access associated with each role is ideally further tailored to the
permissions and operational access needed by that role in a specific reference architecture
pattern tier, and/or computing infrastructure account. In the prior art, this three way tailoring of
permissions and operational access based on the reference architecture pattern, and the role
assigned within the reference architecture pattern, and the reference architecture pattern tier
being utilized, was not available, at least not in any reasonably efficient and consistent way.
[0083] In various embodiments, the one or more reference architecture pattern roles
include, but are not limited to, one or more of a supervisory administrator, or SuperAdmin, role;
an administrator, or Admin, role; a security role; an operator role; a developer role; a third-party
role; a user role; read-only role; and/or any other role, or combination of roles, to be assigned to
individual entities, as discussed herein, and/or as known in the art at the time of filing, and/or as
developed/made available after the time of filing.

[0084] As noted above, in one embodiment, a given entity is assigned one of the
reference architecture pattern roles. In one embodiment, the entity maintains the assigned
reference architecture pattern role, regardless of which reference architecture pattern, and
associated reference architecture pattern-based permission management plan, is being
implemented and regardless of which reference architecture pattern tier, and/or cloud computing
infrastructure account, is being accessed or utilized by the entity. However, the permissions
granted to the entity are variable and assigned based on the reference architecture pattern role
assigned to the entity, and the reference architecture pattern being applied, and the reference
architecture pattern tier, or cloud computing infrastructure account, being utilized.

[0085] In one embodiment, once one or more reference architecture pattern roles are
defined for each reference architecture pattern, and resulting architecture pattern-based
management plan, reference architecture pattern role data representing the defined or identified
reference architecture pattern roles is generated and logically included in the reference
architecture pattern-based permissions management plan based-on, and/or associated with each
reference architecture pattern.

[0086] As noted above, FIG.2, FIG.3, and FIG.4 are illustrative examples of relational
diagrams for two, three, and four, tier reference architecture pattern-based permissions

management plans, respectively, in accordance with one embodiment.
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[0087] As seen in FIG.2, reference architecture pattern-based permissions management
plan 1 includes reference architecture pattern-based permissions management plan 1 roles (P1)
SuperAdmin; (P1) Security; (P1) Admin; (P1) Operator; (P1) Developer; (P1) 31 Party; (P1)
User; and (P1) Read-Only. In this particular illustrative example, the “(P1)” qualifier in front of
each of the reference architecture pattern-based permissions management plan 1 roles indicates
that role could be specifically defined for reference architecture pattern-based permissions
management plan 1. However, in the specific illustrative examples shown in FIG.2, FIG.3, and
FIG.4, each of the reference architecture pattern-based permissions management plans uses the
same reference architecture pattern-based permissions management plan roles.

[0088] As seen in FIG.3, reference architecture pattern-based permissions management
plan 2 includes reference architecture pattern-based permissions management plan 2 roles (P2)
SuperAdmin; (P2) Security; (P2) Admin; (P2) Operator; (P2) Developer; (P2) 3% Party; (P2)
User; and (P2) Read-Only. As noted above, in this particular illustrative example, the “(P2)”
qualifier in front of each of the reference architecture pattern-based permissions management
plan 2 roles indicates that role could be specifically defined for reference architecture pattern-
based permissions management plan 2, but that is not the case in this specific illustrative
example.

[0089] As seen in FIG 4, reference architecture pattern-based permissions management
plan 3 includes reference architecture pattern-based permissions management plan 3 roles (P3)
SuperAdmin; (P3) Security; (P3) Admin; (P3) Operator; (P3) Developer; (P3) 31 Party; (P3)
User; and (P3) Read-Only. As noted above, in this particular illustrative example, the “(P3)”
qualifier in front of each of the reference architecture pattern-based permissions management
plan 3 roles indicates that role could be specifically defined for reference architecture pattern-
based permissions management plan 3, but that is not the case in this specific illustrative
example.

[0090] Those of skill in the art will readily recognize that more or fewer reference
architecture pattern roles, and/or numerous other reference architecture pattern roles, other than
those shown in FIG.2, FIG.3, and FIG.4, can be defined in various embodiments.

[0091] In one embodiment, for each reference architecture pattern, and associated
reference architecture pattern-based permissions management plan, and for each reference
architecture pattern role represented by the reference architecture pattern role data in the
associated reference architecture pattern-based permissions management plan, at least one

access and/or operational permission is associated with each reference architecture pattern tier
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represented in the reference architecture pattern tier data of the associated reference architecture
pattern-based permissions management plan.

[0092] In various embodiments, one or more of the at least one access and/or operational
permissions are actually permissions sets including one or more individual permissions and/or
operational access, and/or functionality, to resources associated with the reference architecture
pattern tiers and reference architecture pattern roles of the reference architecture pattern-based
permissions management plan.

[0093] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, include but are not limited to,
one or more of, a super broad permissions set providing broad supervisory permissions, and/or
operational access, to the resources allocated to the applicable reference architecture pattern tier;
a broad permissions set providing a relatively broad set of permissions, and/or relatively broad
operational access, to the resources allocated to the applicable reference architecture pattern tier;
a moderate permissions set providing a relatively moderate set of permissions, and/or relatively
moderate operational access, to the resources allocated to the applicable reference architecture
pattern tier; a narrow permissions set providing a relatively narrow set of permissions, and/or
relatively narrow operational access, to the resources allocated to the applicable reference
architecture pattern tier.

[0094] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, include but are not limited to,
one or more of, a forensic permissions set providing forensic level permissions, and/or forensic
level operational access, to the resources allocated to the applicable reference architecture
pattern tier; a broad forensic permissions set providing a relatively broad forensic level of
permissions, and/or relatively broad forensic level operational access, to the resources allocated
to the applicable reference architecture pattern tier; a moderate forensic permissions set
providing a relatively moderate forensic level of permissions, and/or relatively moderate
forensic level operational access, to the resources allocated to the applicable reference
architecture pattern tier; a narrow forensic permissions set providing a relatively narrow forensic
level of permissions, and/or relatively narrow forensic level operational access, to the resources
allocated to the applicable reference architecture pattern tier.

[0095] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, include but are not limited to,

one or more of, an administrator permissions set providing an administrator level of permissions,
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and/or administrator operational access, to the resources allocated to the applicable reference
architecture pattern tier; a broad administrator permissions set providing a relatively broad set of
administrator permissions, and/or relatively broad administrator operational access, to the
resources allocated to the applicable reference architecture pattern tier; a moderate administrator
permissions set providing a relatively moderate set of administrator permissions, and/or
relatively moderate administrator operational access, to the resources allocated to the applicable
reference architecture pattern tier; a narrow administrator permissions set providing a relatively
narrow set of administrator permissions, and/or relatively narrow administrator operational
access, to the resources allocated to the applicable reference architecture pattern tier.

[0096] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, include but are not limited to,
one or more of, an integrator permissions set providing integrator level of permissions, and/or
integrator operational access, to the resources allocated to the applicable reference architecture
pattern tier; a broad integrator permissions set providing a relatively broad set of integrator
permissions, and/or relatively broad integrator operational access, to the resources allocated to
the applicable reference architecture pattern tier; a moderate integrator permissions set providing
a relatively moderate set of integrator permissions, and/or relatively moderate integrator
operational access, to the resources allocated to the applicable reference architecture pattern tier;
a narrow integrator permissions set providing a relatively narrow set of integrator permissions,
and/or relatively narrow integrator operational access, to the resources allocated to the
applicable reference architecture pattern tier.

[0097] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, include but are not limited to,
one or more of, an end-user permissions set providing end-user level of permissions, and/or end-
user operational access, to the resources allocated to the applicable reference architecture pattern
tier; a broad end-user permissions set providing a relatively broad set of end-user permissions,
and/or relatively broad end-user operational access, to the resources allocated to the applicable
reference architecture pattern tier; a moderate end-user permissions set providing a relatively
moderate set of end-user permissions, and/or relatively moderate end-user operational access, to
the resources allocated to the applicable reference architecture pattern tier; a narrow end-user
permissions set providing a relatively narrow set of end-user permissions, and/or relatively
narrow end-user operational access, to the resources allocated to the applicable reference

architecture pattern tier.
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[0098] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, include but are not limited to,
one or more of, a read-only permissions set providing read-only permissions, and/or read-only
operational access, to the resources allocated to the applicable reference architecture pattern tier;
a broad read-only permissions set providing a relatively broad set of read-only permissions,
and/or relatively broad read-only operational access, to the resources allocated to the applicable
reference architecture pattern tier; a moderate read-only permissions set providing a relatively
moderate set of read-only permissions, and/or relatively moderate read-only operational access,
to the resources allocated to the applicable reference architecture pattern tier; a narrow read-only
permissions set providing a relatively narrow set of read-only permissions, and/or relatively
narrow read-only operational access, to the resources allocated to the applicable reference
architecture pattern tier.

[0099] Referring back to FIG.2, reference architecture pattern-based permissions
management plan 1 includes the permissions and/or operational access sets super-broad
permissions, broad permissions, moderate permissions, narrow permissions, forensic
permissions, admin permissions, integrator permissions, broad end-user permissions, end-user
permissions, narrow end-user permissions, read-only permissions, and narrow read-only
permissions, associated with specific reference architecture pattern-based permissions
management plan 1 roles and specific reference architecture pattern-based permissions
management plan 1 tiers, and/or accounts.

[0100] Referring to FIG.3, reference architecture pattern-based permissions management
plan 2 includes the permissions and/or operational access sets super-broad permissions, broad
permissions, moderate permissions, narrow permissions, forensic permissions, admin
permissions, integrator permissions, broad end-user permissions, end-user permissions, narrow
end-user permissions, read-only permissions, broad read-only permissions, moderate read-only
permissions, narrow read-only permissions, operator permissions, and application permissions
associated with specific reference architecture pattern-based permissions management plan 2
roles and specific reference architecture pattern-based permissions management plan 2 tiers,
and/or accounts.

[0101] Referring to FIG.4, reference architecture pattern-based permissions management
plan 3 includes the permissions and/or operational access sets super-broad permissions, broad
permissions, moderate permissions, narrow permissions, forensic permissions, admin

permissions, integrator permissions, broad end-user permissions, end-user permissions, narrow
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end-user permissions, read-only permissions, broad read-only permissions, moderate read-only
permissions, narrow read-only permissions, operator permissions, and application permissions
associated with specific reference architecture pattern-based permissions management plan 3
roles and specific reference architecture pattern-based permissions management plan 3 tiers,
and/or accounts.

[0102] Those of skill in the art will readily recognize that numerous individual
permissions and operational access data, and/or sets of permissions and/or operational access
data can be defined in various embodiments. Consequently, the specific illustrative examples of
FIG.2, FIG.3, and FIG.4 are not limiting and that any permissions and/or operational access
data, or combination of permissions and/or operational access data, as discussed herein, and/or
as known in the art at the time of filing, and/or as made known after the time of filing, can be
defined and provided.

[0103] In addition, in various embodiments, the individual permissions and operator
access included in each set of permissions are different and assigned/defined by one or more
entities creating the reference architecture pattern-based permissions management plan and/or
developing, deploying, and/or operating the application.

[0104] In one embodiment, for each reference architecture pattern, and associated
reference architecture pattern-based permissions plan, at least one entity is assigned one of the
reference architecture pattern roles represented by the reference architecture pattern role data.
[0105] In one embodiment, for each reference architecture pattern, each reference
architecture pattern-based permissions plan is used to automatically assign the appropriate
permissions and operational access to each reference architecture pattern role represented by
the reference architecture pattern role data in the reference architecture pattern-based
permissions management plan based on the specific reference architecture pattern tier, or cloud
computing infrastructure account, represented in the reference architecture pattern tier data.
[0106] Consequently, in one embodiment, an individual entity is assigned a specific
reference architecture pattern role. Then, using the appropriate reference architecture pattern-
based permissions plan, the appropriate permissions and operational access is automatically
provided to that entity based on the specific reference architecture pattern role assigned to that
entity, and the reference architecture pattern associated with the reference architecture pattern-
based permissions plan, and the specific reference architecture pattern tier, or cloud computing
infrastructure account, of the reference architecture pattern that the entity is attempting to access

and/or utilize.
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[0107] Referring to FIG.2, it can be seen that using reference architecture pattern-based
permissions management plan 1, an entity assigned the role of (P1) SuperAdmin is
automatically provided broad permissions when utilizing or accessing pattern 1 tier 1/account
P11 and Super-broad permissions when utilizing or accessing pattern 1 tier 2/account P12.
[0108] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) Security is automatically provided forensic
permissions when utilizing or accessing pattern 1 tier 1/account P11 and forensic permissions
when utilizing or accessing pattern 1 tier 2/account P12.

[0109] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) Admin is automatically provided broad permissions
when utilizing or accessing pattern 1 tier 1/account P11 and moderate permissions when
utilizing or accessing pattern 1 tier 2/account P12.

[0110] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) Operator is automatically provided narrow permissions
when utilizing or accessing pattern 1 tier 1/account P11 and moderate permissions when
utilizing or accessing pattern 1 tier 2/account P12.

[0111] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) Developer is automatically provided admin
permissions when utilizing or accessing pattern 1 tier 1/account P11 and integrator permissions
when utilizing or accessing pattern 1 tier 2/account P12.

[0112] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) 3 Party is automatically provided integrator
permissions when utilizing or accessing pattern 1 tier 1/account P11 and broad end-user
permissions when utilizing or accessing pattern 1 tier 2/account P12.

[0113] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) User is automatically provided end-user permissions
when utilizing or accessing pattern 1 tier 1/account P11 and narrow end-user permissions when
utilizing or accessing pattern 1 tier 2/account P12.

[0114] Similarly, using reference architecture pattern-based permissions management
plan 1, an entity assigned the role of (P1) Read-Only is automatically provided read-only
permissions when utilizing or accessing pattern 1 tier 1/account P11 and narrow read-only

permissions when utilizing or accessing pattern 1 tier 2/account P12.
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[0115] Referring to FIG.3, it can be seen that using reference architecture pattern-based
permissions management plan 2, an entity assigned the role of (P2) SuperAdmin is
automatically provided super broad permissions when utilizing or accessing pattern 2 tier
1/account P21, broad permissions when utilizing or accessing pattern 2 tier 2/account P22, and
moderate permissions when utilizing or accessing pattern 2 tier 3/account P23.

[0116] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) Security is automatically provided forensic
permissions when utilizing or accessing pattern 2 tier 1/account P21, broad permissions when
utilizing or accessing pattern 2 tier 2/account P22, and moderate permissions when utilizing or
accessing pattern 2 tier 3/account P23.

[0117] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) Admin is automatically provided broad permissions
when utilizing or accessing pattern 2 tier 1/account P21, moderate permissions when utilizing or
accessing pattern 2 tier 2/account P22, and operator permissions when utilizing or accessing
pattern 2 tier 3/account P23.

[0118] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) Operator is automatically provided narrow permissions
when utilizing or accessing pattern 2 tier 1/account P21, moderate permissions when utilizing or
accessing pattern 2 tier 2/account P22, and operator permissions when utilizing or accessing
pattern 2 tier 3/account P23.

[0119] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) Developer is automatically provided admin
permissions when utilizing or accessing pattern 2 tier 1/account P21, integrator permissions
when utilizing or accessing pattern 2 tier 2/account P22, and narrow permissions when utilizing
or accessing pattern 2 tier 3/account P23.

[0120] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) 31 Party is automatically provided integrator
permissions when utilizing or accessing pattern 2 tier 1/account P21, broad end-user permissions
when utilizing or accessing pattern 2 tier 2/account P22, and application permissions when
utilizing or accessing pattern 2 tier 3/account P23,

[0121] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) User is automatically provided broad end-user

permissions when utilizing or accessing pattern 2 tier 1/account P21, narrow end-user
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permissions when utilizing or accessing pattern 2 tier 2/account P22, and narrow read-only
permissions when utilizing or accessing pattern 2 tier 3/account P23.

[0122] Similarly, using reference architecture pattern-based permissions management
plan 2, an entity assigned the role of (P2) Read-Only is automatically provided broad read-only
permissions when utilizing or accessing pattern 2 tier 1/account P21, moderate read-only
permissions when utilizing or accessing pattern 2 tier 2/account P22, and narrow read-only
permissions when utilizing or accessing pattern 2 tier 3/account P23.

[0123] Referring to FIG.4, it can be seen that using reference architecture pattern-based
permissions management plan 3, an entity assigned the role of (P3) SuperAdmin is
automatically provided broad permissions when utilizing or accessing pattern 3 tier 1/account
P31, super-broad permissions when utilizing or accessing pattern 3 tier 2/account P32, admin
permissions when utilizing or accessing pattern 3 tier 3/account P33, and narrow permissions
when utilizing or accessing pattern 3 tier 4/account P34.

[0124] Similarly, using reference architecture pattern-based permissions management
plan 3, an entity assigned the role of (P3) Security is automatically provided forensic
permissions when utilizing or accessing pattern 3 tier 1/account P31, forensic permissions when
utilizing or accessing pattern 3 tier 2/account P32, broad permissions when utilizing or accessing
pattern 3 tier 3/account P33, and admin permissions when utilizing or accessing pattern 3 tier
4/account P34.

[0125] Similarly, using reference architecture pattern-based permissions management
plan 3, an entity assigned the role of (P3) Admin is automatically provided broad admin
permissions when utilizing or accessing pattern 3 tier 1/account P31, narrow permissions when
utilizing or accessing pattern 3 tier 2/account P32, moderate operator permissions when utilizing
or accessing pattern 3 tier 3/account P33, and read-only permissions when utilizing or accessing
pattern 3 tier 4/account P34.

[0126] Similarly, using reference architecture pattern-based permissions management
plan 3, an entity assigned the role of (P3) Operator is automatically provided narrow operator
permissions when utilizing or accessing pattern 3 tier 1/account P31, narrow permissions when
utilizing or accessing pattern 3 tier 2/account P32, moderate operator permissions when utilizing
or accessing pattern 3 tier 3/account P33, and end-user permissions when utilizing or accessing
pattern 3 tier 4/account P34.

[0127] Similarly, using reference architecture pattern-based permissions management

plan 3, an entity assigned the role of (P3) Developer is automatically provided super broad
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permissions when utilizing or accessing pattern 3 tier 1/account P31, broad permissions when
utilizing or accessing pattern 3 tier 2/account P32, admin permissions when utilizing or
accessing pattern 3 tier 3/account P33, and end-user permissions when utilizing or accessing
pattern 3 tier 4/account P34.

[0128] Similarly, using reference architecture pattern-based permissions management
plan 3, an entity assigned the role of (P3) 31 Party is automatically provided integrator
permissions when utilizing or accessing pattern 3 tier 1/account P31, end-user permissions when
utilizing or accessing pattern 3 tier 2/account P32, integrator permissions when utilizing or
accessing pattern 3 tier 3/account P33, and end-user permissions when utilizing or accessing
pattern 3 tier 4/account P34.

[0129] Similarly, using reference architecture pattern-based permissions management
plan 3, an entity assigned the role of (P3) User is automatically provided narrow read-only
permissions when utilizing or accessing pattern 3 tier 1/account P31, read-only permissions
when utilizing or accessing pattern 3 tier 2/account P32, narrow end-user permissions when
utilizing or accessing pattern 3 tier 3/account P33, and broad end-user permissions when
utilizing or accessing pattern 3 tier 4/account P34.

[0130] Similarly, using reference architecture pattern-based permissions management
plan 3, an entity assigned the role of (P3) Read-Only is automatically provided narrow read-only
permissions when utilizing or accessing pattern 3 tier 1/account P31, moderate read-only
permissions when utilizing or accessing pattern 3 tier 2/account P32, read-only permissions
when utilizing or accessing pattern 3 tier 3/account P33, and broad read-only permissions when
utilizing or accessing pattern 3 tier 4/account P34.

[0131] In one embodiment, once the reference architecture pattern-based permissions
management plans associated with each desired reference architecture pattern are created, for
each reference architecture pattern-based permissions management plan, pattern-based
permissions management plan data is generated representing the reference architecture pattern-
based permissions management plan. In one embodiment, the pattern-based permissions
management plan data is then stored in a memory, database, or other data storage mechanism.
As discussed below, in one embodiment, the pattern-based permissions management plan data is
then provided to one or more processors, processing systems, and/or computing systems which
then implement the reference architecture pattern-based permissions management plans

represented by the pattern-based permissions management plan data.
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[0132] FIG.5 is functional diagram of the interaction of various elements associated with
one embodiment of the methods and systems for providing reference architecture pattern-based
permissions management discussed herein. Of particular note, the various elements in FIG.5 are
shown for illustrative purposes as being associated with specific computing systems and/or
environments, such as entity access system 501 and reference architecture pattern-based
permissions management system 500. However, the exemplary placement of the various
elements within these environments and systems in FIG.5 is made for illustrative purposes only
and, in various embodiments, any individual element shown in FIG.5, or combination of
elements shown in FIG.5, can be implemented and/or deployed on any of one or more various
computing environments or systems, and/or architectural or infrastructure components, such as
one or more hardware systems, one or more software systems, one or more data centers, more or
more clouds or cloud types, one or more third party service capabilities, or any other computing
environments, architectural, and/or infrastructure components as discussed herein, and/or as
known in the art at the time of filing, and/or as developed/made available after the time of filing.
[0133] In addition, the elements shown in FIG.5, and/or the computing environments,
systems, and architectural and/or infrastructure components, deploying the elements shown in
FIG.5, can be under the control of, or otherwise associated with, various parties or entities, or
multiple parties or entities, such as, but not limited to, the owner of a data center, a party and/or
entity providing all, or a portion, of a cloud-based computing environment, the owner or a
provider of a service, the owner or provider of one or more resources, and/or any other party
and/or entity providing one or more functions, and/or any other party and/or entity as discussed
herein, and/or as known in the art at the time of filing, and/or as made known after the time of
filing.

[0134] As seen in FIG.5, in one illustrative example of one embodiment, an entity, such
as a person charged with the development, deployment, and/or operation of an application or
service, attempts to use an entity access system, such as entity access system 501 in FIG.5, to
perform one or more tasks.

[0135] As seen in FIG.5, in one embodiment, application/pattern data 503 is included in
entity access system 501 and includes data indicating the specific reference architecture pattern,
and associated reference architecture pattern-based permissions management plan, that is
associated with an application of service the entity is attempting to access and/or interact with.

As also seen in FIG.5, in this specific illustrative example, application/pattern data 503 includes
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data indicating that pattern 1, and associated reference architecture pattern-based permissions
management plan 1 of FIG.2, is applicable.

[0136] As seen in FIG.5, in one embodiment, role data 505 is included in entity access
system 501 and includes data representing the reference architecture pattern-based permissions
management plan role assigned to the entity. As seen in FIG.5, in this particular illustrative
example, role data 505 indicates that the entity associated with entity access system 501 has
been assigned the role of (P1) Operator, i.e., the role Operator in reference architecture pattern-
based permissions management plan 1 of FIG.2.

[0137] As seen in FIG.5, entity access system 501 includes tier data 507. In one
embodiment, tier data 507 includes data indicating the specific reference architecture pattern
tier, and/or cloud computing infrastructure account, the entity associated with entity access
system 501 is currently trying to access and/or utilize. As seen in FIG.5, in this specific
illustrative example, tier data 507 indicates that the entity associated with entity access system
501 is attempting to utilize or access pattern 1 tier 1, e.g., account 11, of reference architecture
pattern-based permissions management plan 1 of FIG.2.

[0138] As discussed above, in order for the entity associated with entity access system
501 to access the various resources associated with the desired reference architecture pattern
tier/cloud computing infrastructure account, various permissions will have to be provided. In
one embodiment, the permissions to be provided are determined based on analysis and
processing performed by reference architecture pattern-based permissions management system
500.

[0139] As seen in FIG.5, in one embodiment, application/pattern data 503 is provided to
pattern selection module 508 of reference architecture pattern-based permissions management
system 500. In one embodiment, pattern selection module 508 is used to determine which
reference architecture pattern, and associated architecture pattern-based permissions
management plan, is applicable to the application the entity associated with entity access system
501 is attempting to access.

[0140] In one embodiment, pattern-based permissions management data representing the
various architecture pattern-based permissions management plans is stored in pattern database
509. As seen in FIG.5, pattern database 509, in this specific illustrative example, includes
pattern-based permissions management plan 1 data 511 representing architecture pattern-based
permissions management plan 1 of FIG.2; pattern-based permissions management plan 1 data

513 representing architecture pattern-based permissions management plan 2 of FIG.3; and
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pattern-based permissions management plan 1 data 515 representing architecture pattern-based
permissions management plan 3 of FIG.4

[0141] Returning to FIG.S, as noted above, in this specific illustrative example,
application/pattern data 503 indicates that architecture pattern-based permissions management
plan 1 of FIG.2 is the applicable architecture pattern-based permissions management plan.
Consequently, in this specific illustrative example, pattern selection module 508 selects pattern-
based permissions management plan 1 data 511 from pattern database 509.

[0142] In one embodiment, once pattern selection module 508 receives
application/pattern data 503 and selects the appropriate pattern-based permissions management
plan data from pattern database 509, the selected appropriate pattern-based permissions
management plan data is provided to permissions matching engine 521. In one embodiment, role
data 505 and tier data 507 are also provided as inputs to permissions matching engine 521.
[0143] As noted above, in this specific illustrative example, pattern selection module 508
receives application/pattern data 503 indicating the appropriate pattern-based permissions
management plan data is pattern-based permissions management plan 1 data 511.

Consequently, pattern-based permissions management plan 1 data 511 is provided as one input
to permissions matching engine 521. In addition, role data 505 indicating the role assigned to the
entity of entity access system 501 is the role (P1) Operator, and tier data 507 indicating the
reference architecture pattern 1 tier 1, e.g., cloud computing infrastructure account P11, are also
provided as input to permissions matching engine 521.

[0144] In one embodiment, at permissions matching engine 521 role data 505 and tier
data 507 are used within the context of the selected pattern-based permissions management plan
1 data 511 representing architecture pattern-based permissions management plan 1 of FIG.2 to
determine what permissions, functionality, and operational access are to be provided to the
entity associated with entity access system 501. Permission results data 523 is then generated by
permissions matching engine 521 identifying the determined permissions, functionality, and
operational access sets to be provided to the entity associated with entity access system 501.
[0145] As noted above, in this specific illustrative example, the appropriate pattern-
based permissions management plan data is pattern-based permissions management plan 1 data
511, role data 5035 indicates the role assigned to the entity of entity access system 501 is the role
(P1) Operator, and tier data 507 indicates the reference architecture pattern 1 tier 1, e.g., cloud
computing infrastructure account P11. Consequently, referring to FIG.2 and architecture pattern-

based permissions management plan 1, it can be seen that the permission set associated with role
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(P1) Operator and reference architecture pattern 1 tier 1, within the context of architecture
pattern-based permissions management plan 1 is the permission set “narrow permissions.”
Consequently, in this specific illustrative example, permissions results data 523 includes data
indicating that the permission set to be provided to the entity associated with entity access
system 501 is the permission set narrow permissions.

[0146] As seen in FIG.5, in one embodiment, permissions database 525 is provided. In
one embodiment, permissions database 525 includes data representing the various permissions,
functionality, and operational access data associated with the defined reference architecture
pattern roles, and reference architecture pattern tiers, and reference architecture patterns set forth
in the pattern-based permissions management plan data of pattern database 509 representing the
various architecture pattern-based permissions management plans.

[0147] In the specific illustrative example of FIG.5, permissions database includes
forensic permissions data 531, broad permissions data 532, narrow permissions data 533, admin
permissions data 534, integrator permissions data 535; end-user permissions data 536, and read-
only permissions data 537.

[0148] Returning to FIG.5, in one embodiment, once permissions matching engine 521
generates permissions results data 523, permissions results data 523 is used to select data
representing the permissions included in the permissions set indicated in permissions results data
523 from permissions database 525. In this specific illustrative example, the data representing
the permissions included in the permissions set indicated in permissions results data 523 from
permissions database 525 is represented by mapped permissions data 540.

[0149] As noted above, in this specific illustrative example, permissions results data 523
includes data indicating that the permission set to be provided to the entity associated with entity
access system 501 is the permission set “narrow permissions”. Consequently, in this specific
illustrative example, permissions results data 523 is used to obtain narrow permissions data 533
from permissions database 525 and generate mapped permissions data 540 including narrow
permissions data 533.

[0150] In one embodiment, once mapped permissions data 540 is generated including
the appropriate permissions data representing the permissions and/or operational access included
in the permission set indicated by permissions results data 523, mapped permissions data 540 is
provided to entity access system 501; thereby providing the entity associated with entity access
system 501 the permissions deemed necessary and appropriate in accordance with the reference

architecture pattern role assigned to the entity, and the reference architecture pattern tier for
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which axis is desired, and within the context of the reference architecture pattern associated with
the application currently being developed, deployed, and/or operated by the entity associated
with entity access system 501.

[0151] As noted above, in this specific illustrative example, permissions results data 523
includes data indicating that the permission set to be provided to the entity associated with entity
access system 501 is the permission set “narrow permissions”. Consequently, in this specific
illustrative example, permissions results data 523 is used to obtain narrow permissions data 533
from permissions database 525 and generate mapped permissions data 540 including narrow
permissions data 533. Then, mapped permissions data 540 is provided to entity access system
501, thereby providing the entity associated with entity access system 501 the narrow
permissions associated with the entities reference architecture pattern role of (P1) Operator and
the referenced pattern architecture tier, pattern 1 tier 1 and within the context of architecture
pattern-based permissions management plan 1 associated with the application being developed,
deployed, and/or operated by the entity associated with entity access system 501.

[0152] Using the methods and systems for providing reference architecture pattern-based
permissions management discussed herein, a given entity, such as a person, taking part in the
various stages of the development, deployment, and operation of an application is provided
permission, functionality, and operational access based on a role assigned to the entity, and the
reference architecture pattern associated with the application, and the tier, e.g., the cloud
computing infrastructure provider account, of the reference architecture pattern currently being
accessed or used by the entity. Consequently, using the methods and systems for providing
reference architecture pattern-based permissions management discussed herein, a single role
assigned to an entity correlates to different permissions, functionality, and operational access
depending on the reference architecture pattern and tier of the reference architecture pattern
being accessed.

[0153] In addition, using the methods and systems for providing reference architecture
pattern-based permissions management discussed herein, multiple reference architecture pattern-
based permission management plans for various types, or classes, of applications are defined.
Then these reference architecture pattern-based permission management plans are used for
multiple applications of the same reference architecture pattern type and the permissions for a
given entity can be automatically assigned and provided based on the reference architecture
pattern in use, and the tier or account associated with the reference architecture pattern being

utilized/accessed, and the role assigned to the entity within the reference architecture pattern.
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[0154] Consequently, using the methods and systems for providing reference
architecture pattern-based permissions management discussed herein, a permissions
management system centered on reference architecture patterns, e.g., blueprints, cookbooks, and
templates, for various types, or classes of applications is provided. Then these reference
architecture pattern-based permission management systems are used for multiple applications of
the same reference architecture pattern type and the permissions for a given entity can be
automatically assigned and provided based on the reference architecture pattern in use, and the
tier or account associated with the reference architecture pattern being utilized/accessed, and the

role assigned to the entity within the reference architecture pattern.

PROCESS

[0155] In accordance with one embodiment, a process for providing reference
architecture pattern-based permissions management includes defining one or more reference
architecture patterns for the development, and/or deployment, and/or operation of an application,
or application type.

[0156] In one embodiment, one or more reference architecture pattern roles to be
associated with entities taking part in the development, and/or deployment, and/or operation of
an application using a reference architecture pattern are identified. In one embodiment,
reference architecture pattern role data representing the identified reference architecture pattern
roles is generated.

[0157] In one embodiment, for each reference architecture pattern, retference architecture
pattern tiers used to create, and/or deploy, and/or operate an application using the reference
architecture pattern are identified. In one embodiment, reference architecture pattern tier data
representing the reference architecture pattern tiers is generated.

[0158] In one embodiment, for each reference architecture pattern, and for each
reference architecture pattern role represented by the reference architecture pattern role data, at
least one access and/or operational permission is associated with each reference architecture
pattern tier represented in the reference architecture pattern tier data.

[0159] In one embodiment, for each reference architecture pattern, at least one entity is
assigned one of the reference architecture pattern roles represented by the reference architecture
pattern role data and, for each reference architecture pattern tier represented in the reference

architecture pattern tier data, the at least one entity is automatically provided the at least one
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access and/or operational permission associated with the reference architecture pattern role
assigned to the entity.

[0160] FIG.6 is a flow chart of a process 600 for providing reference architecture
pattern-based permissions management in accordance with one embodiment.

[0161] In one embodiment, process 600 for providing reference architecture pattern-
based permissions management begins at ENTER OPERATION 601 of FIG.6 and process flow
proceeds to DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603.

[0162] In one embodiment, at DEFINE AND/OR IDENTIFY ONE OR MORE
REFERENCE ARCHITECTURE PATTERNS ASSOCIATED WITH THE DEVELOPMENT,
AND/OR DEPLOYMENT, AND/OR OPERATION OF APPLICATIONS OPERATION 603
one or more reference architecture patterns to be used in connection with the development,
and/or deployment, and/or operation of an application or application type are identified and/or
defined.

[0163] In one embodiment, the reference architecture patterns of DEFINE AND/OR
IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERNS ASSOCIATED
WITH THE DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF
APPLICATIONS OPERATION 603 represent the “blueprints” or *“recipes” indicating the usage
and interconnection of steps, stages, accounts, and/or tiers used to develop, deploy, and/or
operate a class, or type, of application associated with each of the reference architecture patterns.
[0164] In various embodiments, each of the different types of reference architecture
patterns of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603 is associated with a type, or
class, of applications where the same number of tiers, and types of tiers, are utilized and
interconnected to develop, deploy, and/or operate the applications.

[0165] As a specific illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with two tier applications where the two tiers
used to develop, deploy, and/or operate the applications are a development tier and a production

tier.
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[0166] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with three tier applications where the three
tiers include a development tier, a pre-production tier, and a production tier.

[0167] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with three-tier applications were the three
tiers include a development tier, a production tier, and a web tier.

[0168] As another illustrative example, in one embodiment, a specific reference
architecture pattern may be defined and associated with four tier applications were the four tiers
include a development tier, a pre-production tier, a production tier, and a staging tier.

[0169] As can be seen from the specific illustrative examples above, in various
embodiments, the reference architecture patterns of DEFINE AND/OR IDENTIFY ONE OR
MORE REFERENCE ARCHITECTURE PATTERNS ASSOCIATED WITH THE
DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF APPLICATIONS
OPERATION 603 can be defined and associated with application types, or classes, that are
developed, deployed, and operated, utilizing any number of tiers, with each of the tiers being
any one of numerous tier types.

[0170] Consequently, in various embodiments, multiple reference architecture patterns
associated with multiple classes, or types, of applications are identified and/or defined at
DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERNS
ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR
OPERATION OF APPLICATIONS OPERATION 603.

[0171] In one embodiment, once one or more reference architecture patterns to be used
in connection with the development, and/or deployment, and/or operation of an application or
application type are identified and/or defined at DEFINE AND/OR IDENTIFY ONE OR
MORE REFERENCE ARCHITECTURE PATTERNS ASSOCIATED WITH THE
DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF APPLICATIONS
OPERATION 603, process flow proceeds to FOR EACH REFERENCE ARCHITECTURE
PATTERN, IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO
CREATE, AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE
REFERENCE ARCHITECTURE PATTERN OPERATION 605.

[0172] In one embodiment, at FOR EACH REFERENCE ARCHITECTURE
PATTERN, IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO
CREATE, AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE
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REFERENCE ARCHITECTURE PATTERN OPERATION 605 reference architecture pattern
tiers associated with each of the reference architecture patterns of DEFINE AND/OR
IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERNS ASSOCIATED
WITH THE DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF
APPLICATIONS OPERATION 603 are identitied and/or defined.

[0173] In various embodiments, the reference architecture pattern tiers associated with
the reference architecture patterns of FOR EACH REFERENCE ARCHITECTURE PATTERN,
IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE,
AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE REFERENCE
ARCHITECTURE PATTERN OPERATION 605 represent various stages or functionality used
to develop, deploy, and/or operate the applications.

[0174] In various embodiments, the tiers associated with the reference architecture
patterns of FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY
REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE, AND/OR DEPLOY,
AND/OR OPERATE AN APPLICATION USING THE REFERENCE ARCHITECTURE
PATTERN OPERATION 605 include, but are not limited to, one or more of a development tier;
a pre-production tier; a production tier; a staging tier; an integration tier; an external tier; a
security tier; and/or any other tier representing a stage or functional operability associated with
the development, deployment, or operation of an application, and/or class of applications.
[0175] In various embodiments, and particularly those where the applications are to be
deployed and operated in a cloud computing infrastructure, each of the reference architecture
pattern tiers of FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY
REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE, AND/OR DEPLOY,
AND/OR OPERATE AN APPLICATION USING THE REFERENCE ARCHITECTURE
PATTERN OPERATION 605 is, or is associated with, a separate cloud computing
infrastructure account provided through the cloud computing infrastructure provider.
Consequently, in various embodiments, the reference architecture pattern tiers associated with
the reference architecture patterns of FOR EACH REFERENCE ARCHITECTURE PATTERN,
IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE,
AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE REFERENCE
ARCHITECTURE PATTERN OPERATION 605 include, but are not limited to, one or more of
a development account; a pre-production account; a production account; a staging account; an

integration account; an external account; a security account, and/or any other cloud computing
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infrastructure account associated with a stage or functional operability in the development,
deployment, or operation of an application, and/or class of applications.

[0176] In various embodiments, each of the reference architecture pattern tiers or cloud
computing infrastructure accounts of FOR EACH REFERENCE ARCHITECTURE PATTERN,
IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE,
AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE REFERENCE
ARCHITECTURE PATTERN OPERATION 605 has associated resources allocated to it that
are used to implement the functionality associated with each of the reference architecture pattern
tiers or cloud computing infrastructure accounts of FOR EACH REFERENCE
ARCHITECTURE PATTERN, IDENTIFY REFERENCE ARCHITECTURE PATTERN
TIERS USED TO CREATE, AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION
USING THE REFERENCE ARCHITECTURE PATTERN OPERATION 605.

[0177] In various embodiments, the resources allocated to the reference architecture
pattern tiers of FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY
REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE, AND/OR DEPLOY,
AND/OR OPERATE AN APPLICATION USING THE REFERENCE ARCHITECTURE
PATTERN OPERATION 605 include, but are not limited to, any of the assets, virtual assets,
and/or other production environment components discussed herein, and/or defined above, and/or
as known in the art at the time of filing, and/or as developed after the time of filing.

[0178] In one embodiment, once reference architecture pattern tiers associated with each
of the reference architecture patterns of DEFINE AND/OR IDENTIFY ONE OR MORE
REFERENCE ARCHITECTURE PATTERNS ASSOCIATED WITH THE DEVELOPMENT,
AND/OR DEPLOYMENT, AND/OR OPERATION OF APPLICATIONS OPERATION 603
are identified and/or defined at FOR EACH REFERENCE ARCHITECTURE PATTERN,
IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE,
AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE REFERENCE
ARCHITECTURE PATTERN OPERATION 605, process flow proceeds to GENERATE
REFERENCE ARCHITECTURE PATTERN TIER DATA REPRESENTING THE
REFERENCE ARCHITECTURE PATTERN TIERS OPERATION 607.

[0179] In one embodiment, at GENERATE REFERENCE ARCHITECTURE
PATTERN TIER DATA REPRESENTING THE REFERENCE ARCHITECTURE PATTERN
TIERS OPERATION 607 reference architecture pattern tier data representing the reference
architecture pattern tiers of FOR EACH REFERENCE ARCHITECTURE PATTERN,
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IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE,
AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE REFERENCE
ARCHITECTURE PATTERN OPERATION 605 associated with each reference architecture
pattern of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603 is generated.

[0180] As discussed below, in one embodiment the reference architecture pattern tier
data of GENERATE REFERENCE ARCHITECTURE PATTERN TIER DATA
REPRESENTING THE REFERENCE ARCHITECTURE PATTERN TIERS OPERATION
607 1is to be logically arranged in reference architecture pattern-based management plans based
on, and/or associated with, the reference architecture patterns.

[0181] In one embodiment, once reference architecture pattern tier data representing the
reference architecture pattern tiers associated with each reference architecture pattern is
generated at GENERATE REFERENCE ARCHITECTURE PATTERN TIER DATA
REPRESENTING THE REFERENCE ARCHITECTURE PATTERN TIERS OPERATION
607, process flow proceeds to FOR EACH REFERENCE ARCHITECTURE PATTERN,
IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERN ROLES TO BE
ASSOCIATED WITH INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT,
AND/OR DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609.

[0182] In one embodiment, at FOR EACH REFERENCE ARCHITECTURE
PATTERN, IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERN ROLES
TO BE ASSOCIATED WITH INDIVIDUAL ENTITIES TAKING PART IN THE
DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF AN
APPLICATION USING THAT REFERENCE ARCHITECTURE PATTERN OPERATION
609 one or more reference architecture pattern roles to be associated with entities, e.g. individual
persons, taking part in the development, and/or deployment, and/or operation of applications
associated with each of the reference architecture patterns of DEFINE AND/OR IDENTIFY
ONE OR MORE REFERENCE ARCHITECTURE PATTERNS ASSOCIATED WITH THE
DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF APPLICATIONS
OPERATION 603 are defined.

[0183] In one embodiment, the one or more reference architecture pattern roles are

defined once at FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY ONE
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OR MORE REFERENCE ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED
WITH INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609 and then the same reference
architecture pattern roles are utilized with each reference architecture pattern of DEFINE
AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERNS
ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR
OPERATION OF APPLICATIONS OPERATION 603, and the resulting reference architecture
pattern-based permissions management plans discussed below.

[0184] In other embodiments, the one or more reference architecture pattern roles are
separately defined at FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY
ONE OR MORE REFERENCE ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED
WITH INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609 for each reference architecture
pattern of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603 and the resulting reference
architecture pattern-based permissions management plans discussed below.

[0185] In various embodiments, the one or more reference architecture pattern roles of
FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY ONE OR MORE
REFERENCE ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED WITH
INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609 correlate to roles assigned by
an organization, such as a company, associated with a reference architecture pattern-based
permissions plan to individual entities, such as individual employees, charged with developing,
deploying, and/or operating one or more applications provided by, and/or through, the
organization.

[0186] Typically, in order to provide greater data security, control, and separation of
duties, each reference architecture pattern role of FOR EACH REFERENCE ARCHITECTURE
PATTERN, IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERN ROLES
TO BE ASSOCIATED WITH INDIVIDUAL ENTITIES TAKING PART IN THE
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DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF AN
APPLICATION USING THAT REFERENCE ARCHITECTURE PATTERN OPERATION
609, and therefore the entities assigned each reference architecture pattern role, is provided a
different set of permissions and operational access that is deemed necessary to perform the
duties assigned to that role. In addition, as discussed below, the permissions and operational
access associated with each reference architecture pattern role is ideally further tailored to the
permissions and operational access needed by that reference architecture pattern role in a
specific reference architecture pattern tier, and/or computing infrastructure account. In the prior
art, this three way tailoring of permissions and operational access based on the reference
architecture pattern, the role assigned within the reference architecture pattern, and the reference
architecture pattern tier being utilized, was not available, at least not in any reasonably efficient
and consistent way.

[0187] In various embodiments, the one or more reference architecture pattern roles of
FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY ONE OR MORE
REFERENCE ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED WITH
INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609 include, but are not limited to,
one or more of a supervisory administrator, or SuperAdmin, role; an administrator, or Admin,
role; a security role; an operator role; a developer role; a third-party role; a user role; read-only
role; and/or any other role, or combination of roles, to be assigned to individual entities, as
discussed herein, and/or as known in the art at the time of filing, and/or as developed/made
available after the time of filing.

[0188] As discussed below, in one embodiment, a given entity is assigned one of the
reference architecture pattern roles of FOR EACH REFERENCE ARCHITECTURE
PATTERN, IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERN ROLES
TO BE ASSOCIATED WITH INDIVIDUAL ENTITIES TAKING PART IN THE
DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF AN
APPLICATION USING THAT REFERENCE ARCHITECTURE PATTERN OPERATION
609. In one embodiment, the entity maintains the assigned reference architecture pattern role,
regardless of which reference architecture pattern, and associated reference architecture pattern-
based permission management plan, is being implemented and regardless of which reference

architecture pattern tier, and/or cloud computing infrastructure account, is being accessed or
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utilized by the entity. However, the permissions granted to the entity are variable and assigned
based on the reference architecture pattern role assigned to the entity, and the reference
architecture pattern being applied, and the reference architecture pattern tier, or cloud computing
infrastructure account, being utilized.

[0189] In one embodiment, once one or more reference architecture pattern roles to be
associated with entities, e.g. individual persons, taking part in the development, and/or
deployment, and/or operation of applications associated with each of the reference architecture
patterns are defined at FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY
ONE OR MORE REFERENCE ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED
WITH INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609, process flow proceeds to
GENERATE REFERENCE ARCHITECTURE PATTERN ROLE DATA REPRESENTING
THE IDENTIFIED REFERENCE ARCHITECTURE PATTERN ROLES OPERATION 611.
[0190] In one embodiment, at GENERATE REFERENCE ARCHITECTURE
PATTERN ROLE DATA REPRESENTING THE IDENTIFIED REFERENCE
ARCHITECTURE PATTERN ROLES OPERATION 611 reference architecture pattern role
data representing the defined or identified reference architecture pattern roles of FOR EACH
REFERENCE ARCHITECTURE PATTERN, IDENTIFY ONE OR MORE REFERENCE
ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED WITH INDIVIDUAL
ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR
OPERATION OF AN APPLICATION USING THAT REFERENCE ARCHITECTURE
PATTERN OPERATION 609 is generated.

[0191] As discussed below, in one embodiment, the reference architecture pattern role
data of GENERATE REFERENCE ARCHITECTURE PATTERN ROLE DATA
REPRESENTING THE IDENTIFIED REFERENCE ARCHITECTURE PATTERN ROLES
OPERATION 611 will be logically included in the reference architecture pattern-based
permissions management plans based-on, and/or associated with, each reference architecture
patterns of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603.

[0192] In one embodiment, once reference architecture pattern role data representing the

defined or identified reference architecture pattern roles is generated at GENERATE
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REFERENCE ARCHITECTURE PATTERN ROLE DATA REPRESENTING THE
IDENTIFIED REFERENCE ARCHITECTURE PATTERN ROLES OPERATION 611, process
flow proceeds to FOR EACH REFERENCE ARCHITECTURE PATTERN AND FOR EACH
REFERENCE ARCHITECTURE PATTERN ROLE REPRESENTED BY THE REFERENCE
ARCHITECTURE PATTERN ROLE DATA FOR THAT REFERENCE ARCHITECTURE
PATTERN, ASSOCIATE AT LEAST ONE PERMISSION WITH EACH REFERENCE
ARCHITECTURE PATTERN tier REPRESENTED IN THE REFERENCE ARCHITECTURE
PATTERN TIER DATA OPERATION 613.

[0193] In one embodiment, at FOR EACH REFERENCE ARCHITECTURE PATTERN
AND FOR EACH REFERENCE ARCHITECTURE PATTERN ROLE REPRESENTED BY
THE REFERENCE ARCHITECTURE PATTERN ROLE DATA FOR THAT REFERENCE
ARCHITECTURE PATTERN, ASSOCIATE AT LEAST ONE PERMISSION WITH EACH
REFERENCE ARCHITECTURE PATTERN tier REPRESENTED IN THE REFERENCE
ARCHITECTURE PATTERN TIER DATA OPERATION 613 for each reference architecture
pattern of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603, and for each reference
architecture pattern role represented by the reference architecture pattern role data of
GENERATE REFERENCE ARCHITECTURE PATTERN ROLE DATA REPRESENTING
THE IDENTIFIED REFERENCE ARCHITECTURE PATTERN ROLES OPERATION 611, at
least one access and/or operational permission is associated with each reference architecture
pattern tier represented in the reference architecture pattern tier data of GENERATE
REFERENCE ARCHITECTURE PATTERN TIER DATA REPRESENTING THE
REFERENCE ARCHITECTURE PATTERN TIERS OPERATION 607.

[0194] In various embodiments, the at least one access and/or operational permissions of
FOR EACH REFERENCE ARCHITECTURE PATTERN AND FOR EACH REFERENCE
ARCHITECTURE PATTERN ROLE REPRESENTED BY THE REFERENCE
ARCHITECTURE PATTERN ROLE DATA FOR THAT REFERENCE ARCHITECTURE
PATTERN, ASSOCIATE AT LEAST ONE PERMISSION WITH EACH REFERENCE
ARCHITECTURE PATTERN tier REPRESENTED IN THE REFERENCE ARCHITECTURE
PATTERN TIER DATA OPERATION 613 are actually permissions sets including one or more

individual permissions and/or operational access to resources associated with the reference
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architecture pattern tiers and reference architecture pattern roles of the reference architecture
patterns.

[0195] As specific illustrative examples, the at least one access and/or operational
permissions, and/or permissions and/or operational access sets, of FOR EACH REFERENCE
ARCHITECTURE PATTERN AND FOR EACH REFERENCE ARCHITECTURE PATTERN
ROLE REPRESENTED BY THE REFERENCE ARCHITECTURE PATTERN ROLE DATA
FOR THAT REFERENCE ARCHITECTURE PATTERN, ASSOCIATE AT LEAST ONE
PERMISSION WITH EACH REFERENCE ARCHITECTURE PATTERN tier
REPRESENTED IN THE REFERENCE ARCHITECTURE PATTERN TIER DATA
OPERATION 613 include but are not limited to, any of the at least one access and/or
operational permissions, and/or permissions and/or operational access sets discussed herein,
and/or as known at the time of filing, and/or as developed after the time of filing.

[0196] In addition, in various embodiments, the individual permissions and operator
access included in each set of permissions of FOR EACH REFERENCE ARCHITECTURE
PATTERN AND FOR EACH REFERENCE ARCHITECTURE PATTERN ROLE
REPRESENTED BY THE REFERENCE ARCHITECTURE PATTERN ROLE DATA FOR
THAT REFERENCE ARCHITECTURE PATTERN, ASSOCIATE AT LEAST ONE
PERMISSION WITH EACH REFERENCE ARCHITECTURE PATTERN tier
REPRESENTED IN THE REFERENCE ARCHITECTURE PATTERN TIER DATA
OPERATION 613 are different and assigned/defined by one or more entities creating the
reference architecture pattern-based permissions management plan and/or developing,
deploying, and/or operating the application.

[0197] In one embodiment, once for each reference architecture pattern, and associated
reference architecture pattern-based permissions management plan, and for each reference
architecture pattern role represented by the reference architecture pattern role data in the
associated reference architecture pattern-based permissions management plan, at least one
access and/or operational permission is associated with each reference architecture pattern tier
represented in the reference architecture pattern tier data of the associated reference architecture
pattern-based permissions management plan at FOR EACH REFERENCE ARCHITECTURE
PATTERN AND FOR EACH REFERENCE ARCHITECTURE PATTERN ROLE
REPRESENTED BY THE REFERENCE ARCHITECTURE PATTERN ROLE DATA FOR
THAT REFERENCE ARCHITECTURE PATTERN, ASSOCIATE AT LEAST ONE
PERMISSION WITH EACH REFERENCE ARCHITECTURE PATTERN tier
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REPRESENTED IN THE REFERENCE ARCHITECTURE PATTERN TIER DATA
OPERATION 613, process flow proceeds to FOR EACH REFERENCE ARCHITECTURE
PATTERN CREATE A REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN INDICATING THE AT LEAST ONE PERMISSION ASSOCIATED
WITH EACH REFERENCE ARCHITECTURE PATTERN ROLE FOR EACH REFERENCE
ARCHITECTURE PATTERN TIER OF THE REFERENCE ARCHITECTURE PATTERN
OPERATION 615.

[0198] In one embodiment, at FOR EACH REFERENCE ARCHITECTURE PATTERN
CREATE A REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN INDICATING THE AT LEAST ONE PERMISSION ASSOCIATED
WITH EACH REFERENCE ARCHITECTURE PATTERN ROLE FOR EACH REFERENCE
ARCHITECTURE PATTERN TIER OF THE REFERENCE ARCHITECTURE PATTERN
OPERATION 615 the reference architecture pattern tier data representing the reference
architecture pattern tiers of FOR EACH REFERENCE ARCHITECTURE PATTERN,
IDENTIFY REFERENCE ARCHITECTURE PATTERN TIERS USED TO CREATE,
AND/OR DEPLOY, AND/OR OPERATE AN APPLICATION USING THE REFERENCE
ARCHITECTURE PATTERN OPERATION 605 associated with each reference architecture
pattern of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE
PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR DEPLOYMENT,
AND/OR OPERATION OF APPLICATIONS OPERATION 603 of GENERATE
REFERENCE ARCHITECTURE PATTERN TIER DATA REPRESENTING THE
REFERENCE ARCHITECTURE PATTERN TIERS OPERATION 607; the reference
architecture pattern role data representing the defined or identified reference architecture pattern
roles of FOR EACH REFERENCE ARCHITECTURE PATTERN, IDENTIFY ONE OR
MORE REFERENCE ARCHITECTURE PATTERN ROLES TO BE ASSOCIATED WITH
INDIVIDUAL ENTITIES TAKING PART IN THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF AN APPLICATION USING THAT
REFERENCE ARCHITECTURE PATTERN OPERATION 609 of GENERATE REFERENCE
ARCHITECTURE PATTERN ROLE DATA REPRESENTING THE IDENTIFIED
REFERENCE ARCHITECTURE PATTERN ROLES OPERATION 611; and data representing
the at least one access and/or operational permissions of FOR EACH REFERENCE
ARCHITECTURE PATTERN AND FOR EACH REFERENCE ARCHITECTURE PATTERN
ROLE REPRESENTED BY THE REFERENCE ARCHITECTURE PATTERN ROLE DATA
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FOR THAT REFERENCE ARCHITECTURE PATTERN, ASSOCIATE AT LEAST ONE
PERMISSION WITH EACH REFERENCE ARCHITECTURE PATTERN tier
REPRESENTED IN THE REFERENCE ARCHITECTURE PATTERN TIER DATA
OPERATION 613 is used to create a reference architecture pattern-based permissions
management plan for each of the reference architecture patterns of DEFINE AND/OR
IDENTIFY ONE OR MORE REFERENCE ARCHITECTURE PATTERNS ASSOCIATED
WITH THE DEVELOPMENT, AND/OR DEPLOYMENT, AND/OR OPERATION OF
APPLICATIONS OPERATION 603.

[0199] As discussed in detail above with respect to FIG.2, FIG.3, FIG .4, and FIG.5, the
reference architecture pattern-based permissions management plans created at FOR EACH
REFERENCE ARCHITECTURE PATTERN CREATE A REFERENCE ARCHITECTURE
PATTERN-BASED PERMISSIONS MANAGEMENT PLAN INDICATING THE AT LEAST
ONE PERMISSION ASSOCIATED WITH EACH REFERENCE ARCHITECTURE
PATTERN ROLE FOR EACH REFERENCE ARCHITECTURE PATTERN TIER OF THE
REFERENCE ARCHITECTURE PATTERN OPERATION 615 correlate each reference
architecture pattern role with a different set of permissions and operational access that is deemed
necessary to perform the duties assigned to that role. In addition, in each the reference
architecture pattern-based permissions management plan, the permissions and operational access
associated with each reference architecture pattern role is further tailored to the permissions and
operational access needed by that reference architecture pattern role in a specific reference
architecture pattern tier, and/or computing infrastructure account. In the prior art, this three way
tailoring of permissions and operational access based on the reference architecture pattern, and
the role assigned within the reference architecture pattern, and the reference architecture pattern
tier being utilized, was not available, at least not in any reasonably efficient and consistent way.
[0200] In one embodiment, once the reference architecture pattern tier data representing
the reference architecture pattern tiers associated with each reference architecture pattern; the
reference architecture pattern role data representing the defined or identified reference
architecture pattern roles; and data representing the at least one access and/or operational
permissions is used to create a reference architecture pattern-based permissions management
plan for each of the reference architecture patterns at FOR EACH REFERENCE
ARCHITECTURE PATTERN CREATE A REFERENCE ARCHITECTURE PATTERN-
BASED PERMISSIONS MANAGEMENT PLAN INDICATING THE AT LEAST ONE
PERMISSION ASSOCIATED WITH EACH REFERENCE ARCHITECTURE PATTERN
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ROLE FOR EACH REFERENCE ARCHITECTURE PATTERN TIER OF THE REFERENCE
ARCHITECTURE PATTERN OPERATION 6135, process flow proceeds to GENERATE
PATTERN-BASED PERMISSIONS MANAGEMENT PLAN DATA REPRESENTING THE
REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS MANAGEMENT
PLAN OPERATION 617.

[0201] In one embodiment, at GENERATE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN DATA REPRESENTING THE REFERENCE ARCHITECTURE
PATTERN-BASED PERMISSIONS MANAGEMENT PLLAN OPERATION 617 pattern-based
permissions management plan data representing each of the reference architecture pattern-based
permissions management plans of FOR EACH REFERENCE ARCHITECTURE PATTERN
CREATE A REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN INDICATING THE AT LEAST ONE PERMISSION ASSOCIATED
WITH EACH REFERENCE ARCHITECTURE PATTERN ROLE FOR EACH REFERENCE
ARCHITECTURE PATTERN TIER OF THE REFERENCE ARCHITECTURE PATTERN
OPERATION 615 is generated.

[0202] In one embodiment, once the reference architecture pattern-based permissions
management plans associated with each desired reference architecture pattern are created for
each reference architecture pattern-based permissions management plan, pattern-based
permissions management plan data is generated at GENERATE PATTERN-BASED
PERMISSIONS MANAGEMENT PLAN DATA REPRESENTING THE REFERENCE
ARCHITECTURE PATTERN-BASED PERMISSIONS MANAGEMENT PLAN
OPERATION 617 representing the reference architecture pattern-based permissions
management plan.

[0203] In one embodiment, the pattern-based permissions management plan data of
GENERATE PATTERN-BASED PERMISSIONS MANAGEMENT PLAN DATA
REPRESENTING THE REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN OPERATION 617 is then stored in a memory, database, or other data
storage mechanism. In one embodiment, the pattern-based permissions management plan data of
GENERATE PATTERN-BASED PERMISSIONS MANAGEMENT PLAN DATA
REPRESENTING THE REFERENCE ARCHITECTURE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN OPERATION 617 is then provided to one or more processors,
processing systems, and/or computing systems which then implement the reference architecture

pattern-based permissions management plans represented by the pattern-based permissions
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management plan data of GENERATE PATTERN-BASED PERMISSIONS MANAGEMENT
PLAN DATA REPRESENTING THE REFERENCE ARCHITECTURE PATTERN-BASED
PERMISSIONS MANAGEMENT PLAN OPERATION 617.

[0204] In one embodiment, once pattern-based permissions management plan data
representing each of the reference architecture pattern-based permissions management plans of
FOR EACH REFERENCE ARCHITECTURE PATTERN CREATE A REFERENCE
ARCHITECTURE PATTERN-BASED PERMISSIONS MANAGEMENT PLAN
INDICATING THE AT LEAST ONE PERMISSION ASSOCIATED WITH EACH
REFERENCE ARCHITECTURE PATTERN ROLE FOR EACH REFERENCE
ARCHITECTURE PATTERN TIER OF THE REFERENCE ARCHITECTURE PATTERN
OPERATION 615 is generated at GENERATE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN DATA REPRESENTING THE REFERENCE ARCHITECTURE
PATTERN-BASED PERMISSIONS MANAGEMENT PLAN OPERATION 617, process flow
proceeds to ASSIGN AT LEAST ONE INDIVIDUAL ENTITY ONE OF THE REFERENCE
ARCHITECTURE PATTERN ROLES REPRESENTED BY THE REFERENCE
ARCHITECTURE PATTERN ROLE DATA OPERATION 619.

[0205] In one embodiment, at ASSIGN AT LEAST ONE INDIVIDUAL ENTITY ONE
OF THE REFERENCE ARCHITECTURE PATTERN ROLES REPRESENTED BY THE
REFERENCE ARCHITECTURE PATTERN ROLE DATA OPERATION 619 for each
reference architecture pattern of DEFINE AND/OR IDENTIFY ONE OR MORE REFERENCE
ARCHITECTURE PATTERNS ASSOCIATED WITH THE DEVELOPMENT, AND/OR
DEPLOYMENT, AND/OR OPERATION OF APPLICATIONS OPERATION 603, and
associated reference architecture pattern-based permissions plan of FOR EACH REFERENCE
ARCHITECTURE PATTERN CREATE A REFERENCE ARCHITECTURE PATTERN-
BASED PERMISSIONS MANAGEMENT PLAN INDICATING THE AT LEAST ONE
PERMISSION ASSOCIATED WITH EACH REFERENCE ARCHITECTURE PATTERN
ROLE FOR REFERENCE ARCHITECTURE PATTERN TIER OF THE REFERENCE
ARCHITECTURE PATTERN, at least one entity is assigned one of the reference architecture
pattern roles represented by the reference architecture pattern role data of GENERATE
REFERENCE ARCHITECTURE PATTERN ROLE DATA REPRESENTING THE
IDENTIFIED REFERENCE ARCHITECTURE PATTERN ROLES OPERATION 611 and
included in the pattern-based permissions management plan data representing each of the

reference architecture pattern-based permissions management plans of FOR EACH
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REFERENCE ARCHITECTURE PATTERN CREATE A REFERENCE ARCHITECTURE
PATTERN-BASED PERMISSIONS MANAGEMENT PLAN INDICATING THE AT LEAST
ONE PERMISSION ASSOCIATED WITH EACH REFERENCE ARCHITECTURE
PATTERN ROLE FOR EACH REFERENCE ARCHITECTURE PATTERN TIER OF THE
REFERENCE ARCHITECTURE PATTERN OPERATION 615.

[0206] In one embodiment, once for each reference architecture pattern, and associated
reference architecture pattern-based permissions plan, at least one entity is assigned one of the
reference architecture pattern roles represented by the reference architecture pattern role data at
ASSIGN AT LEAST ONE INDIVIDUAL ENTITY ONE OF THE REFERENCE
ARCHITECTURE PATTERN ROLES REPRESENTED BY THE REFERENCE
ARCHITECTURE PATTERN ROLE DATA OPERATION 619, process flow proceeds to USE
THE PATTERN-BASED PERMISSIONS MANAGEMENT PLAN DATA TO
AUTOMATICALLY PROVIDE THE AT LEAST ONE INDIVIDUAL ENTITY THE AT
LEAST ONE PERMISSION ASSOCIATED WITH THE REFERENCE ARCHITECTURE
PATTERN ROLE ASSIGNED TO THE INDIVIDUAL ENTITY FOR EACH TIER
REPRESENTED IN THE REFERENCE ARCHITECTURE PATTERN TIER DATA
OPERATION 621.

[0207] In one embodiment, at USE THE PATTERN-BASED PERMISSIONS
MANAGEMENT PLAN DATA TO AUTOMATICALLY PROVIDE THE AT LEAST ONE
INDIVIDUAL ENTITY THE AT LEAST ONE PERMISSION ASSOCIATED WITH THE
REFERENCE ARCHITECTURE PATTERN ROLE ASSIGNED TO THE INDIVIDUAL
ENTITY FOR EACH TIER REPRESENTED IN THE REFERENCE ARCHITECTURE
PATTERN TIER DATA OPERATION 621, for each reference architecture pattern tier, or cloud
computing infrastructure account, represented in the reference architecture pattern tier data of
GENERATE REFERENCE ARCHITECTURE PATTERN TIER DATA REPRESENTING
THE REFERENCE ARCHITECTURE PATTERN TIERS OPERATION 607, the at least one
entity is automatically provided the at least one access and/or operational permission of FOR
EACH REFERENCE ARCHITECTURE PATTERN AND FOR EACH REFERENCE
ARCHITECTURE PATTERN ROLE REPRESENTED BY THE REFERENCE
ARCHITECTURE PATTERN ROLE DATA FOR THAT REFERENCE ARCHITECTURE
PATTERN, ASSOCIATE AT LEAST ONE PERMISSION WITH EACH REFERENCE
ARCHITECTURE PATTERN tier REPRESENTED IN THE REFERENCE ARCHITECTURE
PATTERN TIER DATA OPERATION 613 associated with the reference architecture pattern
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role assigned to the entity at ASSIGN AT LEAST ONE INDIVIDUAL ENTITY ONE OF THE
REFERENCE ARCHITECTURE PATTERN ROLES REPRESENTED BY THE REFERENCE
ARCHITECTURE PATTERN ROLE DATA OPERATION 619.

[0208] In one embodiment, once, for each reference architecture pattern tier, or cloud
computing infrastructure account, represented in the reference architecture pattern tier data, the
at least one entity is automatically provided the at least one access and/or operational permission
associated with the reference architecture pattern role assigned to the entity at USE THE
PATTERN-BASED PERMISSIONS MANAGEMENT PLAN DATA TO AUTOMATICALLY
PROVIDE THE AT LEAST ONE INDIVIDUAL ENTITY THE AT LEAST ONE
PERMISSION ASSOCIATED WITH THE REFERENCE ARCHITECTURE PATTERN
ROLE ASSIGNED TO THE INDIVIDUAL ENTITY FOR EACH TIER REPRESENTED IN
THE REFERENCE ARCHITECTURE PATTERN TIER DATA OPERATION 621, process
flow proceeds to EXIT OPERATION 630.

[0209] In one embodiment, at EXIT OPERATION 630 process 600 for providing
reference architecture pattern-based permissions management is exited to await new data.
[0210] Using process 600 for providing reference architecture pattern-based permissions
management, a given entity, such as a person, taking part in the various stages of the
development, deployment, and operation of an application is provided permission, functionality,
and operational access based on a role assigned to the entity, and the reference architecture
pattern associated with the application, and the tier, e.g., the cloud computing infrastructure
provider account, of the reference architecture pattern currently being accessed or used by the
entity. Consequently, using process 600 for providing reference architecture pattern-based
permissions management, a single role assigned to an entity correlates to different permissions,
functionality, and operational access depending on the reference architecture pattern and tier of
the reference architecture pattern being accessed.

[0211] In addition, using process 600 for providing reference architecture pattern-based
permissions management, multiple reference architecture pattern-based permission management
plans for various types, or classes, of applications are defined. Then these reference architecture
pattern-based permission management plans are used for multiple applications of the same
reference architecture pattern type and the permissions for a given entity can be automatically
assigned and provided based on the reference architecture pattern in use, and the tier or account
associated with the reference architecture pattern being utilized/accessed, and the role assigned

to the entity within the reference architecture pattern.
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[0212] Consequently, using process 600 for providing reference architecture pattern-
based permissions management, a permissions management system centered on reference
architecture patterns, e.g., blueprints, cookbooks, and templates, for various types, or classes of
applications is provided. Then these reference architecture pattern-based permission
management systems are used for multiple applications of the same reference architecture
pattern type and the permissions for a given entity are automatically assigned and provided
based on the reference architecture pattern in use, and the tier or account associated with the
reference architecture pattern being utilized/accessed, and the role assigned to the entity within
the reference architecture pattern.

[0213] In the discussion above, certain aspects of one embodiment include process steps
and/or operations and/or instructions described herein for illustrative purposes in a particular
order and/or grouping. However, the particular order and/or grouping shown and discussed
herein are illustrative only and not limiting. Those of skill in the art will recognize that other
orders and/or grouping of the process steps and/or operations and/or instructions are possible
and, in some embodiments, one or more of the process steps and/or operations and/or
instructions discussed above can be combined and/or deleted. In addition, portions of one or
more of the process steps and/or operations and/or instructions can be re-grouped as portions of
one or more other of the process steps and/or operations and/or instructions discussed herein.
Consequently, the particular order and/or grouping of the process steps and/or operations and/or
instructions discussed herein do not limit the scope of the invention as claimed below.

[0214] As discussed in more detail above, using the above embodiments, with little or no
modification and/or input, there is considerable flexibility, adaptability, and opportunity for
customization to meet the specific needs of various parties under numerous circumstances.
[0215] The present invention has been described in particular detail with respect to
specific possible embodiments. Those of skill in the art will appreciate that the invention may
be practiced in other embodiments. For example, the nomenclature used for components,
capitalization of component designations and terms, the attributes, data structures, or any other
programming or structural aspect is not significant, mandatory, or limiting, and the mechanisms
that implement the invention or its features can have various different names, formats, or
protocols. Further, the system or functionality of the invention may be implemented via various
combinations of software and hardware, as described, or entirely in hardware elements. Also,
particular divisions of functionality between the various components described herein are merely

exemplary, and not mandatory or significant. Consequently, functions performed by a single
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component may, in other embodiments, be performed by multiple components, and functions
performed by multiple components may, in other embodiments, be performed by a single
component.

[0216] Some portions of the above description present the features of the present
invention in terms of algorithms and symbolic representations of operations, or algorithm-like
representations, of operations on information/data. These algorithmic or algorithm-like
descriptions and representations are the means used by those of skill in the art to most
effectively and efficiently convey the substance of their work to others of skill in the art. These
operations, while described functionally or logically, are understood to be implemented by
computer programs or computing systems. Furthermore, it has also proven convenient at times
to refer to these arrangements of operations as steps or modules or by functional names, without
loss of generality.

[0217] Unless specifically stated otherwise, as would be apparent from the above
discussion, it is appreciated that throughout the above description, discussions utilizing terms

F RT3 L2 T LT3 LT

such as, but not limited to, “activating”, “accessing”, “aggregating”, “alerting”’, “applying”,

LTS LI LIS EE Y

“analyzing”, “associating”, “‘calculating”, “‘capturing”, *“categorizing”, “classifying”,

L2 I3 LT LT L2 T3 EE T 7 s¢

“comparing”, “creating”, “defining”, “detecting”, “determining”, “distributing”, “encrypting”,

LTS LTS L2 Y

“extracting”, “filtering”, “forwarding”, “‘generating”, “identifying”, “implementing”,

LIS LR INT3 G LR Y

“informing”, "monitoring", “obtaining”, “posting”, “processing”, “providing”, “receiving”,

"< 77 < LR IS

"requesting”, “saving”, “sending”,

LIS LT3 LR NS

storing”, “transferring”, “transforming”, “transmitting”,
“using”, etc., refer to the action and process of a computing system or similar electronic device
that manipulates and operates on data represented as physical (electronic) quantities within the
computing system memories, resisters, caches or other information storage, transmission or
display devices.

[0218] The present invention also relates to an apparatus or system for performing the
operations described herein. This apparatus or system may be specifically constructed for the
required purposes, or the apparatus or system can comprise a general purpose system selectively
activated or configured/reconfigured by a computer program stored on a computer program
product as discussed herein that can be accessed by a computing system or other device.
[0219] Those of skill in the art will readily recognize that the algorithms and operations
presented herein are not inherently related to any particular computing system, computer
architecture, computer or industry standard, or any other specific apparatus. Various general

purpose systems may also be used with programs in accordance with the teaching herein, or it
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may prove more convenient/efficient to construct more specialized apparatuses to perform the
required operations described herein. The required structure for a variety of these systems will
be apparent to those of skill in the art, along with equivalent variations. In addition, the present
invention is not described with reference to any particular programming language and it is
appreciated that a variety of programming languages may be used to implement the teachings of
the present invention as described herein, and any references to a specific language or languages
are provided for illustrative purposes only.

[0220] The present invention is well suited to a wide variety of computer network
systems operating over numerous topologies. Within this field, the configuration and
management of large networks comprise storage devices and computers that are
communicatively coupled to similar or dissimilar computers and storage devices over a private
network, a LAN, a WAN, a private network, or a public network, such as the Internet.

[0221] It should also be noted that the language used in the specification has been
principally selected for readability, clarity and instructional purposes, and may not have been
selected to delineate or circumscribe the inventive subject matter. Accordingly, the disclosure of
the present invention is intended to be illustrative, but not limiting, of the scope of the invention,
which is set forth in the claims below.

[0222] In addition, the operations shown in the FIG.s, or as discussed herein, are
identified using a particular nomenclature for ease of description and understanding, but other
nomenclature is often used in the art to identify equivalent operations.

[0223] Therefore, numerous variations, whether explicitly provided for by the
specification or implied by the specification or not, may be implemented by one of skill in the

art in view of this disclosure.
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The embodiments of the present invention for which an exclusive property or privilege is claimed

are defined as follows:

1. A method for providing reference architecture pattern-based permissions management
comprising:

identifying one or more reference architecture pattern roles available to be associated
with an individual entity taking part in at least one of development, deployment, and operation of
an application using a reference architecture pattern;

generating reference architecture pattern role data representing the identified reference
architecture pattern roles;

identifying a plurality of reference architecture pattern tiers used to at least one of create,
deploy, and operate the application using the reference architecture pattern;

generating reference architecture pattern tier data representing the reference architecture
pattern tiers;

for each reference architecture pattern role represented by the reference architecture
pattern role data, associating at least one permission with each reference architecture pattern tier
represented in the reference architecture pattern tier data;

assigning the individual entity one of the reference architecture pattern roles represented
by the reference architecture pattern role data;

for a first one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a first permission
associated with the reference architecture pattern role assigned to the individual entity; and

for a second one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a second permission
associated with the reference architecture pattern role assigned to the individual entity, wherein

the second permission is different from the first permission.

2. The method for providing reference architecture pattern-based permissions management
of Claim 1 wherein at least part of the service or application is to be deployed in a cloud

computing environment.
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3. The method for providing reference architecture pattern-based permissions management
of Claim 1 wherein at least one of the reference architecture pattern roles represented by the
reference architecture pattern role data is selected from the group of reference architecture
pattern roles consisting of:

a supervisory administrator (SuperAdmin) role;

an administrator (Admin) role;

a security role;

an operator role;

a developer role;

a third party role;

a user role; and

a read-only role.

4. The method for providing reference architecture pattern-based permissions management
of Claim 1 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is selected from the group of reference architecture pattern
tiers consisting of’

a development tier;

a pre-production tier;

a production tier;

a web tier;

a staging tier;

an integration tier; and

a security tier.
5. The method for providing reference architecture pattern-based permissions management

of Claim 2 wherein at least one of the reference architecture pattern tiers represented by the

reference architecture pattern tier data is an account provided by a cloud infrastructure provider.
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6. The method for providing reference architecture pattern-based permissions management
of Claim 5 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is an account provided by the cloud infrastructure provider
selected from the group of accounts consisting of’

a development account;

a performance evaluation account;

a security sandbox account;

a pre-production account;

a production account;

a staging account;

an integration account; and

a security account.

7. The method for providing reference architecture pattern-based permissions management
of Claim 1 wherein the at least one permission associated with each tier represented in the
reference architecture pattern tier data is a set of two or more permissions associated with each

tier represented in the reference architecture pattern tier data.

8. The method for providing reference architecture pattern-based permissions management
of Claim 7 wherein at least one set of two or more permissions associated with each tier
represented in the reference architecture pattern tier data is a set of two or more permissions
selected from the group of sets of two or more permissions consisting of:

a super broad permissions set;

a broad permissions set;

a moderate permissions set;

a narrow permissions set;

a forensic permissions set;

a broad forensic permissions set;

a moderate forensic permissions set;

a narrow forensic permissions set;

an administrator permissions set;
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a broad administrator permissions set;

a moderate administrator permissions set;
a narrow administrator permissions set;
an integrator permissions set;

a broad integrator permissions set;

a moderate integrator permissions set;

a narrow integrator permissions set;

an end-user permissions set;

a broad end-user permissions set;

a moderate end-user permissions set;

a narrow end-user permissions set;

a read-only permissions set;

a broad read-only permissions set;

a moderate read-only permissions set; and

a narrow read-only permissions set.

9. A system for providing reference architecture pattern-based permissions management
comprising:

at least one processor; and

at least one memory coupled to the at least one processor, the at least one memory having
stored therein instructions which when executed by any set of the one or more processors,
perform a process for providing reference architecture pattern-based permissions management,
the process for providing reference architecture pattern-based permissions management
including:

identifying one or more reference architecture pattern roles available to be associated
with an individual entity taking part in at least one of development, deployment, and operation of
an application using a reference architecture pattern;

generating reference architecture pattern role data representing the identified reference
architecture pattern roles;

identifying a plurality of reference architecture pattern tiers used to at least one of create,

deploy, and operate the application using the reference architecture pattern;
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generating reference architecture pattern tier data representing the reference architecture
pattern tiers;

for each reference architecture pattern role represented by the reference architecture
pattern role data, associating at least one permission with each reference architecture pattern tier
represented in the reference architecture pattern tier data;

assigning the individual entity one of the reference architecture pattern roles represented
by the reference architecture pattern role data;

for a first one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a first permission
associated with the reference architecture pattern role assigned to the individual entity; and

for a second one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a second permission
associated with the reference architecture pattern role assigned to the individual entity, wherein

the second permission is different from the first permission.

10.  The system for providing reference architecture pattern-based permissions management
of Claim 9 wherein at least part of the service or application is to be deployed in a cloud

computing environment.

11.  The system for providing reference architecture pattern-based permissions management
of Claim 9 wherein at least one of the reference architecture pattern roles represented by the
reference architecture pattern role data is selected from the group of reference architecture
pattern roles consisting of:

a supervisory administrator (SuperAdmin) role;

an administrator (Admin) role;

a security role;

an operator role;

a developer role;

a third party role;

a user role; and

a read-only role.
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12.  The system for providing reference architecture pattern-based permissions management
of Claim 9 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is selected from the group of reference architecture pattern
tiers consisting of’

a development tier;

a web tier;

a pre-production tier;

a production tier;

a staging tier;

an integration tier; and

a security tier.

13.  The system for providing reference architecture pattern-based permissions management
of Claim 10 wherein at least one of the reference architecture pattern tiers represented by the

reference architecture pattern tier data is an account provided by an cloud infrastructure provider.

14.  The system for providing reference architecture pattern-based permissions management
of Claim 13 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is an account provided by the cloud infrastructure provider
selected from the group of accounts consisting of’

a development account;

a pre-production account;

a performance evaluation account;

a security sandbox account;

a production account;

a staging account;

an integration account; and

a security account.
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15.  The system for providing reference architecture pattern-based permissions management
of Claim 9 wherein the at least one permission associated with each tier represented in the
reference architecture pattern tier data is a set of two or more permissions associated with each

tier represented in the reference architecture pattern tier data.

16.  The system for providing reference architecture pattern-based permissions management
of Claim 15 wherein at least one set of two or more permissions associated with each tier
represented in the reference architecture pattern tier data is a set of two or more permissions
selected from the group of sets of two or more permissions consisting of:

a super broad permissions set;

a broad permissions set;

a moderate permissions set;

a narrow permissions set;

a forensic permissions set;

a broad forensic permissions set;

a moderate forensic permissions set;

a narrow forensic permissions set;

an administrator permissions set;

a broad administrator permissions set;

a moderate administrator permissions set;

a narrow administrator permissions set;

an integrator permissions set;

a broad integrator permissions set;

a moderate integrator permissions set;

a narrow integrator permissions set;

an end-user permissions set;

a broad end-user permissions set;

a moderate end-user permissions set;

a narrow end-user permissions set;

a read-only permissions set;

a broad read-only permissions set;
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a moderate read-only permissions set; and

a narrow read-only permissions set.

17. A system for providing reference architecture pattern-based permissions management
comprising:

an individual access system associated with an individual entity;

an application to be at least one of created, deployed, and operated by the individual
entity;

a reference architecture pattern associated with the application or service to be at least
one of created, deployed, and operated, the reference architecture pattern including:

reference architecture pattern role data representing one or more reference architecture
pattern roles to be associated with the individual entities taking part in at least one of
development, deployment, and operation of the application using the reference architecture
pattern;

reference architecture pattern tier data representing reference architecture pattern tiers
used to at least one of create, deploy, and operate the application using the reference architecture
pattern; and

permissions data representing at least one permission assigned to each reference
architecture pattern role represented by the reference architecture pattern role data for each
reference architecture pattern tier represented in the reference architecture pattern tier data;

at least one processor; and

at least one memory coupled to the at least one processor, the at least one memory having
stored therein instructions which when executed by any set of the one or more processors,
perform a process for providing reference architecture pattern-based permissions management,
the process for providing reference architecture pattern-based permissions management
including:

assigning the individual entity one of the reference architecture pattern roles represented
by the reference architecture pattern role data;

for a first one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a first permission

associated with the reference architecture pattern role assigned to the individual entity;
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for a second one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a second permission
associated with the reference architecture pattern role assigned to the individual entity, wherein

the second permission is different from the first permission.

18.  The system for providing reference architecture pattern-based permissions management
of Claim 17 wherein at least part of the service or application is to be deployed in a cloud

computing environment.

19.  The system for providing reference architecture pattern-based permissions management
of Claim 17 wherein at least one of the reference architecture pattern roles represented by the
reference architecture pattern role data is selected from the group of reference architecture
pattern roles consisting of:

a supervisory administrator (SuperAdmin) role;

an administrator (Admin) role;

a security role;

an operator role;

a developer role;

a third party role;

a user role; and

a read-only role.

20.  The system for providing reference architecture pattern-based permissions management
of Claim 17 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is selected from the group of reference architecture pattern
tiers consisting of’

a development tier;

a pre-production tier;

a production tier;

a staging tier;

an integration tier; and

a security tier.
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21.  The system for providing reference architecture pattern-based permissions management
of Claim 18 wherein at least one of the reference architecture pattern tiers represented by the

reference architecture pattern tier data is an account provided by a cloud infrastructure provider.

22.  The system for providing reference architecture pattern-based permissions management
of Claim 21 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is an account provided by the cloud infrastructure provider
selected from the group of accounts consisting of’

a development account;

a pre-production account;

a performance evaluation account;

a security sandbox account;

a production account;

a staging account;

an integration account; and

a security account.

23.  The system for providing reference architecture pattern-based permissions management
of Claim 17 wherein the at least one permission associated with each tier represented in the
reference architecture pattern tier data is a set of two or more permissions associated with each

tier represented in the reference architecture pattern tier data.

24.  The system for providing reference architecture pattern-based permissions management
of Claim 23 wherein at least one set of two or more permissions associated with each tier
represented in the reference architecture pattern tier data is a set of two or more permissions
selected from the group of sets of two or more permissions consisting of:

a super broad permissions set;

a broad permissions set;

a moderate permissions set;

a narrow permissions set;

a forensic permissions set;
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a broad forensic permissions set;

a moderate forensic permissions set;

a narrow forensic permissions set;

an administrator permissions set;

a broad administrator permissions set;

a moderate administrator permissions set;
a narrow administrator permissions set;
an integrator permissions set;

a broad integrator permissions set;

a moderate integrator permissions set;

a narrow integrator permissions set;

an end-user permissions set;

a broad end-user permissions set;

a moderate end-user permissions set;

a narrow end-user permissions set;

a read-only permissions set;

a broad read-only permissions set;

a moderate read-only permissions set; and

a narrow read-only permissions set.

25. A method for providing reference architecture pattern-based permissions management
comprising:

defining one or more reference architecture patterns for at least one of development,
deployment, and operation of an application, or application type;

identifying one or more reference architecture pattern roles to be associated with
individual entities taking part in at least one of development, deployment, and operation of the
application using a reference architecture pattern;

generating reference architecture pattern role data representing the identified reference
architecture pattern roles;

for each reference architecture pattern, identifying reference architecture pattern tiers
used to at least one of create, deploy, and operate the application using the reference architecture

pattern;
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for each reference architecture pattern generating reference architecture pattern tier data
representing the reference architecture pattern tiers;

for each reference architecture pattern and for each reference architecture pattern role
represented by the reference architecture pattern role data, associating at least one permission
with each reference architecture pattern tier represented in the reference architecture pattern tier
data;

assigning an individual entity one of the reference architecture pattern roles represented
by the reference architecture pattern role data;

for a first one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a first permission
associated with the reference architecture pattern role assigned to the individual entity; and

for a second one of the reference architecture pattern tiers represented in the reference
architecture pattern tier data, automatically providing the individual entity a second permission
associated with the reference architecture pattern role assigned to the individual entity, wherein

the second permission is different from the first permission.

26.  The method for providing reference architecture pattern-based permissions management
of Claim 25 wherein at least part of the application is to be deployed in a cloud computing

environment.

27.  The method for providing reference architecture pattern-based permissions management
of Claim 25 wherein at least one of the reference architecture pattern roles represented by the
reference architecture pattern role data is selected from the group of reference architecture
pattern roles consisting of:

a supervisory administrator (SuperAdmin) role;

an administrator (Admin) role;

a security role;

an operator role;

a developer role;

a third party role;

a user role; and

a read-only role.
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28.  The method for providing reference architecture pattern-based permissions management
of Claim 25 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is selected from the group of reference architecture pattern
tiers consisting of’

a development tier;

a web tier;

a pre-production tier;

a production tier;

a staging tier;

an integration tier; and

a security tier.

29.  The method for providing reference architecture pattern-based permissions management
of Claim 26 wherein at least one of the reference architecture pattern tiers represented by the

reference architecture pattern tier data is an account provided by an cloud infrastructure provider.

30.  The method for providing reference architecture pattern-based permissions management
of Claim 29 wherein at least one of the reference architecture pattern tiers represented by the
reference architecture pattern tier data is an account provided by the cloud infrastructure provider
selected from the group of accounts consisting of’

a development account;

a pre-production account;

a performance evaluation account;

a security sandbox account;

a production account;

a staging account;

an integration account; and

a security account.
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31.  The method for providing reference architecture pattern-based permissions management
of Claim 25 wherein at the least one access and/or operational permission associated with each
tier represented in the reference architecture pattern tier data is a set of two or more permissions

associated with each tier represented in the reference architecture pattern tier data.

32. The method for providing reference architecture pattern-based permissions management
of Claim 31 wherein at least one set of two or more permissions associated with each tier
represented in the reference architecture pattern tier data is a set of two or more permissions
selected from the group of sets of two or more permissions consisting of:

a super broad permissions set;

a broad permissions set;

a moderate permissions set;

a narrow permissions set;

a forensic permissions set;

a broad forensic permissions set;

a moderate forensic permissions set;

a narrow forensic permissions set;

an administrator permissions set;

a broad administrator permissions set;

a moderate administrator permissions set;

a narrow administrator permissions set;

an integrator permissions set;

a broad integrator permissions set;

a moderate integrator permissions set;

a narrow integrator permissions set;

an end-user permissions set;

a broad end-user permissions set;

a moderate end-user permissions set;

a narrow end-user permissions set;

a read-only permissions set;
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a broad read-only permissions set;
a moderate read-only permissions set; and

a narrow read-only permissions set.
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