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(57) Abstract: Systems, methods, apparatuses, and computer program products for multi-tiered virtualized network function (VNF)
scaling are provided. One method includes detecting a need to scale at least one virtualized network function component (VNFC)
implemented as a container, monitoring resource utilization by containers and determining remaining capacity within a current virtual
machine hosting the containers, and deciding an allocation of the container to a virtual machine based at least on the resource utilization
and the remaining capacity. When it is determined that the remaining capacity is low, the method may further include vertical scaling of
the current virtual machine by allocating additional virtualized resources to the current virtual machine, and/or horizontal scaling of the
current virtual machine by instantiating a new virtual machine and deploying the container to the newly instantiated virtual machine.
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METHODS AND APPARATUSES FOR MULTL-TIERED VIRTUALIZED
NETWORK FUNCTION SCALING

BACKGROUND:

Field:

{8001} Some embodiments may generally relate to network function
virtualization (NFV) and virtualized network function (VINF) management.
In particular, certain embodiments may relate to approaches (including
methods, apparatuses and computer program products) for multi-tiered VNF
scaling.

Deseription of the Related Art:

{8002} Network  function  virtualization (NFV) refers to  anetwork
architecture model that uses the technologies of information technology (IT)
virtualization to  virtualize entire classes of network node functions into
building blocks that may connect, or chain together, to create
communication services,

{8003} A virtualized network function (VNF) may be designed to
consolidate and deliver the networking components necessary to support a
full virtualized environment. A VNF may be comprised of one or
more virtual machines running different software and processes, on top of
standard high-volume servers, swiiches and storage, or even cloud
computing infrastructure, instead of having custom hardware appliances for
each network function. One example of a VNF may be a virtual session
border controller deployed to protect a network without the typical cost and
complexity of obtamning and installing physical units. Other examples
include  wvirtualized load  balancers, firewalls,  intrusion  detection

devices and WAN accelerators.
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[8004]In an NFV environment, a VNF may take on the responsibility of
handling specific network functions that run on one or more virtualized
containers on top of Network Functions Virtualization Infrastructure (NFVI)
or hardware networking infrastructure, such as routers, switches, etc.
Individual virtualized network functions (VNFs) can be combined to form a
so called Network Service to offer a full-scale networking communication
SErvice.
{8005] Virtual network functions (VINFs) came about as service providers
attempted to accelerate deployment of new network services i order to
advance their revenue and expansion plans. Since hardware-based devices
limited thetr ability to achieve these goals, they looked to IT virtualization
technologies and found that virtualized network functions helped accelerate
service innovation and provisioning. As a result, several providers came
together to create the Network Functions Virtualization industry
specification  (ETSI  ISG NFV  group) under the FEuropean
Telecommunications Standards Institute (ETSI). ETSTISG NFV has defined
the basic requirements and architecture of network functions virtualization.
{B006]In NFV, wvutualized petwork functions (VNF) are software
mplementations of network functions that can be deploved on a network
function virtualization infrastructure (NFVI). NFVI s the totality of all
hardware and software components that build the environment where VNFs
are deployed and can span several locations.
{0007} Each VNF may be managed by a VNF manager (VNFM}. A VNFM
may, for example, determine specific resources needed by a certain YNF
when a VINF 1s instantiated (1e, built) or altered. The so-called NFV
orchestrator (NFVQ) 1s responsible for network service management. A
network service i1s a composition of network functions and defined by its

functional and behavioral specification. The NFV(¥s tasks include lifecycle
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management {including instantiation, scale-out/in, termination}, performance

management, and fault management of virtualized network services.

SUMMARY:

{80608} One embodiment 15 directed to a method, which may mclude detecting a
need to scale at least one virtualized network function component (VNFC)
implemented as a container, montoring resource ufilization by containers
and determining remaining capacity within a current virtual machine hosting
the containers, and deciding an allocation of the container to a virtual
machine based at least on the resource utilization and the remaining
capacity. When 1t is determined that the remamming capacity is low, the
method further comprises vertical scaling of the current virtual machine by
allocating additional virtualized resources to the current virtual machine, or
horizontal scaling of the current virtual machine by nstantiating a new
virtual machine and deploying the container to the newly instantiated virtual
machine.

{8009] Another embodiment s directed to a method, which may nclude
recerving a request from a virtualized network function manager (VNFM) to
instantiate the at least one virtualized network function component (VNFC)
implemented as a container, and deciding an allocation of the container to a
virtual machine based at least on resource utilization and remaining capacity
of the virtual machine. When 1t 1s determined that the remaining capacity 1
low, the method further comprises vertical scaling of the current virtual
machine by allocating additional virtualized resources to the current virtual
machine, or horizontal scaling of the current virtual machine by instantiating
a new virtual machine and deploying the container to the newly instantiated
virtual machine.

[0010] Another embodiment 1s directed to an apparatus that includes at

least one processor, and at least one memory including computer program
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code. The at least one memory and the computer program code may be
configured, with the at least one processor, to cause the apparatus at least to
detect a need to scale at least one virtualized network function component
(VNFC) implemented as a container, to monitor resource utilization by
contaners and determine remamning capacity within a cuwrent virtual
machine hosting the containers, and to decide an allocation of the container
to a virtual machme based at least on the resource utilization and the
remaining capacity. When it 15 determined that the remamning capacity 18
low, the at least one memory and the computer program code may be further
configured, with the at least one processor, to cause the apparatus at least to
vertical scale the current virtual machine by allocating additional virtualized
resources to the current virtual machine, or to horizontal scale the current
virtual machine by mstantiating a new virtual machine and deploying the
container to the newly instantiated virtual machine.

{8811} Another embodiment s directed to an apparatus that includes at
least one processor, and at least one memory including computer program
code. The at least one memory and the computer program code may be
configured, with the at least one processor, to cause the apparatus at least to
receive a request from a virtualized network function manager (VNFM) to
instantiate the at least one virtualized network function component (VNFC)
implemented as a container, and to decide an allocation of the contamner to a
virtual machine based at least on resource utilization and remaining capacity
of the virtual machine. When 1t 18 deterrmined that the remaining capacity 18
low, the at least one memory and the computer program code may be further
configured, with the at least one processor, to cause the apparatus at least to
vertical scale the current virtual machine by allocating additional virtualized
resources to the current virtual machine, or to honizontal scale the current
virtual machine by instantiating a new virtual machine and deploving the

container to the newly instantiated virtual machine.
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[8012] Aunother embodiment 1s directed to an apparatus that may wnclude
detecting means for detecting a need to scale at least one virtualized network
function component (VNFC) implemented as a container, monitoring means
for monttoring resource utilization by containers and determining remaining
capacity within a current virtual machine hosting the contamners, and
deciding means for deciding an allocation of the container to a wvirtual
machine based at least on the resource utilization and the remaining
capacity. When 1t 13 determined that the remaiming capacity 13 low, the
apparatus may further include vertical scaling means for vertical scaling of
the current virtual machine by allocating additional virtualized resources to
the current virtual machine, or horizontal scaling means for horizontal
scaling of the current virtual machine by instantiating a new virtual machine
and deploying the container to the newly instantiated virtual machine.

{0013] Anocther embodiment 15 directed to an apparatus that may include
recetving means for receiving a request from a virtualized network function
manager {VNFM) to mstantiate the at least one virtualized network function
component (VNFC} implemented as a contamner, and deciding means for
deciding an allocation of the contamner to a virtual machine based at least on
resource utilization and remaining capacity of the virtual machine. When it
1s determmined that the remaining capacity 1s low, the apparatus may further
include vertical scaling means for vertical scaling of the current virtual
machine by allocating additional virtualized resources to the current virtual
machine, or horizontal scaling means for horizontal scaling of the current
virtual machine by instantiating a new virtual machine and deploving the

container to the newly instantiated virtual machine.

BRIFF DESCRIPTION OF THE DRAWINGS:
{0014] For proper understanding of the invention, reference should be

made to the accompanying drawings, wherein:
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[B015] g 1 idlusirates a system depicting an example of a network
function virtualization (NFV) management and organization (MANO)
architecture framework, according to an embodiment;
[8016] Fig 2 illustrates an example flow diagram of a method, according
to an embodiment;
{8017] Fig. 3 ilustrates a sequence diagram illustrating an example of
multi-tiered mstantiation flow, according to an embodiment;
{B018] Fig. 4 dlustrates a sequence diagram illustrating an example of
application container scale-out flow, according to an embodiment;
{0019] Fig S illustrates an example of multi-tiered mstantiation flow with
enhanced VNFM, according to an embodnment;
{0020} Fig 6 illustrates an example of application container scale-out flow
with enhanced VINFM, according to an embodiment;
{00211 Fig 7 illustrates an example of a multi-tiered mstantiation flow with
the EM managing application containers, according to an embodiment;
[0022] Fig 8 illustrates an example of application container scale-out flow
controlled by the EM, according to an embodiment;
[6023] Fig 9 illustrates an example block diagram of an apparatus
according to an embodiment; and
[6024] Fig. 10 dlustrates a flow diagram of a method, according to an

embodiment.

DETAILED DESCRIPTION:

[8025] It will be readily understood that the components of the mvention,
as generally described and illustrated in the figures herein, may be arranged
and designed in a wide variety of different configurations. Thus, the
following detatled description of embodiments of systems, methods,
apparatuses, and computer program products for multi-tiered virtualized

network function (VINF) scaling, 1s not intended to hmut the scope of the
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ivention, but 1s merely representative of some selected embodiments of the
mvention.

[8026] The features, structures, or characteristics of the invention described
throughout this specification may be combined in any suitable manner in
one or more embodiments. For example, the usage of the phrases “certain

2% 4L

embodiments,” “some embodiments,” or other similar language, throughout
this specification refers to the fact that a particular feature, structure, or
characternistic described in connection with the embodiment may be included
in at least one embodiment of the present mvention. Thus, appearances of
the phrases “in certain embodiments,” “in some embodiments,” “in other
embodiments,” or other similar language, throughout this spectfication do
not necessarily all refer to the same group of embodiments, and the
described features, structures, or characteristics may be combined n any
suitable manner 1 one or more embodiments.

{B827] Additionally, 1if desired, the different functions discussed below
may be performed in a different order and/or concurrently with each other.
Furthermore, 1f desired, one or more of the described functions may be
optional or may be combined. As such, the following description should be
considered as merely dllustrative of the prncaples, teachings and
embodiments of this mvention, and not in limutation thereof.

{0028] Fig 1 illustrates a block diagram of a system 100 depicting an
example of a network function wvirtualization (NFV) management and
orgamzation {(MANO) architecture framework with reference pomts. The
system 100 may mclude an operations support system {(O8S8) 101 which
comprises one or more entities or systems used by network providers to
operate their systems. A Network Manager (NM) 1s one typical
entity/system which may be part of OSS. Further, mn the architecture

framework system 100 of Fig. 1, OSS/BSS 101 and NFVO 102 may be
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configured to manage the network service, while element manager (EM) 106
and VNFM 103 may be configured to manage VNF 120,
[8029] In a NFV environment, Network Function Virtualization
Infrastructure (NFVI) 105 holds the hardware resources needed to run a
VNF, while a VNF 120 15 designed to provide services. As an example,
NEVO 102 may be responsible for on-boarding of new network services
(NSs) and VNF packages, NS lhifecycle management, global resource
management, validation and authorization of NFVI resource requests.
VYINFM 103 may be responsible for overseeing the lifecycle management of
VINF instances. Virtualized infrastructure manager (VIM) 104 may control
and manage the NFVI compute, storage, and network resources.
{803¢] NFVI 105 may be managed by the MANO domain exclusively,
while VNF 120 may be managed by both MANO and the traditional
management system, such as the element manager (EM) 106, The
virtualization aspects of a VNF are managed by MANQO (NFVO 102,
VYNFM 103, and VIM 104), while the application of the VNF 120 1s
managed by the element manager (EM)} 106, A VINF 120 may be configured
to provide services and these services can be managed by the element
manager (EM) 106
{0031} In NFV, a VNF may be comprised of multiple VNF Components
(VNFCs). Each VNFC may generally be implemented on a Virtual Machine
(VM) or as a so-called “Container”. Further, a Container may indeed be
running in a VM. Thus, a VNF may be comprised of multiple VNFCs that
are nmplemented as one or more Containers, where at least some of the
Containers could be hosted on the same VM, which may be referred to as
“nested VINFCs.”
[0032] Additionally, in NFV, a VNF may be scaled ETSI NFV GS
NEV003 defines scaling as the “abibity to dynamically extend/reduce

resources granted to the VNF as needed.” The scaling 18 1 turn classified
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etther as scaling out/in which is the “ability to scale by add/remove resource
mstances (e g, VM),” or as scaling up/down which refers to the “ability to
scale by changing allocated resource, e.g., increase/decrease memory, CPU
capacity or storage size.”

{8633] In ETSI NFV Release-2 specifications {(e.g., IFA00E, IFAO0ILQ,
IFAQLT and IFAO13) developed the approach of scaling further. The scaling
may be classified as erther "horizontal" or "vertical” (only honizontal VNF
scaling 1s supported by NFV Release-2 specifications); horizontal scaling
may either scale out {adding additional VNFC instances to the VNF to
increase capacity) or scale in (removing VNFC instances from the VNF, in
order to release unused capacity), vertical scaling 1s either scale up {(adding
further resources to existing VNFC mstances, e.g., increase memory, CPU
capacity or storage size of the wvirtualization container hosting a VNFC
instance, i order to increase VNF capacity) or scale down {(removing
resources from existing VNFC instances, e¢.g decrease memory, CPU
capacity or storage size of the virtualization container hosting a VNFC
instance, in order to release unused capacity ), the VNFs may be scaled by
adding/removing the nstances of VNFCs {VNF Components); the VNFC 1s
typically considered containing a single compute resource, where compute
resource 13 a VM (Virtual Machine), and the VNF scaling Lifecycle
Management (LCM) operation may be performed by VNFM functional
block based etther on an wnternal decision (auto-scaling) or an exiernal
request received from according to ETSI NFV GS IFA007, EM or VNF
according to ETSI NFV GS IFAQ0S.

{0034] Thus, ETSI NFV Release-2 specifications (IFA015) allow VNF to
be implemented using various virtualization technologies - for example,
VNFC compute resource could be etther virtual machine or a container
(such as OS contamner, eg., Docker). However, the support for VNFs

implemented using containers is relatively hinmted - the LCM operations
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defined 1 IFAOC7 and IFACOS specifications umply that VNFC compute
resources are either VMSs or containers, but not a combination of these tiered
on top of each other. The additional flexibility and 1ssues specific to multi-
tier virtualization containers are not properly addressed. It 15 noted that, in
the context of the present disclosure, the term "container” may be used n the
specific meaning of container technology (e.g.. Docker), whereas the term
"virtualization container” is a general term defined by ETSI NFV that
includes both virtual machines (VMs) and containers.

{8035] In view of the above, although NFV supports the setup of when a
Contamer i1s running in a VM, there 1s no mechanism for managing the
relationship between these two layers. For example, if a VNF (that s
implemented via multiple VNFCs wherein at least some VNFCs are
implemented using Containers hosted on one VM) 15 to be scaled out,
according to cumrent ETSI specifications, this would mean that new
Containers would be added — but 1t could happen that the resources of that
VM would not suffice for the additional Container(s} needed. More
specifically, the following scenarto may represent a problem: A VNF 1s
deployed as a set of contamners {e.g., OS contamers such as Docker
containers) - VNF 1s a VM or a set of containers runnming on top of VMs;
from an application perspective, whenever a need for extra capacity 1s
wdentified, the containers are scaled out (additional instances of containers
are created "on the fly"). The number of container instances that could be
created as part of the scale out LCM operation 15 limited (from consumed
resources perspectivey by the resources available to the VM where
containers are deployed.

{0036] Certain embodiments provide an approach for checking and
addressing this conflict before the scaling 15 performed. According to an
embodiment, the NFV architecture may be enhanced with the capability to

handle nested YNFCs. In one embodiment, for example, the VNF Manager
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(VNFM)} may be enhanced with new capabiiities to be able to handle this
specific setup.

{8037} One embodiment 1s directed to a hybrid or multi-tiered method for
VNF scaling which could combine the approaches of horizontal and vertical
scaling. In an embodiment, when an application detects a need for additional
VINF capacity, a method of horizontal scaling may be used to add more
instances of VNFC contamners. While performing scale-out of containers, a
controlling entity {e.g., a VNFM or a new entity) may monitor the resource

utilization by the contamers and determine (e.g., continuously or

,
pertodically determine) the remaining capacity within the VM hosting the
containers. If multiple VMs are available for deploying a newly-created
container, the controlling entity may make a decision in which of the VMs
to deploy the actual container, considering, among other factors, resource
utilization i that VM. Such a decision may be influenced by a new class of
{antiaffinity rules that indicates placement of a container 1 a compute
instance. Additionally, the decision on where/how to deploy a container may
be based on application(s) needs of a particular container type, e.g., whether
they will benefit from all being placed into the same “basket” or distributing
them across multiple resources, based on cross-container communications
needs, redundancy, affinuty/anti-affimty requirements, potential for container
“breathing,” future resource needs based on trends 1n application metrics,
ete.

{0038] In an example embodiment, when a shortage of resources 1s
detected while performing a container scale-out operation, one of two
possible actions may be performed by the controlling entity: either scale-up
(vertical scale) of VM hosting the containers by allocating additional
virtualized resources to this VM (vertical scale) mstance, or scale-out

{(horizontal scale} of VM hosting the containers by instantiating a new VM
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and deploying or enable the deploying the new containers at this new VM
instance.
[8039] g 2 illustrates an example flow diagram of a method that may be
performed by a controlling entity, according to one embodiment. As
ilustrated 1n Fig. 2, the method may include, at 200, receiving a request to
scale at least one container out. At 210, the controlling entity may determine
the resource utilization, for example, of a currently existing hosting VM. If
the hosting VM has resources available, then the method may proceed to
step 250 where the existing hosting VM s selected and, at 270, the
controlling entity may scale the container out.
{0040] I, however, the hosting VM has insufficient resources available,
then the method may proceed to step 220 where the hosting VM 1s
evaluated. If the evaluation step 220 shows that scale-up of the hosting VM
is possible, then the method may mclude, at 230, scaling-up the hosting VM,
selecting the existing hosting VM at 250, and, at 270, the controlling entity
may scale the container out.
{0041 If the evaluation step 220 shows that maximum capacity of the VM
has been reached, then the method may wnclude, at 240, instantiating a new
hosting VM, selecting the new hosting VM at 260, and, at 270, the
controtling entity may scale the contamer out.
{0042} As outlined above, according to certain embodiments, a new
controlling entity responsible for container scaling operations 15 provided.
An example of such a controlling entity could be a new component
performing application level monitoring of VNF and container scale-
out/scale-in  (instantiation/terminations). From a conventional VNFM
perspective, only the hosting VMs are visible as VNFCs. VNFC scale-
out/scale~-in operations that a VINFM s aware of are operations to either
instantiate a new hosting VM or teronnate a hosting VM that is no longer

needed. In the future, where full support for vertical scaling operations may
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become available, the VNFM may become responsible for hosting VM
scale-up/scale-down based on the request of the container management
entity.

[8043] Iig 3 illustrates a sequence diagram illustrating an example of
multi-tiered instantiation flow with a “contaier manager” entity that may
act as the controlling entity, according to an embodiment. In this example
sequence of Fig. 3, the stantiation of a new VNF instance 13 requested by
NEVO from the VNFM. The VINFM performs the VNF instantiation by first
instantiating the YNFC acting as a "host” for the "contamer" VINFCs. The
VYNFM notifies all subscribed entities (NFVO and EM in this example)
about individual steps of the VINF instantiation. The newly instantiated
"host" VINFC registers itself with the entity managing the application aspects
of the VNF (EM 1n this example flow). Next step performed by the VNFM
s instantiation of the "container manager” VNFC. The newly mstantiated
"container manager” VNFC registers itself with the entity managing the
application aspects of the VNF (EM i this example flow). For each
“container” VNFC the "container manager” managing entity ("container
manager” VNFC m this example) performs individual container creations on
the "host" VNFC. Each "contamner” VNFC registers itself with the entity
managing the application aspects of the VNF (EM m this example flow).
The application level mteraction between application managing entity (EM)
1s not shown on the flow for simplicity. Alternatively, application managing
entity (EM in this example) could interact directly with "container manager”
VNFC and request creation or termination of individual containers.

{0044] Fig 4 idlustrates an example of application container scale-out flow
with a “container manager” entity that may act as the controlling entity,
according to an embodiment. In the example of Fig. 4, the application
managing entity (e.g. EM) identifies the need for application capacity

increase and requests creation of additional containers from the container
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manager entity ("container manager” VNFC in this example). The container
managing entity ("container manager” VNFC in this example) evaluates
available "host” (VM) capacity. In case of msufficient host capacity, the
container managing entity ("container manager” VNFC m this example)
may perform one of the following actions: either request vertical scale of the
host {to add more virtual resources to the host VNFC) or request horizontal
scale of the host (to add new instances of the host VNFC). These actions are
fulfilled via interactions between container manager requesting scale
actions, VNFM performing the scale and NFVO granting the scale. The
decision whether vertical or horizontal scale of host 1s to be performed taken
by container manager entity ("container manager” VNFC in this example)}
based on the current and planned container utilization. Once sufficient host
resources are available, the container managing entity ("container manager”
VYNFC in this example) selects the most appropriate host {e.g. to optimize
resources utilization or to satisfy redundancy requirements) and creates new
container  VNFC. Upon creation, the new container VNFCs register
themselves with entity managing application aspects.

{B045] Another embodiment may be directed to the re-use of VNFM for
VNFC contamer scaling operations. For example, in this embodiment, the
NFV architecture may be enhanced with the capability to handle nested
VNFCs, where one VNFC (for example a VM) hosts another VNFC (for
example on or more containers) and the VNFM 1s enhanced with new
capabilities to be able to handle this setup. The VNFM becomes aware of
virtualization containers used for deployment of VINFCs and 1s responsible
for both operations at the container level (instantiation/termination of
virtualization contamners) and for the operations at the hosting VM level
(scale~-up/scale~-down, mstantiation and termination of hosting VMs).

[0046] Fig S illustrates an example of multi-tiered instantiation flow with

enhanced VINFM, according to an embodiment. In the example sequence of
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Fig. 5, the instantiation of a new VNF instance is requested by NFVO from
the VNEM. The VNFM performs the VNF wstantiation by first instantiating
the VNEC acting as a "host” for the "contamer” VNFCs. The VNFM notifies
all subscribed entities (NFVO and EM in this exarple} about individual
steps of the VNF istantiation. The newly instantiated “host” VNFC
registers itself with the entity managing the apphication aspects of the VNF
(EM 1in this example flow) Next steps performed by the VNFM as
"container manager”. For each "container” VNFC the "container manager”
managing entity (VNFM as "container manager” n this example) performs
individual container creations on the "host” VNFC. Fach "contamer” VNEC
registers itself with the entity managing the application aspects of the VNF
(EM 1n this example flow) The application level interaction between
application managing entity (EM) is not shown on the flow for simplicity.
Alternatively, application managing entity (EM 1in this example) could
interact directly with VINFM as “contamer manager” and request creation or
termination of individual containers.

{0047] Fig. 6 illusirates an example of application contamner scale-out flow
with eshanced VINFM, according to an embodiment. In the example of Fig.
6, the apphlication managing entity {e.g., EM) 1dentifies the need for
apphication capacity wncrease and requests creation of additional containers
from the container manager entity (enhanced VNEM in this example). The
container manager entity {(enhanced VNFM in this example) evaluates
available "host” (VM) capacity. In case of msufficient host capacity, the
container managing entity {enhanced VNFM in this example) may perform
one of the following actions: either perform vertical scale of the host (to add
more virtual resources to the host VNFC) or perform horizontal scale of the
host (to add new nstances of the host VNFC). These actions are fulfilled via
interactions between VNFM performing the scale and NFVO granting the

scale. The decision whether vertical or horizontal scale of host 15 to be
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performed taken by container manager entity {enhanced VNFM in this
example) based on the current and planned contammer utilization. Once
sufficient host resources are available, the contaimner managing entity
(enhanced VNFM in this example} selects the most appropriate host {e.g. to
optiraize resources utilization or to satisfy redundancy requirements) and
creates new contaimer VNFC. Upon creation, the new container VNFCs
register themselves with entity managing application aspects.

[8048] Another embodiment 1s directed to the re-use of EM for VNFC
container scaling operations. In this embodiment, similar to embodiments
outlined above, the existence of VINFCs implemented as virtualization
containers may be "hidden” from a {generic) VNFM. However, in this
embodiment, no new separate controlling entity s introduced for
virtualization container management. Rather, in this embodiment, LCM
deciston(s) at the virtuabization container level may be performed by the
EM. When the EM detects a need either for modification of existing hosting
YM instance {such as scale-up/down or termunation) or for instantiation of a
new hosting VM mstance, the EM may use the existing VNF LCM nterface
exposed to EM by VINFM over Ve-Vnfm-em reference point, as depicted in
Fig. 1. The EM 15 a functional block supplied by the VNF provider and,
therefore, may have full knowledge about internal VNF architecture
(including the details of use of wvirtualization contamers and their LCM
operations).

{0049] Fig 7 illustrates an example of a multi-tiered instantiation flow with
the EM managing apphication containers, according to an embodiment. In
this example sequence of Fig. 7, the instantiation of a new VNF instance 1s
requested by NFVO from the VNFM. The VNFM performs the VNF
instantiation by first instantiating the VNFC acting as a “host" for the
"container” VINFCs. The VNFM notifies all subscribed entities (NFVO and

EM 1n this example} about ndividual steps of the VINF instantiation. The
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newly instantiated "host" VNFC registers itself with the entity managing the
apphication aspects of the VNF (EM in this example flow). Next steps
performed by the EM as "container manager”. For each "container” VNEC
the "container manager” managing entity (EM as "container manager” in this
exarmple) performs mdividual container creations on the "host” VNFC. Each
"contamner” VINFC registers itself with the entity managing the application
aspects of the VNF (EM 1n this example flow). The application level
interaction between application managing entity (EM) 1s not shown on the
flow for simplicity.

{0050} Fig. 8 illustrates an example of application container scale-out flow
controlled by the EM, according to an embodiment. In the example of Fig. §,
the EM acting as application and container managing entity identifies the
need for application capacity increase and creation of additional containers.
The EM evaluates available "host” (VM) capacity. In case of msufficient
host capactty, the EM may perform one of the following actions: either
request vertical scale of the host (to add more virtual resources to the host
YNFC) or request horizontal scale of the host (to add new instances of the
host VNFC). These actions are fulfilled via interactions between EM
requesting the scale, VNFM performing the scale and NFVO granting the
scale. The decision whether vertical or horizontal scale of host 1s to be
performed taken by EM based on the current and planned contamer
utiization. Once sutficient host resources are available, the EM selects the
most approprniate host {e.g. to optinize resources utilization or to satisfy
redundancy requirements) and creates new container VNFC. Upon creation,
the new conmtaimner VNFCs register themselves with entity managing
apphication aspects.

{0051} Fig 9 dlustrates an example of an apparatus 10 according to an
embodiment. In an embodiment, apparatus 10 may be a node, host, or

server in a communications network or serving such a network. In an
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embodiment, apparatus 10 may be a virtualized apparatus. For example, i
certain embodiments, apparatus 10 may be one or more of an element
manager, a network manager (e.g., a network manager within an operations
support system), a virtualized network function manager, and/or another
dedicated entity, or may be any combination of these functional elements.
For example, in certain embodiments, apparatus 10 may include a combined
element manager and virtualized network function manager n a single node
or apparatus. However, in other embodiments, apparatus 10 may be, or be
included within, other components within a radio access network or other
network nfrastructure, such as a base station, access point, evolved node b
(eNB), or a 5G or new radio node B (gNB). It should be noted that one of
ordinary skill in the art would understand that apparatus 10 may include
components or features not shown in Fig. 9.

{00521 As ilustrated in Fig. 9, apparatus 10 may include a processor 22 for
processing information and executing nstructions or operations. Processor
22 may be any type of general or specific purpose processor. While a single
processor 22 1s shown in Fig. 9, multiple processors may be utilized
according to other embodiments. In fact, processor 22 may include one or
more of general-purpose computers, special purpose computers,
microprocessors, digital signal processors (DSPs), field-programmable gate
arrays (FPGAs), application-specific ntegrated circuits (ASICs), and
processors based on a multi-core processor architecture, as examples. [t
should be noted that, mn certain embodiments, apparatus 10 may be a
virtualized apparatus and processor 22 may be a virtual compute resource.
{0053} Apparatus 10 may further include or be coupled to a memory 14
(internal or external), which may be coupled to processor 22, for storing
information and nstructions that may be executed by processor 22
Memory 14 may be one or more memories and of any type suitable to the

local application environment, and may be implemented using any suitable
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volatile or nonvolatile data storage technology such as a semiconductor-
based memory device, a magnetic memory device and system, an optical
memory device and system, fixed memory, and removable memory. For
example, memory 14 can be comprised of any combination of random
access memory (RAM), read only memory (ROM), static storage such as a
magnetic or optical disk, or any other type of non-transitory machine or
computer readable media.  The instructions stored in memory 14 may
include program instructions or computer program code that, when executed
by processor 22, enable the apparatus 10 to perform tasks as described
herein. In other embodiments, memory 14 may be part of virtualized
compute resource or virtualized storage resource.

{8034] In some embodiments, apparatus 10 may also include or be coupled
to one or more antennas 25 for transmitting and receiving signals and/or data
to and from apparatus 10. Apparatus 10 may further include or be coupled
to a transcetver 28 configured to transmit and receive information. For
instance, transceiver 28 may be configured to modulate wformation onto a
carrier waveform for transmission by the antennafs) 25 and demodulate
information recetved via the antenna(s) 25 for further processing by other
elements of apparatus 10 In other embodiments, transceiver 28 may be
capable of transmtting and receiving signals or data directly. In some
embodiments, transceiver 28 may be comprised of virtualized network
resources,

{00S5] Processor 22 may perform functions associated with the operation
of apparatus 10 which may include, for example, precoding of antenna
gain/phase parameters, encoding and decoding of individual bits forming a
communication message, formatting of information, and overall control of
the apparatus 10, including processes related to management of

communication resources. As mentioned above, in certain embodiments,
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processor 22 may be a virtualized compute resource that 1s capable of
performing functions associated with virtualized network resources.
[8036] In an embodiment, memory 14 may store software modules that
provide functionality when executed by processor 22, The modules may
include, for example, an operating system that provides operating system
functionality for apparatus 10. The memory may also store one or more
functional modules, such as an application or program, to provide additional
functionality for apparatus 10. The components of apparatus 10 may be
implemented in hardware, or as any suitable combination of hardware and
software.
{8057} In certain embodiments, apparatus 10 may be or may act as an
element manager (EM), a network manager (NM), and/or a virtualized
network function manager (VNFM), for example. Alternatively, apparatus
10 may be any combination of these functional elements. For example, in
certain embodiments, apparatus 10 may be a combined EM and VINFM.
According to certain embodiments, a network function may be decomposed
into smaller blocks or parts of application, platform, and resources. The
network function may be at least one of a physical network function or a
virtualized network function.
{0058] According to one embodiment, apparatus 10 may be or may act as a
controlling entity, a VNFM, and/or an EM. In an embodiment, apparatus 10
may be controlled by memory 14 and processor 22 to perform the functions
associated with any embodiments described herein. According to one
embodiment, apparatus 10 may be controlled by memory 14 and processor
22 to receive a request, for example from a VINFM or other entity, to
instantiate at least one VNFC. In an embodiment, apparatus 10 may be
controlled by memory 14 and processor 22 to additionally or alternatively
receive a request to, or independently detect a need to, scale at least one

VNFC implemented as a container.
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[8039] According to certain embodiments, apparatus 10 may also be
controlled by memory 14 and processor 22 to monitor resource utilization
by contamers and determine the remaiming capacity within a current virtual
machine hosting the containers. In an embodiment, apparatus 10 may then
be controlled by memory 14 and processor 22 to decide an allocation {e.g.,
an optimal allocation) of the contamer to a virtual machine based at least on
the resource utilization and the remaining capacity. In some embodiments,
apparatus 10 may also be controlled by memory 14 and processor 22 to
decide the optimal allocation based on a class of affimty rules that indicate
placement of a container in a compute instance. Furthermore, apparatus 10
may decide the optimal allocation based on application{(s} needs of a
particular container type, e.g., whether they will benefit from all being
placed into the same “basket” or distributing them across multiple resources,
based on cross-contamner communications needs, redundancy, affinity/ants-
affinity requirements, potential for container “breathing,” future resource
needs based on trends 1 application metrics, etc.

{B060] In an embodiment, when it 1s determined that the remaming
capacity 1s low, apparatus 10 may be controlled by memory 14 and
processor 22 to vertical scale the current virtual machme by allocating
additional virtualized resources to the current virtual machine, or fo
horizontal scale the current virtual machine by mstantiating a new virtual
machine and deploying the container to the newly mnstantiated virtual
machine. For example, in one embodiment, apparatus 10 may be controlled
by memory 14 and processor to decide that the optimal allocation s to
allocate the container on the current wvirtual machine. In another
embodiment, apparatus 10 may be controlled by memory 14 and processor
to decide that the optimal allocation 1s to allocate the container on a different

existing virtual machine. In yet another embodiment, apparatus 10 may be
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controlled by memory 14 and processor to decide that the optimal allocation
13 to allocate the container on the newly nstantiated virtual machine.

[8061] g 10 illustrates an example flow diagram of a method, according
to another embodiment of the invention. In certain embodiments the method
of Fig. 10 may be performed by a VNFM, EM, or other dedicated entity. In
some embodiments, the VINFM, EM, or dedicated entity may melude or be
comprised in hardware, software, virtualized resources, or any combination
thereof.

[0062] As illustrated in Fig. 10, the method may include, at 900, receiving
a request to, or detecting a need to, scale at least one VINFC implemented as
a container. According to certain embodiments, the method may also
include, at 910, monitoring rescurce utilization by containers and, at 920,
determining the remamning capacity within a current virtual machine hosting
the containers. In an embodiment, the method may also include, at 930,
deciding an allocation (e.g., an optimal allocation) of the contamner to a
virtual machine based at least on the resource utilization and the remaining
capacity. In some embodiments, the deciding may also include deciding the
allocation based on a class of affinity rules that indicate placement of a
container in a compute instance. Furthermore, in some embodiments, the
deciding of the allocation may include deciding based on application(s}
needs of a particular contamner type, e.g., whether they will benefit from all
being placed into the same “basket” or distributing them across multiple
resources, based on cross-container communications needs, redundancy,
atfimty/anti-affinity requirements, potential for container “breathing,” future
resource needs based on trends 1n apphication metrics, etc.

{0063} In an embodiment, the method may also include at 940, determining
whether the remamng capacity 1s low. When it is determined that the
remaiing capacity 1s not low, the method may return to step 910 to monitor

the resource utilization. When 1t 15 determined that the remaining capacity is
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in fact low, the method may then mclude, at 945, deciding whether to
vertically scale the current virtual machine or to horizontally scale the
current virtual machine. If it 15 decided to vertically scale the wirtual
machine, then the method may include, at 950, vertically scaling the current
virtual machine by allocating additional virtualized resources to the current
virtual machine. If it 1s decided to horizontally scale the virtual machine,
then the method may include, at 960, horizontally scaling the current virtual
machine by instantiating a new virtual machine and deploving the container
to the newly instantiated virtual machine. For example, in one embodiment,
the method may mclude deciding that the allocation 1s to allocate the
container on the current virtual machine. In another embodiment, the
method may include deciding that the allocation is to allocate the container
on a different existing virtual machine. In vet ancther embodiment, the
method may include deciding that the allocation is to allocate the container
on the newly instantiated virtual machine.

{B064] In view of the above, embodiments of the invention provide several
technical  improvements and/or advantages. For example, certam
embodiments provide an improved use of virtualization containers, which
enables a more flexible control over resources utilization and additional
benefits such as accelerated LOM, optimized application deployments, etc.
Embodiments may also enable new features and functionabity, and may
result wn improved CPU utilization and speed. As a result, embodiments
result mm more efficient network services, which may include technical
improvements such as reduced overhead and increased speed. As such,
embodiments of the invention can 1mprove performance and throughput of
network nodes. Accordingly, the use of embodiments of the mvention result
in mmproved functioning of communications networks and their nodes, as

well as communications devices.
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[8065] In some embodiments, the functionality of any of the methods,
processes, signaling diagrams, or flow charts described herein may be
implemented by software and/or computer program code or portions of code
stored in memory or other computer readable or tangible media, and
executed by a processor.

[8066] In certain embodiments, an apparatus may be included or be
associated with at least one software application, module, unit or entity
configured as arithmetic operation{s), or as a program or portions of it
{(including an added or updated software routine), executed by at least one
operation processor. Programs, also called computer program products or
computer programs, including software routines, applets and macros, may
be stored i any apparatus-readable data storage medium and include
program nstructions to perform particular tasks.

{8067] A computer program product may comprise one or more computer-
executable components which, when the program 1s run, are configured to
carry out embodiments described herein. The one or more computer-
executable components may include at feast one software code or portions of
code. Modifications and configurations required for implementing the
functionality of an embodiment may be performed as routine(s), which may
be mmplemented as added or updated software routine(s). In some
embodiments, software routine(s) may be downloaded into the apparatus.
[0068] Software or a computer program code or portions of code may be 1n
a source code form, object code form, or in some intermediate form, and
may be stored in some sort of carrier, distribution medum, or computer
readable medium, which may be any entity or device capable of carrying the
program. Such carriers include a record medium, computer memory, read-
only memory, photoelectrical and/or electrical carrier  signal,
telecommunications signal, and/or software distribution package, for

example. Depending on the processing power needed, the computer program
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may be executed m a single electronic digital device or it may be distributed
amongst a number of devices or computers. The computer readable medium
or cormputer readable storage medium may be a non-transitory medium,
[80669] In other embodiments, the functionality may be performed by
hardware, for example through the use of an application specific integrated
circutt {ASIC), a programmable gate array (PGA), a field programmable
gate array (FPGA), or any other combination of hardware and software. In
vet another embodiment, the functionality may be implemented as a signal, a
non-tangible means that can be carried by an electromagnetic signal
downloaded from the Internet or other network.
{8070} According to an embodiment, an apparatus, such as a node, device,
or a corresponding component, may be configured as a computer or a
microprocessor, such as single-chip computer element, or as a chipset,
necluding at least a memory for prowviding storage capacity used for
arithmetic operation(s) and an operation processor for executing the
arithmetic operation.
{8071} One having ordinary skill 1o the art will readily understand that the
nvention as discussed above may be practiced with steps m a different
order, and/or with hardware elements in configurations which are different
than those which are disclosed. Therefore, although the invention has been
described based upon these preferred embodiments, it would be apparent to
those of skill in the art that certain modifications, vanations, and alternative
constructions would be apparent, while remaining within the spirit and scope
of the mvention. In order to determine the metes and bounds of the

invention, therefore, reference should be made to the appended claims.
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WE CLAIM:

1. A method, comprising
detecting a need to scale at least one virtualized network function
component (VNFC) implemented as a container;
monitoring resource utilization by containers and determining
remaining capacity within a current virtual machine hosting the contaimers;
deciding an allocation of the contamer to a virtual machine based at
least on the resource utilization and the remaining capacity; and
when 1t 1s determined that the remaining capacity 1s low, the method
further comprises
vertical scaling of the cwrrent virtual machine by allocating
additional virtualized resocurces to the current virtual machine, or
horizontal scaling of the current virtual machine by
instantiating a new virtual machine and deploying the container to the

newly instantiated virtual machine.

2. A method, comprising:

receving a request from a virtuahized network function manager
(VNFM} to instantiate the at least one virtualized network function
component { VNFC) implemented as a container,

deciding an allocation of the container to a virtual machine based at
least on resource utilization and remaining capacity of the virtual machine;
and

when it 1s determined that the remaining capacity 1s low, the method
turther comprises

vertical scaling of the current virtual machine by allocating
additional virtualized resources to the current virtual machine, or

honzontal scaling of the current wvirtwal machine by
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mstantiating a new virtual machine and deploying the container to the

newly mstantiated virtual machine.

3. The method according to claims 1 or 2, wherewn the deciding further
comprises deciding the allocation based on a class of affimity rules that

indicate placement of a container in a compute instance.

4. The method according to any one of claims 1-3, wherein the deciding step
results in a decision of allocating the container on the current virtual

machine.

5. The method according to any one of claims 1-3, wherein the deciding
step results 1n a decision of allocating the container on a different existing

virtual machine.

6. The method according to any one of claims 1-3, wherein the deciding step
results in a decision of allocating the container on the newly instantiated

virtual machine.

7. An apparatus, comprising.

at least one processor; and

at least one memory including computer program code,

the at least one memory and the computer program code configured,
with the at least one processor, to cause the apparatus at least to

detect a need to scale at least one virtualized network function
component { VNFC) implemented as a container;

monttor resource utihization by containers and determine remaining
capacity within a current virtual machine hosting the contaners;

decide an allocation of the container to a virtual machine based at
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least on the resource utilization and the remaining capacity, and
when 1t 13 determined that the remaining capacity 1s low, the at least
one memory and the computer program code are further configured, with the
at least one processor, to cause the apparatus at least to
vertical scale the current virtwal machine by allocating
additional virtualized resources to the current virtual machine, or
horizontal scale the current virtual machine by instantiating a
new virtual machine and deploying the container to the newly

instantiated virtual machine.

8. An apparatus, comprising;

at least one processor; and

at least one memory including computer program code,

the at least one memory and the computer program code configured,
with the at least one processor, to cause the apparatus at least to

receive a request from a virtualized network function manager
(VNFM)} to instantiate the at least one virtualized network function
component { VNFC) moplemented as a container;

decide an allocation of the container to a virtual machine based at
least on resource utilization and remaining capacity of the virtual machine;
and

when 1t 1s determined that the remaiming capacity 1s low, the at jeast
one memory and the computer program code are further configured, with the
at least one processor, to cause the apparatus at least to

vertical scale the current virtual machine by allocating

additional virtualized resources to the current virtual machine, or
horizontal scale the current virtual machine by instantiating a new virtual
machine and deploying the container to the newly mnstantiated virtual

machine.
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9. The apparatus according to claims 7 or 8, wherein the at least one
memory and the computer program code are further configured, with the at
least one processor, to cause the apparatus at least to decide the allocation
based on a class of affimty rules that indicate placement of a container n a

compute instance.

10. The apparatus according to any one of claims 7-9, wherein the deciding
step results in a decision of allocating the container on the current virtual
machine.

11. The apparatus according to any one of claims 7-9, wherein the deciding
step results 1n a decision of allocating the container on a different existing

virtual machine.

12. The apparatus according to any one of claims 7-9, wherein the deciding
step results in a decision of allocating the container on the newly instantiated

virtual machine.

13. The apparatus according to any one of claims 7-12, wherein the
apparatus comprises one of a virtualized network function manager, an

element manager, or another dedicated entity.

14. An apparatus, comprising:
detecting means for detecting a need to scale at least one virtualized
network function component (VNFC) implemented as a container;
monttoring means for montoring resource utilization by containers
and determining remaining capacity within a current virtual machine hosting

the containers;
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deciding means for deciding an allocation of the container to a virtual
machine based at least on the resource utilization and the remaining
capacity; and
when it 13 determined that the remaining capacity 15 low, the
apparatus further comprises
vertical scaling means for vertical scaling of the current virtual
machine by allocating additional virtualized resources to the current
virtual machine, or
horizontal scaling means for horizontal scaling of the current
virtual machine by instantiating a new virtual machine and deploying

the container to the newly instantiated virtual machine.

15, An apparatus, comprising:
recerving means for receiving a request from a virtualized network
function manager {VNFM) to instantiate the at least one virtualized network
function component (VNFC) implemented as a container;
deciding means for deciding an allocation of the container to a virtual
machine based at least on resource uitlization and remamng capacity of the
virtual machine; and
when it 15 determuined that the remaining capacity 15 low, the
apparatus further comprises
vertical scaling means for vertical scaling of the current virtual
machine by allocating additional virtuahized resources to the current
virtual machine, or
horizontal scaling means for horizontal scaling of the current
virtual machine by mstantiating a new virtual machine and deploying

the container to the newly instantiated virtual machine.

16. The apparatus according to claims 14 or 15, wherein the deciding means
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further comprises means for deciding the allocation based on a class of

affiruty rules that indicate placement of a container in a compute instance.

17. The apparatus according to any one of claims 14-16, wheremn the
deciding means results 1 a decision of allocating the contamer on the

current virtual machine.

18 The apparatus according to any one of claims 14-16, wherein the
deciding means results in a decision of allocating the container on a ditterent

existing virtual machine.

19. The apparatus according to any one of claims 14-16, wherein the
deciding means results in a decision of allocating the container on the newly

instantiated virtual machine,

20. A computer program, embodied on a non-transitory computer readable
medium, wherein the computer program is configured to control a processor

to perform a process according to any one of claims 1-6.
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