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(57) Abrégé/Abstract:

A method and a tag for opening a powerless electromechanical lock are provided. The tag comprises a power source (202), a near
field communication transceiver (204), an antenna (206) connected to the transceiver, an proximity switch (210) and a controller
(200). The switch (2019 is configured to wake up the controller (200) from a low power mode upon a detection of a predetermined
signal. The controller is configured after the wake up to activate the near field communication transceiver (204) and control the
transceiver to transmit via the antenna wirelessly first operating power to the lock for communication and authentication, perform
authentication with the lock and, provided that the authentication is successful, control the transceiver to transmit wirelessly second
operating power to the lock for the lock to be set into an openable state.
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FIG. 2

(57) Abstract: A method and a tag for opening a powerless electromechanical lock are provided. The tag comprises a power source
(202), a near field communication transceiver (204), an antenna (206) connected to the transceiver, an proximity switch (210) and a
controller (200). The switch (2019 is configured to wake up the controller (200) from a low power mode upon a detection of a pre-
determined signal. The controller is configured after the wake up to activate the near field communication transceiver (204) and con -
trol the transceiver to transmit via the antenna wirelessly first operating power to the lock for communication and authentication,
perform authentication with the lock and, provided that the authentication is successful, control the transceiver to transmit wirelessly
second operating power to the lock for the lock to be set into an openable state.
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NEAR FIELD COMMUNICATION TAG

Technical Field

The exemplary and ron-limiting embodiments of the invention relate
generally to near field communication. Embodiments of the invention relate especially
to tags utilising near field communication:

Background

The following description of background art may include insights,
discoveries, understandings or disclosures, or associations together with disclosures
not known to the relevant art prior to the present invention but provided by the
invention. Some of such contributions of thé invention may be specifically pointed out
below, whereas other such contributions of the invention will be apparent from their
context.

Various types of electromechanical locking systems are replacing
traditional mechanical locking systems and wired access control systems.
Electromechanical locking systems provide many benefits over traditional mechanical
locking systems. They provide better security and flexible access management of keys,
security tokens and locks. Electromechanical locks may utilise digital keys not needing
a key way. There is no need for a galvanic contact and thus no there are wearable
parts, for example. A wireless electromechanical locking system provides an easy-
install and cost effective solution compared to a wired access control system.

In addition, most electromechanical locks and/or keys and tags are
programmable. [t is possible to program the lock to accept different keys and decline
others,

Typical electromechanical Jocks require an external supply of electric
power, a battery inside the lock, a battery inside the key, or means for generating
electric power within the lock making the lock user-powered. In addition, there are
systems where a mobile phone acts as a key or tag,

Brief description

According to an aspect of the present invention, there is provided a tag for
opening a powerless electromechanical Jock, the tag comprising a power source, a
near field communication transceiver, an antenna connected to the transceiver, a
proximity switch, a detection circuit and a ‘controller, the preximity switch configured
to wake up the controller from a low pawer mode upon a detestion of 2 predetermined
signal; the controller configured after the wake up to activate the near field
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communication transceiver in initiator mode and control the transceiver to transmit
via the antenna wirelessly first operating power to the lock for communication and
authentication; perform authentication with the lock and, provided that the
authentication is successful, control the transceiver to transmit wirelessly second
aperating power to the lock for the lock to be sat into an openable state, and the
detection circuit configured to, when the controller is in a low power mods, detect a
near field communication field and wake up the controller from a low power mode on
the basis of the detection, the controller configured after the wake up to set the near
field communication transceiver into a target mode; perform authentication utilising
near field communication with an external apparatus, and provided that the
authentication is successful, contral the transceiver to receive wirelessly access data
from the external apparatus, and store the received access data.

According to an aspect of the present invention, there is provided a methad
for operating a tag for opening a powerless electromechanical lock, comprising:
waking the controller up by a proximity switch from a low power mode upon a
detection of a predetermined signal; controlling by the rontroller a near feld
communication transceiver in initiator mode to transmit via an antenna wirelessly
first operating power to the lock for communication and authentication; performing
by the controller authentication with the lock, and provided that the authentication is
successful, controlling by the controller the transceiver to transmit wirelessly second
operating power to the Jock for the lock to be sef into an openable state and when the
controller is in a low power mode, detecting a near field communication field, waking
up the controller from a low power mode on the basis of the detection, setting by the
controller the near field communication transceiver into a target mode; performing by
the controller authentication utilising near field communication with an external
apparatus, and provided that the authentication is successful, controlling the
transceiver to receive wirelessly access data from the external apparatus, ard storing
by the controller the received access data. ‘

Some embodiments of the invention are disclosed in the dependent claims.

Brief description of the drawings

In the following the invention will be described in greater detail by means
of preferred embodiments with reference to the accompanying drawings, 'n which

Figure 1 illustrates an example of an elestronic authentication system:

Figure 2 illustrates an example of an electronic circuitry of a tag;

Figures 3 and 4 are flowcharts {llustrating embodiments.

CA 3009775 2019-10-30
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Detailed description of some embodiments

The following embodiments are exemplary. Although the specification may
refer to “an”, “one”, or “some"” embodiment(s) in several locations, this does not
necessarily mean that each such reference is to the same embodiment(s), or that the
feature only applies to a single ernbodiment. Single features of different embodiments
may also be combined to provide other embodiments. ‘

In an embodiment, a tag is utilized for wirelessly opening ‘an
electromechanical lock without batteries or wired connection to an external power
supply. Figure 1 shows an embodiment of an electronic locking system. A user {(not
shown) is about to open a door comprising a lock 100. The user has a tag 102 which is
used to apen the lock.

A conventional passive tag cannot be used for opening a lock without
batteries or wired connection to an external power supply. A mobile phone with
internal battery must have been used. However, the use of mobile phone is in some
instances inconvenient. Figure 2 illustrates an example of an electronic cireuitry of a
tag. In an embodiment, the tag is an active device, comprising a power source 202
which may be a replaceable battery or a rechargeable battery, for example. The tag
further comprises a controller 200 which may be a processor, a microprocessor or in
general an electric circuitry. The tag comprises a short-range communication
transceiver 204. Typically, the transceiver operates according to near field
communications (NFC) technique. In an embodiment, the tag does not comprise any
other wireless communication capabilities other than the short-range communication,
In another embodiment, the tag may comprise another short range transceiver such as
a Bluetooth™ transceiver. )

NFC is a set of short-range wireless technologies, typically requiring a
distance of 4 ¢m or less. NFC may operate at 13.56 MHz on ISO/IEC 18000-3 air
interface and at rates ranging from 106 kbit/s to 424 kbit/s. NFC always involves an
initiator and a target; the initiator actively generates a radio frequency (RF) field that
can power a passive target. This enables NFC targets to take very simple form factors
such as tags, stickers, key fobs, or cards that do not require batteries. Above, 150
stands for International Organization for Standardization and IEC for the International
Electro technical Commission.

In a passive communication mode the initiator device provides a carrier
fields and the target device answers by modulating the existing field. In this mode, the
target device may draw its operating power from the initiator-provided
electromagnetic field, thus making the target device a transponder. In an embodiment
of the invention, the tag 102 is acting as the initiator.

CA 3009775 2019-10-30
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The electronic circuitry of the tag further comprises an antenna 206
connected to the short-range communication transceiver 204 and the controller 200,
user interface 208 connected to the controlier and a proximity switch 210 also
connected to the controller.

Returning to Figurel, the door to be opened comprises an
electromechanical lock 100. The lock comprises a lock interface 104, a lock antenna
106 and locking mechanism 108, An example of the locking mechanism is a lock bolt.
The lock interface may be a doorknob or handle, for example. The lock antenna 106 is
connected to an electronic circuitry 110 of the lock The circultry comprises a short-
range communication device. The device may be an NFC transceiver. In an
embodiment, the NFC transceiver of the lock is the target device. The lock does not
have a replaceable battery or a connection to a power supply. Thus it is powerless on
its own.

Typically, the electronic circuitry 110 may be implemented as one or more
integrated circuits, such as aprlication-specific integrated circuits ASIC. Other
embodiments are also feasible, such as a circuit built of separate logic components, or
memmory units and one or more processors with software. A hybrid of these different
embodiments is also feasible. The eiectronic circuitry 110 may be configured to
execute computer program iastructions for executing computer processes. The lock
100 further comprises an electrically operated actuator 112 which may set the locking
mechanism 108 to openable or closed state. Furthermore, the lock may comprise
means 114 configured to control the actuator mechanically to return to locked state,

Let us study an example embodiment with the aid of Figures 1, 2 and the
flowchart of Figure 3. The flowchart illustrates communication and actions of the tag
102 and the electromechanical lock 100,

In general, the tag is usually in a low-power state. Most parts of the tag are
powered down. A real-time clock may be running and short range communicztion
detection may be possible, Thus, when not used the tag consumes a minimura amount
of energy to save the battery.

Let us assume that the user places the tag 107 close to the lock 100 of the
door to be opened. In an embodiment, the lock comprises a magnet 116. The magnet
may be in the antenna 106 of the lock or it may be located elsewhere, such as in the
lock interface 104. In an embodiment, the tag 102 comprises an proximity switch such
as a magnetic switch or a hall switch 210, As the tag is brought close to the lock, the
switch 210 is activated by the magnet 116 of the lock and the switch activate: 300 the
tag 102 by activating the controller 200 of the tag.

The controller 200 is configured to control the short-range conmunication

CA 3009775 2019-10-30
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transceiver 204 to transmit energy 302 via an antenna 206. The transcgiver 204
obtains energy from the battery 202 of the tag and starts transmitting a signal. The
signal is received by the antenna 106 of the lock and the electronic circuitry 110 of the
lock is configured ta store the received energy for communication and authentication
with the tag. The lock powers up 304 using the received energy. The tag is configured
to limit the transmission of energy to an amount which is required by the lock just to
perform communication and authentication. .

Next, the tag and the lock communicate and perform authentication 306,
The authentication may be performed using challenge/response pairs, for example. In
an embodiment, the tag and the lack first authenticate each other. Then it is checked
whether the tag is capable of opening the lock,

After a successful authentication, the tag transmits encrypted access
credentials to the lock. The lock is configured to decrypt the access credentials. In an
embodiment, the access credentials may comprise, among others, access group of the
tag, list of locks tag is authorised to apen, time restrictions related to opening locks, list
of tags removed from allowed tags (for example due to being lost). Thus, the access
data stored in the lock may be updated after authentication. For example, when a tag
belonging to a lock system comprising a set of locks and tags is lost, the tag may be
listed in a so called black list comprising tags remaved from allowed tags. Information
on updated black list may be added to each tag and when a tag is used for cpening a
lock, the updated list may be loaded into the lock.

If the authentication fails, the tag may be configured to indicate 370 the fail
on the user interface 20€. [n an embadiment, the user interface is a led, where failed
authentication is indicated with a red light, for example. Transmission of energy from
the tag to the lock does not continue.

If the authentication succeeds, setting 308 the lock into an openable state is
performed. The controller of the tag controls transmission 310 of energy from the tag
to continue and the lock receives 312 power for setting the lock into an openable state.
The transmission of power may continue until a required voltage level has been
reached or until a given time period has expired.

Next, the electric cireuitry 110 controls the actuator 314 to set the lock inio
an openable state using an electric motor, for example. A signal may be sent to the tag
to indicate that the authentication succeeded and the lock was set into an openable
state. The tag may be configured to indicate 308 the success on the user interface 208.
In an embodiment, the user interface is a led, where succeeded authentication is
Indicated with a green light, Instead of red and green lights, other visible or audihle
symbols or indications may be used. '

CA 3009775 2019-10-30
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When the lock has been set into an openable state, user may open the lock
using the lock interface such as a door knob or lever 104, ,

Next, after a predetermined time interval 316, the lock may be set into a
locked state. The lock may be set into 2 locked state either mechanically or using
electric power.

In an embodiment, the transmission of power from the tag to the lock
continues not only for enable the lock to be set into an openable state but also to
ensure that the lock may be set back to a locked state [n an embodiment, the electric
circuit 110 checks 316 whether a predetermined delay has elapsed. If the delay has
elapsed, the electric circuit 110 issues a close command 318 to the actuator. In an
embodiment, this is realized by the electric circuit giving a command an electric motor
move the actuator 112. This closes the lock using the power received from the tag. The
above method ensures that in case the lock interface 104 is not aperated after setting
the lock 100 to openable state, the lock is locked after predefined time,

In an embodiment, the actuator 112 can be set mechanically to locked state.
This may be realized by means 114 which are connected to the lock interface such as a
door lever and comprise a mechanical connection with the actuator. The means may
be a mechanical construction connected to the axis connecting the door lever to the
locking mechanism and comprise a semi-fixed connection to the actuator. For example,
when the door lever counterclockwise returns to an initial position by a spring, for
example, the means force the actuator to set the lock ir a locked state.

The tag may further be configured to keep an audit trail of operations
related to the tag. For example, all lock openings, authentications and data updates
whether successful or not may be stored in the audit trail. The audit trail may be
loaded into an external apparatus such as a mobile.

Flowchart of Figure 4 illustrates an example of how the data stored in the
tag 102 may be updated. In an embodiment, the data is updated using an external
apparatus capable of near field communication. An example of such an apparatus is a
user terminal or mobile phone. However, any other device capable of processing and
storing data and capable of near field communication may also be used to update the
tag. Such a device may be an NFC device connected or within a computer, for example.
The data to be updated may comprise encrypted data’ phcicages comprising -access
credentials and possible time restrictions. '

In an embodiment, also other short range communication method such as
Bluetooth™ may be used between the external apparatus and the tag for updating
data. Below NFC is used as an example.

[n an embodiment, the external apparatus may be connected to a server

CA 3009775 2019-10-30
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As mentioned above, in general the tag is in a low-power state. However,
the antenna is capable of capturing possible near field communication transmissiorn.
The signal is taken 212 to near field communication detector, which may be integrated
with the controller 200.

To initiate the update, the user may place the tag and the near field
communication enabled external apparatus side by side. :

In step 400, the tag detects the short-range communication sigrial such as
an NFC field generated by the external apparatus. The antenna conveys 212:the signal
to the short-range communication detector which is configured to wake up the
processor and the tag fram low-power state,

Upon wake-up, the processor is configured to set 402 the into NFL target
mode.

The external apparatus is set into NFC initiator mode whereby it scans 404
nearby NFC tags and finds the tag.

In step 406, the externai apparatus and the tag perform authentication.
During the authentication process, encrypted access credentials are transmitted to the
tag, '

If the authentication is not valid 408, the tag may indicate 410 the failed
authentication. ' '

If the authentication is valid 408, the tag decrypts the access credentials
and updates 412 the data in the tag. In an embodiment, the access credentials may
comprise, among others, access group of the tag, list of locks tag is authorised to open,
time restrictions related to opening locks, list of tags removed from allowed tags (for
example due to being lost). The tag may transmit 414 stored data such as audit
records to the external apparatus.

The external apparatus may be confizured to indicate 416 whether the
authentication and data update was successful and receive audit trail from the tag.

It will be obvious to a person skilled in the art that, as the technology
advances, the inventive concept can be ‘mplemented in various ways. The invention
and its embodiments are not limited to the examples described above but may vary
within the scope of the claims.

CA 3009775 2019-10-30
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Claims

1. A tag for opening a pewerless electromechanical lock, the tag comprising
a power source, a near field communication transceiver, an antenna connected to the
transceiver, a proximity switch, a detection circuit and a controller,

the proximity switch configured to wake up the controller from a low
power mode upon a detection of a predetermined signal;

the controller configured after the wake up to

activate the near field communication transceiver in initiator mode and
control the transceiver to transmit via the antenna wirelessly first operating power to
the lock for communication and authentication;

perform authentication with the lock and, provided that the authentication
is successful, control the transceiver to transmit wirelessly second operating power to
the lock for the lock ta be set into an openable state, and

the detection circuit configured to, when the controller is in a lew power
mode, detect a near field communication field and wake up the controller fram a low
power mode on the basis of the detection,

the controller configured after the wake up to -

set the near field communication transceiver into a target mode;

perform authenticarion utilising near field communication with an external
apparatus, and provided that the authentication is successful, control the transceiver
to receive wirelessly access data from the external apparatus, and

store the received access data,

2. A tag according to claim 1, the tag comprising user interface, the
controller being further configured to receive from the lock indication after the
transmission of the second operating power, and contrel the user interface on the
basis of the indication.

3. A tag according to claim 1 or Z, the controller configured to control the
transceiver to transmit wireizssly second operating power to the lock for he lock to
be set both into an openable state and a locked state.

4. A tag according to claim 3, wherein the access data comprises
information on access credentials and time restrictions related to opening locks with
the tag,

5. A tag according to claim 4, wherein the tag is configured to stere access

CA 3009775 2019-10-30
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data related to more than one lock.

6. A tag according to any one of claims 1 to 5, wherein the proximity switch
i$ a magnetic switch.

7. A tag according to any one of claims 1 to 6, wherein the proximity switch
is a hall switch.

8. A tag according to any ane of claims 1 to 7, wherein the copntroller is
further configured to transmit data to the lock during authentication, the data
updating access data that the iock utilises in later authentication operations.

9. A tag according to any one of claims 1 to 8, wherein the tag is configured
to keep an audit trail of operations performed with the tag.

10. A method for operating a tag for opening a powerless electromeachanical
lock, comprising:

waking the controller up by a proximity switch from a low power mode
upoen a detection of a predetermined signal;

contralling by the controller a near field communication transceiver in
initiator mode to transmit via an antenna wirelessly first operating power to the lock
for communication and authentication;

performing by the controller authentication with the lock, and provided
that the authentication is successful,

controlling by the controller the transceiver to transmit wirelessly second
operating power to the lock for the lock to be set into an openable state and

when the controller is in a low power mods,

detecting a near field communication field, waking up the controller from a
low power mode on the basis of the detection,

setting by the controller the near field communication transceiver intc a
target mode;

performing by the controller authentication utilising wear field
communication with an external apparatus, and provided that the authentication is
successful, controlling the transceiver to receive wirelessly access data from the
external apparatus, and

storing by the controller the received access data.

CA 3009775 2019-10-30
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