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(57) ABSTRACT 

The method for implementing an Intelligent Content Rating 
middleware platform and gateway system disclosed herewith 
provides telecommunications carriers and network operators 
with the ability to define routing and actions based on HTIP/ 
SIP based content and subscriber context through a powerful, 
extensible Layer 4-7 switching fabric technology. The inven 
tion mediates communications between applications and net 
works for IP packet flows, personal messaging, location 
based services and billing. Furthermore, it enables advanced 
context-sensitive dialogue scenarios with the wireless Sub 
scriber such as, but not limited to, Advice-of-Charge dia 
logues. The art permits telecommunications network opera 
tors and like entities to introduce real-time rating of data 
services for both prepaid and post-paid subscribers. Further 
advances in the art include the validation of digital signatures, 
combined with authentication and non-repudiation tech 
niques to ensure Subscriber privacy remains protected. 
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METHOD FOR IMPLEMENTING AN 
INTELLIGENT CONTENTRATING 

MIDDLEWARE PLATFORMAND GATEWAY 
SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001 patent application Ser. No. 10/307,335 entitled 
“Improved method for implementing an Open Charging (OC) 
middleware platform and gateway system'. 

PRIORITY CLAIM 

0002 This application is a continuation of U.S. patent 
application Ser. No. 10/742,826, filed Dec. 23, 2003, the 
contents of which are incorporated herein by reference. 

BACKGROUND ART 

0003 New mobile and/or wireless content services such 
as interactive gaming and music require an entirely new 
approach to billing and rating. With always-on IP-based 
networks, telecommunications network operators (and like 
entities) need new and creative ways to market and price these 
services, as usage and Volume-based pricing simply do not 
reflect the advances in the art and the real value of data 
usage. Telecommunications network operators (and like enti 
ties) need to discriminate between gratis and chargeable con 
tent based on attributes including the content category, the 
wireless subscriber's class of service, time of day (among 
others). While the invention disclosed herewith addresses the 
impending and tangible needs of the state of the art to inter 
mediate IP data flows (as Hyper-Text Transfer Protocol 
(HTTP) traffic for instance), we submit that much of the prior 
art remains lacking in this regard, and indeed, does not 
address prospective needs and contingencies as well. 
0004 For instance, U.S. Patent Application 20030200313 
by Peterka et al., entitled Digital rights management system 
for clients with low level security, details a digital rights 
management system for determining whether clients are 
authorized to access content within a communication net 
work, which in the preferred embodiment is implemented as 
a computer program product (but may be hardware based, or 
may be a combination of software and hardware). The inven 
tion of present seeking the protection of Letters Patent, pro 
vides additional layers of innovation as per the very interme 
diation of the HTTP traffic. The application by Peterka et al. 
remains basically a computer program product which Such 
intermediation engines or similar products can query for 
approval and charging, whereas our invention of present, 
among other elements, is an integrated Solution for both func 
tions. 
0005 More analogous art and teachings may be gleaned 
from U.S. Patent Application 20020129088 by Zhou et al., 
entitled Content-based billing, details a method and appara 
tus for content-based billing including techniques for inter 
cepting, modifying, and retransmitting a request between 
various entities engaged in content-based billing in the con 
text of the World WideWeb. Principally though, said patent 
application remains tied to HTTP messaging, whereas our 
invention of present, also addresses other communication 
protocols including Session Initiation Protocol (SIP). Fur 
thermore, our invention seeking the protection of Letters 
Patent, provides for real-time interstitial Screens, prompts, 
and menus for the purpose of confirming Age or the accep 
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tance of Charges (among others). The application by Zhou et 
al. also simply assumes that the information pertaining to the 
storage of customer and content provider information is 
stored by the invention, whereas our invention allows for 
information to be stored by both internal and external data 
bases. Zhou etal. also assumes that a given Subscriberis either 
prepaid or post paid, whereas our invention of present 
employs a comprehensive rating engine which can character 
ize a given transaction as being associated with a pre-paid, 
post-paid, or a configurable billing concept (for instance, as 
having aspects of both pre-paid and postpaid or other billing 
concepts). Indeed, the nature of the billing paradigm is affect 
by a host of attributes including the Source, destination, time 
of date, and location, among others. Furthermore, our inven 
tion can accrue a charge to Some third party (e.g. a sponsor 
which subsidizes a portion or all of a service) in addition to 
allocating revenue to fourth part (e.g. the provider of the 
service). 

REFERENCES CITED 

0006 

U.S. Patent October 2003 Peterka et al. 709,225 
Application 
2003O2OO313 
U.S. Patent September 2002 Zhou et al. 709:200 
Application 
2002O129088 

TECHNICAL FIELD 

0007. The present invention relates generally to wireless 
communications and gateway services; and more specifically, 
to a method for implementing an Intelligent Content Rating 
middleware platform and gateway system. 

SUMMARY OF THE INVENTION 

0008 Implemented as part of a computer program prod 
uct, the method for implementing an Intelligent Content Rat 
ing middleware platform and gateway system, exists as a 
telecommunications network element which transparently 
intermediates IP data flow, providing highly scalable, man 
ageable and reliable data classification functionality at wire 
speeds, in parallel with the implementation of content-based 
filtering, forwarding, monitoring and accounting services per 
traffic of interest. 
0009. The art employs a powerful underlying Layer 4-7 
Switching fabric to support traffic classification by content, 
monitoring and generating a wide range of packet traffic 
information. The invention thereby enables telecommunica 
tions carriers to discern the type and content of services being 
accessed by wireless subscribers as well as the protocols 
transported. Indeed, the network operator may differentiate 
traffic by source, by content (file) type, by protocol or by port 
(as an illustration, a differentiation may be had between video 
on an internal server and audio from the internet). 
0010. The computer program product which helps imple 
ment the method for implementing an Intelligent Content 
Rating middleware platform and gateway system is articu 
lated to intermediate Hyper-Text Transfer Protocol (HTTP) 
traffic, and invokes configured actions based on the content 
requested. (Practitioners, will readily recognize that the ref 
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erence to HTTP remains in keeping with the current teachings 
of the state of art, and other communications protocols as SIP 
for instance, may well be substituted without diluting the 
intent, scope and/or industrial applicability of the invention of 
present). The HTTP request may be directed to servers both 
within and external to the telecommunications carrier or simi 
lar Such entity. The invention sits at the access gateway point, 
between the carrier's Internet Protocol (IP) network and the 
intranet/internet. The particular location of the invention 
allows for inspection of all HTTP headers (in this instance) 
generated by and directed to a subscriber's mobile handset or 
device to enable monitoring, content blocking, content 
embellishment, re-routing, and content-based rating. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1 illustrates a typical, non-limiting embodi 
ment of the system level architecture employed in the disclo 
Sure of present. 
0012 FIG.2 provides a non-limiting example of an Action 
Plug-in Sequence. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0013 Members skilled in the art will recognize that the 
ensuing represents an illustrative recital of the preferred 
embodiments of the invention of present and other embodi 
ments may be articulated, gleaned and articulated from Such 
while still remaining with in its spirit and scope. Indeed, 
equivalents found within the state of the art, and those which 
may reasonably and effectively be deemed equivalent in the 
future should also be understood as being incorporated by 
reference hereto and such. Furthermore, much of the lan 
guage has been illustrative and is to be construed as expressly 
for pedagogical purposes in helping elucidate the art as con 
cisely and beneficially as practical. 
0014. The computer program product which helps imple 
ment the method for implementing an Intelligent Content 
Rating middleware platform and gateway system is articu 
lated to intermediate Hyper-Text Transfer Protocol (HTTP) 
traffic, and invokes configured actions based on the content 
requested. (Practitioners, will readily recognize that the ref 
erence to HTTP remains in keeping with the current teachings 
of the state of art, and other protocols (as SIP for instance) 
may well be substituted without diluting the intent, scope 
and/or industrial applicability of the invention of present). 
The HTTP request may be directed to servers both within and 
external to the telecommunications carrier or similar Such 
entity. With reference to FIG.1, in the preferred embodiment, 
the invention 100 sits at the access gateway point, between the 
carrier's Internet Protocol (IP) network 30 and the intranet/ 
internet 50. The particular location of the invention allows for 
inspection of all HTTP headers (in this instance) generated by 
and directed to a subscriber's mobile handset or device to 
enable monitoring, content blocking, content embellishment, 
re-routing, and content-based rating. 
0015 Continuing with reference to FIG. 1, the RADIUS 
Proxy Server 40 checks the master data to confirm that the 
account in question is active, via LDAP or RADIUS. Practi 
tioners skilled in the art shall recognize that a variety of 
protocols will satisfy the implementation of said architecture 
without affecting the intent and scope of the present inven 
tion. Where the returned response is negative (not shown) an 
authorization reject is returned. 
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0016. The invention 100, makes a request to an Open 
Charging (OC) middleware platform and gateway system 60 
as detailed in patent application Ser. No. 10/307,335 to con 
firm the status of the account in question and related profile 
capabilities. Technicians skilled in the art will recognize that 
the invention of present need not be limited to the aforemen 
tioned Open Charging (OC) middleware platform and gate 
way system and other similar network implementations may 
be employed without diluting the intent and scope as such. 
0017. The Open Charging (OC) middleware platform and 
gateway system 60 accesses the Subscriber account server 
(SCP), removing the access charge from the account (pre 
paid). Where the account cannot support the requested charge 
then a negative response is returned (not shown) and a nega 
tive authorization is passed returned as a failed access request. 
(The postpaid billing scenario is represented at 10). 
(0018. From the Unified Rating Service 70 the user profile 
in question is recovered. In the preferred embodiment, assum 
ing both the account check, and the profile were positive an 
authorization accept is returned. The invention 2000 preloads 
the said user profile and loads the rating plans, as a result, 
when the first user data packet is received the gateway con 
troller 100B, already has a complete user profile built. 
0019. The invention's 100 Controller Blade interface 
100A includes messages which transmit configuration, 
matching, action and Subscriber data from the Controller 
100C to the Blades 100B, as well as messages which act as a 
mechanism for transmitting updated Subscriber data from the 
Blades 100B to the Controller 100C. On initialization, each 
Blade 100B requests configuration information as well as a 
full copy of the rating, matching and action data from the 
inventions Controller 100C. 

0020. When the invention's Blade 100B creates a session 
for a wireless subscriber, it requests the subscriber informa 
tion from the Controller 100C. The data transmitted includes 
both the wireless subscriber's group (which corresponds to a 
list of the Uniform Resource Identifiers (discussed below) 
Matching Rules which apply for the subscriber) and the Digi 
tal Rights Management (DRM) (discussed below) cache 
items for the subscriber. The Blades also update the DRM 
data for Subscribers by sending the relevant message to the 
Controller. 
0021. The invention employs real-time monitoring on 
layer 4-7 of the Open Systems Interconnection (OSI) refer 
ence model to implement content classification and rating on 
data traffic. Upon loading of rating rules onto the system, a set 
of system level triggers are armed to detect the occurrence of 
the set of events required by the rating criteria. Triggers can be 
armed on a real time basis through the provisioning interface 
which link to a set of underlying API's. Triggers are armed 
based on the content requested, on protocols including HTTP 
and HTTPS. 
0022. The computer program product which implements 
the method for implementing an Intelligent Content Rating 
middleware platform and gateway system employs advanced 
and powerful URI matching logic to differentiate between 
actionable and non-actionable content according to a config 
urable set of rules as defined by a practitioner skilled in the art. 
Non-limiting illustrations of such matching rules include any 
combination of protocol, IP address, hostname, port, path, 
filename, query string (among others), all of which may be 
specified precisely or with regular expressions and wildcards 
for greater flexibility. These rules give substantial control 
over what content is marked as actionable and allow the 
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totality of the art disclosed herewith, to deliver an advanced 
content-based charging and rating Solution. 
0023. In helping advance the state of the art, the logic has 
been refined to facilitate the notion of Interesting URIs 
(I-URI). For the purposes of illustration, each (I-URI) may be 
defined by the combination of any (or more) of the following 
fields from Table 1. Each of the parameters (Table 1) may be 
specified explicitly, or by a string of literal characters pre- or 
post-fixed, or both, by the asterisk wildcard character. The 
asterisk matches zero or more literals. AURI Matching Rule 
consists of one or more Interesting URIs against which all 
requested URIs are compared. The actions associated with a 
URI Matching Rule are triggered if any of the Interesting 
URIs associated with it match the requested URI. 

TABLE 1. 
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provided with the details of the HTTP message in question 
including all HTTP headers. Said plug-ins are also provided 
with parameters defined in the URI Matching Rule. The plug 
in uses the HTTP data to perform tasks, which for instance 
may innovatively include call-outs to remote systems. 
0025 Action Plug-ins are triggered by URI Matching 
Rules when the invention discovers a request for an Interest 
ing URI. Each URI Matching Rule may be associated with 
several Actions Plug-ins, and they may be prioritized to 
execute in any order. 
0026 Action Plug-in code is invoked at two stages of the 
HTTP Request/Response cycle. First, when an HTTP 
Request is determined to match an Interesting URI associated 

Illustrativ Interesting URI Parameters 

Parameter 
Name Description 

Protocol The component of the URI indicating what scheme is 

Default 
Value 

http 
being used to identify the desired resource. This 
component occurs at the left of the URI and is terminated 
at the first colon (:). 

Host The component of the URI indicating the server hosting 
the requested resource. For HTTP URIs, host is defined 
as “The host is a domain name of a network host, or its 
IPv4 address as a set of four decimal digit groups 
separated by...' and follows immediately after the 
protocol. 

Port The component of the URI indicating the network port 80 
number for the server. In an HTTP URI, the port is 
optional is included after the host, prefixed with a colon 
(:). 

Path The component of the URI containing data used to 
none identify the desired resource within the scope of 
the requested protocol, host and port. Composed of a 
number of segments each prefixed by the slash (/) 
character. 

Query The component of the URI containing information to 
String String the interpreted by the requested resource. For 

HTIP URIs the query part follows the path and is 
separated from is with a question mark (?). The query 
string is made up of name? value pairs in the format 
name=value, with pairs separated by the ampersand 
character (&). Multiple name/value pairs may be 
specified to be matched in each Interesting URI. 
Query string matching is order-independent and all 
defined query strings must match the URI being 
requested for a URI match to occur. For example, if the 
URI requested is: 
http://www.anywebsite.com/index.html?first=Joe&last= 
Smith&age=25 
If the query string components defined in the Interesting 
URI are “last=Sm' and “first=Joe', the URI will match. 
If the query string components defined in the Interesting 
URI are “first=Joe' and “age=20, the URI will not match. 

0024. The invention permits telecommunications carriers 
and network operators the requisite flexibility and fluidity 
over the actions which occur when Subscriber's trigger 
matches though the URI Matching Engine. All actions per 
formed when URIs are matched by the URI Matching Engine 
are defined by mechanisms labeled as Action Plug-ins. 
Action Plug-ins are implemented as Java classes (or Suitable 
equivalent per the state of the art) conforming to the Action 
Plug-in API and use information from the HTTP request and 
response messages to perform required system functions. An 
Action Plug-in, when triggered by a URI Matching Rule, is 

* (any) 

none 

none 

with a URI Matching Rule, any Action Plug-ins associated 
with the Matching Rule are executed in sequence. Further 
more, once the HTTP Request has been proxied to the Inter 
net/Intranet, upon the return of one or more HTTP Responses, 
the Action Plug-ins associated with the Matching Rule are 
invoked again. The order of plug-in execution is reversed 
when processing HTTP Responses, plug-ins which execute 
first in the HTTP Request sequence will execute last in the 
HTTP Response sequence. Thus, each Action Plug-in will 
have two associated behaviors, one for processing HTTP 
Requests and one for processing HTTP Responses. An Action 
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Plug-in may include definitions of either one of these behav 
iors, or both, depending on the action required to be per 
formed. 

0027. In elucidating the art further, sample Plug-ins may 
include, Age Verification, Opt In, Subscription, Reroute and 
Block. The Age Verification plug-in for instance may allow 
telecommunication carriers to query a Subscriber to deter 
mine that they remain of an age Suitable to view the content 
being requested. When an HTTP Request triggers the Age 
Verification plug-in, the plug-in intercepts the HTTP Request 
and returns a HTTP Response to the subscriber's device. The 
Response consists of a dynamically created page which con 
tains the Age Verification screen and contains a link to the 
originally requested content. The Age Verification plug-in can 
be configured to request verification for every content access, 
only for the first access per subscriber or to request verifica 
tion when a configurable time interval has expired since the 
last age check. The Age Verification plug-in uses the DRM 
cache to store information regarding previous Subscriberage 
Verifications. Likewise, the Opt In plug-in facilitates a 
method of requesting one-time verification from a Subscriber 
that they wish to access certain content. Similar to the Age 
Verification plug-in, the HTTP Request is intercepted and an 
Opt In page is returned. The Opt In page contains a link to the 
originally requested content. The Opt In plug-in uses the 
DRM cache to store information regarding previous sub 
scriber Opt Ins. The Subscription plug-in may enable a tele 
communications carrier to charge for content—or groups of 
content defined as a set of Interesting URIs within a single 
URI Matching Rule—on a subscription interval basis. For 
example, a Subscriber might choose to purchase access to all 
content under the http://footballnews.somedomain.com/ 
website for S5.00/week. The Subscription plug-in will query 
the Subscriber upon the first access to such content, request 
authorization of payment and then allow access to the content 
until the subscription expires. Similar to the Age verification 
plug-in, the HTTP Request is intercepted and an Advice of 
Charge Screen is returned, requesting authorization from the 
Subscriber to apply a charge to their account the value and 
duration of the subscription are defined in the URI Matching 
Rule and passed to the plug-in as parameters. The Subscrip 
tion plug-in uses the DRM cache (explained below) to store 
information regarding current Subscriptions. The Subscrip 
tions plug-in interfaces with the Open Charging (OC) middle 
ware platform and gateway system (represented at 60 in FIG. 
1 to manage balances for prepaid Subscribers, including bal 
ance queries and deductions. Technicians skilled in the art 
will recognize that the invention of present need not be lim 
ited to the aforementioned Open Charging (OC) middleware 
platform and gateway system and other similar network 
implementations may be employed without diluting the intent 
and scope as such. The Subscription plug-in may be config 
ured to intercept HTTP Responses as well. In this state, the 
plug-in ensures that Subscribers are not charged for content 
which is not available immediately after purchase by moni 
toring the HTTP responses for error codes. With this configu 
ration, the Subscription charge is not applied to the Subscriber 
account until it is verified that the content is available to be 
downloaded by the subscriber. If the HTTP Response indi 
cated that the content is not available, a charge is not applied 
and the subscription is removed from the subscriber's 
account. Finally, the Reroute plug-in may readily intercept 
HTTP Requests for URIs which match a URI Matching Rule 
and returns an HTTP Redirect to a URI defined in the URI 
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Matching Rule and passed to the plug-in as a parameter, 
whereas, the Block plug-in intercepts HTTP requests for 
URIs which match a URI Matching Rule and returns an 
HTTP Response indicating that the content has been blocked. 
(0028 FIG. 2 has been provided herewith to illustrate the 
Action Plug-in sequence in greater Sufficiency. (To preserve 
ease of instruction, relevant labels from FIG. 1 has been 
incorporated into FIG. 2). 
0029. With reference then to FIG. 2, when a wireless sub 
scriber requests some content via HTTP210, the URI in the 
HTTP Request matches an Interesting URL in some URI 
Matching Rule and the Blade of the invention (not shown 
here) routes the HTTP Request to the associated Action Plug 
ins for processing. At the first Action Plug-in, the first plug-in 
in the sequence 01, is activated 220 by the invention 100. This 
plug-in 220 does some processing of the HTTP Request, but 
does not return an interstitial screen to the subscriber. The 
second Action Plug-in 02 in the plug-in sequence depicted, 
does not implement HTTP Request processing so it is not 
activated 230 by the invention's logic 100 at this time. 
0030 Still continuing with FIG. 2, the third Action Plug-in 
in the plug-in sequence 03 has an active DRM record for the 
current subscriber so it is not activated 240 by the invention in 
this illustration at this time. The fourth Action Plug-in in the 
plug-in sequence 04 is activated by the invention's 100 logic. 
The Plug-in, intercepts the HTTP Request and returns an 
interstitial screen 250 (perhaps an Advice of Charge screen) 
(if relevant) to the Subscriber. In doing so, the plug-in requests 
that the invention 100 cache the current HTTP transaction 
state so that processing can be resumed when the Subscriber 
clicks through the interstitial Screen. The Plug-in requests a 
URI from the framework and embeds it in an HTTP Response 
which is delivered to the subscriber. 

0031. At 260, the interstitial screen is displayed on the 
wireless subscriber's device. The subscriber clicks through 
using the link embedded in the page by the plug-in. At 270, 
the URI embedded in the interstitial screen causes the inven 
tion to reestablish the HTIP transaction. The Action Plug-in is 
reactivated and notified of the subscriber's action on the inter 
Stitial Screen. The plug-in passes control on, (perhaps) after 
modifying some account data. Then the HTIP Request is 
proxied to the internet 280, and an HTTP Response is 
returned. 

0032. The Action Plug-ins are activated by the invention 
100 for HTTP Response processing in reverse order (i.e. the 
last plug-in to process the HTTP Request is the first plug-in to 
process the HTTP Response). The fourth Action Plug-in 04. 
now therefore becomes the first plug-in in the Response 
sequence 290. (Where this may have been articulated as a 
Subscription plug-in, this processor might ensure that if the 
HTTP transaction was not successful that the subscriber's 
Subscription transaction is rolled back). 
0033 Continuing with the illustration (FIG. 2), the third 
Action Plug-in 03 has an active DRM record for this sub 
scriber, and therefore not activated 300 by the invention 100. 
The second Action Plug-in 03 is activated 310 for HTTP 
Response processing. In advancing the literature and art, said 
plug-in might scan the HTTP Response for inappropriate 
content, or strip images and other media from HTML pages 
for faster browsing. In any case, the modified HTTP 
Response is passed on to Subsequent plug-ins. The final 
Action Plug-in 01 is thenactivated. This plug-in has no HTTP 
Response processor, so it is not activated 320 by the frame 
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work. The HTTP Response is proxied 330 to the subscriber's 
device and displayed to the subscriber. 
0034. Other elements of the invention provides for the 
implementation of novel content Subscription solutions. The 
so-labeled Digital Rights Management (DRM) Cache is an 
articulated repository which stores data relating to each wire 
less Subscriber's access and history of access to content. 
0035) Sample elements of the DRM Cache may encapsu 
late the items delineated in Table 2 (below). 

TABLE 2 
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processing the current HTTP Request once the screen has 
been presented to the subscriber and the desired action taken. 
0038. Furthermore, in alternate embodiments, the inven 
tion has provided telecommunications carriers with the abil 
ity, art and knowhow to provision individual or groups of 
Subscribers into customized groups. Each group defines a set 
of URI Matching Rules which are applied to the traffic of its 
subscribers. With subscriber groups enabled, only those rules 
defined in a subscriber's group are applied to that subscriber's 

Sample DRM Cache Data 

Parameter Description 

Subscriber Each DRM Cache item will refer to the rights of a specific 
Subscriber. 

Content 

which are accessible by the set of Urls which are matched 
he rule. 

Plug-in 
relates. 
A timestamp indicating the time after which the DRM Cac 

will be removed by a batch process. Before a URI Matchin 
Rule triggers an Action Plug-in, the DRM Cache is querie 

Expiry 
DateTime 

there exists such an item, with an expiry date?time in the 
uture and with a status of Active (see next section), the p 
is triggered. 
An integer indicating whether or not the plug-in reference 
he item should be triggered for the referenced content and 

Subscriber. There are two possible statuses, Active and 

Status 

be triggered while an Inactive plug-in indicates that the p 
S 

DRM statuses, the status field is an integer to facilitate the 
implementation of stateful Action Plug-ins. Positive values 
correspond to the Inactive state and a value of zero 

or system use. 

0036. The DRM Cache is used by the invention to deter 
mine when to trigger Action Plug-ins when Subscribers 
request URIs marked as interesting in a URI Matching Rule. 
When the logic of the invention discovers a request for an 
interesting URI, the DRM Cache is queried for any entries 
relating to that Subscriber and content. As each item in the 
sequence of Action Plug-ins associated with the URI Match 
ing Rule is examined, the queried records are examined. If the 
queried records include an item for the plug-in, with Active 
status and an expiry date/time in the future, then the plug-in is 
not triggered, otherwise—either if there is no such item, its 
status is not Active or it has expired—the plug-in is run. The 
DRM Cache may have no more than one entry for any com 
bination of Subscriber, content and plug-in. 
0037 Other elements of the invention being disclosed pro 
vide functionality for the injection of interstitial screens into 
the IP flow between the subscriber and a content provider. 
Interstitial screens are triggered and injected into the IP flow 
by Action Plug-ins which are activated by the URI Matching 
Engine. Action Plug-ins inject interstitial screens into the IP 
flow using the Action Plug-in interface. If the plug-in’s HTTP 
Request handler wishes to intercept an HTTP Request and 
return an interstitial screen to the subscriber, the framework 
provides a mechanism for allowing the plug-in to resume 

The content referred to by a DRM Cache item is that which is 
specified by a particular URI Matching Rule - the resources 

by 

le 

9. 
for 

by 

corresponds to the Active state. Negative values are reserved 

The plug-in which created the DRM Cache item and to which it 

em is no longer valid. DRM Cache entries which have expired 

entries that match the particular subscriber, content and plug-in. 

ug-in 

Inactive. An Active item indicates that the plug-in should not 
ug-in 

hould be triggered. While the invention may inevitably only two 

traffic. Where simplicity lies at the heart, innovatively, a sub 
scribergroup is merely defined as a subset of the URI Match 
ing Rules configured within the logic of the computer pro 
gram product which implements the invention herewith 
seeking the protection of Letters Patent. Each subscriber is 
associated with one group. When the invention evaluates a 
requested URI to determine what actions to trigger, only 
Interesting URIs associated with URI Matching Rules in the 
Subscriber's group are checked. One group may be defined to 
be the default, and will be applied to all subscribers who have 
not been provisioned into a subscriber group. 

1. A middleware platform in a middleware gateway system 
having 

a carrier network for carrying traffic to and from a wireless 
device connected to said carrier network; a second net 
work for providing content in response to a content 
request from said wireless device; 

said middleware platform configured to connect to said 
carrier network via a first link and configured to receive 
said content request from said wireless device via said 
first link, said first link comprising a connection between 
said middleware platform and an access gateway point 
associated with said carrier network; 
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said middleware platform further configured to connect to 
said second network via a second link and to carry traffic 
between said carrier network and said second network; 

said middleware platform configured to maintain a record 
containing at least one predefined identifier and to per 
form a determination as to whether at least one of said 
content request and a response to said content request 
includes content that matches one or more of said pre 
defined identifiers; 

said middleware platform further configured to rate said 
response and to perform one or more of blocking, embel 
lishing and re-routing said response based on results of 
said determination; 

said middleware platform further configured to connect to 
a billing element via a third link discrete from said first 
and second links, for managing a subscriber account 
balance in association with said at least one of blocking, 
embellishing, re-routing, and rating; 

said middleware platform additionally configured to con 
nect to a service control point via said third link for 
deducting a balance from a prepaid wireless account 
based on said rate. 

2. The middleware platform of claim 1, wherein said iden 
tifiers include communication protocol headers associated 
with said content which are generated by and directed to said 
wireless device. 

3. The middleware platform of claim 2, wherein such com 
munication protocols comprise at least one of hyper-text 
transfer protocol (HTTP) and Session Initiation Protocol 
(SIP). 

4. The middleware platform of claim 1, wherein said pre 
defined identifier comprises rules loaded into logical memory 
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of said middleware platform, said rules including at least one 
of a protocol, a domain name, a port, a path and a query string. 

5. The middleware platform of claim 4, whereupon loading 
the rating rules into the middleware platform, a set of system 
level triggers are armed to detect the content request being 
received at said middleware platform and to determine 
whether said request includes content that matches one or 
more of said predefined identifiers. 

6. The middleware platform of claim 5, wherein said trig 
gers are real time triggers on the basis of characteristics of 
said content request, said characteristics including at least 
one of (a hostname, a port, a path, a filename), and a protocol. 

7. The middleware platform of claim 5, wherein said 
middleware platform is configured to maintain a logical deci 
sion tree based upon said rules. 

8. The middleware platform of claim 7, whereby said con 
tent request is comprised of packets and each of said packets 
are analyzed according to said rules. 

9. The middleware platform of claim 1 wherein said iden 
tifier is an Interesting Uniform Resource Identifier (URI). 

10. The middleware platform of claim 1 wherein said 
middleware platform is further configured to perform digital 
rights management in relation to responses to said content 
request destined for said wireless device. 

11. The middleware platform of claim 1 wherein said 
embellishment comprises said middleware platform being 
configured to provide an interstitial screen to said wireless 
Subscriber device prior to permitting said response to be 
delivered to said wireless device. 

12. The middleware platform of claim 11 wherein said 
interstitial screen advises a subscriber of said wireless device 
of a charge associated with providing said response. 

c c c c c 


