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(57) Abstract: A managing device according to an embodi-
ment is connected via a first network to a measuring device
installed for each user. The managing device is also connec-
ted via a second network to a service providing device man-
aged by a service provider. The managing device includes a
class creating unit, a first key creating unit, a class transmit-
ting unit, and user secret information transmitting unit. The
class creating unit uses a service-providing-device identifier,
which is stored therein and shared with the service providing
device, to create class information. The first key creating unit
uses the class information and a measuring device individual
key, which is stored therein and shared with the measuring
device, to create a user key. The class transmitting unit trans-
mits the created class information to the measuring device
via the first network. The user secret information transmit-
ting unit transmits the created user key to the service provid -
ing device via the second network.
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BER2 1 0lF. Y —ERXRHEEHFFAGG | DEY—ERXRHEES O
EHBLTRBTZENTEDS, Y—ERBFHRMBIM2 1 11k Y—ER
ERBT IV —ERREEBS OO —ERRHEBHEIFAGG | DAY
—EXIEWETEE2 1 ONSEIST 5, —EXIBEMEVSER2 1 11F, H—
EXRHEEES O LBESLEBEBENOIEBLEY., ARXLV—9DBAANLEY
THIEILLY, HBETEIH—ERRBEBS OOBHREMS L THY—ER
RUEBHEFTAGG I DERRLTEHLL, HDIWE, H—ERIEHRIE
W21 1k, ARV —F ELIEHABOEBI S —ERRBEBHFFAG
GIDZEEIRSLTHLIV, T F—ERRHEELS OBICERS Y —
EXIRHEEHFFAGG | DZEBEE2 ONER L TH—ERIEHREE
B2 1 0ICEBIETELL,

I—HEREGER2 1 21k, H—ERABHRIMEE2 1 1 ICLYREINL
H—ERREEBHINTFAGG | DICHBRT 2 —ERRHEEBES OH,
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—EREZRBTIRKERZ 2O —PEREET 5, 1—FIFEHRE
/BE2 121, WHTEY—ERARHEES OMSKESELBEGEICLYI—Y
BHREDMBLTHIWVWL, ARV =P —PEREAALTELIVL, K
KROLA—YHERETORELTVWTH L,

BAERE2 1 3, Y—ERBHRIGE2 1 1 ICLYEBIhAEY—EX
RUHEEHNTFAGCGG I DBLVER r ZBWVWT, BERs 2EXT S, B
ERE2 1 31E. —fHlE LT FEOR (1) IKRTEEICLYEBHRs &
EXY B,

s=H1 (AGGID, r) - (1)

BHH1T (x, y) Id. x&y&ZEAAE LT 1 DDEZEKT 5EK
THd, BEHT (x, y) G x&y & ANEETZ—FHAMRERTSH
>T&W, —AEEEBE. —Hl&LT. sha—1, md5, sha2b
6F/ldsha3—256FTHb, . BEH1T (x, y) IF. x%zi#
CYEAYE—VELTANTIRAENY D aBRTH>TH LW, 8B
ENy Y2, —BlELT, hmacEiklidomacEThsd, i,
BEH1 (x, y) & x&y&ZEFLEEY MIZANET DEEEE
ERESETHoTH IV, BEEKEMSFIE. —Fl& LT Hash DRB
G. HMAC DRBGZ/&IECTR—-DRBG%ETH %,

A rid. BEENMHAT L EHPRBELETHNEEDL D RMETH >
THEW, B rid. —Fl&E LT, ERINLEEOYENLIRDE WV Z 5
MTH2ELTHEONIMBEABTH>TLN, F BlErid. —fHleLT

r2012%1814). 14:35:46, 1,/1,/2012] ., &F
7oid, UN I X (B85ZEE) B5% (1970F181HOBOSOM (GM
T)) EroRBLADBEFEORZIBRTH>TH LW, Tk ELE rid.
EHFRICERALEESRs., 1—YREku, 2—YEHNFUKID, B&
U, IhHohbiFEy MlZEER U TREELBERSICAAN L EHDER
TH>THLW,

BERE2 1313, BEBEB2OMMERINTWEIREZLIIBEE /F
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ZNLTEEINZIEENSZFE LLBEREZTICELE r ZHER L TH LU,
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HMHEUG U BRIB R Z B AEL R ENRSICAN L THAShEZ, B8 r
ELTHWS,

BEH. BEMREB2131d. ERULAFEICLIST., BERs 2EE r OH
MOERLTHLN, L. TOFEICIEK, BEKE2 1 31F. B s
O H—EARHEES OBICELQD LD ICERT 2LENDH S, FEEMED
2131 BIAE, BEHRs 2ENTHEIC. ERDZT—ERRHEES O
AofEE#HRs S L. BUTHZ I EEZRAMLAEESEICIE, BELBZERKL
BELTH LU,

F1EUASIERERE 2 1 413, 1—HEIC, 1 —YEHR. HAEEERR
k SMBLVEHAIEBHINFSM I DOMHAERET S, chickY, £15t
RIBERECIEER2 1 413, EUAIRERERIFE K SMBE L VEHAIERERHEIFSM |
D%, SHAIREBS O HBLTRRBTZIENTES,

MFEEB2 1 51%, I—HYEHRIEE2 1 2ICLYRBIN I —HYERE
ZITE B, LT, MFRER2 1513, B EHUBREIEBI2 14056, FiF
WMo/l —HREHREMEAICINAFHREBERERE K SME L UEHRIEEHB
TSMIDAEFEAET, MFEE2151F, —Hl& LT, SR>z —HIF
WMORKEOREZS L MERTE. B 1EHRIEHRDCEER2 1 4ICEEI AT
—FERORRBORES L CEMEALEBR LT, —HLAI—FBHRICH
IS O NEHAIREREBE K SMB L UEHAZEHRFFSM | D%=FHAH
ERS

FE1HEXRI2 161, MFBE2 1 5ICLYFmAREINLEHREEERH
k SM, & BEXE2 1 3ICLYERINAEEBRs #AVWT. 21—
Yk uZzEWT 5, F1THRENRB21 6. —Fl&LT. FaeoR (2)
IKCRTREICLYI—YRKUEERT 5,

ku=H2 (kSM, s) - (2)

BEEIH2 (x, y) Id. x&y&ZANELT, 1DODEEZEKT HEH
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6F/ldsha3—256FTHb, . BEH2 (x, y) IF. x%zi#
CYEAYE—VELTANTIRAENY D aBRTH>TH LW, 8B
ENy a8, —FlELT, hmacFikidomacHEThd,

1SR TEMRI2 1 71, RFRLL2 1 5ICLYGHEINALEHEE
HWAFSMI D, BLU, BEME2 1 3ICLYERINARERBRs AL
T I—YEFFFUK I DEERT 2, F1EHFEXE2 1 7. —
Bl LT, TEOR (3) IKRTEEICLY I —FREEIFUK | DE4RK
75,

UKID=H3 (SMID, s) - (3)

BAHHS (x, y) & x&y&ZARNELT, 1DDEEZEKT 5EH
Thd, BHEHI (x, y) d. x&y&E ANEETZ2—HAMRBHRTSH
>T&W, —AEEEBE. —Hl&LT. sha—1, md5, sha2b
6F/idshal3—256%FTH3, k. BBHI (x, y) & xZz§
CYEAYE—VELTANTIRAENY D aBRTH>TH LW, 8B
ENy a8, —FlELT, hmacFikidomacHEThd,

BB FAEMB2 1713, BI1EERB21 6T —FRkuztER
TEEIC, WKT221—FEENFUK I DELERT S, ThAbs, 21—
BEEBNTFUK I DI, 2—HRKuBICERSETHY., 21—k uzdH
Y Bi1EHRE LTHEET 5,

BE. B1RENTER21 713, EA21—HEENFUK I DAL
Y BIBEIC. B—0REBEHs #AVWTELL, L. B1EEBNFER
21 7%, EHAEESFFSM I DEIC. BEA4Z1—YEHNFUKID
ZERLATRERSAW, toT, BBHS3 (x, y) i xZEHIRE
#AFSM | DOEREICHIR L ZBZEICEFMEZmA I RITRIER SN
o Floi A—YEKUuEERT ZRICAVIERRs &1 —VEHHNFUK
| DZERT DBRICAWVSEEFRs BER>TVWTH LW, TODFE, &E&E
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SEE2 1 8 Tk, I—YEADERBHR s & 1 —VEBIHFHROBISHRs & %
XA L TEHAIZE 3 O IEET %,

H L. EBHS (x, y) PEFAUZ/ELIGVEEICIE. EEEE20

EETRIEZBEIOLDETHETZ2FOESOLNALTIT) XLT, FHAIKE
el FSM I DEBICELQZ1—F@##FUK I DEZERIETHLWL, B
18R FAEKER21 71, —fBl&LT, H3 (SMID 1, s) =H3
(SMID 2, s) 2#%/~9FSMID 18LUPSMID 2p»EFELE
mEe., BEKE2 1 3EZMTHT, £LT. £ 1HEHBIFEKE2 1 7 (3.
EEREF213ICH3 (SMID 1, s”) #H3 (SMID 2, s~
) ERBFIAEERs T AERIT. FLoEBRs T ERAVWTCI—YE
BMAFUK | DEERT 2.

TEEEER2 18Ik, BERIL2 1 SICLYERINFEIFHRs #EEE X
YRT—V60ENLTHUEBIOAEEETD, TOBEBICBWT, &
EEE2 1 8k, BHEOEHAEBIOICR LTHA—DERBHRs 5. AL~
WFFvAMILY—FELTEBLTHLIL, ThICLY, EEER218
i, EEBAICDRVWBERER CTREBRSs 2 TN ThOFHAIERE I 0ICEET
BTENTED, -, BEEEL2 1813, BEIKIKUT, thoBRsE%E
ZXYRMNT—UB60%FNLTEHAEEIOANEEELTH LWL, FEXETF2
1813, —fl&LT. BEFWBZERT ST Y RZEHAIRE 3 ONEEF
LTHLW,

I—HRBEREEIL2 1 9%, F1HEHEKIL2 1 6 BNER LA —H5

u, B1THEEFERIB21 THMERLAEI—YREFNFUKID, B&
U, WihT 21 —HPBHRE., DRRXYMNT—VT0ENLT, WKTHH—
EXIRHEEES ONEEET 2, TOBEICHVT, I—FRBEIFHREEIH
2191F, 1—¥@#ku, I—YEHFRFUK | DELVI—HBERERES
EBEEEZAVWT, F=FICH L THEL LT —EXRHBEES OANEE
59 %,

BB, I—YMBBEREEL21 91k, y—ERHEBESOICLY 21—
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YHAREARETHNIE, I —FBRO—IOAEEELTELIWVL., 2—Y
BEHRUADBRIIBER A EE L TE LV, I—FERUAOHFIBEREEET
e, 1—YIERINEGE2 1 20 Y—EXRHEES 0L S FHHFE
HEI—FEORBERERTEREZELTVWTH LV L, 2 —HIFHRE
BER2 1 24, HREHRE I —FEONBERERTBRELERLT. T
H—EXREEBS OICEEFELTHEVTHLL,

T, A —YHBBHRERFER2 1 91k, EHOI—FICH L THTICANIE
EEFTBEAICIE. 1 —F#Kku, I —FEENFUK IDBLY1I—Y
BRMOMEBMLAERT V2 —ERARHBEES OIKEFLTE LWL, &
foo A—YMBBEHREREE2 1 913, EEINABRI LY —ERRHBEE
50N 2—HA2/FETELHATHNE., T—FBERELITHBHREEE
LAl THLW, Bz, 2—YRBEREEHR2 191, 1—HRkud
FUTI—HFREBHFUK | DOME, 1—HIEROIBORKEODKELS %
HENICHERELIEFTHRMLRT -V EEELTE LWL,

Fro. I—UMEIBHEEIE2 1 91, HBIKL T, hoBHRELRT
YRT—=U 70N LTH—EARFEES OICEFELTH LW, 1 —HH
BIFMIEEE2 1 913, —fFl& LT, BEFUEEERT 2V RaH—E
AREEBES OICEBELTH LU,

E1EFEEIL220E, 1 —YVRKuZEHFITI2HENELNEDL %
g 2, B1EFEEIL2201%, —Fl& LT BRRICEFLTIHL—FE
ORFEN’RE L BEE. Thid. FOEDLNILANRY MBIRELLBEES
IKA—YRKUEZEFILI2HENE LT 5, I LIS, EAFRMICIE.
BIZIE, 1 BEFHIEE2 2 01d, FHAIKE S O DARIEHRMA CDERT
AVWLNEY -4V RBE | OF—N—70—-DNRELELBE. 1—FHkK
UICDWTEBRIICERESNABMBARNRT LABEE. 21—k u DRE
MEDBEREZZ T IFBE. T, FHAZERERE K SMAEFHFINEZE
FIS, YR UEEHITINENE UL LIBT3,

B1ERMEEEB2201F,. I —YRKUuEZEFTILENELCLBZEICIE
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 B1EHRE2 2 1ISRMT %, ARRERBICEWTIE. B 1 EHHIHEE2
201k, I—FRKkuZEHFITIHENELCTVWAWVEEICIE, £ 1 EHE
221 IIRLT, ENODEFBR 757 2HA L. ENUADIZEICIE,
BIEHFIM221ICH LT, BN 1 OFEFEMN T ST E2HNT D, I I,
B EHEIEE2 201, B1EHBL22 1 B"EROAETLI—FRKkuE
BHTDIENTEDZHEICIE. BFAEZEREL. B1EHFWB2211CE
HMALEBMLTELW,

B1EFH22 11, B1EFHEL220Hh 51 —FEK uDEFORE
MaE2UBe BIAE EX1OEFRMI S /520l ok58) . &
ERER2 13, B1HEERI2 1 6HLVE 1 EERNFERL2 1 7 21
Hd, TLT, B1EMIB22 113, BEKE2 1 3ICHEERs 2F]HFIE
CEBTREERE216ICI YRk uEFHIE, £1 BB TFEKI21
7IC2—YHEEBNFUK | DEEHIH S,

BT 50, BEKE2 131, Y—EARHEEHNFAGGC I D%
AVWTHLLABEHRs #EMT 5, /. B1TEERI2 1 61k, FHAEE
BB Kk SMB L UHFHLRERBERs ZHWVWT, LI —VRKUEERT
b, Ffo. B1HEEBRNFEKRER2 1 7%, FUARKERFFSM I DELUH
FoREER s AAWT, FiR1—HRENTFUK I DEERT 2,

ZLT, EEEB21 8%, Fich@EBERs 2BEERXY NI —V60%
NUTEHUEBI OANEREET S, DA, BEEL2 1 81%. BEFais
TTZATY REFHAEBES ONEEFELTH LWL,

T, A —YWBRBREEIL2 1 91k, FRI—FEKu, FHALh1—
TRFHBBHFUK I D, 8L §hT21—FEHRE. 2Ry vT7—07
0ZNLT. WIST BT —ERARHEEL ONEXEET D, 2DHE, 1—
PBEREFET2 1 91, EFEERTZ2IYY Fa Yy —EXRHEES
OANEEEBELTE L,

5%, B1EEBEICHRIFHIEZES ODEXRERTRTH D, HAILK
B30, EREE3I 11 &, BEHABREREES 12 &, F2HERE
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[0074]

[0075]

[0076]

[0077]

[0078]

313&, F2HEHRIFEREI 14 &, B11—FIFHRIIEIH3I 16 &,
MEPEERERS 16 &, B1 -V XABESEIRE3 17 &, EHAE3 18
&, BEERER3 1 9 &, EHRANBHREEER3 20 &, F2FHHEIMEEE3 2 1 &,
B2HME3I 22 & %RA B,

BZER3 1 11k, BRHRs 2EXEXRY M7 —V6 02N L TEEKE
200 5%ETDH, B2EHAIBIREIEER3 1 213, HEXEHAEE 3 0 DFHA
EEM@p#EKk SMBLUEHREERMF FSM | DZERIRT %,

B2REMERS 1 31, F2FHABRRECIBE 3 1 2 ICERBINAFHREE
BRIk SM, LU, BZEE3I 1 1ICLYZEINLERBHRs ZAVWT
II—YRKUEENRT S, B2RENII 13, EEREE20DB1H#
ERER2 1 6 HNT HRREB—DERIFONDFERICLY I —F#EkK
UZERT S, B2REMER3 1 31, FI1REXI21 6 F—DULEE
EITLTHLWL, BERIBLEEZRITLTH L,

B2RERTFEMER3 1 413, FR2EHABHREIEE 3 1 2 ICHRBI NG
AEEHHFSMI D, BLY, BREMI 1 1ICIYREINLEBES
ZRAWVWT, I—U@E#FFUK | DEERNRT 5, F 28R FEXIR3 14
iZ. BEEKE2 0DH 1 BHHFENI2 1 7HAHANTHBREA—DER
NEONDIFEICLY I —FREERFUK | DEERT S, 528 HANTFE
BRER3 1 413, 1@ FER21 7 &A—DOMEBEZETLTELIWVL
. BEEREERTLTELL,

B 1—IERECIEER3 1 518, E2REME3 1 SNEX LI —F8R
kK uBLCE2RHFNTFERNS 1 4D EK LI —FREBFFUK I D%
iEIRY %,

MHAEAERKRERS 1 61k, 21—k uNEFIN/LIBE. FSABHEMAC
TERTDEHDICAVWVONDY TV RES | DYHEZENRT %, FIHE
ERER3 1 61F. —HlELT, j=0FkiFj=1ELAMHEZERLT
W, Ff, MEEERERS 1 613, BHIBRWAIREMEDRAEZHES L
THLWL., BHEMBPEE LTH LN,



WO 2016/042664 18 PCT/JP2014/074872

[0079]

[0080]

[0081]

[0082]

[0083]

B1Y—VABESEHEBE3 1 71, GERABEBMACEZENRKT 57-0ICH
WoNBY =TV AES | DREDEZEEY 5.

EHAIER3 1 813, FEXRENSI—FICREI NSV —EXORROYIEE
ERIFHABEERERMZEET 2, AERERICEWVWTIE, FHRIER3 181k, 1
—PHNMERTBBBEOENEAZEZEHAEEm & LTEEY 5, HRIERS
1813, —ENHEURREBOENEREZREL THLWVWL., BEEE4SO
DOREDERERIERICBNERAEZREL THLWL, EEEE20
DOHEHREROIT Y REZITERBEICENERAELINELTH LW,
F/c. FHAEE3 1 81k, BEBEEB20A/5DIATY RIIGLT. BAERE
DINEDHEBEL PR TZLTH LW,

SEARER3 1 91d. EHAIER3 1 8ICL YES I NAEHRIEERm, 11—
BERECBER3 1 SICEREI NI —FEKk U, BLT B1V—FVRES
SEIRER3 1 7ILEBBINAY TV RABES | £BWVWT, EHAIBHRmOELM
ZFIPAY ZEERIEHRMA CZ AT 5, EEERER3 1 91d, —fl& LT, T&d
DX (4) ICFRTEEICK YEIRBEBRMACZEMRT %,

MAC=H4 (ku, m, j) - (4)

BHH4 (x, v, z) lE. x&y&zZARNELT, 1 DDEEEKRT
5EHTHD, BEHLE (x, vy, z) & x&yEzZ ANEETE—FH
MYERETH> TLW, —AMHERHIE. —fl& LT, sha—1, md5b
. sha256%/~i3sha3—-256%ThHd, T/~. BEH4SL (x, vy
, z) iE xER. yEzEEERBLAEXAYE—VE LTARNTBHELEN
YA THOTELWL, BNy aBERL. —Hl&LT. hmac
FhldomacEThHd,

F/o. FFEAER3 1 91, FEABHMACAEERTZEIC. B1V—4T V2R
BSREES 1 7TIKRBBINTWEY -V RBES j 2B F T2, ¥—TV
AES jIE, ARABBMACZERT Z2BICENEN (FLEEDVTE) &
STHY., HIZIE, FAERBEHRMACEZERT 2EIC1 T DIEMT HETH>
TH, 1 FORVTBETH>THLL, Fhoo BTV 2BSEED
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ST17THBEICFER LAYV RABES | 22 CRIEBELTE X, FAHBR3 1
ON, BEICERBLEY—FTVABS | ERERDIERDEEZY—TVRE
FiELTERLTH LW, /o GEAAER3 1 913, SOOEMICLY. R
EH2WNEEHERET D 7ILT) ALICE > TREIN—ELREUUKET
=V RAEBS | PEFTELRVWEE BIAE., #—1"—70—-7F52&%
BRELAEBE) . BRI CERVWCEART IS VAFTEBEB20ICERELT
SR AN

A#. EEPBBER3 1 91, FEFRBSEHRMA CELRT BIBAIC. 52 BAERED
S313BLVE2HEBRNFEXRIIT142HUELT, I—HFEB Kk ub LV
I—HYEEBRFUK | DEERIETEHELL, ZDBE. EHAEES 0.
B 1 —HIEREEEI 1 52 EALRVWERTH > TLL,

EPAIBEREEER 3 2 01d. EHRIEH M, FAABHRMAC, -5V 2X&ES
] BLTI—TREBRIFUK I Dz, BEREL4O0ICET, BERKE4SO0IF
. EPAIERE 3 O o RZITE - E0AIEERm,. SERBEHRMAC, P —4F U R&E
5LV —YHEREFNFUKIDE, RRRXYMNTI—2T70ZNLTH—
P RIBHEBL ONEEET B,

BB, EHANBMIXEEE3 201k, BEIKIGLU T, HOEHREERFELEES O
BLUPRRRY bT—0T70%N LT, Y—ERRBEEKBES ONEEBLT
LW, BlZIE, FHANEERIEEE3 201k, 1 —HE Kk uNEFHFIN-EE
IKHBEWT, EHAIBERmEE EHICERBEREZTRI IV Y FEaT—ERRHE
BB OANEEBLTHLL,

EB2EFHEEIM3I 2 11E, 1 —YVRKUuZEFITI2HENELNEDL %
YIRS %, AEBMEBICEWTIE, S2FHEMEER3 2 11, BZEHI 1
1 1 EBR s 22ELEBE. 11— TR UEERTILENE U &Kl
§5, £, B2EHFHEE3 2 11F, FHAEES OMIMREL TV R IER%
AWTEHFONHEEZHBTLTE LW, BIZIE £1 -5 XAESEIEED
31T 7IKEBINTVWRIREDY—FVRAES j A, ROAZLEEFORDS
NEFZILT)XLICEYREI N —EOHEZBADEA—/1"\—70—-F 3
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B2EMEEII 2 113, I —YRRK UZERTIVENELLBEICIE
. B2EFEI 2 2IBMT B, AEMBBREICSVTIE, B2 EHFIEIES
211, 2—FRKkuZEHFITIHENELCTVWAWEEICIE, 52 FHE
322ICWLT. ENODEFRHM 7SV E2HEAL. ThUADIFEITIE.
B2EFE3I 22ICNL T, EX 1 OEIFBN 757 2HNT B, I HIC,
B2EMEEIEI 2113, B2EFHI3I 221’EBBOAETI—FEku %z
BFHITHIENTEZHEICNE., BEFAEZREL. F2FFE3 2 2ICE
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WO 2016/042664 21 PCT/JP2014/074872

[0093]

[0094]

[0095]

[0096]
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BLUa—YiEHRE, BEEB20NOARRXY NTI—VT0ENLTEE
T2, COBEIKBVWT, I—YREBFRIEIS 1 11E, 2—FHk u,
I—HYREEHNFUK | DBLVP1—PEREBSLERBEZICLY. E=FEIC
Xt L CHEL LTRIET 2,

B2 1—HIBMEESS 1 213, Y —ERRHEE L O SIBRULIEY
—EXERHT 21 —YEIC. 2 —YMBEBERZEIME 1 1ICLYZEIH
. BEEFEHRMAMES 1 5ICLYIBFBERSLCER7 S /2M4mEInk. 1
—HRKkuBIVCI—FEBHNFUK | DEFISMNITTCRIET S, T T
B2 A—HIEMEEIRERS 1 21, EFIBEHMMAMES 1 5L —FHEK
UuBLUF/-RI—HREENFUK | DOMEZEIE2FE. BICEEES
NTVWEI—FRkuBITI—HEHFFUK | DOMZHIBRETICET
o 2T, B21—HWIFMIIEERS 1 213, 1EHOI—FIIH LT, 21—
PRk uEI—HRERNTFUK | DEDEEBEHERL TWIBENH D,
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