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(57) ABSTRACT

Methods and apparatuses are described for secure transmis-
sion and authentication of a user credential. A device com-
prising a memory, a processor, and a laser diode identifies a
first user credential comprising a sequence of alphanumeric
characters, converts the first user credential into a first
plurality of analog signals, and activates the laser diode
using the first plurality of analog signals to emit light
detectable by a emitted light sensor of a second device. The
second device comprising a memory, a processor, and an
emitted light sensor generates a second plurality of analog
signals corresponding to light emitted by the laser diode and
detected by the emitted light sensor, converts the second
plurality of analog signals into a second user credential, and
authenticates the second user credential.
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Identify a first user credential comprising a sequence of alphanumeric
characters 202

Convert the first user credential into a first plurality of analog signals 204

Activate a laser diode using the first plurality of analog signals to emit light
detectable by a sensor 206

Generate a second plurality of analog signals corresponding to light emitted
by the laser diode and detected by the sensor 208

Convert the second plurality of analog signals into a second user credential
210

Authenticate the second user credential 212

20 FIG. 2
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Identify a first user credential comprising a sequence of alphanumeric
characters 202

Convert the first user credential into a first plurality of analog signals 204

Activate a laser diode using the first plurality of analog signals to emit light
detectable by a sensor 206

Generate a second plurality of analog signals corresponding to light emitted
by the laser diode and detected by the sensor 208

Convert the second plurality of analog signals into a second user credential
210

Authenticate the second user credential 212
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1
SECURE TRANSMISSION AND
AUTHENTICATION OF A USER
CREDENTIAL

RELATED APPLICATIONS

This application is a continuation-in-part of U.S. patent
application Ser. No. 17/687,549, filed on Mar. 4, 2022,
which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

This application relates generally to methods and appa-
ratuses, including computer program products, for secure
transmission and authentication of a user credential

BACKGROUND

Modern computing systems almost always require a user
to authenticate to the system prior to allowing access to
certain functionality or data. Typically, a user must supply a
unique credential (e.g., username and password) to the
computing system, which then verifies that the credential is
valid. Users often need to satisfy a set of defined criteria
(such as length, at least one uppercase and/or lowercase
characters, at least one number and/or special character, etc.)
when setting up a user credential, e.g., to meet a minimum
level of security required by the computing system.

In many cases, such user credentials are cumbersome for
users to create and/or remember in the future. Users must
frequently supply their user credentials to the computing
system in a manner where they may be seen by bad actors.
Furthermore, transmitting encrypted or unencrypted user
credentials to remote authentication systems for verification
uses communication networks that can be compromised or
eavesdropped in order for others to intercept and misappro-
priate the user credentials. Also, some systems require users
to provide not only user credentials, but also satisfy require-
ments of existing user verification or challenge-response
services, such as CAPTCHA (www.captcha.net) or reCAPT-
CHA (google.com/recaptcha/about). However, the use of
such challenge-response services adds another layer of com-
plexity to the authentication process, and can be limiting to
certain individuals that depend on screen or assistive
devices.

SUMMARY

Therefore, what is needed are methods, devices, and
systems for secure transmission and authentication of a user
credential via the generation of analog signals transmitted
using colored light pulses from a laser diode and detected by
a corresponding sensor device. The techniques described
herein advantageously provide for user credential creation
and transmission using analog signals that are difficult to
reproduce and are not susceptible to interception via a
communications network. In preferred embodiments, the
laser diode and sensor device are encapsulated within an
opaque housing that prevents visual observation of the laser
transmission (thereby providing further security) and also
shielding the sensor device from atmospheric light to pro-
vide for improved pulse transmission. Furthermore, the
methods and systems described herein beneficially allow
users to provide credentials for access to computing systems
and functionality without the need to create, remember, or
repeatedly enter specific credentials moving forward.
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The invention, in one aspect, features a system for secure
transmission and authentication of a user credential. The
system comprises a first computing device comprising a
memory, a processor, and a laser diode. The system further
comprises a second computing device comprising a
memory, a processor, and a sensor for detecting emitted
light. The first computing device identifies a first user
credential comprising a sequence of alphanumeric charac-
ters, converts the first user credential into a first plurality of
analog signals, and activates the laser diode using the first
plurality of analog signals to emit light detectable by the
sensor of the second computing device. The second com-
puting device generates a second plurality of analog signals
corresponding to light emitted by the laser diode and
detected by the sensor, converts the second plurality of
analog signals into a second user credential, and authenti-
cates the second user credential.

The invention, in another aspect, features a computerized
method of secure transmission and authentication of a user
credential. A first computing device comprising a memory,
a processor, and a laser diode identifies a first user credential
comprising a sequence of alphanumeric characters, converts
the first user credential into a first plurality of analog signals,
and activates the laser diode using the first plurality of
analog signals to emit light detectable by the sensor of the
second computing device. A second computing device com-
prising a memory, a processor, and a sensor for detecting
emitted light generates a second plurality of analog signals
corresponding to light emitted by the laser diode and
detected by the sensor, converts the second plurality of
analog signals into a second user credential, and authenti-
cates the second user credential.

Any of the above aspects can include one or more of the
following features. In some embodiments, converting the
user credential into a first plurality of analog signals com-
prises generating an analog signal for activating the laser
diode for each character in the sequence of characters, and
transmitting the generated analog signals to the laser diode.
In some embodiments, the analog signals for activating the
laser diode each comprises a color value and an intensity
value. In some embodiments, activating the laser diode
using the first plurality of analog signals to transmit light to
the sensor of the second computing device comprises emit-
ting, by the laser diode, one or more light pulses correspond-
ing to each analog signal in the first plurality of signals,
wherein the one or more light pulses have a color corre-
sponding to the color value of the analog signal and an
intensity corresponding to the intensity value of the analog
signal.

In some embodiments, the laser diode stops emitting light
for a predetermined amount of time between each generation
of one or more light pulses corresponding to the first
plurality of analog signals. In some embodiments, the laser
diode stops emitting light after all of the light pulses
corresponding to the analog signals in the first plurality of
signals have been emitted.

In some embodiments, generating a second plurality of
analog signals corresponding to light emitted from the laser
diode and detected by the sensor comprises detecting, by the
sensor, light emitted by the laser diode at each of a plurality
of intervals, converting the light detected at each interval
into a color value of the light and an intensity value of the
light, and generating an analog signal corresponding to the
color value and the intensity value of the light detected at
each interval. In some embodiments, converting the second
plurality of analog signals into a second user credential
comprises identifying an alphanumeric character based upon
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the analog signal generated for each interval, and generating
the second user credential based upon the alphanumeric
characters. In some embodiments, authenticating the second
user credential comprises encrypting the second user cre-
dential and transmitting the encrypted second user credential
to a remote computing device for authentication.

In some embodiments, the first user credential is
encrypted prior to being converted into the first plurality of
analog signals. In some embodiments, the first user creden-
tial is stored in the memory of the first computing device. In
some embodiments, the first computing device comprises a
user input mechanism that, when activated, initiates the
identification of the first user credential. In some embodi-
ments, the sensor comprises a solar panel.

The invention, in another aspect, features a system for
secure transmission and authentication of a user credential.
The system comprises a first computing device comprising
a memory and a processor, the first computing device
coupled to a laser diode and a first ambient light sensor
within an enclosure. The system comprises a second com-
puting device comprising a memory and a processor, the
second computing device coupled to an emitted light sensor
and a second ambient light sensor within the enclosure. The
first computing device measures, using the first ambient
light sensor, a first illuminance value of ambient light in the
enclosure. The first computing device converts a first user
credential comprising a sequence of alphanumeric charac-
ters and the first illuminance value into a first plurality of
analog signals. The first computing device activates the laser
diode using the first plurality of analog signals to emit light
detectable by the emitted light sensor. The second comput-
ing device generates a second plurality of analog signals
corresponding to light emitted by the laser diode and
detected by the emitted light sensor. The second computing
device converts a first portion of the second plurality of
analog signals into a second user credential, and authenti-
cates the second user credential. The second computing
device converts a second portion of the second plurality of
analog signals into the first illuminance value. The second
computing device measures, using the second ambient light
sensor, a second illuminance value of ambient light in the
enclosure. The second computing device compares the first
illuminance value and the second illuminance value to
determine whether the illuminance values match.

The invention, in another aspect, features a computerized
method of secure transmission and authentication of a user
credential. A first computing device comprising a memory
and a processor, and coupled to a laser diode and a first
ambient light sensor within an enclosure, measures using the
first ambient light sensor a first illuminance value of ambient
light in the enclosure. The first computing device converts a
first user credential comprising a sequence of alphanumeric
characters and the first illuminance value into a first plurality
of analog signals. The first computing device activates the
laser diode using the first plurality of analog signals to emit
light detectable by the emitted light sensor. A second com-
puting device comprising a memory and a processor, and
coupled to an emitted light sensor and a second ambient light
sensor within the enclosure, generates a second plurality of
analog signals corresponding to light emitted by the laser
diode and detected by the emitted light sensor. The second
computing device converts a first portion of the second
plurality of analog signals into a second user credential, and
authenticates the second user credential. The second com-
puting device converts a second portion of the second
plurality of analog signals into the first illuminance value.
The second computing device measures, using the second
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ambient light sensor, a second illuminance value of ambient
light in the enclosure. The second computing device com-
pares the first illuminance value and the second illuminance
value to determine whether the illuminance values match.

Any of the above aspects can include one or more of the
following features. In some embodiments, converting the
user credential into a first plurality of analog signals com-
prises: generating an analog signal for activating the laser
diode for each character in the sequence of characters;
generating an analog signal for activating the laser diode for
the first illuminance value; and transmitting the generated
analog signals to the laser diode. In some embodiments, the
analog signals for activating the laser diode each comprises
a color value and an intensity value. In some embodiments,
activating the laser diode using the first plurality of analog
signals to transmit light to the emitted light sensor comprises
emitting, by the laser diode, one or more light pulses
corresponding to each analog signal in the first plurality of
signals, wherein the one or more light pulses have a color
corresponding to the color value of the analog signal and an
intensity corresponding to the intensity value of the analog
signal. In some embodiments, the laser diode stops emitting
light for a predetermined amount of time between each
generation of one or more light pulses corresponding to the
first plurality of analog signals. In some embodiments, the
laser diode stops emitting light after all of the light pulses
corresponding to the analog signals in the first plurality of
signals have been emitted.

In some embodiments, generating a second plurality of
analog signals corresponding to light emitted from the laser
diode and detected by the emitted light sensor comprises:
detecting, by the emitted light sensor, light emitted by the
laser diode at each of a plurality of intervals; converting the
light detected at each interval into a color value of the light
and an intensity value of the light; and generating the first
portion of the second plurality of analog signals and the
second portion of the second plurality of analog signals
based upon the color value and the intensity value of the
light detected at each interval. In some embodiments, con-
verting the first portion of the second plurality of analog
signals into a second user credential comprises: identifying
an alphanumeric character based upon the analog signal
generated for each interval in the first portion of the second
plurality of analog signals; and generating the second user
credential based upon the alphanumeric characters. In some
embodiments, authenticating the second user credential
comprises encrypting the second user credential and trans-
mitting the encrypted second user credential to a remote
computing device for authentication.

In some embodiments, the first user credential is
encrypted prior to being converted into the first plurality of
analog signals. In some embodiments, the first ambient light
sensor and the second ambient light sensor each comprises
a photodiode. In some embodiments, the second computing
device initiates a transaction with a remote computing
device when the first illuminance value matches the second
illuminance value. In some embodiments, the second com-
puting device prevents initiation of a transaction with a
remote computing device when the first illuminance value
does not match the second illuminance value.

Other aspects and advantages of the invention will
become apparent from the following detailed description,
taken in conjunction with the accompanying drawings,
illustrating the principles of the invention by way of
example only.

BRIEF DESCRIPTION OF THE DRAWINGS

The advantages of the invention described above, together
with further advantages, may be better understood by refer-
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ring to the following description taken in conjunction with
the accompanying drawings. The drawings are not neces-
sarily to scale, emphasis instead generally being placed upon
illustrating the principles of the invention.

FIG. 1 is a block diagram of a first illustrative embodi-
ment of a system for secure transmission and authentication
of a user credential.

FIG. 2 is a flow diagram of a computerized method of
secure transmission and authentication of a user credential.

FIG. 3 is a flow diagram of a computerized method for
user credential authentication in a web application comput-
ing environment, using the system of FIG. 1.

FIG. 4 is a block diagram of a second illustrative embodi-
ment of a system for secure transmission and authentication
of a user credential.

FIG. 5 is a flow diagram of a computerized method of
secure transmission and authentication of a user credential.

DETAILED DESCRIPTION

FIG. 1 is a block diagram of a system 100 for secure
transmission and authentication of a user credential. The
system 100 includes a first computing device 102 compris-
ing a CPU 103a, a memory 1035, a credential conversion
module 104a, a laser diode control module 1045, and a laser
diode 106. The system 100 also includes a second comput-
ing device 108 comprising a CPU 110a, a memory 1105, a
signal conversion module 112a, a credential encryption
module 1125, and a sensor 114 for detecting emitted light. In
some embodiments, the system 100 includes a housing 116
(e.g., made of an opaque material) that encloses the laser
diode 106 and the sensor 114 to prevent visual observation
of the laser pulses and to eliminate atmospheric light from
interfering with or degrading the laser pulses.

The first computing device 102 and the second computing
device 108 are hardware devices including specialized com-
ponents and software modules that execute on a processor
103a, 110a respectively and interact with memory modules
1034, 1105 of the respective computing device 102, 108, to
receive data from other components of the system 100,
transmit data to other components of the system 100, and
perform functions for secure transmission and authentica-
tion of a user credential as described herein. As mentioned
above, computing device 102 includes a credential conver-
sion module 1044 and a laser diode control module 1045 that
execute on the processor 103a of computing device 102, and
computing device 108 includes a signal conversion module
1124 and a credential encryption module 1124 that execute
on the processor 110a of computing device 108. In some
embodiments, the modules 104a, 1045, 112a, 1126 are
specialized sets of computer software instructions pro-
grammed onto one or more dedicated processors (e.g.,
processor 103a or processor 110a) in the respective com-
puting devices 102, 108 and in some embodiments the
modules 104a, 1045, 1124, 1125 include specifically-desig-
nated memory locations and/or registers for executing the
specialized computer software instructions.

Although the computing modules 104a, 1045 are shown
in FIG. 1 as executing within the same computing device
102, and the computing modules 112a, 1126 are shown as
executing within the same computing device 108, in some
embodiments the functionality of the modules 104a, 1045,
1124, and/or 11256 can be distributed among a plurality of
computing devices. As shown in FIG. 1, computing device
102 enables the modules 104a, 1045 to communicate with
each other, and with laser diode 106, in order to exchange
data for the purpose of performing the described functions.
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Similarly, computing device 108 enables the modules 1124,
1125 to communicate with each other, and with sensor 114,
in order to exchange data for the purpose of performing the
described functions. The exemplary functionality of the
modules 104a, 104b, 112a, and 1125 is described in detail
below.

The laser diode 106 is a hardware component of comput-
ing device 102 that is configured to receive instructions from
laser diode control module 1045 and generate and emit light
signals based upon the instructions. In some embodiments
(as shown in FIG. 1), the laser diode 106 can be integrated
with the computing device 102. In some embodiments, the
laser diode 106 can be a standalone device that is physically
coupled to computing device 102. It should be appreciated
that in some embodiments, the laser diode 106 comprises a
plurality of individual laser diodes, where each individual
diode comprises a different color (e.g., red, green, blue, etc.).
In some embodiments, the laser diode 106 comprises a Class
2 laser, with an output wavelength of 532 nm+/-10, max
output of <5 mW.

The sensor 114 is a hardware component of computing
device 108 that is configured to detect light signals emitted
by laser diode 106 of computing device 102 and convert the
light signals into analog signals, which are then transmitted
to signal conversion module 112a. An exemplary sensor 114
that can be used in the system 100 is a solar panel. An
exemplary solar panel is a model SC10050, 5.0 V, 100 mA
solar cell available from Leo Sales Ltd. of Richmond,
British Columbia, Canada.

FIG. 2 is a flow diagram of a computerized method 200
of secure transmission and authentication of a user creden-
tial, using the system 100 of FIG. 1. The first computing
device 102 identifies (step 202) a first user credential com-
prising a sequence of alphanumeric characters. In some
embodiments, memory 1035 stores the first user credential
(e.g., password, authorization code, etc.) and processor 103a
retrieves the first user credential from memory 10354. In
some embodiments, computing device 102 receives the first
user credential from another computing device (e.g., a
personal computer) coupled to computing device 102. For
example, a user can provide a user credential as input to
computing device 102 and/or another computing device by,
e.g., typing in the user credential, or pushing a button on
computing device 102 to retrieve the first user credential
from memory 1035. Generally, the first user credential
comprises a sequence of alphanumeric characters that can be
used to uniquely identify a user of computing device 102. It
should be appreciated that the first user credential can
comprise another type of authentication mechanism—such
as biometric information, tokens (e.g., one-time password),
device identifiers, and the like—and/or the first user creden-
tial can comprise multiple different authentication mecha-
nisms in a multi-factor authentication paradigm.

To provide for increased security, in some embodiments
the first user credential can be encrypted either after com-
puting device 102 identifies the user credential and/or upon
receipt of the user credential by computing device 102. For
example, processor 103a of computing device 102 can
encrypt the first user credential using one or more crypto-
graphic algorithms or techniques (e.g., hashing) to generate
an encrypted version of the credential before the credential
is converted to analog signals as described below.

After the first user credential is identified, credential
conversion module 1044 of computing device 102 converts
(step 204) the first user credential into a plurality of analog
signals. In some embodiments, credential conversion mod-
ule 104a generates an analog signal for each character in the
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sequence of alphanumeric characters that make up the first
user credential, which is then used to activate the laser diode
106. Credential conversion module 1044 extracts each char-
acter from the sequence of alphanumeric characters (either
encrypted or unencrypted) and converts the character to an
analog signal that corresponds to a color value and an
intensity value of light to be emitted by the laser diode 106.
For example, credential conversion module 104a can deter-
mine a certain light color and intensity value that is assigned
to a particular character (e.g., lowercase letter, uppercase
letter, number, etc.) and instruct the laser diode control
module 1045 to generate an analog wave signal based upon
the light color and intensity value. The laser diode control
module 1045 transmits the analog wave signal to the laser
diode 106, which produces one or more pulses of laser light
in a color and intensity that correspond to the analog wave
signal for the character. As can be appreciated, the laser
diode 106 can comprise a laser diode driver that provides
current to the laser diode based upon the analog wave signal
(e.g., a sine wave, triangle wave scan, or square wave)
received from the laser diode control module 1045.

In some embodiments, the laser diode 106 can comprise
a tri-color laser light source (red (R), green (G), blue (B))
that can be activated to generate a wide spectrum of colors
and light intensities. As an illustrative example, the laser
diode control module 1045 can be configured to generate an
uppercase letter and a lowercase letter for each light color,
in total that would be fifty-two letters for each light (i.e.,
laser diode). In combination with the three different color
lights, there are 156 elements that can be encoded and
transmitted by the laser diode 106, that is, R-Uppercase,
R-Lowercase, G-Uppercase, G-Lowercase, B-Uppercase,
B-Lowercase. It should be appreciated that the laser diode
106 can be configured to produce any of a number of
different colors of light, including but not limited to red,
red-orange, orange, yellow, green, greenish-blue, blue, vio-
let, and/or combinations of the same. Also, in combination
with color, the laser diode 106 can be configured to emit
varying pulses and/or intensities of light in order to convey
certain characters to the sensor 114.

Once the analog signals for the user credential are gen-
erated by the credential conversion module 1044, laser diode
control module 1045 activates (step 206) the laser diode 106
using the generated analog signals to emit light detectable by
the sensor 114 that is coupled to second computing device
108. In some embodiments, the laser diode control module
10454 can activate the laser diode 106 using the analog signal
for each character and include a delay (e.g., 10 ms) in
between activation of the laser diode for respective charac-
ters, so that there is a small period of time where the laser
diode 106 is not emitting any light that is detectable by the
sensor 114. In this way, the sensor 114 can advantageously
capture the light associated with each character separately
for processing. In addition, the laser diode control module
1045 can include a longer delay (e.g., 1000 ms) after the
laser diode 106 emits light corresponding to the final char-
acter in the user credential, which indicates to the sensor that
the user credential transmission is complete.

It should be appreciated that by having alphanumeric
characters of the user credential stored in wave signal form,
the laser diode control module 1045 can advantageously add
randomness to the plurality of analog signals being delivered
to the second computing device 108 by, e.g., adjusting
voltage to the laser diode 106. For example, when the laser
diode 106 includes a red laser diode and the laser diode
control module 1045 activates the red laser diode with 5 v,
the wave signal might read, the wave signal might read
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400.000001<=499.9999999. Whereas, if the laser diode
control module 1045 activates the red laser diode with 3 v,
the wave signal might read 200.000001<=299.9999999.
Also, any laser diodes of other colors can be increased or
decreased by the same value so there would not be overlap
in the output range of a given laser diode.

For each emission of light by the laser diode 106, sensor
114 coupled to second computing device 108 detects the
emitted light pulses (e.g., by capturing the wavelength and
intensity of the light) for each character and transmits the
detected light pulse (as an analog signal) to signal conver-
sion module 112a. Signal conversion module 1124 generates
(step 208) a second plurality of analog signals corresponding
to the light detected by the sensor 114. In some embodi-
ments, signal conversion module 112a receives the analog
signal from the sensor 114 and converts the analog signal
into a color value of the light and an intensity value of the
light. For example, when the analog signal detected by the
sensor 114 falls between a certain range or set of threshold
values, signal conversion module 112« can be configured to
interpret the signal as a particular alphanumeric character.
For each different emitted light pulse detected by the sensor
114, signal conversion module 112a converts (step 210) the
corresponding analog signal received from the sensor 114
into an alphanumeric character that is appended to a second
user credential. In some embodiments, the second user
credential generated by signal conversion module 1124
corresponds to the encrypted or unencrypted first user cre-
dential at first computing device 102. In other embodiments,
the second user credential can be different than the first user
credential (e.g., characters in a different order or an entirely
new credential, based upon the laser light received at the
sensor 114). Signal conversion module 112a transmits the
generated second user credential to credential encryption
module 1125.

Credential encryption module 1126 can encrypt the sec-
ond user credential (e.g., using any of a number of different
encryption algorithms or techniques). Also, in some embodi-
ments, credential encryption module 1125 authenticates
(step 212) the second user credential—while in other
embodiments, credential encryption module 1125 transmits
the encrypted or unencrypted second user credential to a
proxy device (not shown) such as a web server or other
computing device that performs authentication of the second
user credential.

An exemplary use case for the user credential authenti-
cation techniques described herein is provided below. FIG.
3 is a flow diagram of a computerized method for user
credential authentication in a web application computing
environment, using the system 100 of FIG. 1. As shown in
FIG. 3, computing device 102a can be a client computing
device of a system administrator that needs to manage user
accounts and permissions associated with the web server
302. Computing device 1025 can be a client computing
device of a customer that wants to log into the web server
302 in order to view his or her accounts and execute one or
more transactions. Although not shown in FIG. 3, it should
be appreciated that each of computing device 102a and 1025
includes the components 103a, 1035, 1044, 1045, and 106 of
computing device 102 of FIG. 1. Computing device 108 can
be a computing device that acts as an intermediary between
client computing devices 102a, 1025 and web server 302/
authentication server 304. Although not shown in FIG. 3, it
should be appreciated that computing device 108 includes
the components 110a, 1105, 112a, 1125, and 114 of com-
puting device 108 of FIG. 1. Web server 302 can be a server
computing device that provides application functionality to
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the computing devices 102a, 1025 via computing device
108. Authentication server 304 can be a server computing
device that receives authentication requests (including user
credentials) from computing device 108 and validates the
credentials to enable client devices 102a, 1025 to access web
server 302.

At step (1), User X interacts with computing device 102a
to transmit a user credential to computing device 108 using
the laser diode of device 102a (as described above). The
sensor of computing device 108 receives the light pulses
from the laser diode and converts the pulses into a user
credential for User X. Similarly, at step (2) User Y interacts
with computing device 1024 to transmit a user credential to
computing device 108 using the laser diode of device 1025,
and the sensor of computing device receives the light pulses
from the laser diode and converts them into a user credential
for User Y. At step (3), computing device 108 transmits the
user credential for User X and the user credential for User
Y to authentication server 304, which confirms that the user
credentials are valid and that the users are authorized to
access web server 302. As can be appreciated, in some
embodiments authentication server 304 determines one or
more roles and/or permissions for each of User X and User
Y according to, e.g., one or more user profiles associated
with the user credentials and enables access to web server
302 based upon the roles and/or permissions.

Upon validating the user credentials, computing device
108 can transmit a response to the respective authentication
requests to computing device 102a and computing device
10256. At step (4), computing device 102a generates and
transmits a request to access web server 302 (e.g., via a
network connection). Similarly, at step (5) computing device
1025 generates and transmits a request to access web server
302. Computing device 108 receives the access requests
from computing device 1024 and 1025, and transmits the
requests to web server 302—at which point a communica-
tion session is established between the respective computing
devices 102a, 1026 and web server 302. It should be
appreciated that in some embodiments, the access requests
of steps (4) and (5) can be transmitted directly to web server
302 once authentication is complete.

FIG. 4 is a block diagram of a second illustrative embodi-
ment of a system 400 for secure transmission and authen-
tication of a user credential. System 400 includes a first
computing device 402 comprising a CPU 4034, a memory
4035, a credential conversion module 404a, a laser diode
control module 4045, a laser diode 406, and an ambient light
sensor 407. System 400 also includes a second computing
device 408 comprising a CPU 410a, a memory 41056, a
signal conversion module 412a, a credential encryption
module 4125, a sensor 414 for detecting emitted light, and
an ambient light sensor 415. In some embodiments, system
400 includes a housing 416 (e.g., made of an opaque
material) that encloses the laser diode 406, the ambient light
sensor 407, the emitted light sensor 414 and the ambient
light sensor 415 to prevent visual observation of the laser
pulses and to eliminate atmospheric light from interfering
with or degrading the laser pulses.

The first computing device 402 and the second computing
device 408 are hardware devices including specialized com-
ponents and software modules that execute on a processor
403a, 4104 respectively and interact with memory modules
4035, 4105 of the respective computing device 402, 408, to
receive data from other components of the system 400,
transmit data to other components of the system 400, and
perform functions for secure transmission and authentica-
tion of a user credential as described herein. As mentioned
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above, computing device 402 includes a credential conver-
sion module 4044 and a laser diode control module 4045 that
execute on the processor 403a of computing device 402, and
computing device 408 includes a signal conversion module
412a and a credential encryption module 4125 that execute
on the processor 1410a of computing device 408. In some
embodiments, the modules 404a, 4045, 412a, 4126 are
specialized sets of computer software instructions pro-
grammed onto one or more dedicated processors (e.g.,
processor 403a or processor 410a) in the respective com-
puting devices 102, 108 and in some embodiments the
modules 404a, 4045, 412a, 4125 include specifically-des-
ignated memory locations and/or registers for executing the
specialized computer software instructions.

Although the computing modules 404a, 4045 are shown
in FIG. 4 as executing within the same computing device
402, and the computing modules 4124, 4125 are shown as
executing within the same computing device 408, in some
embodiments the functionality of the modules 404a, 4045,
412a, and/or 4126 can be distributed among a plurality of
computing devices. As shown in FIG. 4, computing device
402 enables the modules 404a, 4045 to communicate with
each other, and with laser diode 406, in order to exchange
data for the purpose of performing the described functions.
Similarly, computing device 408 enables the modules 4124,
4125 to communicate with each other, and with emitted light
sensor 414, in order to exchange data for the purpose of
performing the described functions. The exemplary func-
tionality of the modules 404a, 4045, 412a, and 4125 is
described in detail below.

The laser diode 406 is a hardware component of comput-
ing device 402 that is configured to receive instructions from
laser diode control module 4045 and generate and emit light
signals based upon the instructions. In some embodiments
(as shown in FIG. 4), the laser diode 406 can be integrated
with the computing device 402. In some embodiments, the
laser diode 406 can be a standalone device that is physically
coupled to computing device 402. It should be appreciated
that in some embodiments, the laser diode 406 comprises a
plurality of individual laser diodes, where each individual
diode comprises a different color (e.g., red, green, blue, etc.).
In some embodiments, the laser diode 406 comprises a Class
2 laser, with an output wavelength of 532 nm+/-10, max
output of <5 mW.

The emitted light sensor 414 is a hardware component of
computing device 408 that is configured to detect light
signals emitted by laser diode 406 of computing device 102
and convert the light signals into analog signals, which are
then transmitted to signal conversion module 412a. An
exemplary sensor 414 that can be used in the system 400 is
a solar panel. An exemplary solar panel is a model SC10050,
5.0V, 100 mA solar cell available from Leo Sales Ltd. of
Richmond, British Columbia, Canada.

The ambient light sensors 407, 415 are hardware compo-
nents coupled to CPUs 403q, 410a respectively that are
configured to sense an illuminance value of ambient light in
housing 416 during one or more time periods when laser
diode 406 is not actively transmitting light that is detected by
sensor 414. In some embodiments, each ambient light sensor
407, 415 comprises a photodiode for capturing and measur-
ing the ambient light. Other embodiments may include a
phototransistor or other type of sensing device packaging. In
one example, one or more of the ambient light sensors 407,
415 can detect ambient light in housing 416 prior to acti-
vation of laser diode 406 and/or after laser diode 406 has
completed transmission of light to sensor 414. The ambient
light sensors 407, 415 can transmit a detected illuminance
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value to CPUs 403a, 410a respectively and the detected
illuminance values can be used as part of an additional level
of security validation for system 400 as will be described in
detail below. An exemplary ambient light sensor 407, 415
that can be used in system 400 is a VEML7700 Lux Sensor,
available from Adafruit Industries of New York, New York.
The exemplary ambient light sensor has 16-bit dynamic
range for ambient light detection from 0 lux (lumens per
square meter) to about 120 klux with resolution down to
0.0036 Ix/ct, with software-adjustable gain and integration
times.

FIG. 5 is a flow diagram of a computerized method 500
of secure transmission and authentication of a user creden-
tial, using system 400 of FIG. 4. It should be appreciated that
at least some of the steps described in FIG. 5 comprise the
same or similar processing functions and actions as
described above with respect to FIG. 2 and the particular
details above will not be repeated here.

CPU 403a of computing device 402 measures (step 402)
a first illuminance value of ambient light in an enclosure,
using ambient light sensor 407. For example, CPU 4034 can
instruct ambient light sensor 407 to measure the ambient
light in housing 416 and transmit one or more signals
comprising, e.g., an illuminance value of the ambient light
measurement to CPU 4034. The illuminance value can be
stored in memory 4035.

Credential conversion module 404a of computing device
402 converts (step 504) a first user credential (e.g., com-
prising a sequence of alphanumeric characters) and the
illuminance value measured by ambient light sensor 407 into
a plurality of analog signals. In some embodiments, creden-
tial conversion module 404a generates an analog signal for
each character in the sequence of alphanumeric characters
that make up the first user credential and an analog signal for
each numeric value that makes up the illuminance value, and
the generated analog signals are then used to activate the
laser diode 406. For example, credential conversion module
404aq extracts each character from the sequence of alphanu-
meric characters, and each numeric value from the illumi-
nance value, and converts each of the characters/numeric
values to an analog signal that corresponds to a color value
and an intensity value of light to be emitted by the laser
diode 406. For example, credential conversion module 404a
can determine a certain light color and intensity value that is
assigned to a particular character (e.g., lowercase letter,
uppercase letter, number, etc.) and instruct the laser diode
control module 4045 to generate an analog wave signal
based upon the light color and intensity value. The laser
diode control module 4045 transmits the analog wave signal
to the laser diode 406, which produces one or more pulses
of laser light in a color and intensity that correspond to the
analog wave signal for the character/numeric value. In some
embodiments, the illuminance value can be a decimal value
(e.g., 0.0025)—in order to convey the decimal point, cre-
dential conversion module 4044 can convert the decimal
point to an analog signal that is unique to that specific
character. Also, in some embodiments, credential conversion
module 404a can insert a separation character or delimiter
between the user credential and the illuminance value such
that the delimiter is also converted to an analog signal. In
this way, when the analog signal is detected by sensor 414
and transmitted to signal conversion module 412a, comput-
ing device 408 is able to use the presence of the analog
signal for the delimiter to differentiate between the portion
of the analog signals corresponding to the user credential
and the portion of the analog signals corresponding to the
illuminance value measured by the ambient light sensor 407.
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Once the analog signals for the user credential and the
measured illuminance value are generated by the credential
conversion module 404a, laser diode control module 4045
activates (step 506) the laser diode 406 using the generated
analog signals to emit light detectable by the emitted light
sensor 414 that is coupled to second computing device 408.
Signal conversion module 412a generates (step 508) a
second plurality of analog signals corresponding to the light
detected by the emitted light sensor 414. In some embodi-
ments, signal conversion module 412a receives the analog
signal from the sensor 414 and converts the analog signal
into a color value of the light and an intensity value of the
light. For example, when the analog signal detected by the
sensor 414 falls between a certain range or set of threshold
values, signal conversion module 412a can be configured to
interpret the signal as a particular alphanumeric character,
symbol, delimiter, decimal point, etc. For each different
emitted light pulse detected by the sensor 414, signal con-
version module 412a converts (step 510) a first portion of
the corresponding analog signals received from the sensor
414 into one or more alphanumeric characters that are
appended to a second user credential. In some embodiments,
the second user credential generated by signal conversion
module 412a corresponds to the encrypted or unencrypted
first user credential at first computing device 402. In other
embodiments, the second user credential can be different
than the first user credential (e.g., characters in a different
order or an entirely new credential, based upon the laser
light received at the sensor 414). Signal conversion module
412a transmits the generated second user credential to
credential encryption module 4124, and module 4125
authenticates (step 512) the second user credential.

Then, signal conversion module 412a converts (step 514)
a second portion of the corresponding analog signals
received from the sensor 414 into the illuminance value that
was measured by the ambient light sensor 407 in step 402.
As mentioned above, signal conversion module 412a can
determine that a portion of the analog signals corresponds to
the illuminance value based upon, e.g., the presence of one
or more analog signals that correspond to a delimiter char-
acter or value. Signal conversion module 412a transmits the
received illuminance value to CPU 410a of computing
device 408.

CPU 410a¢ measures (step 516) a second illuminance
value of ambient light in the housing 416, using ambient
light sensor 415. For example, CPU 410a can instruct
ambient light sensor 415 to measure the ambient light in
housing 416 and transmit one or more signals comprising,
e.g., an illuminance value of the ambient light measurement
to CPU 410a. The illuminance value can be stored in
memory 4105. CPU 410qa then compares (step 518) the first
illuminance value (as received in the analog signals trans-
mitted by the laser diode 406 of computing device 402) to
the second illuminance value as measured by ambient light
sensor 415 to determine whether the illuminance values
match. As can be appreciated, CPU 410a compares the
illuminance value captured by sensor 407 prior to transmis-
sion of the laser signals and the illuminance value captured
by sensor 415 after transmission of the laser signals to
determine whether the device(s) 402, 408 and/or housing
416 have been tampered with or altered by a third party
attempting to intercept the laser signals. The comparison of
illuminance values in this fashion beneficially provides for
an additional layer of security and authentication for the
transmission of laser pulses by validating the physical
integrity of the devices 402 and 408 and/or housing 416.
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In a circumstance where the illuminance values match,
CPU 4104 can determine that the computing devices 402
and 402 are communicating in the same housing 416 and
that the devices and housing have retained their integrity
during the transmission of the laser pulses. As a result, CPU
410a can proceed with execution of transactions and/or
communication of data to remote computing devices using
the user credential.

In a circumstance where the illuminance values do not
match, CPU 410a can determine that, e.g., the computing
devices 402 and 408 are not communicating in the same
single housing 416 and/or that the housing 416 was removed
or damaged in a way that materially changed the level of
ambient light in the housing 416 either during or after
transmission of the laser pulses. These conditions can indi-
cate that the user credentials are not secure. As such, CPU
410a can prevent execution of any transactions or commu-
nications with one or more remote computing devices.

It should be appreciated that, in some embodiments, the
illuminance values do not need to match exactly but instead
CPU 410aq can utilize a tolerance range when comparing the
illuminance values. For example, if the second illuminance
value as measured by ambient light sensor 415 is within an
acceptable tolerance of the first illuminance value as mea-
sured by ambient light sensor 407, CPU 4104 can determine
that the illuminance values match. This procedure may be
beneficial in circumstances where different models or con-
figurations of ambient light sensors are used between the
devices 402 and 408.

The above-described techniques can be implemented in
electronic circuitry, or in computer hardware, firmware,
software, or in combinations of them. The implementation
can be as a computer program product, i.e., a computer
program tangibly embodied in a machine-readable storage
device, for execution by, or to control the operation of, a data
processing apparatus, e.g., a programmable processor, a
computer, and/or multiple computers. A computer program
can be written in any form of computer or programming
language, including source code, compiled code, interpreted
code and/or machine code, and the computer program can be
deployed in any form, including as a stand-alone program or
as a subroutine, element, or other unit suitable for use in a
computing environment. A computer program can be
deployed to be executed on one computer or on multiple
computers at one or more sites. The computer program can
be deployed in a cloud computing environment (e.g., Ama-
zon® AWS, Microsoft® Azure, IBM®).

Method steps can be performed by one or more processors
executing a computer program to perform functions of the
technology described herein by operating on input data
and/or generating output data. Method steps can also be
performed by, and an apparatus can be implemented as,
special purpose logic circuitry, e.g., a FPGA (field program-
mable gate array), a FPAA (field-programmable analog
array), a CPLD (complex programmable logic device), a
PSoC (Programmable System-on-Chip), ASIP (application-
specific instruction-set processor), or an ASIC (application-
specific integrated circuit), or the like. Subroutines can refer
to portions of the stored computer program and/or the
processor, and/or the special circuitry that implement one or
more functions.

Processors suitable for the execution of a computer pro-
gram include, by way of example, special purpose micro-
processors specifically programmed with instructions
executable to perform the methods described herein, and any
one or more processors of any kind of digital or analog
computer. Generally, a processor receives instructions and
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data from a read-only memory or a random access memory
or both. The essential elements of a computer are a processor
for executing instructions and one or more memory devices
for storing instructions and/or data. Memory devices, such
as a cache, can be used to temporarily store data. Memory
devices can also be used for long-term data storage. Gen-
erally, a computer also includes, or is operatively coupled to
receive data from or transfer data to, or both, one or more
mass storage devices for storing data, e.g., magnetic, mag-
neto-optical disks, or optical disks. A computer can also be
operatively coupled to a communications network in order
to receive instructions and/or data from the network and/or
to transfer instructions and/or data to the network. Com-
puter-readable storage mediums suitable for embodying
computer program instructions and data include all forms of
volatile and non-volatile memory, including by way of
example semiconductor memory devices, e.g., DRAM,
SRAM, EPROM, EEPROM, and flash memory devices;
magnetic disks, e.g., internal hard disks or removable disks;
magneto-optical disks; and optical disks, e.g., CD, DVD,
HD-DVD, and Blu-ray disks. The processor and the memory
can be supplemented by and/or incorporated in special
purpose logic circuitry.

To provide for interaction with a user, the above described
techniques can be implemented on a computing device in
communication with a display device, e.g., a CRT (cathode
ray tube), plasma, or LCD (liquid crystal display) monitor,
a mobile device display or screen, a holographic device
and/or projector, for displaying information to the user and
a keyboard and a pointing device, e.g., a mouse, a trackball,
a touchpad, or a motion sensor, by which the user can
provide input to the computer (e.g., interact with a user
interface element). Other kinds of devices can be used to
provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory
feedback, e.g., visual feedback, auditory feedback, or tactile
feedback; and input from the user can be received in any
form, including acoustic, speech, and/or tactile input.

The above-described techniques can be implemented in a
distributed computing system that includes a back-end com-
ponent. The back-end component can, for example, be a data
server, a middleware component, and/or an application
server. The above described techniques can be implemented
in a distributed computing system that includes a front-end
component. The front-end component can, for example, be
a client computer having a graphical user interface, a Web
browser through which a user can interact with an example
implementation, and/or other graphical user interfaces for a
transmitting device. The above described techniques can be
implemented in a distributed computing system that
includes any combination of such back-end, middleware, or
front-end components.

The components of the computing system can be inter-
connected by transmission medium, which can include any
form or medium of digital or analog data communication
(e.g., a communication network). Transmission medium can
include one or more packet-based networks and/or one or
more circuit-based networks in any configuration. Packet-
based networks can include, for example, the Internet, a
carrier internet protocol (IP) network (e.g., local area net-
work (LAN), wide area network (WAN), campus area
network (CAN), metropolitan area network (MAN), home
area network (HAN)), a private IP network, an IP private
branch exchange (IPBX), a wireless network (e.g., radio
access network (RAN), Bluetooth, near field communica-
tions (NFC) network, Wi-Fi, WiMAX, general packet radio
service (GPRS) network, HiperLAN), and/or other packet-



US 12,229,230 B2

15

based networks. Circuit-based networks can include, for
example, the public switched telephone network (PSTN), a
legacy private branch exchange (PBX), a wireless network
(e.g., RAN, code-division multiple access (CDMA) net-
work, time division multiple access (TDMA) network,
global system for mobile communications (GSM) network),
and/or other circuit-based networks.

Information transfer over transmission medium can be
based on one or more communication protocols. Commu-
nication protocols can include, for example, Ethernet pro-
tocol, Internet Protocol (IP), Voice over IP (VOIP), a Peer-
to-Peer (P2P) protocol, Hypertext Transfer Protocol
(HTTP), Session Initiation Protocol (SIP), H.323, Media
Gateway Control Protocol (MGCP), Signaling System #7
(8S7), a Global System for Mobile Communications (GSM)
protocol, a Push-to-Talk (PTT) protocol, a PTT over Cellular
(POC) protocol, Universal Mobile Telecommunications
System (UMTS), 3GPP Long Term Evolution (LTE) and/or
other communication protocols.

Devices of the computing system can include, for
example, a computer, a computer with a browser device, a
telephone, an IP phone, a mobile device (e.g., cellular phone,
personal digital assistant (PDA) device, smart phone, tablet,
laptop computer, electronic mail device), and/or other com-
munication devices. The browser device includes, for
example, a computer (e.g., desktop computer and/or laptop
computer) with a World Wide Web browser (e.g., Chrome™
from Google, Inc., Microsoft® Internet Explorer® available
from Microsoft Corporation, and/or Mozilla® Firefox avail-
able from Mozilla Corporation). Mobile computing device
include, for example, a Blackberry® from Research in
Motion, an iPhone® from Apple Corporation, and/or an
Android™-based device. IP phones include, for example, a
Cisco® Unified IP Phone 7985G and/or a Cisco® Unified
Wireless Phone 7920 available from Cisco Systems, Inc.

Comprise, include, and/or plural forms of each are open
ended and include the listed parts and can include additional
parts that are not listed. And/or is open ended and includes
one or more of the listed parts and combinations of the listed
parts.

One skilled in the art will realize the subject matter may
be embodied in other specific forms without departing from
the spirit or essential characteristics thereof. The foregoing
embodiments are therefore to be considered in all respects
illustrative rather than limiting of the subject matter
described herein.

What is claimed is:

1. A system for secure transmission and authentication of
a user credential, the system comprising:

a first computing device comprising a memory and a
processor, the first computing device coupled to a laser
diode and a first ambient light sensor within an enclo-
sure;

a second computing device comprising a memory and a
processor, the second computing device coupled to an
emitted light sensor and a second ambient light sensor
within the enclosure;

wherein the first computing device:
measures, using the first ambient light sensor, a first

illuminance value of ambient light in the enclosure;
converts a first user credential comprising a sequence
of alphanumeric characters and the first illuminance
value into a first plurality of analog signals; and
activates the laser diode using the first plurality of
analog signals to emit light detectable by the emitted
light sensor; and
wherein the second computing device:
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generates a second plurality of analog signals corre-
sponding to light emitted by the laser diode and
detected by the emitted light sensor;

converts a first portion of the second plurality of analog
signals into a second user credential;

authenticates the second user credential;

converts a second portion of the second plurality of
analog signals into the first illuminance value;

measures, using the second ambient light sensor, a
second illuminance value of ambient light in the
enclosure; and

compares the first illuminance value and the second
illuminance value to determine whether the illumi-
nance values match.

2. The system of claim 1, wherein converting the user
credential into a first plurality of analog signals comprises:

generating an analog signal for activating the laser diode

for each character in the sequence of characters;
generating an analog signal for activating the laser diode
for the first illuminance value; and

transmitting the generated analog signals to the laser

diode.
3. The system of claim 2, wherein the analog signals for
activating the laser diode each comprises a color value and
an intensity value.
4. The system of claim 3, wherein activating the laser
diode using the first plurality of analog signals to transmit
light to the emitted light sensor comprises:
emitting, by the laser diode, one or more light pulses
corresponding to each analog signal in the first plurality
of signals, wherein the one or more light pulses have a
color corresponding to the color value of the analog
signal and an intensity corresponding to the intensity
value of the analog signal.
5. The system of claim 4, wherein the laser diode stops
emitting light for a predetermined amount of time between
each generation of one or more light pulses corresponding to
the first plurality of analog signals.
6. The system of claim 5, wherein the laser diode stops
emitting light after all of the light pulses corresponding to
the analog signals in the first plurality of signals have been
emitted.
7. The system of claim 1, wherein generating a second
plurality of analog signals corresponding to light emitted
from the laser diode and detected by the emitted light sensor
comprises:
detecting, by the emitted light sensor, light emitted by the
laser diode at each of a plurality of intervals;

converting the light detected at each interval into a color
value of the light and an intensity value of the light; and

generating the first portion of the second plurality of
analog signals and the second portion of the second
plurality of analog signals based upon the color value
and the intensity value of the light detected at each
interval.
8. The system of claim 7, wherein converting the first
portion of the second plurality of analog signals into a
second user credential comprises:
identifying an alphanumeric character based upon the
analog signal generated for each interval in the first
portion of the second plurality of analog signals; and

generating the second user credential based upon the
alphanumeric characters.

9. The system of claim 8, wherein authenticating the
second user credential comprises encrypting the second user
credential and transmitting the encrypted second user cre-
dential to a remote computing device for authentication.
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10. The system of claim 1, wherein the first user credential
is encrypted prior to being converted into the first plurality
of analog signals.

11. The system of claim 1, wherein the first ambient light
sensor and the second ambient light sensor each comprises
a photodiode.

12. The system of claim 1, wherein the second computing
device initiates a transaction with a remote computing
device when the first illuminance value matches the second
illuminance value.

13. The system of claim 1, wherein the second computing
device prevents initiation of a transaction with a remote
computing device when the first illuminance value does not
match the second illuminance value.

14. A computerized method of secure transmission and
authentication of a user credential, the method comprising:

measuring, by a first computing device using a first

ambient light sensor in an enclosure, a first illuminance
value of ambient light in the enclosure;

converting, by the first computing device, a first user

credential comprising a sequence of alphanumeric
characters and the first illuminance value into a first
plurality of analog signals; and

activating, by the first computing device, a laser diode

coupled to the first computing device, using the first
plurality of analog signals, to emit light detectable by
an emitted light sensor coupled to a second computing
device, the laser diode and the emitted light sensor each
located in the enclosure;

generating, by the second computing device, a second

plurality of analog signals corresponding to light emit-
ted by the laser diode and detected by the emitted light
sensor;

converting, by the second computing device, a first por-

tion of the second plurality of analog signals into a
second user credential;

authenticating, by the second computing device, the sec-

ond user credential;

converting, by the second computing device, a second

portion of the second plurality of analog signals into the
first illuminance value;

measuring, by the second computing device using a

second ambient light sensor in the enclosure, a second
illuminance value of ambient light in the enclosure; and
comparing, by the second computing device, the first
illuminance value and the second illuminance value to
determine whether the illuminance values match.

15. The method of claim 14, wherein converting the user
credential into a first plurality of analog signals comprises:

generating an analog signal for activating the laser diode

for each character in the sequence of characters;
generating an analog signal for activating the laser diode
for the first illuminance value; and

transmitting the generated analog signals to the laser

diode.

16. The method of claim 15, wherein the analog signals
for activating the laser diode each comprises a color value
and an intensity value.
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17. The method of claim 16, wherein activating the laser
diode using the first plurality of analog signals to transmit
light to the sensor of the second computing device com-
prises:
emitting, by the laser diode, one or more light pulses
corresponding to each analog signal in the first plurality
of analog signals, wherein the one or more light pulses
have a color corresponding to the color value of the
analog signal and an intensity corresponding to the
intensity value of the analog signal.
18. The method of claim 17, wherein the laser diode stops
emitting light for a predetermined amount of time between
each generation of one or more light pulses corresponding to
the first plurality of analog signals.
19. The method of claim 18, wherein the laser diode stops
emitting light after all of the light pulses corresponding to
the analog signals in the first plurality of analog signals have
been emitted.
20. The method of claim 14, wherein generating a second
plurality of analog signals corresponding to light emitted
from the laser diode and detected by the emitted light sensor
comprises:
detecting, by the emitted light sensor, light emitted by the
laser diode at each of a plurality of intervals; and

converting the light detected at each interval into a color
value of the light and an intensity value of the light; and

generating the first portion of the second plurality of
analog signals and the second portion of the second
plurality of analog signals corresponding to the color
value and the intensity value of the light detected at
each interval.
21. The method of claim 20, wherein converting the first
portion of second plurality of analog signals into a second
user credential comprises:
identifying an alphanumeric character based upon the
analog signal generated for each interval in the first
portion of the second plurality of analog signals; and

generating the second user credential based upon the
alphanumeric characters.

22. The method of claim 21, wherein authenticating the
second user credential comprises encrypting the second user
credential and transmitting the encrypted second user cre-
dential to a remote computing device for authentication.

23. The method of claim 14, wherein the first user
credential is encrypted prior to being converted into the first
plurality of analog signals.

24. The method of claim 14, wherein the first ambient
light sensor and the second ambient light sensor each
comprises a photodiode.

25. The method of claim 14, wherein the second com-
puting device initiates a transaction with a remote comput-
ing device when the first illuminance value matches the
second illuminance value.

26. The method of claim 14, wherein the second com-
puting device prevents initiation of a transaction with a
remote computing device when the first illuminance value
does not match the second illuminance value.
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