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SYSTEM AND METHOD FOR USER

AUTHENTICATION
DESCRIPTION
Copyright Notice
(1] A portion of the disclosure of this patent document contains material which 1s subject to

copyright protection. The copyright owner has no objection to the facsimile reproduction by
anyone of the patent document or the patent disclosure, as 1t appears in the Patent and
Trademark Office patent file or records, but otherwise reserves all copyright rights

whatsoever.

Background of the Invention

[2] The transmission of information through virtual, non-personal methods 1s a constant in
today’s modemn world. A majority of the data being transmitted 1s considered by those
sending or receiving it to be confidential and, in some cases, to be of such importance that it
has led to frequent attempts to fraudulently obtain that information. This has become an

increasingly serious concern for governments, businesses, and individuals.

(3] Currently, the general accepted method for securing data is the ubiquitous “password”,
“passphrase”, “PIN” and many other synonyms. Passwords are very often kept alongside the

data it is meant to secure, or with the individual owner of the data. These and other user

habits represent major flaws in password-based security measures.

4 The password is a static piece of data that is being transmitted repeatedly, and thus presents
% % g P y P
an easy target for theft. Or, systems that require frequent changes to passwords promote
predictable patterns by the user, or forgetfulness and loss of the passwords, which results in

inetficiency and added expense for password-recovery measurcs.
Summary of the Invention

[S] The present invention provides a security system for user identification, to maintain the

confidentiality of information, and to address the atorementioned disadvantages of

CA 2885674 2017-11-03
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conventional password security measures. More specifically, the invention is for the
prevention of identity theft and provides a system that is completely secure, impervious to
deciphering or hacking, and yet is universally applicable for use in almost any situation

requiring personal identification.

[6] While the system of the present invention can be employed on a variety of hardware
platforms with processing ability (e.g. server computers, personal computers, laptops, mobile
phones, pcrsonal media players, kiosks, terminals, personal entertainment systems on
airplanes, trains, ships, etc.), a preferred embodiment 1s implemented on a mobile computer
device that usually is kept on the user at most or all times (e.g. a personal cellular phone), and
on at least one computer server located remotely from the user and also remotely from at

least one host organization.

[7] The system comprises server-based validation software that is installed and maintained on at
least one validation server, independently from any user or host organization, client-based
security software that is installed on a user’s mobile device, and optionally a communication
software component running on at least one host organization’s server (e.g. corporate server,
website server, ¢tc.). The terms “user”, “client” and “customer” are used interchangeably in
the following description. The user enrols in the system by obtaining a unique user 1D
(1dentification) number through the client security software component. This single, non-
confidential user ID number can be shared with any organization that uses the system of the
present invention to enforce security identification and maintain the integrity of their data. At

no time 1s any personal user information required, and the time and effort for the user to enrol

and use the system 1s mintmal.

[8] Based 1n part on the user ID number, the client security software provides the user a
temporary access code generated every predetermined time interval on their mobile device.
Depending on the method of accessing the data (computer, keypad, etc), the owner transmits
the access number to the organization for validation. After the predetermined time interval
elapses, the temporary access code expires and a new temporary access code 1S generated.
Neither the user nor the organization has any ability to predict subsequent temporary access

codes.

CA 2885674 2017-11-03
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[9] This novel method of validation makes it ideal in a virtual world where visual identification

is not possible, and it can be used for either primary or secondary validation.

[10] In a preferred embodiment, the invention is provided in the form of client security application
software downloadable to a mobile device with processing ability (e.g. cellular phone,
personal media player), as server validation software operable on at least one server, and
optionally as a communication software component operable on at least one host

orgamzafion’s server.

[11]  Advantageously, no personal user information is required to be mnput by the user, no personal
information is contained within the device running the client security software, and no

personal information is transmitted to or from the mobile device.

[12]  Another advantage of the present invention is that once enrolled, the client security software
does not require that the device maintain network connectivity to any organization’s server.
That is, the user can authenticate to any participating organization, optionally running the
communication software component, in communication with the validation server of the
present invention without any information passing between the validation server and client
mobile device. A further advantage is that a single instance of the client security software
can be used to authenticate with servers of unrelated organizations, without any information

passing between the servers of the unrelated organizations.

[13]  This ‘generic’ capability of the invention, which allows authentication at different and
unrelated host organization sites without the need to share information between the host sites,
provides a very low-cost security system for individuals and organizations alike. Further
reducing cost, the present invention uses existing softwarc and hardware infrastructure with

little or no modification.

[14] These and other advantages will become more clear from the figures and detailed description

below.
Brief Description of the Figures

[15]  Figure 1 is an exemplary block diagram showing a security system, in accordance with one

embodiment of the present invention.

CA 2885674 2017-11-03



Replacement Page

CA 2,885,674 PCT/CA2012/050661

[16]

[17]

[13]

[17]

[20]

[21]

22]

[23]

[24]

Figure 2 is an exemplary flowchart illustrating a user enrolment process, in accordance with

one embodiment of the present invention.

Figure 3 is an exemplary flowchart illustrating a user login process, in accordance with one

embodiment of the invention.

Figure 4 is an exemplary diagram illustrating client security software on a mobile device, in

accordance with one embodiment of the invention.

Figure S 1s an exemplary diagram illustrating client security software on a mobile device, in

accordance with one embodiment of the invention.

Figure 6 1s an exemplary diagram 1llustrating client security software on a mobile device, in

accordance with one embodiment of the invention.

Figure 7 1s an exemplary diagram illustrating client security software on a mobile device, 1n

accordance with one embodiment of the invention.

Figure 8 is an exemplary diagram illustrating client security software on a mobile device, 1n

accordance with one embodiment of the invention.

Figure 9 is an exemplary diagram illustrating client security software on a mobile device, 1n

accordance with one embodiment of the invention.

Figure 10 is an exemplary diagram illustrating client security software on a mobile device, 1n

accordance with one embodiment of the invention.

Detailed Description of the Invention

[25]

[26]

Various embodiments of the present invention will be described in detail with reference to
the figures, wherein like reference numerals represent like parts throughout the several views.
Reference to various embodiments does not limit the scope of the invention, which is limited
only by the scope of the claims attached hereto. Additionally, any examples set torth in this
specification arc not intended to be limiting and merely set forth some of the many possible

embodiments for the claimed invention.

The following description is presented to enable any person skilled in the art to make and use

the invention, and is provided in the context of particular applications of the invention.
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Various modifications to the disclosed embodiments will be readily apparent to those skilled
in the art, and the general principles defined herein may be applied to other embodiments and
applications without departing from the scope of the present invention. Reference to various
embodiments and examples does not limit the scope of the invention, which is limited only
by the scope of the claims attached hereto. Additionally, any examples set forth in this
spectfication are not intended to be limiting and merely set forth some of the many possible

embodiments for the claimed invention.

[27]  The program environment 1n which a present embodiment of the invention 1s executed
illustratively incorporates a general-purpose computer or a special purpose device such as a
hand-held computer. Detatls of such devices (e.g., processor, memory, data storage, display)

may be omitted for the sake of clarity.

[28] It 1s also understood that the techniques of the present invention may be implemented using a
variety of technologics. For example, the methods described herein may be implemented 1n
software executing on a computer system, or implemented in hardware utilizing either a
combination of microprocessors or other specially designed application specific integrated
circuits, programmable logic devices, or various combinations thereof. In particular, the
methods described herein may be implemented by a series of computer-executable
instructions residing on a suitable computer-readable medium. Suitable computer-readable
media may include volatile (e.g., RAM) and/or non-volatile (¢.g., ROM, disk) memory,
carrier waves and transmission media (e.g., copper wire, coaxial cable, fiber optic media).
Exemplary carrier waves may take the form of electrical, electromagnetic or optical signals
conveying digital data streams along a local network, a publicly accessible network such as

the Internet or some other communication link.

[29]  Accordingly, in one aspect, the present invention provides a method of authenticating a user,
the method comprising: generating at a validation server a unique user 1D number and
matching encryption key corresponding to the user; transmitting the unique user ID number
and matching encryption key to a user device; generating a temporary access code based on
the encryption key on the user device; providing the unique user ID number and temporary

access code to at least one organization server; transmitting the unique user ID number and
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[530]

temporary access code to a validation server; performing on the validation server a
verification of the unique user ID number and temporary access code to obtain a validation
result; transmutting the validation result to the at least one organization server; and
authenticating the user at the at least one organization based on the validation result. The
method may further comprise retrieving the encryption key matching the unique user ID
number and generating a second code 1n the same fashion as the temporary access codc was
generated, and comparing the second code and the temporary access code to obtain either a
positive or negative validation result. The method may further comprise modifying a client
database of the at least one organization server to provide a field for a unique user ID number
for user records. The method may further comprise providing to the user, from the at least
one organization server, instructions to download client-based security software operable on
the user device. The method may further comprise performing a time synchronisation

between the validation server and the user device.

In another aspect, the present invention provides a system for authenticating a user, the
system comprising: a client-based security software component operable on at least one user
device operable by the user; a server-based validation software component operable on at
least one validation server; and at least one host organization server, wherein the server-based
validation software component communicates with the client-based security software
component to provide the user on the at least one user device with a unique user ID number
and a corresponding encryption key, and wherein the host organization server authenticates
the user by transmitting an authentication request to the at least one validation server, and
wherein the server-based validation software component generates a validation result. The
client-based security software component may generate a temporary access code based on the
unique user ID number and the corresponding encryption key, wherein the user provides the
unique user ID number and temporary access code to the host organization server. The

authentication request may comprise the user ID number and temporary access code. The
host organization server may run a communication software component that communicates
with the server-based validation sottware component. The at least one device may be a
mobile device with computing and communication capability sutficient to operate the client-

based security software component. Further, the device may be selected from the group
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comprising: a smartphone, a tablet computer, a laptop computer, a personal media player, a

personal entertainment system, a kiosk and a smart terminal.

[31a] In yet another aspect, the present invention provides a computer-implemented method ot
authenticating a user, the method comprising: generating at a validation server a unique user
ID number and matching encryption key corresponding to the user; transmitting the unique
user ID number and matching encryption key to a user device; generating a temporary access
code based on the encryption key on the user device; providing the unique user ID number
and temporary access code to at least one organization server adapted to run on at least one
computer separatcly maintained by independent host organizations; transmitting the unique
user ID number and temporary access code from the at least one organization server to the
validation server; generating the encryption key matching the unique user ID number and
generating a second code on the validation server in the same fashion as the temporary access
code was generated; performing on the validation server a verification of the unique user ID
number and temporary access code by comparing the second code and the temporary access
code to obtain a validation result; transmitting the validation result to the at least one
organization server; and authenticating the user at the at least one organization based on the
validation result, wherein the validation server is adapted to run on at least one computer that
is maintained by a first organization that is independent and separate from the independent
host organizations and their respective organization servers, and wherein the unique user [D

1s non-secret and shared with each of the independent host organizations.

[31b] In yet a further aspect, the present invention provides a computer system for authenticating a
user, the system comprising: a client-based security software component operable on at least
one user device operable by the user; a server-based validation software component operable
on at Icast one validation server adapted to run on at least one computcer that 1s maintained by
a first organization; and at least one host organization server adapted to run on at least one
computer separately maintained by independent host organizations, wheretn the server-based
validation software component communicates with the client-based security software

component to provide the user on the at least one user device with a unique user [D number

and a corresponding encryption key, wherein the client-based security software component

generates a temporary access code based on the umque user 1D number and the
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corresponding encryption key, wherein the user provides the unique user ID number and
temporary access code to the at least one host organization server, wherein the at least one
host organization server authenticates the user by transmitting an authentication request
comprising the user ID number and temporary access code to the at least one validation
server, wherein the server-based validation software component generates the encryption key
matching the unique user ID number and generates a second code on the validation server in
the same fashion as the temporary access code was generated, wherein the server-based
validation software component generates a validation result from comparing the second code
and the temporary access code, wherein the validation result is transmitted from the
validation server to the at least one host organization server, wherein the at least one
computer maintained by the first organization 1s independent and separate from the
independent host organizations and their respective organization servers, and whercin the
unique user ID is non-secret and shared with each of the independent host organizations and

their respective host organization servers.

[31c] In yet another aspect, the present invention provides a non-transitory computer readable
memory storing instructions that, when executed on one or more computers, causes the
computers to perform a method of authenticating a user, wherein said method comprises:
generating at a validation server a unique user ID number and matching encryption key
corresponding to the user; transmitting the unique user ID number and matching encryption
key to a user device; generating a temporary access code based on the encryption Key on the
user device; providing the unique user [D number and temporary access code to at least one
organization server adapted to run on at least one computer separately maintained by
independent host organizations; transmitting the unique user ID number and temporary
access code from the at least one organization server to the validation server; generating the
encryption key matching the unique user ID number and generating a second code on the
validation server in the same fashion as the temporary access code was generated; performing
on the validation server a verification of the unique user ID number and temporary access
code by comparing the second code and the temporary access code to obtain a validation
result; transmitting the validation result to the at least one organization server; and

authenticating the user at the at least one organization based on the validation result, wherein

CA 2885674 2017-11-03



Replacement Page

CA 2,885,674 PCT/CA2012/050661

(31d]

[31e]

the validation server is adapted to run on at least one computer that is maintained by a first
organization that is independent and separate from the independent host organizations and
their respective organization servers, and wherein the unique user ID is non-secret and shared

with each of the independent host organizations.

In yet a turther aspect, the present invention provides a method of authenticating a user, the
method comprising: generating at a validation server a unique user ID number and a
matching encryption key corresponding to the user; transmitting the unique user [D number
and the matching encryption key to a user device; generating a temporary access code based
on the encryption key on the user device; providing the unique user ID number to a plurality
of organization servers; transmitting the unique user ID number and the temporary access
code to the validation server; performing on the validation server a verification of the unique
user ID number and the temporary access code to obtain a validation result; transmitting the
validation result to the plurality of organization servers; and authenticating the user at each of
the organization servers based on the validation result, wherein the unique user ID number is
non-confidential and shared with the plurality of organization servers each of which is

maintained by respective independent host organizations.

In yet another aspect, the present invention provides a system for authenticating a uscr, the
system comprising: a client-based security software component operable on at least one user
device operable by the user; a server-based validation software component operable on at
least one validation server adapted to run on at least one computer that is maintained by a first
organization; and a plurality of host organization servers, each host organization server
adapted to run on at least one computer separately maintained by an independent host
organization, whercin the scrver-bascd validation software component communicates with
the client-based security software component to provide the user on the at least one user
device with a unique user ID number and a corresponding encryption key, wherein the client-
based security software component generates a temporary access code based on the unique
user ID number and the corresponding encryption key, wherein the user provides the unique
user ID number to the a plurality of host organization servers, wherein an authentication
request comprising the user ID number and the temporary access code is transmitted to the at

least one validation server for authenticating the user, wherein the server-based validation
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[311]

[31g]

software component generates a validation result, wherein the validation result is transmitted
from the validation server to the plurality of host organization servers, wherein the at least
one computer maintained by the first organization is independent and separate from the
independent host organizations and their respective organization servers, and wherein the
unique user ID number is non-confidential and shared with each of the plurality of

organization servers maintained by respective independent host organizations.

In yet a further aspect, the present invention provides a non-transitory computer-readable
storage medium storing instructions that, when executed on one or more computers, causes
the computers to perform a method of authenticating a user, wherein said method comprises:
generating at a validation server a unique user ID number and a matching encryption key
corresponding to the user; transmitting the unique user ID number and the matching
encryption key to a user device; generating a temporary access code based on the encryption
key on the user device; providing the unique user ID number to a plurality of organization
servers; transmitting the unique user ID number and the temporary access code to the
validation server; performing on the validation server a verification of the unique user ID
number and the temporary access code to obtain a validation result; transmitting the
validation result to the plurality of organization servers; and authenticating the user at each of
the organization servers based on the validation result, wherein the unique user ID number is
non-confidential and shared with the plurality of organization servers each of which is

maintained by respective independent host organizations.

The user ID number is a unique identifier for each user of the present invention. This is the
only number that a user or chient needs to share with any organization that employs the
present invention to protect a user’s or client’s identity. The user ID number does not have to
be kept secrct by a uscr, and by itselt does not 1dentity the user 1n any way. Most preferably,
the user ID number is retrieved over a mobile device through a wireless connection to the
Internet, which is the most convenient method. Advantageously, the amount of data required
to be transmitted is small, and less than 1 MB, preferably less than 100KB, more preferably
less than 10KB and most preferably less than 1KB. The user ID number is retrieved from a

validation server maintained independently from any host organization.

10
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[32] Once the client security software component of the present invention 1s downloaded to the
mobile device, and a user has been assigned a user ID number by the validation server, then
the identification system will function for an unlimited number of organizations or user
identification applications. Advantageously, a server running the communication software
component at any host organization can provide a unique uscr ID numbcr, through the

validation server, to a user without any communication required between ditferent the servers

of different organizations.

[33]  Advantageously, in almost all cases, existing hardware and softwarc (both for the user and
the organization) are sufficient to employ the present invention. It is important to note that
the present invention does not replace an organization’s internal database of user information
or data. Rather, the temporary access code of the present invention can be used in place of a
conventional password or PIN number. Unlike other conventional security methods,
however, beyond existing security measures already 1n place to protect user-identitiable
information, the user 1D number does not require any additional security measures (or
security software) to be implemented. This 1s a major advantage to any organization that
employs the present invention, as the cost of implementation is far lower than alternative

security methods.

[34]  As will be understood by a person skilled in the art, the present invention allows the user to
control key aspects of security, not the host organization(s). That is, with conventional
security, the host organization provides all the parameters for user access and gives those
parameters to the user. With the present invention, the opposite is true, where the user
provides the host organization with all the parameters. This provides a key advantage in
security, as most attacks on security target the data stored on servers of the host organization,
not the individual users. For instance, the user has the ability to request a new user ID
number at any time the user desires to do so, for whatever reason. For instance, the user may
feel that his/her old user ID number is compromised (e.g. their mobile device is stolen or lost
and replaced with a new one) or may desire changing the number on a regular basis for the
comfort of added security. The request of a new user ID 1s immediate and practical, and

results 1n hittle or no disruption to the user or the host organization. Advantageously, the

11
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system and method of the present invention separates the authentication process and any

passwords from the servers where user data and information are stored by host organizations.

[35]  Figure 1 illustrates, 1n accordance with one embodiment, the system of the present invention.
Specifically, the client mobile device 101 is provided and communicates only with validation
server 102 to obtain new user ID numbers and encryption keys, as shown by the bidirectional
arrow with a broken line. One or more host organization servers 103 may communicate with
the validation server 102, but not with the client mobile device 101, to validate and
authenticate a user that provides input (e.g. manually) to the host organization servers 103, as
described 1in more detail below. As may be appreciated by a person skilled 1n the art, the
system may comprise any number of validation servers and client mobile devices, not shown

in Figure 1.

[36]  In another embodiment, not shown, the validation server and organization server can be the
same. That 1s, the server-based validation software component can run directly on a host
organization’s server or on a separate server, but within the host organization. As will be
readily appreciated, under this alternative arrangement, communication or collaboration

between different organizations would be necessary to guarantee interoperability of unique

user ID numbers.

[37] Figure 2 and Figure 3 are exemplary flowcharts illustrating a user enrolment process and a
user login process, respectively, in accordance with one embodiment of the invention, and

described below for user authentication to a host organization’s website over the Internet.

[38]  Referring to Figure 2, the host organization begins by enrolling 201 to implement the system
of the present invention. The host organization adds 202 a field (e.g. of 7 bytes in length) to
their client database to hold a user ID number for cach customer or user/client. The host
organization provides 203 a tool to record the unique user ID numbers on the organization’s
database as well as send a notification and link to its users as to where and how to download
and install chient security software on their mobile device. Preferably, such notification
would be by electronic mail to the user. Further, the host organization modifies 204 its
website login page to provide a choice for the user of authenticating using traditional

password or using a user ID number of the present invention.
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[39]  The user follows the provided link and downloads, installs 206 the client security software on
their mobile device. Next, the user protects 207 their mobile device with a passcode, and
protects 208 the client security software with a passcode to complete the user installation and
enrolment process. Password protection of the mobile device 1s optional, but preferred as a
best practice, particularly where the mobile device also received notifications from host
organization servers (€.g. emails to a smartphone). Finally, the user cmploys the client
security software to obtain 209 a unique user ID number, as described 1n more detail below,
and to provide the user ID number 210 into their personal profile on the host organization’s

website.

[40]  The server-based validation software creates a unique user ID number using the current date
and time. Preferably, it is created as a hex value, and shortened by a set number of digits to
create a numbering system known only to the provider of the server-based validation
software and the client security software. The user ID number 1s then encrypted using known
encryption techniques to create a valid encryption key, preferably of 256 bits or greater. Both
the user ID number and encryption key are transmitted to the mobile device directly from the

validation server. Preferably, only the user ID number 1s visiblc to the user.

[41] The client security software generates a temporary access code by encrypting the current date
and time using the encryption key provided to the mobile device above. The numerical
results is prcferably modified by a series of arithmetic operations (e.g. additions and
subtractions) to form a shortened number, preferably a 4 to 8-digit number, most preferably a

6-digit number, which is the temporary access code.

[42] Referring to Figure 3, user identification in a preferred embodiment of the present invention
is shown. The host organization and user will have both enrolled 220, 221 as described
above. The user first must énter 222 a passcode on the client security software (and,
preferably, an additional passcode to unlock their mobile device). The client security
software generates and displays 223 a temporary access code. The user navigates 224 to the
host organization’s website login page through use of a web browser on a separate computer

device or on the same mobile device itself.
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[43] The host organization’s website login page provides a choice 225 for the user of
authenticating using traditional password or using a user ID number of the present invention.
The user selects 226 user ID number authentication and consults the client security software
on the user’s mobile device for a temporary access code that is input by the user 227 into the
host organization’s website login page. Optionally, where the mobile device 1s used to
navigate to the host organization’s website, the temporary access code may be automatically

inserted into the login page.

[44] The host organization’s website server, via a communication software component, transmits
228 the temporary access code and the user 1D number to the validation server for
verification and validation. A return validation result 1s provided 229 to the host
organization’s communication software component, and based on this result, the user is either
allowed access 230 to the host organization’s website, or user is denied access 231 and must
re-enter a temporary access code 227. If sufficient time has elapsed between steps 231 and

re-entry in step 227, the provided temporary access code will have changed to a new number.

[45] The server-based validation software, provided with the temporary access code and user ID
number, performs the same steps as the client security software for identity verification. That
is, the user ID number is used to look up the corresponding encryption key previously
generated by the validation server. Next, a code 1s generated by the current date and time
using the cncryption key. The numerical result is modified by the samc series of arithmetic
operations disclosed above to form a shortened number, which is then compared to the
temporary access code. If the resultant number matches the temporary access code, the
validation server transmits confirmation of validation to the communication software

component on the host organization’s website server.

[46] Referring to the remaining figures (Figure 4 to Figure 10), a preferred embodiment of the

present invention of the client security software, operable on a mobile device, is described.

[47]  Main screen

[48] Reterring to Figure 4, the client security application software on a mobile device 101 1s
shown. The main screen shows a new temporary access code 100 that i1s updated at a set time

intervals, preferably once every minute. The temporary access code 100 may be provided as
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51]

[52]

[53]

[54]

a number or alphanumeric code. This time interval may be more or less, and may also be
variable. The temporary access code 100 is generated on the mobile device, and it is not
transmitted but stays only local to the mobile device 101. Clock 110 counts down by the
tume interval, which is shown as 60 seconds 1n Figure 4. Colour changes on the clock 110
may be provided to notify the user when the expiry time of the temporary access code 100 is
near. For example, a green-amber-red colour scheme may be employed. The right soft key
130 may be selected to show an options menu, while the left soft key 120 may be selected to

exit the application.
Options

Referring to Figure 5, options 131 are presented to the user, which are: (1) view user ID, (2)
new user 1D, (3) remove user ID, and (4) synchronize time. Selecting the desired option on
the mobile device 101 is performed by scrolling through the options and sclecting ‘next’ on a

soft key menu 140,
Viewing a user ID number

Referring to Figure 6, selecting (1) view user ID shows the user ID number 150. The user ID
does not need to be kept confidential, and does not relate to the user or the user’s mobile

device. Pushing the soft key 141 that says ‘donc’ will return the user to options 131.

Obtaining new user ID number

Referring to Figure 7, upon confirmation 160, the mobile device 101 retrieves a new user ID
number 150 from the validation server. If a user ID number 150 currently exists on mobile
device 101, it will be overwritten. The user ID number 150 will be copied to mobile device
101 through a data connection to the validation server (e.g. wireless conncction to the
Internet) upon selecting 'yves' on menu 142, Selecting 'no' on menu 142 will return to options
131. The user may be queried if accessing the data connection is permissible. This allows
the user to optimize any mobile service charges and confirm the transmission of data.

Advantageously, the amount of data required to be transmitted is small, and less than 1 MB,

preferably less than 100KB, more preferably less than 10KB and most preferably less than
1KB.
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[53] Referring to Figure 8, when a new user ID number 150 is copied onto mobile device 101, a
confirmation of the result 170 is displayed. Pressing soft key 143 labelled ‘ok’ returns the
user to the main screen, where a new temporary access code 100 is displayed (see Figure 4).
The user may view the new user ID number 150 by navigating to the options menu 130, and

selecting (1) view user 1D under options 131.

[56] After receiving a new user ID number 150, the user must provide it to any organization that
the user wishes to identify oneself. Similarly, if that same organization already has a
previous user ID number on file for the same user, it would have to be notitied by the user

that a new user ID number has been obtained.
[57]  Removal of user ID number

[58]  Referning to Figure 9, selecting (3) remove user ID from options 131 will remove any user ID
number 150 stored on the device. Confirmation 161 of the operation is presented to the user,
and selecting ‘yes’ under the soft key options 144 will remove the user ID number.
Preterably, removal of the user 1D number 150 1s permanent for added sccurity, such that

retrieval 1s impossible and only a new user ID number 150 may be obtained.
[59]  Synchronize time

[60]  Referring to Figure 10, selecting (4) synchronize time from options 131 ensures that the
temporary access code 100 is accurately validated. Time synchronization is conducted
between the server and the mobile device 101 through a data connection. Confirmation 162
of the operation is presented to the user, and selecting ‘yes’ under the soft key options 145
will automatically synchronize the time. The user may be queried if accessing the data
connection 1s permissible. Selecting ‘no’ under the soft key options 145 will returns the user
to the previous screen. This time synchronisation is unrelated to the clock on the mobile
device 101 itself, rather 1s restricted to the client application software of the present invention.
This 1s advantageous, as the timing mechanism 1s hidden from the user and organization

ahike, and theretore not readily deciphered or hacked.
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CLAIMS

1. A computer-implemented method of authenticating a user, the method comprising:

generating at a validation server a unique user ID number and matching encryption key

corresponding to the user;
transmitting the unique user ID number and matching encryption key to a user device;
generating a temporary access code based on the encryption key on the uscr device;

providing the unique user ID number and temporary access code to at least one organization

server adapted to run on at least one computer separately maintained by independent host

organizations;

transmitting the unique user ID number and temporary access code from the at least one

organization server to the validation scrver;

generating the encryption key matching the unique user ID number and generating a second

code on the validation server in the same fashion as the temporary access code was generated;

performing on the validation server a verification of the unique user ID number and temporary

access code by comparing the second code and the temporary access code to obtain a validation resull;
transmitting the validation result to the at least one organization server; and
authenticating the user at the at least one organization based on the validation result,

wherein the validation server is adapted to run on at least one computer that is maintained by a
first organization that is independent and separate from the independent host organizations and their

respective organization servers, and

wherein the unique user ID is non-secret and shared with each of the independent host

organizations.

2. The method of claim 1, further comprising modifying a client database of the at least

one organization server to provide a field for a unique user ID number for user records.
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3. The method of claim 1 or 2, further comprising providing to the user, from the at least
one organization server, instructions to download client-based security software operable on the user

device.

4. The method of any one of claims 1 to 3, further comprising performing a time

synchronisation between the validation server and the user device.
3. A computer system for authenticating a user, the system comprising:

a client-based security software component operable on at least one user device operable by

the user:

a server-based validation software component operable on at least one validation server

adapted to run on at least one computer that 1s maintained by a first organization; and

at least one host organization server adapted to run on at least one computer separately

maintained by independent host organizations,

wherein the server-based validation software component communicates with the client-based

security software component to provide the user on the at least one user device with a unique user ID

number and a corresponding cncryption key,

wherein the client-based security software component generates a temporary access code

based on the unique user ID number and the corresponding encryption key,

wherein the user provides the unique user ID number and temporary access code to the at least

one host organization server,

wherein the atl least one host organization server authenticates the user by transmitting an
authentication request comprising the user ID number and temporary access code to the at least one

validation scrver,

wherein the server-based validation software component generates the encryption key
matching the unique user ID number and generates a second code on the validation server in the same

fashion as the temporary access code was generated,

wherein the server-based validation software component generates a validation result from

comparing the second code and the temporary access code,
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wherein the validation result 1s transmitted from the validation server to the at least one host

organization Server,

wherein the at least one computer maintained by the first organization is independent and

separate from the independent host organizations and their respective organization servers, and

wherein the unmque user ID 1s non-secret and shared with each of the independent host

organizations and their respective host organization servers.

6. The system of claim 5, wherein the host organization server runs a communication

software component that communicates with the server-based validation software component.

7. The system of claim 5 or 6, wherein the at least one device 1s a mobile device with
computing and communication capability sufficient to operate the client-based security software

component.

8. The system of any one of claims 5 to 7, wherein the device 1s selected from the group
comprising: a smartphone, a tablet computer, a laptop computer, a personal media player, a personal

entertainment system, a kiosk and a smart terminal.

9. A non-transitory computer readable memory storing instructions that, when executed
on one or more computers, causes the computers to perform a method of authenticating a user,

wherein said method comprises:

generating at a validation server a unique user ID number and matching encryption key

corresponding to the user;
transmitting the unique user ID number and matching encryption key to a user device;
generating a temporary access code based on the encryption key on the user device;

providing the unique user ID number and temporary access code to at least one organization
server adapted to run on at least one computer separately maintained by independent host

organizations;

transmitting the unique user 1D number and temporary access code from the at least one

organtzation server to the validation server;
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generating the encryption key matching the unique user ID number and generating a second

code on the validation server in the same fashion as the temporary access code was generated;

performing on the validation server a verification of the unique user ID number and temporary

access code by comparing the second code and the temporary access code to obtain a validation result;
transmitting the validation result to the at least one organization server; and
authenticating the user at the at least one organization based on the validation result,

wherein the validation server is adapted to run on at least one computer that is maintained by a
first organization that is independent and separate from the independent host organizations and their

respective organization servers, and

whereln the unique user ID is non-secret and shared with each of the independent host

organizations.

10. The non-transitory computer readable memory of claim 9, wherein said method
further comprises modifying a client database of the at least one organization server to provide a field

for a unmique user ID number for user records.

11. The non-transitory computer readable memory of claim 9 or 10, wherein said method
further comprises providing to the user, from the at least one organization server, instructions to

download client-based secunty software operable on the user device.
12. A method of authenticating a user, the method comprising:

generating at a validation server a unique user ID number and a matching encryption key

corresponding to the user;
transmitting the unique user ID number and the matching encryption key to a user device;
generating a temporary access code based on the encryption key on the user device;

providing the unique user ID number to a plurality of organization servers;

transmitting the unique user ID number and the temporary access code to the validation

SEerver;
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performing on the validation server a verification of the unique user ID number and the

temporary access code to obtain a validation result;
transmitting the validation result to the plurality of organization servers; and

authenticating the user at each of thc organization scrvers based on the validation result,

wherein the unique user ID number is non-confidential and shared with the plurality of

organization servers each of which 1s maintained by respective independent host organizations.

13. The method of claim 12, further comprising retrieving the encryption key matching
the unique user ID number and generating a second code 1n the same fashion as the temporary access

code was generated, and comparing the second code and the temporary access code to obtain either a

positive or negative validation result.

14.  The method of claim 12 or 13, further comprising modifying a client database of each

of the organization servers to provide a field for a unique user ID number for user records.

15.  The method of any one of claims 12 to 14, further comprising providing to the user,
from each of the organization servers, instructions to download client-based security software

operable on the user device.

16.  The method of any one of claims 12 to 15, further comprising performing a time

synchronisation between the validation server and the user device.
17. A system for authenticating a user, the system comprising:

a chient-based security software component operable on at least one user device operable by

the user;

a server-based validation software component operable on at least one validation server

adapted to run on at least one computer that is maintained by a first organization; and

a plurality of host organization servers, each host organization server adapted to run on at least

one computer separately maintained by an independent host organization,
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wherein the server-based validation software component communicates with the client-based
security software component to provide the user on the at least one user device with a unique user [D

number and a corresponding encryption key,

wherein the client-based security software component generates a temporary access code

based on the unique user ID number and the corresponding encryption key,

wherein the user provides the unique user ID number to the a plurality of host organization

SEIvVers,

wherein an authentication request comprising the user ID number and the temporary access

code 1s transmitted to the at least one validation server for authenticating the user,

wherein the server-based validation software component generates a validation result,

wherein the validation result 1s transmitted from the validation server to the plurality of host

organization SErvers,

wherein the at least one computer maintained by the first organization is independent and

separate from the independent host organizations and their respective organization servers, and

wherein the unique user ID number is non-confidential and shared with each of the plurality of

organization servers maintained by respective independent host organizations.

I8. The system of claim 17, wherein the each of the plurality of host organization servers
runs a communication software component that communicates with the server-based validation

software component.

19. The system of claim 17 or 18, wherein the at least one device is a mobile device with
computing and communication capability sufficient to operate the client-based security sottware

component.

20.  The system of any one of claims 17 to 19, wherein the device 1s selected from the
group comprising: a smartphone, a tablet computer, a laptop computer, a personal media player, a

personal entertainment system, a kiosk and a smart terminal.

21.  The system of any one of claims 17 to 20, wherein the server-based validation

software component generates the encryption key matching the unique user ID number and generates
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a second code on the validation sever in the same fashion as the temporary access code was generated,

and compares the second code and the temporary access code to generate either a positive or negative

validation result.

22. A non-transitory computer-readable storage medium storing instructions that, when
executed on one or more computers, causes the computers to perform a method of authenticating a

user, wherein said method comprises:

generating at a validation server a unique user ID number and a matching encryption key

corresponding to the user;
transmitting the unique user ID number and the matching encryption key to a user device;
generating a temporary access code based on the encryption key on the user device;
providing the unique user ID number to a plurality of organization servers;

transmitting the unique user ID number and the temporary access code to the validation

SEIVer;

performing on the validation server a verification of the unique user ID number and the

temporary access code to obtain a validation result;
transmitting the validation result to the plurality of organization servers; and
authenticating the user at each of the organization servers based on the validation result,

wherein the unique user ID number is non-confidential and shared with the plurality of

organization servers each of which 1s maintained by respective independent host organizations.

23.  The non-transitory computer-readable storage medium of claim 22, wherein said
method further comprises retrieving the encryption key matching the unique user ID number and
generating a second code 1n the same fashion as the temporary access code was gencrated, and
comparing the second code and the temporary access code to obtain either a positive or negative

validation result.
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24. The non-transitory computer-readable storage medium of claim 22 or 23, wherein said
method further comprises modifying a client database of each of the organization servers to provide a

field for a unique user ID number for user records.

23. The non-transitory computer-readable storage medium of any one of claims 22 to 24,
wherein said method further compnses providing to the user, from each of the organization servers,

instructions to download client-based security software operable on the user device.
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