
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(10) International Publication Number
(43) International Publication Date _ . _ . .. . , .

18 May 2012 (18.05.2012) WO 2012/064964 A l

(51) International Patent Classification: (74) Agent: BOWLS, David; Haynes and Boone, LLP, 2323
H04L 9/00 (2006.01) Victory Avenue, Suite 700, Dallas, TX 752 19-7673 (US).

(21) International Application Number: (81) Designated States (unless otherwise indicated, for every
PCT/US20 11/060201 kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
(22) International Filing Date:

CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
10 November 201 1 (10.1 1.201 1)

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

(25) Filing Language: English HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,

(26) Publication Langi English ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,

(30) Priority Data: NO, NZ, OM, PE, PG, PH, PL, PT, QA, RO, RS, RU,

61/412,3 13 10 November 2010 (10.1 1.2010) U S RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,

61/412,307 10 November 2010 (10.1 1.2010) u s
TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,

13/293,004 November 201 1 (09.1 1.201 1) u s
ZM, ZW.

(71) Applicant (for all designated States except US): EBAY (84) Designated States (unless otherwise indicated, for every

INC. [US/US]; 2145 Hamilton Avenue, San Jose, Cali¬ kind of regional protection available): ARIPO (BW, GH,

fornia 95125 (US). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD,

(72) Inventors; and RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
(75) Inventors/ Applicants (for US only): JAMKHEDKAR, DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT,

Prashant [US/US]; 520 S . Cascade, Sunnyvale, Califor¬ LT, LU, LV, MC, MK, MT, NL, NO, PL, PT, RO, RS,
nia 94087 (US). MARDIKAR, Upendra [US/US]; 5 17 SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM,
Blueberry Terrace, San Jose, California 95 129 (US). GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).
WENGER, Mark [US/US]; 2145 Hamilton Avenue, San
Jose, California 95 125 (US). ASHER, Mehul [IN/US]; Published:

1275 Polar Avenue, Apt. 106, Sunnyvale, California — with international search report (Art. 21(3))
94086 (US). CHAU, Victor [US/US]; 921 Fleetwood — before the expiration of the time limit for amending the
Drive, San Mateo, California 94402 (US).

claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

(54) Title: SECURE IN-LINE PAYMENTS FOR RICH INTERNET APPLICATIONS

100

Browser Service Provider

101 104

Application
Authentication

106
and Authorization

Services
End User

122

Payment
RIA Runtime Payment Library

Services

102- 108 110
124

FIG. 1

© (57) Abstract: Methods and systems are provided for making secure financial transactions, such as purchase payments, using rich
Internet applications (RIA) running an RIA runtime ( also referred to a s a platform or framework) on the user's smart phone or
other mobile device. Embodiments differ from the usual way of re-directing a user from a third-party application and authenticat¬

o ing the user by providing secure in-line payments from a rich Internet application running on an RIA runtime. A system includes:
a mobile device executing a rich Internet application running on an RIA runtime; a payment library communicating with the RIA

o runtime and a service provider, for which the payment library communicates with the service provider to authenticate the rich In¬
ternet application; and in response to authentication by the service provider, facilitates secure financial transactions via the rich In¬
ternet application.



SECURE IN-LINE PAYMENTS FOR RICH INTERNET APPLICATIONS

CROSS REFERENCE TO RELATED APPLICATIONS

This application claims priority to U.S. Patent Application No. 13/293,004, filed

November 9, 201 1, U.S. Provisional Application No. 61/412,307, filed November 10,

2010, and U.S. Provisional Application No. 61/412,313, filed November 10, 2010, all of

which are incorporated by reference.

BACKGROUND

Technical Field

The present disclosure generally relates to electronic commerce conducted over a

network and, more particularly, to providing security for the use of rich internet

applications in conducting financial transactions such as purchases from a mobile device

or other consumer electronic device.

Related Art

The term "rich Internet application" (RJA) generally refers to a Web application

(e.g. one that is accessed over a network such as the Internet or an intranet) that has

characteristics of desktop application software, and which is typically delivered either by

way of a site-specific browser (e.g., a browser dedicated to accessing pages from a single

site on a computer network such as the Internet, and typically simplified by excluding

menus, toolbars, and other interface features associated with functions that are extraneous

to the workings f the single site) or a browser plug-in, for example. Rich Internet

applications generally run on top of an application platform (also referred to as an "RIA

runtime" or framework) such as Flash®, Silverlight®, or JavaFX®. Rich Internet

applications generally use a "rich client" deployment model (deployment of a compiled

client application through a browser) rather than a "thin client" server model (where the

user's view is largely controlled from the server).

Electronic commerce generally refers to the buying and selling of products or

services over electronic networks such as the Internet and other computer networks using

electronic devices such as mobile phones with mobile web browsers, smart phones, and

electronic note pads. There are several service providers that facilitate electronic

commerce by providing services to make payments and perform other transactions with



security. One service provider, for example, provides a service that can be invoked from

a participating merchant's website by simply clicking on the service provider's checkout

button at the merchant website, which redirects the customer to a login page of the service

provider where the customer can securely log in to his or her service provider account and

select his or her preferred payment method. Then, for example, payment is made to the

merchant by the service provider, and the customer is redirected back to the merchant

website where the customer may confirm his or her purchase.

SUMMARY

According to one or more embodiments of the present invention, methods and

systems are provided for making secure financial transactions, such as making purchase

payments, through a service provider using rich Internet applications (RIA) running on

top of an RIA runtime ( also referred to as a platform or framework) on the user's device,

such as a smart phone or other mobile device. Embodiments differ from the usual way of

re-directing a user from a third-party application and authenticating the user in that

embodiments provide secure in-line payments from a rich Internet application running on

an RIA runtime.

In one or more embodiments, a system includes: a mobile device executing a rich

Internet application (RIA) that runs on an RIA runtime; a payment library that

communicates with the RIA runtime and a service provider, for which the payment

library communicates with the service provider to authenticate the rich Internet

application; and in response to an authentication by the service provider, the payment

library displays a user authorization screen on the mobile device for collecting user

authorization for a particular activity.

In another embodiment, a computer-implemented method includes: receiving a

connection request at a server from a rich Internet application running on a client device;

responding to the client device with a request for an oblivious hashing of the application;

receiving a result of the oblivious hashing at the server; and in response to authenticating

the rich Internet application, sending an out of band confirmation to a user of the client

device.

In a further embodiment, a computer program product comprises a non-transitory

computer readable medium having computer readable and executable code for instructing

a processor to perform a method that includes: receiving a connection request at a server



from a rich Internet application running on a client device; responding to the client device

with a request for an oblivious hashing of the application; receiving a result of the

oblivious hashing at the server; and in response to authenticating the rich Internet

application, sending an out of band confirmation to a user of the client device.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a system diagram illustrating a system for facilitating secure financial

transactions using a rich Internet application, in accordance with one or more

embodiments;

Figure 2 is a system diagram illustrating a system for facilitating secure financial

transactions using a rich Internet application, in which the system is being attacked, in

accordance with one or more embodiments;

Figure 3 is a flowchart illustrating a method for authenticating an app in a system

for facilitating secure financial transactions using a rich Internet application, in

accordance with one embodiment;

Figure 4 is a sequence flow diagram illustrating operation of a system for

facilitating secure financial transactions using a rich Internet application, in accordance

with an embodiment; and

Figure 5 is a sequence flow diagram illustrating operation of a system for

facilitating secure financial transactions using a rich Internet application, in accordance

with another embodiment.

DETAILED DESCRIPTION

In accordance with embodiments of the present invention, methods and systems

are provided for making secure financial transactions, such as making purchase payments,

through a service provider using rich Internet applications. When a user interacts with a

rich Internet application (RIA) running on top of an R A runtime platform on the user's

device, such as a smart phone or other mobile device, the service provider may have a

library which is responsible for application authentication, user authentication, and user

authorization with the service provider. This library may also contain service provider

specific data collection information to aid fraud analysis. The library may present a user

interface to the user to collect all the credential information related to the user. The

service provider library may depend on the RIA runtime to verify the integrity of an



application running within the runtime. It may also authenticate the runtime. The more

information the runtime provides to the service provider library, the more the service

provider can trust the application to execute advanced level capabilities. Thus, the

service provider may provide secure in-line payments within the runtime and other

applications. The system and method may be used to make in-line payment

functionalities (e.g., simple payments, complex payments, and preapprovals) via in-line

rich Internet applications in a secure manner.

Embodiments differ from the usual way of re-directing a user from a third-party

application and authenticating the user, which do not provide secure in-line payments

from an RIA runtime. Providing secure in-line payments from a rich internet app running

on an RIA runtime according to one or more embodiments differs from service provider

models that use a re-direct and an explicit user authentication model, where a user is r e

directed to the service provider to enter the user's credentials. For example, the RIA

runtime framework may include artifacts (e.g., the payment library) on the client device

(e.g., the user mobile device) and service provider services (e.g., authentication and

authorization) may be presented to the user as external services to accommodate step-up

authentication (additional authentication procedures that may be used, for example, in

unusual situations such as large purchase amounts). The usual methods using re-direct do

not provide solutions to the problem of making in-line payments in a secure way within

an RIA component. One or more embodiments may enable making payments in a secure

way using in-line RIA components.

A service provider as described above, which may provide various financial

services such as providing an intermediary between a merchant and consumer for making

on-line payments over a network such as the Internet, may accept various risks (such as

authentication and authorization risks) involved with the use of web browsers

downloaded from trusted websites, standard browsers, and passwords entered into those

browsers. Some of the risks may be addressed, for example, by a customer verifying

communication is actually with the service provider using extended validation (EV)

certificates, and other active efforts to fight botnets, spoofing, and malware, for example.

If a customer downloads an application ("app") from an app store, the customer may wish

to have some means to determine that the app is valid and that the customer's user

credentials that they are providing through the app actually go to the service provider and

no one else. A fundamental issue with apps is that there is no standard mechanism - such



as an EV certificate - for validating the app so that the customer can tell that he or she is

communicating with the service provider.

The following example provides a brief illustration of how one or more

embodiments address that issue. The service provider may pre-register the customer so

that the customer's mobile phone number is stored in the browser on the customer's

mobile device. When the customer downloads an app from an app store and if the

customer wants to check the validity ( and only if, it may be recommended that a

particular app need not be checked every time but only, for example, on a first use) the

customer may click on a button provided in the browser for validity checking. The button

invokes a service provider check of the app, using, for example, oblivious hashing, and if

the app passes, the service provider may send a short message service (SMS) text

message to the user that the app is valid. The oblivious hashing can be used in addition to

validating code signatures, which, for example, can e embedded and obfuscated inside a

code segment of the app using randomizing technologies such as standard ones known in

the art.

The above validation procedure, which provides a message to the customer

regarding whether the app the user is using has been found valid or not, may provide

reassurance (e.g., by preventing fraud) to a customer in the making of on-line payments

using RIA technology. For example, companies and researchers have been trying to

provide solutions for the problem of "phishing" for some time. The phishing problem has

multiple components and there are several research papers and books on the topic. In

addition to the phishing problem, there are various attack scenarios that may arise when a

customer uses an application and that application communicates with a server (e.g.,

service provider server). Some of the attack scenarios, involving the customer (e.g.,

user), app (e.g., RIA application), and server (e.g., service provider server) may be

described as follows. The non-attack scenario in which a customer uses an application

and that application communicates with a server would be denoted in the notation below

as Customer ->App->Server

1) Spoof app and spoof server: Customer->Rogue App-> Rogue Server.

2) Spoof app and legitimate server: Customer->Rogue App->Server

3) Spoof app, rogue server and legitimate server (known as "man-in-the-middle"

(MITM)): Customer->Rogue App->Rogue Server->Server



4) Spoof app, rogue server, legitimate app, and legitimate server (also an MITM

attack): Customer->Rogue App->Rogue Server-> App-> Server

Some current controls for dealing with these types of attacks and problems that

remain are as follows: A) placing a security image on the server: this will not prevent

attack numbers 2, 3, and 4, and then eventually 1; and B) placing a security image on the

client: this presents a number of on-boarding issues (e.g., how does the customer know

which app is legitimate in the first place), is non-portable from one machine to another,

and images can be copied. Some examples of guiding principles to solve the preceding

issues are as follows: 1) validation of the RIA app should be highly visible to the user; 2)

the validation can be optionally personalized to the user for increased effectiveness, but

need not depend on personalization; and 3) the validation should effectively prove to the

user that the user is interacting with a legitimate app and a legitimate server.

Figure 1 illustrates a system 100 in accordance with one or more embodiments for

facilitating secure financial transactions using a rich Internet application. As shown in

Figure 1, a user 101 may communicate via a mobile device 102, which may be running a

browser 104, such as any one of a number of commercially available web browsers, that

presents a user interface to user 101. The browser maybe used to activate an application

106 (referred to as app 106) that runs on a rich internet application (RIA) runtime 108

(also referred to as a platform or framework). App 106 running on RIA ntin e 108 may

communicate with a service provider 120 vi a payment library 110 resident on the client

mobile device 102.

As described above, payment library 10 may include data collection information

specific to service provider 0. The data collection information may be used, for

example, to aid fraud analysis, for authentication of app 106, authentication of user 101,

and authorization with service provider 120. The payment library 1 0 may, via RIA

runtime 108 and RIA app 106, present a user interface to user 101 to collect credential

information related to user 101. The payment library 10 may depend on the RIA

runtime 108 to verify the integrity of an application (e.g., app 106) running within the

RIA rantime 108. The payment library 10 also may authenticate the framework (e.g.,

RIA runtime 108). Payment library 110 may interact, as shown in Figure 1, with an

authentication and authorization services 122 of service provider 120 for processing

credential information, verifying integrity of app 106 and authenticating RIA runtime

108. The more information the RIA runtime 108 provides to the payment library 110, the



more the service provider 0 may become able to trust the app 106 to execute advanced

level capabilities. For example, app 106 running on RIA runtime 108 may interact

through payment library 0 with payment services 4 of service provider 120 to

provide a number of financial services to user 101.

Figure 2 illustrates system 00, as in Figure 1, with the addition that a rogue app

113 has gained entry to browser 104. The rogue app 113 may try to run on top of RIA

runtime 108 to attack system 100 according to one or more of the attack scenarios

described above. One or more embodiments may use oblivious hashing with remote

servers (e.g., servers located at service provider 120) to tamper proof payment library 110

as described in more detail below. One or more embodiments may augment the use of

oblivious hashing with additional technologies such as code signatures, code obfuscation,

prevention of code reflection, and code disassembly prevention.

Figure 3 illustrates an example of a method 300 for authenticating an app in a

system for facilitating secure financial transactions using a rich Internet application, in

accordance with one embodiment. At step 301, a client (e.g., mobile device 102, operated

by user 101, running browser 104) may send a connection request to a server (e.g.,

authentication and authorization services 122 of service provider 120).

At step 302, the server (e.g., authentication and authorization services 2 of

service provider 120) may respond with a request for oblivious hashing of the application

(e.g., app 106). Oblivious hashing, in general, is a tool that can be used to verify the

behavior of programs. For software running locally on a single machine, for example,

oblivious hashing can prevent tampering by either a malicious hacker or malware

(viruses, worms, and trojans). For client and server applications, oblivious hashing can

prove a client's authenticity and proper functioning to a server, and vice versa. In

addition to oblivious hashing, other methods for checking the validity of app 106, such as

code signatures, code obfuscation, prevention of code reflection, and code disassembly

prevention, could be used instead of or in conjunction with oblivious hashing.

At step 303, the client (e.g., RIA runtime 08 and payment library 10 on mobile

device 102) may perform the oblivious hash and send the results to the server (e.g.,

authentication and authorization services 122 of service provider 120). In addition, at

step 303, if supplementary technologies for checking app validity are used, the client may

perform tasks required by those technologies such as checking the domain name of the

server and checking certificates such as an EV certificate.



At step 304, the server (e.g., authentication and authorization services 122 of

service provider 120) may send a watermarked image specific to the service provider 1 0

(e.g., containing a trademark logo of the service provider 120 or a personalized image

chosen by user 101) to the client (e.g., mobile device 102). At step 305, the customer

(e.g., user 101) may highlight the watermarked image and see a different image because

of the watermark, for example, using existing public (oblivious) watermark technology or

private watermark technology.

At step 306, if the customer (e.g., user identity) can be determined, based on, for

example, machine identification (e.g., a machine identification (ID) such as IMEI

(international mobile equipment identification) number), image on the client (e.g., the

watermarked image), and server cookies (e.g., information in payment library 110), then

an out of band message (e.g., a message not depending on or using client device 102 or

browser 104 for delivery to the user 101) such as an SMS text message or email ma e

sent to the customer (e.g., user 101).

Method 300 may be used to thwart attack scenarios 1), 2), and 3), described

above. It thus avoids the problems of the control A), placing a security image on the

server, described above, by preventing attack scenarios 2) and 3). The use of an out of

band message in method 300 may be used to prevent attack scenario 4). For example, the

customer (e.g. user 100) may be on-boarded out of band (e.g., via a website of service

provider 120). During the on-boarding, a registration process may identify an out of band

channel for communication with the customer and determine, for example, a phone

number to email ID mapping. Subsequently, e.g., during the use of method 300, when the

service provider 120 wants the customer to check for attack scenario 4) in the case, for

example, of a high-value transaction or suspicious (e.g., based on machine ID or fraud

models) there may be a button (for example, in the app 106 or browser 104) that asks the

customer to check on those transactions (either optionally or on suspicious transactions).

When the customer clicks on the button an email address ID or phone number, for

example, may be asked to be entered. The out of band (e.g., SMS text or email) message

is sent out of band based on the mapping that the service provider determined during the

on-boarding (e.g., reverse the mapping). So if the customer doesn't get the expected out

of band message (e.g., SMS) in response to entering his or her email ID, then the

customer may realize the customer is under an MITM attack scenario 4), because in the

case of that attack scenario, the SMS goes to the rogue and not to the customer.



Figure 4 illustrates a method 400 for a simple payment in a system (e.g., system

100) for facilitating secure financial transactions using a rich Internet application, in

accordance with an embodiment. Execution of method 400 may assume that a user (e.g.,

end user 401, shown in Figure 4) has initiated a payment call to an application (e.g., app

106 of system 100).

At step 402, user 101 may optionally verify if the collection of the credentials

(e.g. credentials communicated from a server of service provider 120) is from a certified

location of service provider 120 and not from a spoofed location. User 101 may trigger a

request to payment library 100 via a button (e.g. a button provided by app 106 or browser

104).

At step 404, payment library 110 may communicate to service provider 120 to

verify the payment library 110. At step 406, service provider 120 may, according to

content and version of payment library 110, for example, send a request to the payment

library 110 to calculate a hash value of the dynamic stack (e.g., execution stack of RIA

runtime 108 or payment library 110) based on a base and offset. At step 408, payment

library 110 may calculate a hash value (e.g., using oblivious hashing) and send the result

to service provider 1 0 (e.g., to an authentication and authorization services 122 server).

At step 410, the service provider 120 (e.g., authentication and authorization services 122)

may verify the hash result. At step 412, in response to a positive result, e.g., that app 106

is verified as being valid, service provider 120 may send an out of band confirmation

(e.g., via an email, a registered email, or SMS text).

At step 414, method 400 may continue with additional steps for user

authentication and authorization and for making a payment. Using method 400, the

service provider 120 may provide secure in-line payments within a rich Internet

application running on one of many commercially available RIA runtime platforms or

frameworks, as noted above.

Figure 5 illustrates a method 500 for a simple payment in a system (e.g., system

00) for facilitating secure financial transactions using a rich Internet application, in

accordance with an embodiment.

At step 502, a user 101 (e.g., customer) may, using a mobile device 102, click a

button provided by a service provider 120 in an app 106 running on mobile device 102.

At step 504, app 106 may send a pay request (e.g., "pay $10 to ABC Company") to the

RIA runtime 108. At step 506, RIA runtime 108 may communicate with the payment



library 110 to authenticate the RIA runtime 108 and also to verify the integrity of the app

106 (e.g., to verify that a legitimate app 106 is running on top of the RIA runtime 108).

At step 508, the payment library 110 may communicate with service provider 0 to

authenticate the app 106, using, for example, oblivious hashing. At step 510, the service

provider 0 may respond with an app authorization token sent to payment library 10.

At step 512, payment library 10 may display a user authentication screen to the user 101,

on device 102, to collect the login credentials to authenticate the user 1001 . With the

authentication credentials, payment library 110 may also collect details of the

environment (e.g., state of mobile device 102) for analysis.

At step 514, as an optional step, user 101 can verify if the collection of the

credentials is from a location certified by the service provider 120 and not a spoofed

location. For example, the user may employ method 400, described above, by clicking a

button in app 106 provided by service provider 1 0.

At step , user 101 may enter credentials, and an authentication request may be

sent (e.g., from payment library 1 0) to service provider 120 along with the app

authorization token (see step 510). At step 518, service provider 120 may respond by

sending a user authorization token to payment library 110. Payment library 110, at step

520, may then display a user authorization screen to the user 101, on device 102, to

collect the user authorization for the particular activity (e.g. making a payment).

At step 522, the relevant request with the user authorization token may be sent to

the service provider 20, which may respond back to the payment library 110 with a user

authorization token specific to the particular activity. At step 524, the payment library

110 may make a request to service provider 20 (e.g., to payment services 124), to

execute the pay call with the specific authorization token.

At step 526, the service provider 120 and payment library 110 may return the

payment status to app 106, with display on the screen of mobile device 102 for user 101.

Using method 500, the service provider 120 may provide secure in-line payments within a

rich Internet application running on one of many commercially available RIA runtime

platforms or frameworks, as noted above.

In implementation of the various embodiments, embodiments of the invention

may comprise a personal computing device, such as a personal computer, laptop, PDA,

cellular phone or other personal computing or communication devices. The payment

provider system may comprise a network computing device, such as a server or a



plurality of servers, computers, or processors, combined to define a computer system or

network to provide the payment services provided by a payment provider system.

In this regard, a computer system may include a bus or other communication

mechanism for communicating information, which interconnects subsystems and

components, such as a processing component (e.g., processor, micro-controller, digital

signal processor (DSP), etc.), a system memory component (e.g., RAM), a static storage

component (e.g., ROM), a disk drive component (e.g., magnetic or optical), a network

interface component (e.g., modem or Ethernet card), a display component (e.g., CRT or

LCD), an input component (e.g., keyboard or keypad), and/or cursor control component

(e.g., mouse or trackball). In one embodiment, a disk drive component may comprise a

database having one or more disk drive components.

The computer system may perform specific operations by processor and executing

one or more sequences of one or more instructions contained in a system memory

component. S ch instructions may be read into the system memory component from

another computer readable medium, such as static storage component or disk drive

component. In other embodiments, hard-wired circuitry may be used in place of or in

combination with software instructions to implement the invention.

Logic may be encoded in a computer readable and executable medium, which

may refer to any medium that participates in providing instructions to the processor for

execution. Such a medium may take many forms, including but not limited to, non¬

volatile media, volatile media, and transmission media. In one embodiment, the computer

readable medium is non-transitory. In various implementations, non-volatile media

includes optical or magnetic disks, such as disk drive component, volatile media includes

dynamic memory, such as system memory component, and transmission media includes

coaxial cables, copper wire, and fiber optics, including wires that comprise bus. In one

example, transmission media may take the form of acoustic or light waves, such as those

generated during radio wave and infrared data communications.

Some common forms of computer readable and executable media include, for

example, floppy disk, flexible disk, hard disk, magnetic tape, any other magnetic medium,

CD-ROM, any other optical medium, punch cards, paper tape, any other physical medium

with patterns of holes, RAM, ROM, E2PROM, FLASH-EPROM, any other memory chip

or cartridge, carrier wave, or any other medium from which a computer is adapted.



In various embodiments, execution of instruction sequences for practicing the

invention may be performed by a computer system. In various other embodiments, a

plurality of computer systems coupled by a communication link (e.g., LAN, WLAN,

PTSN, or various other wired or wireless networks) may perform instruction sequences to

practice the invention in coordination with one another.

Modules described herein can be embodied in one or more computer readable

media or be in communication with one or more processors to execute or process the

steps described herein.

A computer system may transmit and receive messages, data, information and

instructions, including one or more programs (i.e., application code) through a

communication li k and a communication interface. Received program code may be

executed by a processor as received and/or stored in a disk drive component or some

other non-volatile storage component for execution.

Where applicable, various embodiments provided by the present disclosure may

be implemented using hardware, software, or combinations of hardware and software.

Also, where applicable, the various hardware components and/or software components set

forth herein may be combined into composite components comprising software,

hardware, and/or both without departing from the spirit of the present disclosure. Where

applicable, the various hardware components and/or software components set forth herein

may be separated into sub-components comprising software, hardware, or both without

departing from the scope of the present disclosure. In addition, where applicable, it is

contemplated that software components may be implemented as hardware components

and vice-versa - for example, a virtual Secure Element (vSE) implementation or a logical

hardware implementation

Software, in accordance with the present disclosure, such as program code and/or

data, may be stored on one or more computer readable and executable mediums. It is also

contemplated that software identified herein may be implemented using one or more

general purpose or specific purpose computers and/or computer systems, networked

and/or otherwise. Where applicable, the ordering of various steps described herein may

be changed, combined into composite steps, and/or separated into sub-steps to provide

features described herein.

The foregoing disclosure is not intended to limit the present invention to the

precise forms or particular fields of use disclosed. It is contemplated that various



alternate embodiments and/or modifications to the present invention, whether explicitly

described or implied herein, are possible in light of the disclosure. Having thus described

various example embodiments of the disclosure, persons of ordinary skill in the art will

recognize that changes may be made in form and detail without departing from the scope

of the invention. Thus, the invention is limited only by the claims.



CLAIMS

What is claimed is:

1. A system comprising:

a mobile device executing a rich Internet application (RIA) that runs on an RIA

runtime;

a payment library that communicates with the RIA runtime and a service provider,

wherein:

the payment library communicates with the service provider to

authenticate the rich Internet application; and

in response to an authentication by the service provider, the payment

library displays a user authorization screen on the mobile device for collecting user

authorization for a particular activity.

2 . The system of claim 1, further comprising an out of band communication

channel wherein:

in response to an authentication by the service provider, an out of band

confirmation is received via the out of band communication channel.

3. The system of claim 1, wherein the payment library communicates with

the service provider to authenticate the rich Internet application using oblivious hashing.

4 . The system of claim 1, wherein:

the payment library receives a request from the service provider to

calculate a hash value; and

the payment library calculates a hash value using oblivious hashing and

sends a result to the service provider.

5. A method comprising:

receiving a connection request at a server from a rich Internet application running

on a client device;

responding to the client device with a request for an oblivious hashing of the

application;



receiving a result of t e oblivious hashing at the server; and

in response to authenticating the rich Internet application, sending an out of band

confirmation to a user of the client device.

6 . The method of claim 5, further comprising:

sending a watermarked image to the client device; and

determining a user identity sed on the watermarked image

7 . The method of claim 5, further comprising:

checking the validity of the rich Internet application using at least one of code

signatures, code obfuscation, prevention of code reflection, and code disassembly

prevention.

8. The method of claim 5, further comprising:

determining a customer based on at least one of machine identification of the

client device, sending a watermarked image to the client device, or server cookies placed

on the client device; and

in response to determining a customer, sending an out of band message to the

customer.

9 . The method of claim 5, further comprising:

an out of band on-boarding process for a user that identifies an out of band

channel for communication with the user.

10. The method of claim 5, further comprising:

an out of band on-boarding process for a user that determines a phone number to

email identification (ID) mapping;

an option for the user to be asked to enter information corresponding to the

mapping; and

sending an out of band message to the user base on reversing the mapping.

11. The method of claim 5, further comprising:



in response to authenticating the rich Internet application, a user authorization is

collected from a user for making a payment;

in response to collecting the user authorization for the payment, providing a

specific authorization token to the user;

receiving a request to execute a pay call with the specific authorization token; and

returning a payment status to the rich Internet application with a display on the

screen of the client device.

12. A computer program product comprising a non-transitory computer

readable medium having computer readable and executable code for instructing a

processor to perform a method, the method comprising:

receiving a connection request at a server from a rich Internet application running

on a client device;

responding to the client device with a request for an oblivious hashing of the

application;

receiving a result of the oblivious hashing at the server; and

in response to authenticating the rich Internet application, sending an out of band

confirmation to a user of the client device.

13. The computer program product of claim 12, wherein the method further

comprises:

sending a watermarked image to the client device; and

determining a user identity based on the watermarked image.

14. The computer program product of claim , wherein the method further

comprises:

checking the validity of the rich Internet application using at least one of code

signatures, code obfuscation, prevention of code reflection, and code disassembly

prevention.

15 . The computer program product of claim 1 , wherein the method further

comprises:



determining a customer based on at least one of machine identification of the

client device, sending a watermarked image to the client device, or server cookies placed

on the client device; and

in response to determining a customer, sending an out of band message to the

customer.

16. The computer program product of claim 12, wherein the method further

comprises:

an out of band on-boarding process for a user that identifies an out of band

channel for communication with the user.

17. The computer program product of claim 2 wherein the method further

comprises:

an out of band on-boarding process for a user that determines a phone number to

email identification (ID) mapping;

an option for the user to be asked to enter information corresponding to the

mapping; and

sending an out of band message to the user base on reversing the mapping.

18. The computer program product of claim 1 wherein the method further

comprises:

i response to authenticating the rich Internet application, a user authorization is

collected from a user for making a payment;

in response to collecting the user authorization for the payment, providing a

specific authorization token to the user;

receiving a request to execute a pay call with the specific authorization token; and

returning a payment status to the rich Internet application with a display on the

screen of the client device.
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