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System and Method for providing a stable and tamper proof communication between

a vehicle, a vehicle related unit, and a remote system
Description

The present invention relates to a communication system and method for pro-
viding a stable and tamper proof communication between a vehicle (such as for in-
stance a truck), a vehicle related unit (such as for instance a truck related unit, such

as a trailer), and at least one remote system.

A vehicle according to the invention can be every kind of vehicle which is
adapted to trail a vehicle related unit, as for instance a truck or a tractor connected to
a separate frailer, or which comprises two separated compartments, as for instance a
rigid truck having a driver compartment and a storage compartmént. The vehicle can
also be e.g. a passenger car trailing a caravan, a boat or ahy other kind of trailer, or a
bus with a trailer for skies or with an additional coach (trailer for passengers). Also
construction equipments or agricultural equipments, like a tractor and separaté :
equipment connected thereto, or even trains with coaches and wagons as vehicle
related units, can be regarded as vehicle in the sense of the invention. Moreover, a
vehicle can also be a ship or boat (motor .boat or sailing boat) both for commercial
and leisure purposes with removable (vehicle related) units connected or associated
thereto, as well as motorcycles or cycles with trailers.

In the following, the invention will be described in more detail in connection
with its application for trucks, without thereby limiting the invention in its scope of
claimed protection. The man skilled in the art can easily apply the invention in other
fields than trucks, for instance in the field of cars, buses or construction equipment,
by following the description below.

From the state of the art, a plurality of truck - trailer communication systems
and methods are known. For example, the US patent application US 2007/0149184,
describes a communication method between a truck, a trailer and a remote system,
wherein sensor data from sensors monitoring the conditions and states of the truck

and/or the trailer are transmitted to a data centre, which process the received sensor
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data and in turn directs the processed data to the corresponding back offices of the
truck, the trailer and even the cargo. The sensors themselves can be part of an on-
board system of a truck and/or a trailer, and provide information on the conditions of
the truck and the trailer, particularly on the location of them. In addition, sensors can
be provided which monitor the condition of a cargo, e.g. the temperature of deep fro-
zen cargo. The conditions monitored by the sensors can also include information on
unauthorized access to, or unauthorized movement or unauthorized transportation of
the truck, the trailer or the cargo. The information is collected and analyzed by proc-
essors of the data centre and, dependent on the result, a re-commanding, like the
changve of a route, or an adjustment of the temperature can be re-transmitted to the

truck-trailer combination.

For transmitting the information, the truck comprises a transceiver which
transmits information to and from the on-board system over a wireless communica-
tion network to and from the data centre. In case the trailer is parked in a depot or
distribution centre, the sensors of the trailer are directly connectable to a distribution

centre management system for providing data on trailer locations or states.

The main disadvantage of this system and method is that for transmitting the
information to the remote data cenire, the information are centrally collected and
transmitted by a main transceiver. In case the main transceiver is broken — intention-
ally, e.g. by a tamper or theft attempt, or unintentionally, e.g. due to wear or by acci-
dent, — the information cannot be transmitted to the remote data centre any more.

The object of the present invention is therefore, to provide a stable and tamper
proof communication system and method between a vehicle, such as a truck, at least
one vehicle related unit, particularly a fruck-related unit such as a trailer, and at least
one remote system which is still operable, even if a default communication line is dis-
turbed.

This object is solved by a system according to claim 1 and a method according
to claim 22, a method according to claim 36, a vehicle according to claims 43, 47 and

51, a vehicle related unit according to claims 45, 49, and 53, a communication node
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according to claims 55, 56 and 57, a computer program according to claims 58 and
60 and a computer program product according o claims 62 and 64.

According to the invention, a communication between a vehicle, at least one
vehicle related unit and at least one remote system is established by providing a
communication between a vehicle’s on-board connectivity layer comprising at least
one vehicle located communication node and at least one vehicle associatable com-
munication node, and an off-board connectivity layer comprising at least one remote
system located communication node. The establishment of communication possibili-
ties between each communication node of on-board and off-board connectivity layer
provides a stable a tamper proof communication system and method, since, even if a
communication connection is disturbed or interrupted; the system and the method,
respectively, is enabled to used another communication connection as “by-pass”
communication connection. For this purpose each communication node comprises a
routing unit which is adapted to establish and route a “by-pass” communication con-
nection to at Iéast one other communication node in order to provide the communica-

tion connection between the communication nodes.

In the following the description will solely focus on its preferred application to trucks
and truck related units for easier understanding. Nevertheless, the scope of the
claims is not intended to be limited thereby. The truck related unit can be e.g. at least
one trailer, whereby a truck-trailer-combination is formed, but it is also possible that a
storage compartment of a rigid truck is regarded as truck related unit.

A connectivity layer according to the invention may comprise a plurality of
electronic and electric devices which are interconnectable via communication nodes
and can exchange any kind of data. E.g. the truck’s on-board connectivity layer can
comprise all integral (=constantly connectable or built-in) and/or nomadic (=part-time
connectable or removable) devices which are based on or are associatable to a
truck.

An integral device based on a truck can be e.g. a truck’s telematics system, a
truck’'s on-board system, a truck’s sensor network or any other truck component,

such as a truck’s storage compartment or a truck’s engine. A nomadic system based
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on a truck can be e.g. a trailer or a mobile phone which is connectable to the truck’s
telematics system. An integral system associatable to the truck can be eg. a
trailer's/cargo’s on-board system and/or a trailer's/cargo’s telematics system and/or a
trailer's/cargo’s sensor network. However, also the storage compartment of a rigid
truck, as well as a driver and driver related devices can be regarded as truck asso-
ciatable units, wherein the storage compartment could be regarded as integral and
the driver as nomadic device associatable to the truck. A device regardable as inte-
gral as well as nomadic device associatable to a truck can be e.g. a fifth wheel con-
trol unit having a fifth wheel connection sensor.

Ordinarily, telematics or on-board systems comprise a plurality of electronic
and electric devices which are interconnected by wired connections such as a CAN.
bus (“Controller Area Network”, a network protocol common in the automotive indus-
try) or a token bus, and/or wireless connections, such as Bluetooth (an industrial.
specification for wireless personal area networks) or infrared, or by ad-hoc connec-
tions such as a ZigBee system (a wireless standard designed for small and low-
powered componenté). The telematics or on-board system can also include a com-
plete sensor network or part of it, but the sensor network itself can also be regarded
an independent on-board system. In general, the sensor system provides data on the
state or the condition of the truck and/or the trailer and/or the cargo. For example, the
sensors can sense, among others, tire pressure or cargo temperature or open/closed
doors. ’

To each telematics or on-board system one or a plurality of nomadic systems
(systems which are not constantly connected or not constantly incorporated to/in the
system), can be connected. A nomadic system is for example a drivers mobile
phone or PDA (“Personal Digital Assistant”). But also trailer and/or cargo can be re-
garded as nomadic system to the truck, since they are not constantly connected to
the truck. Each nomadic system also comprises communication nodes which can
establish a communication to the telematics or on-board system or any correspond-
ing remote system.

Integral and/or nomadic devices themselves can also comprise a plurality of

sub-integral and sub-nomadic devices. E.g. a driver's mobile phone or handheld
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computer can be regarded as sub-nomadic device to the nomadic device “driver”, or
a cargo can be regarded either as sub-integral or sub-nomadic device to the inte-
gral/nomadic device “trailer”. Nevertheless, the classification as integral, sub-integral,
nomadic or sub-nomadic is not sharp, since units can likewise be regarded as inte-
gral or nomadic depending on the specific circumstances of the individual application
in or for which they are used or supposed to be used and/or the context of the situa-
tion in which they are used or supposed to be used. The above stated examples
should only show the variety of formation possibilities for the on-board connectivity
layer.

The same variety applies to the off-board communication layer. It can also
comprise a plurality of different kinds of remote‘systems. In a common sense, the off-
board connectivity layer corresponding to the truck’s on-board connectivity layer
comprises a truck’s, and/or a trailer's and/or a cargo’s back office system. In addition,
thé off-board connectivity layer can also include — among others - an end user’s (cus-

tomer’s) back office, a security call centre and/or an emergency call centre.

In the following the truck associatable unit is exemplarily embodied as trailer
for easier reading and understanding of the invention’s principle. Further, it should be .
clear from the above description that each part of the on-board and off-board connec-

tivity layer can also comprise a plurality of communication nodes.

A communication node in the sense of the invention is any device which is
able to transmit and receive data of any kind. For example a modem having an an-
tenna is a communication node, but also an interface like a serial port can be re-
garded as communication node. Each communication node further comprises a rout-
ing unit for establishing and routing a communication connection to at least one other
communication node, i.e. the routing unit enables the communication node to trans-
mit and receive data. Such a routing unit can be a common router, bridge, switch,
hub or gateway, but also any other electronic or electric device which can provide a

communication to another device.

The communication connections can be uni-directional, i.e. a communication

node can only transmit or receive a message or data, whereby a one way communi-



10

15

20

25

30

WO 2009/113919 PCT/SE2008/000198

cation is established, or bi-directional, i.e. a communication node can transmit and
receive messages or data, whereby a two way communication is established or any
combination thereof. It is also possible that a bi-directional communication between a
communication node A and a communication node B is established in such a manner
that a message or data transmitted from communication node A to communication
node B is dirécted over a third communication node C, whereby the communication
connection over communication node C is uni-directional, and.a message or data
transmitted from communication node B to communication node A is directly trans-
mitted. It is clear for a person skilled in the art that more than a third communication
node C can be involved and also that the message or data transmitted from commu-
nication node B to communication node A can be sent via further uni-directional or bi-

directional communication nodes.

Additionally, the routing unit can route messages or data according to different
routing schemes. For instance the routing unit can transmit data according to a uni-
cast or a multicast or a broadcast or an anycast routing scheme. A unicast routing -
scheme is routing scheme, wherein the data are transmitted to a single destination
communication node. In contrast to that, the terms broadcast or multicast describe
the transmission of data to a plurality of destination communication nodes, wherein
broadcast and multicast differ in so far that broadcasting describes the transmission
to all available desfination communication nodes, wherein for a multicast routing
scheme, the routing unit selects at least two destination communication nodes from a
plurality of destination communication nodes. An anycast routing scheme describes a
scenario, whereby data is routed to the "nearest" or "best" destination communication

node(s) as viewed by the routing unit.

Preferably, the routing unit selects the routing scheme to be used depended
on the message or data which shall be transmitted. For example in case an emer-
gency message needs to be transmitted, the routing unit can select a broadcast, mul-
ticast or anycast routing scheme, whereby the message is transmitted to a plurality of
destination communication nodes. It is also possible that such a message is transmit-
ted without defining a destination communication node at all.
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In the following the invention is described more in detail in connection with bi-
directional communication connections between communication nodes. .However, it
is clear for the man skilled in the art that this shall not be seen as limitation of the in-
vention which is also usable in applications where uni-directional communication
connections between communication nodes are used instead or combinations of uni-

directional and bi-directional communication connections.

Communication between the communication nodes is performed via estab-
lished (exemplarily bi-directional) communication connections e.g. between a com-
munication node located in the truck and a communication node located in the trailer,
the truck’s communication node and a communication node located in a truck’s re-
mote system, and the trailer's communication node and the remote system’s com-
munication node. Or, as a further preferred embodiment shows, between the com-
munication nodes of the truck and the trailer, the truck and a truck’s remote system,
the trailer and a trailer's remote system, and the truck’s and the trailer's remote sys-
tems. In general, a remote system can be a part of a back office system for the truck,
trailer and/or cargo management, but also an emergency call centre, such as a police
station, and/or a security call centre, like a security companﬂy,“and/or one or more end

users.

In case an established bi-directional communication connection is disturbed,
e.g. an antenna is broken or a server used for the connection to a remote system is
overloaded, the inventive system and method is enabled tb establish and route a
connection to and/or over another communication node. That means, for example, if
the antenna of the truck is broken, the truck cannot communicate with the remote
system any more, i.e. the bi-directional communication connection between truck and
remote system is disturbed. Then, according to the invention, the truck can use the
connection to the trailer and subsequently the connection of the trailer to the remote
system for transmitting and/or receiving data.

According to a further embodiment, instead of using an already existing com-
munication: connection, each communication node is enabled to establish a further
communication connection to a further available communication node. For example,

as shown in a preferred embodiment, a communication node detection unit can be
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provided, which detects further available communication nodes to which the routing
unit can establish and route a communication. Such a further available communica-

tion node can be e.g. a mobile phone of the driver.

If the remote systems, to which the trailer and/or other parts of the on-board
connectivity layer are connected, differ from the remote system the truck is con-
nected to, a communication connection between communication nodes incorporated
in the different remote systems are provided. Thereby, it is ensured that data, ad-
dressed e.g. to the remote system connected to the truck, are received by this re-
mote system, even if the communication is re-directed e.g. over the trailer's commu-
nication node to the trailer's remote system and from there to the truck’s remote sys-

tem.

According to a further preferred embodiment, the communication node can de-

~termine a default connection to another communication node. That means, for exam-

ple, in the simplest connection model, where the trailer, the truck and a single remote
system are connected, that data addressed from the truck to the remote system can
be transmitted directly to the remote system or via the frailer. The communication
node of the truck then determines that data addressed to the remote system should,
by default, be transmitted directly to the communication node of the remote system

and not over the communication node of the trailer.

In a further preferred embodiment, the communication node can receive
and/or transmit data on a disturbed connection or disturbed connections. For exam-
ple, in case the truck-trailer combination is involved in a highway robbery and the
criminals try to destroy the truck’s antenna in order to cut off the truck-trailer combi-
nation from any communication to a remote system such as an emergency centre or
security centre, the inventive system and the inventive method can, preferably auto-
matically, provide a communication to the remote system by using any available
communication node to forward the information on the disturbed communication con-

nection or to forward an alarm message.

It is also preferred that the information on a disturbed or destroyed communi-

cation connection is transmitted to all communication nodes available to the commu-
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nication node having a destroyed or disturbed connection, and from there forwarded
to other communication nodes, whereby the information on a disturbed or destroyed

connection is snowballed.

As further preferred embodiments show, the connection between the commu-
nication nodes of the on-board and off-board connectivity layers can be provided by
wireless communication connections such as satellite based communication, and/or
connections through GPRS (“General Packet Radio Service”, a data transfer service
for data transfer in kilobytes available in a cellular communication system), UMTS
(“Universal Mobile Telecommunications System” - is one of the third-generation cell
phone technologies. Currently, the most common form of UMTS uses W-CDMA
(“Wideband Code Division Multiple Accéss”) as the underlying air interface, standard-
ized by the third generation Partnership Project - a collaboration between groups of
telecommunications associations, to make a globally applicable third generation mo-
bile phone system, - and is the standard European system corresponding to the re-
quirements for third generation cellular radio systems) and/or CDMA (“Code Division
Multiple Access” - a hybrid 2.5G / 3G protocol of mobile telecommunications stan-
dards). It is also possible to use CB (“Citizen Band”) radio service or any other radio
service. Preferably, the inventive system and the inventive method use different wire-
less communication connection, particularly different to the disturbed communication
connection, in order to provide a communication even if the cause for the disturbed

communication connection is jammed or disabled by a third party.

Since all available communication nodes are interconnected and even further
communication nodes can be integrated into the inventive system, data can be
transmitted over all established connections to almost all communication nodes.
Thereby, the inventive system and method provide a stable and tamper proof com-
munication between the communication nodes of and within the on-board and off-

board connectivity layers.

Further advantages and preferred embodiments are defined in the subclaims,
the description and/or the figures.
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In the following the invention will be described by reference to embodiments
shown in the appending figures. The embodiments are exemplary, only, and are not
intended to restrict the scope of the claimed invention, as defined by the claims.

The figures show:

Figure 1: a schematic illustration of the operation mode of a preferred em-

bodiment of the inventive system;

Figure 2: a schematic illustration of a further preferred embodiment of a

communication between communication nodes within an on-board connectivity layer;
Figure 3: a schematic illustration of an exemplary telematics system;

Figure 4: a schematic illustration of a preferred embodiment of a commu-
nication between communication nodes of the on-board connectivity layer shown in

Figure 2 and communication nodes of an off-board connectivity layer;

Figure 5: a flow diagram of a preferred embodiment of an establishment
operation for communication connections in a preferred embodiment of the inventive

system; and

Figure 6: a schematic illustration of a preferred embodiment of used com-

munication connections in case a default communication connection is disturbed.

Figure 1 shows an illustration of an operation mode of a preferred embodiment
of the inventive system. The preferred embodiment shows five communication nodes
2-0, 2-2, 2-4, 2-6, and 2-8 establishing a truck’s on-board connectivity layer 2. The
on-board connectivity layer 2 does not necessarily refer to a realistic on-board sys-
tem but describes all integral and/or nomadic devices and/or systems which are
based on or are associatable to a truck, e.g. a trailer, a cargo, a driver, a fifth wheel
and their corresponding devices and systems like telematics systems, on-board sys-
tems, sensor networks, a mobile phone or a handheld computer.

10
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Figure 2 shows a preferred embodiment of such an on-board connectivity
layer 2. The illustrated on-board connectivity layer 2 comprises a truck telematics
system 20, such as a truck’s on-board system and sensor network having a commu-
nication node 2-0, a trailer telematics system 22 having a communication node 2-2, a
cargo telematics system 24 having a communication node 2-4, a driver handheld de-
vice 28 having a communication node 2-8 and a sensor 26 sensing a connection on
a fifth wheel having a communication node 2-6. It goes without saying that each part
of the on-board connectivity layer 2 can comprise more than one communication
node and can comprises a plurality of integral and nomadic devices each having ad-

ditional communication nodes.

As can be seen in Fig. 1 and Fig. 2, the communication nodes 2-0 to 2-8 are-
interconnected by communication connections 4a — 4h, whereby a “horizontal” com-
munication network between the parts of the on-board connectivity layer is estab-
lished. Each communicétion connection can be supported by a variety of wireless
and/or wired communication protocols and technologies, e.g. Bluetooth, Zigbee, Wi-
max (“Worldwide Interoperability for Microwave Access’, a telecommunications tech-
nology aimed at providing wireless data over long distances), CAN, Ethernet (the
most common communication standard for local area networks). Furthermore, a sen-
sor network can also in itself constitute a telematics — to — telematics — communica-

tion link.

An exemplary truck telematics system 20 is illustrated in Figure 3. In general,
telematics systems for vehicles or vehicle parts (e.g. trailer, cargo) may be used for a
number of purposes, including tracking fleet vehicle locations, i.e. monitoring the lo-
cation, movements, status and behaviour of a vehicle, fleet of vehicles, trailers, or
cargos, recovering stolen vehicles or vehicle parts, providing automatic tamper at-
tempt notification or providing location-driven driver information services. Vehicle
telematics systems can also be used to provide remote diagnostics, that means a
vehicle's on-board system may identify a mechanical or electronic problem or monitor
vehicle states (e.g. the temperature of a cargo), and the telematics can automatically
make this information known to the vehicle remote system such as a company’s back
office. Telematics systems comprise electronic, electromechanical, and electromag-

netic devices operating in conjunction with computer controlled devices and trans-

11
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ceivers. They may comprise car safety systems and self-contained integral electro-

mechanical sensors.

The exemplary truck telematics system 20 shown in Fig. 3 comprises a plural-
ity of sensors S1 — Sn connected to one or more sensor data transceivers ST1 - STn
(e.g. a vehicle ECU (“Electronic Control Unit"), driver display, etc). Each sensor S1 -
Sn may contain functions to communicate whether it has been triggered or tampered
with, and is enabled to continuously poll and transmit its status. Each sensor data
transceiver ST1 - STn can communicate with one or many control units CU1 - CUn in
multiple ways. Furthermore, each sensor data transceiver ST1 - STn can communi-
cate with other sensor data transceivers STn - ST1 and forward data destined to
other transceivers or control units. Each connection can have encryption and authen-
tication mechanisms built in. Control units CU1 - CUn can have multiple mbdems M1
- Mn atftached to and are capable of communicating with one or many other control
units CU1 - CUn and sensor data transceivers ST1 - STn on the same or different
physical entities (e.g. truck and trailer). Each modem M1 — Mn is connected to at
least one antenna A1 — An for providing a vertical communication connection to at
least one remote system (not shown). The illustrated communication connections
(double arrows) are exemplary, only, and it goes without saying that up to all parts of

the telematics system can be horizontally interconnected with each other.

Fig. 1 further shows, that, in addition to the horizontal connections 4a — 4h,
each communication node 2-0 to 2-8 has at least one “vertical” communication con-
nection 6-0 — 6-8, which may be provided by antennas A1 — An shown in Fig. 3. The
vertical communication connection 6-0 to 6-8 can be provided by a wireless commu-
nication system e.g. by satellite or cellular communication, like UMTS, CDMA, GPRS. .
But also other radio services, such as CB radio service, can be used. In a preferred
embodiment, the vertical communication connections 6-0 to 6-8 differ from each
other. That means, e.g. communication connection 6-0 is a cellular communication
connection operated at 400 MHz, Wherein the communication connection 6-3 is op-
erated on 1800 MHz. but it is also possible that the communication node can provide

dual, tri, quad band etc. cellular communication connection.

12



10

15

20

25

30

WO 2009/113919 PCT/SE2008/000198

The vertical communication connections 6-0 — 6-8 provide a communication to
an off-board connectivity layer 8, i.e. to the remote system’s communication nodes
8-0 to 8-8 to corresponding to the parts of the on-board connectivity layer 2. These
nodes are related to corresponding remote systems 80 — 88 as exemplarily depicted
in Fig. 4. Such remote systems 80 - 88 are e.g. the truck’s company back office 80, a
fleet management back office (not shown), a trailer's owner back office 82, a cargos
owner back office 84, a drivers’ management back office 88, or an emergency call
centre (not shoWn).

As can be seen in the embodiment shown in Fig. 4, the communication nodes
2-0 of the truck’s telematics system 20 and the communication node 2-8 of the
driver's handheld device 28 can establish a satellite '6—0, 6-8 and a cellular 6-1, 6-9
communication connection to the communication nodes 8-0, 8-8 of their correspond-
ing back offices 80, 88. The communication nodes 2-2, 2-4 and 2-6 of trailer telemat-
ics system 22, cargo telematics system 24 and fifth wheel sensor 26 are only pro-
vided with satellite communication possibilities 6-2, 6-4 and cellular communication
possibilities 6-6, respectively.

Each remote system 80 to 88 comprises at least one communication node 8-0
to 8-8. The remote system can be e.g. a fruck’s 80, a trailer's 82 or a cargo’s 84
management server, or also a security company..As can be seen in Fig. 1 and 4, the
communication nodes 8-0 to 8-8 of the remote systems are also interconnected by
“horizontal” connections 10a — 10h, whereby the off-board connectivity layer 8 is es-
tablished. Since the remote systems 80 - 88 are mostly stationary, the connections
can be provided by wired communication e.g. intranet or internet, but it is also possi-

ble to use wireless communication connections.

Each communication node 2-0 to 2-8 and 8-0 to 8-8 can comprise a routing
unit (not shown) which routes data to be transmitted from one communication node
to another. For that, default communication connections dependent on data ad-
dresses can be determined. That means e.g. that the truck’s communication node 2-
0 determines that data addressed to the truck’s back office are transmitted via com-
munication connection 6-0 directly to the truck’s back office communication node 8-0.

Data addressed to the trailer in turn are transmitted via connection 4a.
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Since a plurality of different and loosely connected entities can be a part of a
moving vehicle, the configuration of on-board connectivity layer and off-board con-
nectivity layer can change - even during transport. Parts of the truck-trailer 6ombina-
tion can either join or leave, whereby also different remote systems may be involved
(e.g. a cargo is delivered or picked up). The driver, truck, container, cargo, trailer, fifth
wheel, etc, can all be equipped with on-board units or nomadic devices that can be a
part of the on-board connectivity layer. Therefore, an initial system establishment
method can be performed so that all of these communication nodes in on-board sys-
tems or nomadic devices can connect and communicate. The initial system estab-
lishment method can be performed once at a manufacturer side and is then estab-
lished as default. But it is also possible that the method is automatically performed or
manually initialized each time the vehicle starts or a change in the conﬁgurétion of
on-board and/or off-board connectivity layer is detected. After the system establish-
ment each communication node is able to forward data from one communication
node to another, whereby the inventive system is able to cope with a variety of issues

and requirements, for instance a communication of node failures.

Additionally, since, the connectivity layer and its nodes and integral and no-
madic units can change over the time, the status of the connectivity layer can be
checked from time to time and can be updatéd' if necessary. Additionally, the check
can take into account whether the change is authorized or not authorized. An author-
ized change is e.g. a change in the layer which is authorized by the rightful and au-
thorized person or entity and therefore acceptable/accepted (for example a trailer is
disconnected from the truck at the fleet owner’s building or the cargo is unloaded at a
supermarket or the driver is going home), and the change in the connectivity layer is
not authorized, for example, if the trailer is stolen or the cargo is illegally removed
from the trailer.

In a preferred embodiment, the availability of certain nodes and the availability
of the complete system can be checked and verified by forwarding control tokens or
by similar ping-mechanisms at certain intervals, or on a per event basis. Dependent
on the result of the check, the system can detect events, such as joining of nodes

and leaving of nodes, and the system can accommodate these changes. The possi-
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bility to detect changes of the connected nodes or their statuses, leads to the capabil-
ity to distinguish between an authorized and non-authorized disconnection of a node
(e.g. decoupling of a trailer leads to an unconnected trailer communication node). For
example, the configuration of the system after the check can be compared to the last
configuration of the system which has been approved as authorized. In case they
differ and the change is not confirmed by an authorized person or entity, the system

can report a non-authorized change.

A preferred embodiment of the establishment of the inventive system will be
described for a simple exemplary embodiment of the inventive system with reference
to Figure 5. The described embodiment of the inventive system has an on-board
connectivity layer comprising of a truck telematics system 20 having a communica-
tion node 2-0 and a trailer telematics system 22 ha\)ing a communication node 2-2.
Truck and trailer communication nodes 2-0 and 2-2 are connected to communication
nodes 8-0, 8-2 of a truck’s back office 80 and trailer's back office 82, respectively,
whereby the truck’s back office 80 and the trailer's back office 82 form the off-board
connectivity layer 8. The back office systems 80, 82 and truck 20 and trailer 22 are
also horizontally interconnected via communication nodes 8-0, 8-2 and 2-0', 2-2, re-
speétively.

Next, with reference to Fig. 5 a preferred embodiment of a method for estéb-
lishing the inventive system is described. This exemplary method is based on the
step of establishing an on-board connectivity layer, which ensures that data usually
transmitted e.g. by the truck to the truck’s back office can also be transmitted via the
trailer. The step of establishing an on-board connectivity layer may comprise the fol-
lowing three main steps:

- Transmitting by means of an initialising communication node an Invitation
Request (“IR”) for forming an on-board connectivity layer to all communica-
tion nodes;

- Re-fransmitting a Response Message (“RM”) comprising information on an
acceptance of the Invitation Request (“IR”) to the initializing communication
node; and
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- Transmitting an On-board Connectivity Layer Established Message (“On-
CLEM”) from all on-board communication nodes to their off-board commu-

nication nodes.
After this, an optional encryption keys exchange step can be performed.

For performing the method, one communication node can serve as initializing
communication node. In the present embodiment the initializing communication node
is the truck’s communication node 2-0. But each other communication node can also

serve as initializing communication node.

For performing the first main step, the initializing communication node 2-0 can
e.g. transmit a horizontal Invitation Request IR to all other on-board connectivity layer
communication nodes, i.e. to the communication node 2-2 of the trailer telematics
system 22. All communication nodes of the on-board connectivity layer 2 then verti-
cally transmit the Invitation Request IR to the remote systems connectivity layer 8
comprising their corresponding own back offices, i.e. to the communication node 8-2
of the trailer's back office 82.

For the next main step, each remote system, in the illustrated case the back
office 82, confirms receipt and acceptance of the Invitation Request IR by re-
transmitting a Response Message RM to the initializing communication node 2-0 of
the truck telematics system 20 via their corresponding on-board connectivity layer
communication node, i.e. the communication node 2-2 of the trailer telematics sys-
tem 22.

The Response Message RM can also comprise information on the communi-
cation node address of the corresponding remote system and/or of the corresponding
communication node in the on-board connectivity layer, such as an IP (“Internet Pro-
tocol”) address or another network address. Such an address is a unique address
that certain electronic devices currently use in order to identify and communicate with
each other on any kind of network. By providing the initializing communication node
with this information, e.g. with the network address of the trailer's back office, the ini- |
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tializing communication node can directly communicate e.g. with the trailer's back
office.

In the third main step, the On-Board Connectivity Layer Established Message
OnCLEM is transmitted from all on-board nodes to the corresponding off-board node,
informing the communication nodes of the remote systems of the on-boérd connec-
tivity layer.

In case there is more than one remote system it is preferred to also enable a
communication between the communication nodes of the remote systems, whereby
the off-board connectivity layer is established. For that, the initializing communication
node 2-0 can also transmit an Off-board Invitation Request (“Off-IR”) to its own back
office, i.e. the communication node 8-0 of the truck’s back office 80, comprising in-
formation on those other back offices, i.e. here in Fig. 5 the trailer's back office 82,
which have send back the response message RM. The communication node 8-0 of
the truck’s back office 80 then establishes a communication connection to the com-
munication node 8-2 of the trailer’'s back office 82 by transmitting an off-board Com-
munication Setup Message (‘Off-SM”) and receiving a corresponding Response
Message (“Off-RM”).

All back offices 80, 82 then transmit an Off-board Connectivity Layer Estab-
lished Message (“OffCLEM”) to their corresponding communication nodes 2-0, 2-2 in
the on-board connectivity layer 2, informing the truck and trailer telematics systems
20, 22 on the established off-board connectivity layer between the back offices 80, -
82.

Additionally, an exchange of Message Encryption Keys (“MEK”) between the
on-pboard connectivity layer parts, i.e. the truck telematics system 20 and the ftrailer
telematics system 22, and the off-board connectivity layer parts i.e. truck’s back of-
fice 80 and trailer's back office 82, can be performed. In case the network addresses
are not included in the response messages RM, on-board and off-board connectivity
layer parts can provide each other, in a further step, with their corresponding com-
munication node addresses (“CNA”). Thereby, it is ensured that the truck telematics
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system 20 and/or the trailer telematics system 22 can transmit data to their back of-

fices 80, 82 via the respective other telematics system 22, 20.

This communication establishment operation ensures that all communication
nodes are horizontally and vertically connected with each other. Therefore, it is also
possible that the communication nodes communicate status data not only to their
corresponding remote system but also to each other, whereby they are enabled to
mutually monitor their respective status. In case a communication node is disabled or
down, the other communication nodes are informed and can provide and/or transmit
the information on the disturbed connection and/or provide a communication connec-

tion to the remote system of the communication node having a disturbed connection.

Fig 6 shows the same exemplary simple embodiment as Fig. 5. As can be
seen in Fig. 6 indicated by the double line, the communication connection 6-0 be-
tween the communication node 2-0 of the truck’s telematics system 20 and the com-’
munication node 8-0 of the truck’s back office 80 is disturbed. Such a disturbed con-
nection can occur if e.g. the antenna of a truck is broken or damaged unintentionally
or intentionally in a temper or theft attempt. In communication systems according to
the state of the art, a broken antenna leaves the truck without any outside communi-

cation possibility, so that the police or the truck’s back office can not b'e informed.

According to the inventive system, a disabled communication node does not
mean that the whole system remains without any outsides contact. As explained
above all communication nodes are interconnected, whereby a communication can
be re-directed over a different communication node and/or all communication nodes
are informed on a disabled communication node, and can therefore automatically
transmit an alarm message to e.g. an emergency call centre or to the truck’s back

office.

The information of the other communication nodes on a disabled communica-
tion node can be realised either by receiving and transmitting a corresponding mes-
sage or by directly detecting the loss of a connections (in case the communication
node is directly connected to the disabled communication node). That means all un-

disturbed communication nodes can transmit a message or information on the dis-
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turbed connection to their connected communication nodes, which in turn transmit
the message to their connected communication nodes and so on. Thereby the mes-
sage is snowballed within the inventive system.

Fig. 6 shows that in case the communication connection 6-0 of the truck’s
telematics system 20 tfo its back office 80 is disturbed, the truck telematics system
transmits a message to the trailer telematics system 22 via communiéation connec-
tion 4a. The trailer telematics system then forwards the message to its own back of-
fice, namely the trailer's back office 82, via communication connection 6-2, wherein
the trailer's back office in turn forwards the message to the truck’s back office via
communication connection 10a, whereby the truck’s back office is informed of the
disturbed connection and can provide countermeasures. The message transmitting
path is indicated by dashed arrows in Fig. 6.

But it is also possible that in case the truck only comprises a single communi-
cation node which also provides the communication to the trailer, the trailer's telemat-
ics system can automatically generate a message to the truck’s back office or to an
emergency call centre upon detection of the loss of the connection to the truck.

The above described possibility to transmit data to destination communication
nodes even if the default communication connection is disturbed makes the system
less vulnerable to tamper or destruction attempts.

Of course every other system which is part of the inventive system can be
used to transmit the message, for example a driver's mobile phone. But, it is also
possible that in case a communication node is disabled, particularly as a result of a
criminal offence, any other available communication node, e.g. a mobile phone of the
criminal himself, can be used to transmit an alarm message.
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Claims:

1. System for providing a stable and tamper proof communication between a ve-
hicle’s on-board connectivity layer (2) comprising at least one vehicle located com-
munication node (2-0; 2-2; 2-4; 2-6; 2-8) and at least one vehicle associatable com-
munication node (2-0; 2-2; 2-4; 2-6; 2-8), and an off-board connectivity layer (8) com-
prising at least one remote system located communication node (8-0; 8-2; 8-4; 8-6; 8-
8), wherein each communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8)
is provided with a routing unit for establishing and routing a communication connec-
tion (4a—4h, 6-0 to 6-8, 10a-10h) to at least one other communication node (2-0; 2-2;
2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8), characterised in that the ro.uting unit is further
enabled to establish and route a communication connection (4a—4h, 6-0 to 6-8, 10a-
10h) to ancther communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) in
case the communication connection (4a—4h, 6-0 to 6-8, 10a-10h) to the at least one
communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) is disturbed or
interrupted.

2. System according to claim 1, wherein the vehicle is a truck or a tractor.

3. System according to claim 1 or 2, wherein the vehicle related unit is a truck or
tractor related unit, such as a frailer.

4, System according to any preceding claim, wherein the communication connec-
tion is bi-directional.

5. System according to any preceding claim, wherein the routing unit uses a uni-
cast or a multicast or a broadcast or an anycast routing scheme.

6. System according to claim 5, wherein the system communicates at least one
type of message, particularly an emergency message, and the use of the routing
scheme depends on the type of the message.

7. System according to claim 6, wherein, in case the system communicates an

emergency message, the routing unit uses a broadcast or anycast routing scheme.
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8. System according to any preceding claim, wherein the at least one vehicle
located communication node (2-0; 2-2; 2-4; 2-6; 2-8) is comprised in a vehicle’'s on-
board system and/or in a vehicle’s sensor network and/or in a vehicle’s component,

such as a truck’s storage compartment or a vehicle’s engine.

9. System according to any preceding'claim, wherein the at least one vehicle
associatable communication node (2-0; 2-2; 2-4; 2-6; 2-8) is comprised in a trailer,
particularly a trailer's on-board system (22) or trailer's sensor network, and/or a
cargo, particularly a cargo’s on-board system (24) or a cargo’'s sensor network,
and/or a driver related device (28), particularly a driver's mobile phone and/or a
driver's handheld computer, and/or a fifth wheel control unit (26).

10.  System according to claim 8 or 9, wherein the on-board system/s and/or the
sensor network/s comprise at least one integral and/or at least one nomadic device

such as a video camera system.

11.  System according to any preceding claim, wherein the at least one remote
system located communication node (8-0; 8-2; 8-4; '8—6; 8-8) is comprised in a back
office system of a vehicle company (80), and/or a back office system of a trailer com-
pany (82), and/or a back office of a cargo company (84), and/or a back office system
of an end user, and/or an emergency call centre, and/or a security company.

12.  System according to any precedihg claim, wherein each communication node
(2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) further comprises a communication
node detection unit for detecting further available communication nodes.

13.  System according to any preceding claim, wherein each routing unit estab-
lishes and routes a communication connection (4a—4h, 6-0 to 6-8, 10a-10h) to all
communication nodes (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) connectable to
the communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) in which the

connection establishment unit is incorporated.

21



10

15

20

25

30

WO 2009/113919 PCT/SE2008/000198

14.  System according to any preceding claim, wherein the communication node
(2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4, 8-6; 8-8) further comprises a transceiver unit for
transmitting and/or receiving data to/from the at least one established communication
connection (4a—4h, 6-0 to 6-8, 10a-10h).

15.  System according to any preceding claim, wherein the routing unit is further
enabled to detect a disturbed or interrupted communication connection (4a—4h, 6-0 to
6-8, 10a-10h).

16.  System according to claim 14 and 15, wherein the routing unit controls the
transceiver to transmit data on the disturbed or interrupted communication connec-
tion (4a—4h, 6-0 to 6-8, 10a-10h) upon detection.

17.  System according to claim 12 and 15, wherein the routing unit establishes and
routes communication connection (4a—4h, 6-0 fo 6-8, 10a-10h) to all communication
nodes (2-0; 2-2; 2—4'; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) detected by the detection' unit
and controls the transceiver unit correspondingly to transmit information on a dis-
turbed or interrupted communication connection (4a~4h, 6-0 to 6-8, 10a-10h) to all
available communication nodes (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4: 8-6; 8-8).

18.  System according to claim 16 or 17, wherein data on the disturbed or inter-
rupted communication connection (4a—4h, 6-0 to 6-8, 10a-10h) is transmitted auto-
matically.

19.  System according to any preceding claim, wherein the communication connec-
tion (4a—4h, 6-0 to 6-8, 10a-10h) is wireless, particularly an infrared communication
connection, a Bluetooth communication connection, a ZigBee communication con-
nection, a satellite based communication connection, a cellular phone communication
connection, such as GPRS, UMTS and/or CDMA, and/or a radio service based
communication connection, such as a communication connection via CB radio ser-

vice.
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20.  System according to any preceding claim, wherein the communication connec-
tion (4a—4h, 6-0 fo 6-8, 10a-10h) is a wired communication connection, particularly a

CAN bus communication connection and/or a token bus communication connection.

21. System according to any preceding claim, wherein the communication connec-
tion (4a—4h, 6-0 to 6-8, 10a-10h) is an encrypted and/or an authenticated communi-

cation connection.

22. Method for providing a stable communication between a vehicle’s on-board
connectivity layer comprising at least one vehicle located communication node (2-0;
2-2; 2-4; 2-6; 2-8) and at least one vehicle associatable communication node (2-2; 2-
4; 2-6; 2-8), and an off-board connectivity layer comprising at least one remote sys-
tem located communication node (8-0; 8-2; 8-4; 8-6; 8-8), wherein each communica-
tion node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) communicates with at least
one other communication node (2-0; 2-2; 2-4; 2-8; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) over a
communication connection (4a—4h, 6-0 to 6-8, 10a-10h) characterised in establish-
ing a communication connection (4a—4h, 6-0 to 6-8, 10a-10h) to another communica-
tion node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) in case the communication
connection (4a—4h, 6-0 to 6-8, 10a-10h) to the at least one communication node (2-0;
2-2: 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) is disturbedv or interrupted.

23. Method according to claim 22, wherein the vehicle is a truck or a tractor.

24. Method according to claim 22 or 23, wherein the vehicle related unit is a truck

or tractor related unit, such as a trailer.

25. Method according to any one of claims 22 to 24, wherein the communication

_connection is bi-directional.

26. Method according to any one of claims 22 to 25, wherein at least one commu-
nication node communicates according to a unicast or a multicast or a broadcast or
an anycast routing scheme.
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27. Method according to claim 26, wherein at least one communication node
communicates at least one type of message, particularly an emergency message,
and uses a routing scheme depending on the type of the message.

28. System according to claim 27, wherein, in an emergency message is commu-
nicated, a broadcast or anycast routing scheme is used.

29. Method according to any one of claims 22 to 28, further comprising the step of
detecting further available communication nodes (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-
4; 8-6; 8-8).

30. Method according to any one of claims 22 to 29, further comprising the step of
establishing and routing a communication connection (4a—4h, 6-0 to 6-8, 10a-10h) to
all communication nodes (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) cohnectable
to the at least one communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-
8). ‘

31.  Method according to any one of claims 22 to 30, further comprising the step of
transmitting and/or receiving data to/from the at least one established communication
connection (4a—4h, 6-0 to 6-8, 10a-10h).

32. Method accofding to any one of claims 22 to 31, wherein the data comprise
information on a disturbed or interrupted communication connection (4a—4h, 6-0 to 6-
8, 10a-10h).

33. Method according to claim 29 and 32, wherein the data comprising information
on a disturbed or interrupted communication connection (4a—4h, 6-0 to 6-8, 10a-10h)
are transmitted fo all detected available communication nodes (2-0; 2-2; 2-4; 2-6; 2-8;
8-0; 8-2; 8-4, 8-6; 8-8).

34, Method according to claim 32 or 33, wherein data comprising data on a dis-

turbed or interrupted communication connection (4a—4h, 6-0 to 6-8, 10a-10h) are
transmitted automatically.
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35. Method according to any one of claims 22 to 34, wherein a system according
to any one of claims 1 to 21 is used.

36. Method for establiéhing a communication system according to any one of
claims 1 to 21 comprising the step of establishing an on-board connectivity layer by
performing the steps of:

a. Transmitting by means of an initialising communication node (2-0; 2-2; 2-4;
2-6: 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) an Invitation Request (IR) for forming an
on-board connectivity layer to all communication nodes (2-0; 2-2; 2-4; 2-6;
2-8; 8-0; 8-2; 8-4; 8-6; 8-8);

b. Re-transmitting a Response Message (RM) comprising information on an
acceptance of the Invitation Request (IR) to the initializing communication
node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4, 8-6; 8-8); and

c. Transmitting an On-board Connectivity Layer Established Message (On-
CLEM) from all on-board communication nodes (2-0; 2-2; 2-4; 2-6; 2-8) to
their off-board communication nodes (8-0; 8-2; 8-4; 8-6; 8-8).

37. Method according claim 36, wherein step a is performed by transmitting the
invitation request (IR) to the communication nodes which are intended to be com-
prised in the vehicle’s on-board connectivity layer (2-0; 2-2; 2-4; 2-6; 2-8) and for-
warding by means of the receiving on-board communication nodes (2-0; 2-2; 2-4; 2-
6; 2-8) the Invitation Request (IR) {o the remote system communication nodes (8-0;
8-2; 8-4; 8-6; 8-8) corresponding to the receiving on-board communication nodes (2-
0; 2-2; 2-4, 2-6; 2-8).

38. Method according claim 36 or 37, wherein step b is performed by re-
transmitting the response message (RM) to the initializing communication node (2-0;
2-2: 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) via the corresponding on-board communica-
tion nodes (2-0; 2-2; 2-4; 2-6; 2-8).

39. Method according to any one of claims 36 to 38, wherein the method further

comprises the step of establishing an off-board connectivity layer.
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40. Method according to claim 39, wherein the step for establishing an off-board
connectivity layer comprises at least one of the following steps:

— Transmitting an Off-board Invitation Request (Off-IR) to all remote com-
munication nodes (8-0; 8-2; 8-4; 8-6; 8-8);

— Transmitting an Off-board communication setup message (Off-SM) to all
remote communication nodes (8-0; 8-2; 8-4; 8-6; 8-8) which are intended
to be comprised in the off-board connectivity layer;

— Receiving an Off-board Response Message (Off-RM);

— Transmitting an Off-board Connectivity Layer Established Message (Off-
CLEM) from all remote communication nodes (8-0; 8-2; 8-4; 8-6; 8-8) to
their corresponding on-board communication nodes (2-0; 2-2; 2-4; 2-6; 2-
8).

41. Method according to any one of claims 36 to 40, wherein the method further
comprises the step of exchahging encryption keys (EKM) between the communica-
tion nodes (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8).

42. Method according to any one of claims 36 to 41, wherein the method further
comprises the step of exchanging at least one communication node address (CNA)
between the communication nodes (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8).

43. Vehicle comprising a communication node (2-0; 2-2; 2-4, 2-6; 2-8; 8-0; 8-2; 8-
4; 8-6; 8-8) which is adapted or adaptable to be part of a system according to any
one of claims 1 to 21.

44. Vehicle according to claim 43, wherein the vehicle is a truck or a tractor.

45. Vehicle related unit comprising a communication node (2-0; 2-2; 2-4; 2-6; 2-8;
8-0; 8-2; 8-4; 8-6; 8-8) which is adapted or adaptable to be part of a system accord-

ing to any one of claims 1 to 21.

46. Vehicle related unit according to claim 45, wherein the vehicle related unit is a
frailer, a cargo and/or a driver's handheld device.
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47.  Vehicle comprising a communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2: 8-
4; 8-6; 8-8) which is adapted or adaptable to perform a method according to any one

of claims 22 to 35.

48.  Vehicle according to claim 47, wherein the vehicle is a truck or a tractor.

49.  Vehicle related unit comprising a communication node (2-0; 2-2; 2-4; 2-6; 2-8;
8-0; 8-2; 8-4; 8-6; 8-8) which is adapted or adaptable to perform a method according
to any one of claims 22 to 35.

50.  Vehicle related unit according to claim 49, wherein the vehicle related unit is a
trailer, a cargo and/or a driver's handheld device.

51.  Vehicle comprising a communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-
4; 8-6; 8-8) which is adapted or adaptable to perform a method according to any one
of claims 36 to 42.

52.  Vehicle according to claim 51, wherein the vehicle is a truck or a tractor.

53.  Vehicle related unit comprising a communication node (2-0; 2-2; 2-4; 2-6; 2-8;
8-0; 8-2; 8-4; 8-6, 8-8) which is adapted or adaptable to perform a method according
to any one of claims 36 o 42. ' '

54. Vehicle related unit according to claim 53, wherein the vehicle related unit is a
trailer, a cargo and/or a driver's handheld device.

55.  Communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) which is
adapted or‘adaptable to be part of a vehicle, in particular a truck or a tractor and/or a
vehicle related unit, in particular a truck or tractor related unit, particularly a trailer, a
cargo and/or a driver's handheld device, characterised in that the communication

node is further adapted to be part of a system according to any one of claims 1 to 21.

56. Communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) which is

adapted or adaptable to be part of a vehicle, in particular a fruck or a tractor, and/or a
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vehicle related unit, in particular a truck or tractor related unit, particularly a trailer, a
cargo and/or a driver's handheld device, characterised in that the communication

node is further adapted to perform a method according to any one of claims 22 to 33.

57. Communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4, 8-6; 8-8) which is
adapted or adaptable to be part of a vehicle, in particular a truck or a tractor, and/or a
vehicle related unit, in particular a truck or tractor related unit, particularly a trailer, a
cargo and/or a driver's handheld device, characterised in that the communication
node is further adapted to perform a method according to any one of claims 36 to 42.

58. A computer program comprising a software code adapted or adaptable to per-
form a method or for use in a method according to at least one of claims 22 to 35,

when the computer program is run on a programmable microcomputer.

59. The computer program according to claim 58 adapted or adaptable to be
downloaded to a support unit or one of its components when run on a computer
which is connected to the internet.

60. A computer program comprising a software code adapted or adaptable to per-
form a method or for use in a method according to at least one of claims 36 to 42,

when the computer program is run on a programmable microcomputer.

61. The computer program according to claim 60 adapted or adaptable to be '
downloaded to a support unit or one of its components when run on a computer

which is connected to the internet.

62. A computer program product stored on a computer readable medium, com-
prising a software code for use in a method for providing a stable communication be-
tween a vehicle’s on-board connectivity layer comprising at least one vehicle located
communication node (2-0; 2-2; 2-4; 2-6; 2-8) and at least one vehicle associatable
communication node (2-2; 2-4; 2-6; 2-8), and an off-board connectivity layer compris-
ing at least one remote system located communication node (8-0; 8-2; 8-4; 8-6; 8-8),
wherein each communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8)

communicates with at least one other communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-
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0; 8-2; 8-4; 8-6; 8-8) over a communication connection (4a—4h, 6-0 to 6-8, 10a-10h)
comprising the step of establishing a communication connection (4a—4h, 6-0 to 6-8,
10a-10h) to another communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6;
8-8) in case thé communication connection (4a—4h, 6-0 to 6-8, 10a-10h) to the at
least one communication node (2-0; 2-2; 2-4; 2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) is dis-
turbed or interrupted.

63. A computer program product according to claim 62, wherein the communica-

tion connection is bi-directional.

64. A computer program product stored on a computer readable medium, com-
prising a software code for use in a method for establishing a communication system
according to.any one of clatims 1 to 21 comprising the step of establishing an on-
board connectivity layer by performing the steps of:

a. Transmitting by means of an initialising communication node (2-0; 2-2; 2-4;
2-6; 2-8; 8-0; 8-2; 8-4; 8-6; 8-8) an Invitation Request (IR) for forming an
on-board connectivity layer to all communication nodes (2-0; 2-2; 2-4; 2-6;
2-8; 8-0; 8-2; 8-4; 8-6; 8-8);

b. Re-transmitting a Response Message (RM) comprising information on an
acceptance of the Invitation Request (IR) to the initializing communication
node (2-0; 2-2; 2-4; 2-6; 2-8:; 8—0;‘ 8-2; 8-4; 8-6; 8-8); and

c. Transmitting an On-board Connectivity Layer Established Message (On-
CLEM) from all on-board communication nodes (2-0; 2-2; 2-4; 2-6; 2-8) to
their off-board communication nodes (8-0; 8-2; 8-4; 8-6; 8-8).
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