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A method for verifying a first identity and a second

identity of an entity
Field of the Invéntion

The present invention relates to verifying the identities of

a network entity.
Background-of the Invention

The current development towards truly mobile cémputing and
networking has brought on the evolution of various access
technologies, which also provide the users with access to

the Internet when they are outside their own home network.

.The first public communication network that provides a truly

ubiquitous World Wide Web (WWK) access is the GSM-based

nobile telephone network.

So far, the use pf the Internet has‘ been -dominated by
person—to—machiné‘c‘ommu’nications, i.e. information services.
The evolution towards the so-called third generation (3G)
wiréless networks brings along mobile nultimedia
communications, which' will also ‘change the way IP-based
services are utilized in publié mobile networks.  The IP
Multimedia Subsystem (IMS), as specified by the by the 378
Generation Partnership -Project (3GPP), integrates mobile
voice communications with Internet technologies, allcwing

IP-based multimedia services to be utilized in mcbile

networks.
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The inventors have identified an important problem with
mobile multimedia communications din third generation
wireless networks, namely that of’ identity coherence
checking in . the so-called third generation Generic
Authentication Architecture GAA, This  is for example

described in the Technical specification T8 33.220v6.

The new multimedia capable mobile termimals (multimedia
phones) provide an open development platform for application
developers, allowing independeht‘application devélopers to
design new services and applications for the multimedia

environment . The users may, in turn, download the new

‘applications/services to their mobile terminals and use them

therein.

GAA is to be used as a . security procedure for a plurality of
future applicatiohs and services. However, the inventors

have identified a flaw in GAA.

In particular, in GAA there is a needvfor a’ bootstrapping
server function (BSF) to be able to verify.a'binding between
a public identifier of a network epplication function (NAF)
and the GAA internal identifier of the NAF. The public
identifier of the NAF is the public host name of the NAF
that‘the user equipment (UE) uses in the Ua interface. The
internal NAF identifier is the network address that is used
in the corfesponding DIAMETER messaces in the Zn interface.
The public NAF identifier isiﬁeeded in the boot strapping
function because the bootstrapping server function uses it

during the derivation of the NAF specific key (Ks_NAF).
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This problem is more pronounced if the NAF is doing virtual
name based hosting, that is having multiple host names
mapped on to a single IP (internet protocol) address. Thus,
there may be one-to-many mapping between the internal NAF
address and the public NAF addresses. The domain name
server 1is not able to verify that a certain NAF address
identified by a certain internal NAF address in the
bootstrapping server function is authorised to use a certain

public NAF address.

Embodiments of the present invention seek to address the

above-described problems.

Summary of the Invention

According to an embodiment of the present invention there is
provided a method, comprising:

receiving first identity information of a network
application function at a checking entity;

receiving second identity information of the network
application function at said checking entity from the
network application function;

verifying that the first and second identities both
belong to said network application function; and

generating a key using one of said first and second

identity information.

According to another embodiment of the present invention
there is provided a method, comprising:

receiving an internal interface address at a boot
strapping function from user equipment or from a network
application function;

receiving an external interface address at the boot
strapping function from the network application function;

and

1862955_1:bab
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verifying that the external interface address and the
internal interface address belong to the same network

application function.

According to another embodiment of the present invention
there is provided an apparatus, comprising:

first receiving means arranged to receive a first
identity of a network application function,

second receiving means arranged to receive a second
identity of the network application function, said second
identity being received from the network application
function,

verifying means arranged to verify that the first and
second identities both belong to said network application
function and,

generating means arranged to generating a key from one

of said first and second identities.

According to another embodiment of the present invention
there is provided a network application function,
comprising:

transmitting means arranged to send the second
identity, of a first and second identity of the network
application function, to checking means, and

receiving means arranged to receive a key generated

from said second identity from the checking means.

According to another embodiment of the present invention
there is provided a method comprising:
sending the second identity, of a first and a second
identity of a network application function, from the
network application function to checking means; and
receiving, at the network application function £from
the checking means, a key generated from said second

identity.

1862955_1:bab
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According to another embodiment of the present invention
there is provided an apparatus, comprising:

first receiving means arranged to receive an internal
interface address from user equipment or from a network
application function;

second receiving means arranged to receive an external
interface address at the boot strapping function from the
network application function; and

verifying means arranged to verify that the external

interface address and the internal interface address belong

to the same network application function.

According to another embodiment of the present invention
there is provided a computer program embodied on a computer
readable medium, said computer program configured to
control a processor to perform:

sending the second identity, of a first and a second
identity of a network application function, from the
network application function to a checking means; and

receiving, at the network application function from
the checking means, a key generated from said second

identity.

According to another embodiment of the present invention
there is provided a computer program embodied on a computer
readable medium, said computer program configured to
control a processor to perform:

receiving first identity information of a network
application function at checking means;

receiving second identity information of the network
application function at said checking means from the network
application function;

verifying that the first and second identities both

belong to said network application function; and

1862955_1:bab
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generating a key using one of said first and second

identity information.

According to another embodiment of the present invention
there is provided a computer program embodied on a computer
readable medium, said computer program configured to
control a processor to perform:

receiving an internal interface address at a boot
strapping function from a network application function or
from user equipment;

receiving an external interface address at the boot
strapping function from the network application function; and

verifying that the external interface address and the
internal interface address belong to the same network

application function.

Brief Description of the Drawings

1862955_1:bab
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For a better understaﬁding of the present invention and as
tc how the same may be carried into effect, reference will
now be made by way of example to the accompanying drawings
in which: '

Figure 1 shows an overview of GAA applicationms;
Figure 2 shows a first signal flow in one embodiments
of the invention; and

Figure 2 shows a second signal flow in another

embodiment of the inventionm.

Detailed description of ‘preferred embodiments of the

invention

Reference -is made to Figure 1 which shows a GAA architecture
in which embodiments of @ the present invention may be

incorporated.

User equipment UE-20 is provided. The user equipment can
take any suitable form and may for -example be a mobile
telephone, personal organiser, computer or any Other

suitable equipment. The user equipment 20 is ‘arranged to

communicate with a bootstrapping server function BSF 28 via

a Ub interface. The user equipment 20 is also arranged to
communicate with a network application functicn NAF 29 via a

Ua interface.

The network application function 29 may be divided to an
authorisation proxy function 25 and an application ‘specific
server 26. The network'application function 29 is connected

to the bootstrapping server function 28 via a Zn interface.
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The bootstrapping server function 28 is connected to a home
subscriber system HSS 27 via a Zh interface. The
bootstrapping server fﬁnctionk and the user equipment are
arranged . to = mutually authenticate using the ARA
(authentication and key agreement} protocol and agree on
session keys that afterwards are applied between the user
equipment and network application function. Once the

bootstrapping procedﬁre has Dbeen completed, the user

" equipment and the NAF can run some application specific

pfotocol where the authentication of messages will be based
on those session keys generated during the mutual
authentication between' the user equipment and boots&rapping
server function using the Ub interface. Generally, there
will be no previous security association between the user
eqﬁipmeﬁt and the NAF. The NAF shall be able to locate and
communicate securely with a subscriber’s bootstrapping
server function. The NAF shall be able to acquire shared
key material or. NAF specific key material derived from this
shared key material that is established between the user
equipment and fhe‘ BSF -during the bootstrapping procedure
over Ub interface. " The NAF is arranged to check the

lifetime of the shared key material.

In addition to its mnormal function, the HSS staores
parameters in the subscriber profile relating to the
bootstrapping server function. Optionally, parameters

relating to the usage of some NAF’s are stored in the HSS.
The interfaces will be described in more detail. The Ua

interface carries the application protocol which is secured

using the key material or derived key material agreed

-10-
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between the user equipment and the base station function as
a result of the run of HTTP digest AKA .over the Ub
interface. .
The Ub interface provides mutual authentication between the
user equipment and the bootstrapping server function, It
allows the user equipment to bootstrap the session keys

based on the 3GPP AKA infrastructure.

The 2Zh interface protocol used between the BSF and HSS
allows the BSF to fetch the required au;hentication
information and subscribér profile information from the HSS.
The interface to the 3G authentication ‘centre is HSS

internal.

Thé 7n interface 1is used by the NAF to fetch the key
material or derived key>materia1 agreed during avbreviOUS
HTTP digest AKA p£0t0091 run over the Ub interface from the
BSF. It can also be used to fetch NAF specific subscriber

profile information from the BSF.

In summafy, in embodiments of the presgnt invention, the NAF
29 sends the public identifier of .the NAF to the
bootstrapping‘serverAfunction 28. The bootstrapping server
function shall verify the binding between the public and
internal NAF identities. The public NAF identifier is used
by the BSF to derive the NAF specific. key kKs*NAF) from
master key material (Ks) established during bootstrapping
procedure in the Ub interface. 1In ﬁarticular, embodiments
are the present invention are applicable where the network

element that is hosting a NAF has one or more network

11-
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interfaces used for serving incoming connections from the
user equipment. This is the public (or external) network
interface and is via ’thg Ua interface. . One network

interface is for connecting to operator services such as fhe‘v
BSF, that is the internal network interface which is via the

%n interface between the NAF 29 and BSF 28.

The address of the - internal network interface in' the Zn
interface is added for example to the “origin-host” field by
thé NAF in the DIAMETER message. Embodiments ofAthe present
invention convey the external network interface address of

the NAF, that is the public address to the BSF from the NAF.

" This can be donewuéing an AVP (éttribute value pair} to

transport the information from the NAF 29 to the. BSF. As

‘mentioned previously, the externmal or public address is used

by the BSF because the BSF derives the NAF specific key
(Ks_NAF) from the fully qualified domain néme (FQDN) of the
NAF which the user equipmeht uses, that is the public
address of the NAF. .The BSF checks that the NAF identified
by the internal‘address‘used in the Zn interface (NAF_id_Zn)
is authorised to use the external addresé used in the Ua

interface (NAF_id Ua).

In embodiments of the invention, the NAF sends the NAF_Id Ua
in the‘first message, and receives confirmationi(or error)
message as response. The UID may:or may not be trénéferred
at the same time. The corresponding respcnses may thus only
relate to the mapping of the public and internal NAF
identifiers. In embodiments of the invention, both the

public and internal NAF identifiers are sent to the BSF, the

-12-
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BSF checks the mapping between them, and derives the NAF
specific key using the public NAF identifier.

Reference is now made to figure 2 which shows a first signal
flow in one embodiment of the present invention. Figure 2
shows messaging details between the NAF 29 and BSF 28 via
ﬁhe 7zn interface. Before the Zn interface messaging takes

place, the user equipment has requested a service from the

NAF over the Ua interface. With.this request, the user

equipment has - given a TID (transaction identifier) and
possibly a user identifier UID. The user identifier can be
transpbrted  from the user equipment to the NAF in later
messages. . Figure 2 describes the case where the TID and UID
have been sent froﬁ Ehe user eqguipment to the NAF in the

same message.

In step la, the NAF 29 sends the TID, the NAF id UA and UID
to the BSF 28: The BSF verifies the TID to UID mapping and
the NAF id Zn to NAF id Ua mapping. The NAF id Ua can be

obtained for example from the origin—hdst AVP, In other

- words, the BSF checks that the NAF identified by the

4internal address is authorised to use the external address.

If these verifications are successful, the BSF derives the

Ks_NAF uging the NAF_id UA.

In step 2a, the BSF sends the Ks_NAF and NAF specific user
security settings “US5” to the NAF 29. 1In some embodiments
of the present invention, the NAF may not have any“USS and
thus the USS AVP 'is optiomal. After receiving the Ks_NAF,
the NAF can complete ‘the authentication procedure and assume

that the UID is correct. If the TID can not be found and

13-
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either the TID-to-UID or NAF id UA validation fails, the BSF.

shall return an error message to the NAF.

TID-to-UID mappings, it may send an additional request to
the BSF -in step 3a which contains the TID and another UID.
Upon receiving the TID and UID, the BSF 28 shall verify the
TID—to-DID mapping and. return the result to the NAF 29.
This takes place-in step 4a. The BSF shall only do this if
the NAF is authorised vto verify 'multiéle TID-to-UID
mappings. In this case, the NAF may repeat steps 3z and 4a

multiple times.

Reference is now to ‘figure 3 which shows the case where the
TID and UID have been received in different messages. For

example, the TID is sent to the NAF for the UID.

In step 1b, the NAF 29 sends ‘the .TID. and NAF_ID_Ua to the
BSF. = The BSF shall verify the NAF id Zn to NAF_id Ua
mapping. - If this verification succeeds, the BSF derives the

Ks_NAF using the NAF_id Ua.

In step 2b, the BSF sends the Ks_NAF and the NAF specific

USS to the NAF. Agéin, the NAF may not have USS and thus
the USs AVP is optional. After receiving the Ks_NAF, the
NAF 28 can. complete ﬁhé authentication procedure. If a TID
can not be found or the NAF id Ua validation fails, the BSF

28 returns an error message to the NAF.

Before step 3b, the NAF has received a UID from the user

equipment. In step 3b, the NAF sends a TID and UID for

-14-
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verification. The BSF provides the result of this

verification in step 4b. This procedure is the same as in
messages 3a and 4a of Figure'z,“Iﬁ,this_case, the NAF is
allowed to verify the TID-to-UID mapping in a separate .
message. During steps 1b and 2b no UID was verified. In
the case where the NAF is authorised to verify multiple TID-
to-UID mapping, it can send another reguest to the BSF in
step 5b and get the results of the verification in step 6b.

These stéps correspond to steps 4a and 4b of figure 2.

Steps 5b and 6b_may be repeated a plurality of times.

An error message is sent from the BQF to the NAF if the TID
is not found:'in the BSF database,  1f wmapping of the
NAF id Ua and NAF id Zn could not be verified or if mapping
of TID and UID could not be verified.

Thus em.bodiménts of the present invention allow the NAF to
send the NAF identifier used by the user equipment over the
Ua interface :o the BSF so that the BSF is able to derive

the Ks NAF.

-15-




2005239509 04 Mar 2009

10

20

25

30

12

The claims defining the invention are as follows:

1. A method, comprising:

receiving first identity information of a network
application function at a checking entity;

receiving second identity information of the network
application function at said checking entity from the
network application function ;

verifying that the first and second identities both
belong to said network application function; and

generating a key using one of said first and second

identity information.

2. A method as claimed in claim 1, wherein said generating

comprises generating the key from said second identity.

3. A method as claimed in any preceding c¢laim, wherein one
of said first and second identities comprises a public

identity.

4, A method as claimed in any preceding claim, wherein one
of said first and second identities comprises a private

identity.

5. A method as claimed in any preceding claim, wherein
said receiving comprises receiving said first identity from
user equipment.

6. A method as claimed in any preceding claim, wherein

said receiving comprises receiving a transaction identifier

in a same message as the first identity.

1852428-2

-16-
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7. A method as claimed in any of claims 1 to 5, wherein
said receiving comprises receiving a transaction identifier

in a different message as the first identity.

8. A method as claimed in any preceding claim, wherein

said key comprises an authentication key.

9. A method as claimed in any preceding claim, comprising

sending said key to said network application function.

10. A method as claimed in any preceding claim, wherein
said generating is only performed if said verification is

successful.

11. A method as claimed in any preceding claim, wherein if
said verification is unsuccessful, sending an error message

to the network application function is performed.

12. A method as claimed in any preceding claim, comprising

verifying a transaction identity to user identifier mapping.
13. A method as claimed in claim 12, wherein a plurality of
transaction identifiers are mapped to a user identifier and

said verifying is performed in turn for each transaction

identifier to user identifier mapping.

14, A method as claimed in any preceding claim, wherein

said checking entity comprises a boot strapping function.

1852428-2
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15. A method, comprising:

receiving an internal interface address at a boot
strapping function from user equipment or from a network
application function;

receiving an external interface address at the boot
strapping function from the network application function;

and

verifying that the external interface address and the
internal interface address belong to the same network

application function.

16. An apparatus, comprising:

first receiving means arranged to receive a first
identity of a network application function,

second receiving means arranged to receive a second
identity of the network application function, said second
identity being received from the network application
function,

verifying means arranged to verify that the first and
second identities both belong to said network application
function and,

generating means arranged to generating a key from one

of said first and second identities.

17. An apparatus as claimed in claim 16, wherein said
checking means is configured to generate said key from said
second identity.

18. An apparatus as claimed in claim 16 or claim 17, wherein
one of said first and second identities comprises a public

identity.

1852428-2
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19. An apparatus as claimed in any one of claims 16 to 18,
wherein onz of said first and second identities comprises a

private identity.

20. An apparatus as claimed in any one of claims 16 to 19,
wherein said checking means 1is configured to receive said

first identity from user equipment.

21. An apparatus as claimed in any one of claims 16 to 20,
wherein said checking means is configured to receive a
transaction identifier in a same message as the first

identity.

22. An apparatus as claimed in any one of claims 16 to 20,
wherein said checking means is configured to receive a
transaction identifier in a different message as the first

identity.

23. An apparatus as claimed in any one of claims 16 to 22,

wherein said key comprises an authentication key.

24. An apparatus as claimed in any one of claims 16 to 23,
further comprising transmitting means configured to send

said key to said network application function.

25. An apparatus as claimed in any one of claims 16 to 24,
wherein said checking means is configured to generate said
key only if is verified that the first and second identities

both belorg to said network application function.

1852428-2

-19-
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26. An apparatus as claimed in any one of claims 16 to 25

wherein said checking means is configured to send an error
message to the network application function if it is
determined that the first and second identities do not both

belong to said network application function.

27. An apparatus as claimed in any one of claims 16 to 26,
wherein said checking means 1is configured to verify a

transaction identity to user identifier mapping.

28. An apparatus as claimed in claim 27, wherein said
checking means 1is configured to map a plurality of
transaction identifiers to a user identifier, and to perform
said verification in turn for each transaction identifier to

user identifier mapping.

29. An apparatus as claimed in any one of claims 16 to 28,
wherein the first identity information is an internal
interface address of the network application function, and
the second identity information is an external interface

address of the network application function.

30. An apparatus as claimed in any one of claims 16 to 29,

wherein said apparatus comprises a boot strapping function.

31. A network application function, comprising:

transmitting means arranged to send the second
identity, of a first and second identity of the network
application function, to checking means, and

receiving means arranged to receive a key generated

from said second identity from the checking means.

1852428-2

-20-
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32. A network application function as claimed in claim 31,
wherein one of said first and second identities comprises a

public identity.

33. A network application function as claimed in claim 31
or claim 32, wherein one of said first and second

identities comprises a private identity.

34. A network application function as claimed in any one of
claims 31 to 33, wherein said key comprises an

authentication key.

35. A network application function as claimed in any one of
claims 31 to 34, wherein said receiver 1is configured to
receive an error message from the checker if it is
determined that the first and second identities do not both

belong to said network application function.

36. A method comprising:
sending the second identity, of a first and a second
identity of a network application function, from the
network application function to checking means; and
receiving, at the network application function from
the checking means, a ey generated from said second

identity.

37. A method as claimed in claim 36, wherein one of said

first and second identities comprises a public identity.

1852428-2
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38. A method as claimed in claim 36 or claim 37, wherein
one of said first and second identities comprises a private

identity.

39. A method as claimed in any one of claims 36 to 38,

wherein said key comprises an authentication key.

40. A method as claimed in any one of claims 36 to 39,
further comprising receiving an error message from the
checking means if it is determined that the first and
second identities do not both belong to said network

application function.

41. An apparatus, comprising:

first receiving means arranged to receive an internal
interface address from user eguipment or from a network
application function;

second receiving means arranged to receive an external
interface address at the boot strapping function from the
network application function; and

verifying means arranged to verify that the external
interface address and the internal interface address belong

to the same network application function.

42, An apparatus as claimed in claim 41, wherein the
internal interface address is an internal interface address
of the network application function, and the external
interface address is an external interface address of the

network application function.
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43. An apparatus as claimed in claim 41 or claim 42,
comprising generating means arranged to generate a key from
one of said internal interface address and external

interface address.

44. An apparatus as claimed in claim 43, wherein said key

comprises an authentication key.

45. An apparatus as claimed in claim 43 or claim 44, further
comprising transmitting means configured to send said key
to said network application function.

46. An apparatus as claimed in any one of claims 43 to 45,
wherein said generating means is arranged to generate said
key only if is verified that the internal interface address
and external interface address both belong to said network

application function.

47. An apparatus as claimed in any one of claims 41 to 46,
comprising means for sending an error message to the network
application function if it is determined that the internal
interface address and external interface address do not

both belong to said network application function.

48. An apparatus as claimed in any one of claims 41 to 47,
wherein the apparatus comprises a bootstrapping server
function.

49. A computer program embodied on a computer readable

medium, said computer program configured to control a

processor to perform:
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sending the second identity, of a first and a second
identity of a network application function, from the
network application function to a checking means; and

receiving, at the network application function from
the checking means, a key generated from said second

identity.

50. A computer program embodied on a computer readable
medium, said computer program configured to control a
processor to perform:

receiving first identity information of a network
applicaticn function at checking means;

receiving second identity information of the network
application function at said checking means from the
network application function;

verifying that the first and second identities both
belong to said network application function; and

generating a key using one of said first and second

identity information.

51. A computer program embodied on a computer readable
medium, said computer program configured to contrel a
processor to perform:

receiving an internal interface address at a boot
strapping function from a network application function or
from user equipment;

receiving an external interface address at the boot
strapping function from the network application function; and

verifying that the external interface address and the
internal interface address belong to the same network

application function.
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Dated 2 March, 2009
Nokia Corporation
Patent Attorneys for the Applicant/Nominated Person
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