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(57) Abstract: An access control device including a credential reader circuit configured to enter a standby mode, awaken from a
standby mode, and receive data from a nearby credential. The access control device further includes a credential detection circuit
having a memory configured to store program instructions, an antenna, and a processor electrically coupled to the antenna and to the
credential reader circuit, wherein the processor is contfigured to execute the stored program instructions to: transmit an interrogation
signal, receive a reflected interrogation signal with the antenna, transmit an activation signal to the credential reader circuit in re -
sponse to the received reflected interrogation signal wherein the reflected interrogation signal includes I and Q values, receive a false
detection signal from the credential reader circuit, and adjust at least one of the I and Q threshold values of the reflected interroga -
tion signal.
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LOW POWER CREDENTIAL DETECTION DEVICE
FOR ACCESS CONTROL SYSTEM

CROSS REFERENCE TO RELATED APPLICATIONS
80411 This application claims priovity to U.S. Patent Application No. 15/275.941 filed

Septeraber 26, 2016, and claims the benefit of U.S. Provisional Application No. 62/271,079 filed

December 22, 20135, the contents of each application incorporated by reference in their entirety.

TECHNICAL FIELD
180021 The present application generaily relates 1o a low power credential reader system, and
more particularly but not exclusively relates 0 a low power credential reader system including a

credential detector for an access control system which reduces power conswrnption.

BACKGROUND
8663] Present credential readers suffer from g variety of Himitations including high power

consumpiion, reduced credential detection range, and a high false credential detection rate. For
example, certain credential detectors of eredential readers are not calibrated after a series of false
credential defecis which can be caused by environmental factors such ag a change in temperature.
In another example, cerfain credential detectors are calibrated by unneceasarily increasing the
range of allowable impedance values, thereby desensitizing the detector, causing the effective
range of the credential detector to be significantly reduced. Therefore, a need exists for further

technological developments in the area of credential detectors.
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SUMMARY
{B084] Exemplary embodiments inclode undgue credential readers systens, detector systems,

methods, techniques and apparatuses for access control systems. Further embodiments, forms,
ohiects, features, advantages, aspects and benefits of the disclosure shall become apparent from
the following description and drawings.

{805] In one embodiment, there is provided an access control device including a credential
reader cirenit structured to enter a standby mode, awaken from a standby mode, and refewe data
from a nearby credential, and a credential detoction circuit. The credential detection circuit
includes a memory configured io store program instructions, an anfenna, and a processar
electrically coupled to the antenna and to the credential reader eircuit. The processor is
configured to execute the stored program instructions to: tranamit an interrogation signal; receive
a reflocied interrogation signal with the antenna; transmit an getivation sigual to the credential
reader cireuit in vesponse to the received reflected interrogation signal, wherein the retlected
interrogation signal has I and Q values; receive a fulse detection signal from the credential reader

civcuit; and adjust at least one of the T and  values of the reflected interrogation signal.

{8006} In another embodiment, there is provided a method of calibrating a wakeup device. The
raethod includes setting an 1 threshold valne and a Q threshold value; energizing an antenna to

transmiit an interrogation signal; receiving a reflected interrogation signaly transmitting an

activation signal to a credential reader circudt in response to the reflected interrogation signal,

wherein the reflected interrogation signal includes T and ¢ signal values; receiving a false
detection signal; and adjusting at least one of the 1 threshold value and the (¥ threshold values a3

a function of the 1 signal value and the () signal value,
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BRIEF DESCRIPTION OF THE FIGURES

{087} FIG. 1 is an exemplary access condrol systen.

LHEIRY FIG. 2 is another exemplary access control system.

{(009] FIG. 3 is a circuit diagram for a wakeup device.

{0818} FIG. 4 is a Sowehart Hustrating an exemplary method for calibrating an access control
Sysiam.

0811} FIG, 5 is g flowchart illustrating another exemplary method for calibrating an access

control system.

{6612} FIG. 6 is an exemplary processor for a wakeup device,
{88313) FIG. 7 is a flowehart of another examplary methed for calibrating an access control
system.
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DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

{0014} For the purposes of promoting an understanding of the principles of the invention,
reference will now be made to the embodiments Hlusirated in the drawings and specific language
will be used to describe the same. It will nevertheless be understood that no limitation of the
seope of the invention is thereby intended. Any alterations and further wodifications in the
described embodiments, and any further applications of the principles of the invention as
described herein are contemplated as wounld normally occur to one skilled in the art to which the
nvention relates,

{015} Referring to FIG. 1, iHlustraied therein is an exernplary access control systen 100
inchiding a credential detector 110, a credential reader 130, and an access device 140, As
iHnstrated, the system 100 is structured to grant or deny access to an interior room of a building.
In certain embodiments, the system 100 may be structured to grant or deny access to a buiiding
or another secured area.

10616} The credential detector 110 is structured to transmit an interrogation signal 111 and
receive a reflected interrogation signal 113a, 113b. The interrogation signal 111 includes a ping
or a series of pings. The fength of each ping, in some embodiments, varies to decrease signal
noise. The interrogation signal 111, in some embodiments, is Inverted to reduce signal noise,

{017} As illustrated in FIG. 1, the reflected interrogation signal 113a may be affecied by the
presence of a credential 150 or, as Hustrated In FIG. 1, the reflected interrogation signal 113b
need not be affected by the presence of an RF credential 130, Credentials include, but are not
Hmited to, low frequency proximity credentials and smart card credentials, Regardless of the
presence of the RF credential 150, the reflected Interrogation signal may be affected by other
factors such as, for example, changes 1 terperature.

{HIRY! The electrical characteristics of the reflected interrogation signal 113a, 113b are received
by the credential detector 110 and compared to threshold values determined by an initial
calibration of the credential detector 110, The credential detector 110 is structured to fransmit a
reader activation signal 115 to the credential reader in response to g determination that the
electrical characteristics of the reflected interrogation signal 113, 113% exceed the threshold
values,

{8019 The credential reader 130 is structured to activate and receive credential data 131 from

the R¥ eredential 150 in response to receiving the activation signal 115, With respect to FIG. 1,
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the credential reader either grants or denies access to the secured area in response to receiving
the eredential data 131 by trausmitting an access device getivation signal 133 to the ac

device 140, With respect to FIG. 1, in one embodiment, the credential reader 130 is configured
to transmit a false detect signal 117 to the credential detector 100 in response to activating the
credential reader 130 and the reader 130 not detecting a \Medcnum 150, Inanother embodimen

the credential reader is not configured to transmit a false detection signal.

{80281 Referring to FIG. 2, there is illustrated another exemplary access control system 200,

The system 200 includes a credential detector 210, a credential reader 230, and an access deviee
240. Credential detector 210 includes an antenng 219, a processing device 221 or processor, and
a memory device 223, The andenna 219 is stroctured o generate an interrogation signal 211 and
to receive g reflected interrogation signal 213, The memory devige 223 is structured to store and
retrieve data including electrical characteristics of interrogation signals. The processing device

221 is structured to receive the reflected interreggtion signal 213 from the antenna 21%,

18621} The credential veader 230 is in electrical communication with the credential detector 210

1062

The credential reader 230 s strictured to look for a credential 250 in response to regeiving an
activation signal 215 from the credential detector 210, In one embodiment, the credential reader
23¢ is additionally structured to transmit a false detect signal 217 to the eredential detector 210
in response to failing to detect a credential 250 after recetving au activation signal 213, In
response to receiving the credential data from the credential 259, the credential reader 230 is
structured to generale an external device activation signal 235 n respouse to positively verifying

the credential 250,

3 Referring to FIG. 3, llustrated therein is an exemplary credential detector civeuit 300, In

the illustrated embodiment, the oireuit 300 includes a Microchip PICI2LF1552 microcontroller
301, available from Microchip Technology Inc. of Chandler, Arizona ("Microchip™). The circuit
300 operates in a standalone mode and only requires power. The device captures and analywes
the reflected signals 307 (*D7), and makes g decision without any external lnfluence. When a

detection condition exists, a digital signal 329 (“E”) is asserted to alert any concerned devices.

{3023} The cirouit 300 produces Hitle or no false detections and consumes very liftle power. In

this embodiment, a false detect signal is not provided, Battery life is extended and detection
nerformance is as good as or better than previously known eirculis, Specifically, microcontrolier

301 iz used along with the standard sensor Hbrary (firmware) provided by Microchip, The
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BICLF1552 device is configured for low power consumption, The device sleeps, wakes up and
produces a series of electronic pulses that propagate to an open ended copper antenna etched o a
civeuit board. The reflections from the pulses on the antenna are captured and analyzed by
firmware. An environmenial assessment is taken to establish a baseline value. Subsequent
measuremnents are taken and the results are compared to the baseling. When a significant change
is detected, the device asserts a pulse {6 Inform the reader microcontrolier to wake up and look
for a credential, This is a fully contained and stand-alone solution that encompasses all related
firmware and hardware in a single package.

{6234] A clear signal 305 is provided as an input at pin 4, data input 307 is provided at pin 7, and

a clocking signal 309 is provided at pin & of the microconiroller 301, An acknowledgement

signal 327 is provided to pin §, and a sense signal 325 is provided at pin 3 of the microcontrolier
301,

{G825] Referring to FIG. 4, illustrated therein is an exemplary process 400 which may be
performed using the access control system 100, Operations illustrated for the processes in the

present application are understood to be exerplary ouly, and operations may be combined or
divided, and added or remnoved, as well as re-ordered in whole or in part. It is also contemplated
that certain operations or steps performued in the process 400 may be performed whelly by the
credential detector 114, the credential reader 130, or that the operations or steps may be
distributed among one or more of the elemernts and/or additional devices or systems which ave
not specifically tlustrated in FIGS. 1-3.

{26] Process 400 begins at start operation 401 where the system 100 provides a false defect
signal. Process 400 then proceeds to operation 403 where threshold values of a credential
detector are initially calibrated. Process 400 then proceads to operation 405 where the credential
detector generales an interrogation signal. Process 400 then proceeds to operation 407 where the
credential detector receives the reflecied interrogation signal. Process 400 then proceeds (o
conditional 409 where electrical characteristics of the reflected interrogation signal are compared
{0 the threshold values, Process 400 then proceeds to end operation 411 in response to
determining that the electrical characteristics of the reflocted interrogation signal are within the
threshold valaes. In response to determining whether the elecirical characteristics of the
reflected interrogation signal are not within the threshold values, the process 400 then proceeds

to operation 413 where the credential detector fransmits an activation signal to a credential
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reader, Process 400 then proceeds to conditional 415 where the credential detector waits to
receive a false detection signal. If the credential detecior does not recetve a false detect signal,
rocess 400 then proceeds to end aperation 411, If the credential detector does receive a false
detect signal from the credential reader, the credential reader recalibrates the threshold values of
one of the electrical characteristics of the reflected interrogation signal at operation 419, Once
adjusted, process 400 then proceeds to end operation 411,
{271 In one embodiment, process 400 is executed, in part, by a CLRCO63 integrated civcuit
chip available from NXP Semiconductor, which provides basic example code to control the
CLRO663 integrated chip's low power credential detection calibration and sensitivity. Low
power credential detection {LPCD) for the NXP Semiconductor CLRC663 chip works by
repeatedly energizing the antenna for a selectable amount of timne in the microsecond {us) range.
While the antenng is energized, the CLRC663 firmware performs an operation that retums two
values, the in-phase and the quadrature-phase signals (I and Q), which are affected by the
praximity of credential or other material to the antenna. These digital values range from hex 00
~ 3F, and are a representation of the antenna impedance. Each energizing pulse or “ping”
generates a reading for the T and Q values. When a ping returns values outside a selectable range
from those read on a previous ping, an interrupt signal is sent out from the CLRC663 chip which,
in some embodiments, is used {o initiate subsequent processes on external devices, The anfenna
is energized at CLRCS63 voltage of 1 volt for each ping, and when a ping is detected such that
an interrupt signal is sent from the CLRUG63, the antenna is energized to read a credential at &
selectable voltage of CLRCE63 voltage - (DV to 1V). In one embodiment, CLRC663 chip
generates a voltage about 1V for a credential read so that the antenna can use the maximum
power on each ping without exceeding any component power limits on a credeniial read. In one
embodiment, the code used by the CLRAA3 chip provides basic control of the | and Q settings by

supplying a single variable that can be adjusted to set the range for I and (¢ at the values read

during initial calibration + x. This calibration occwrs once using a predetermined value of x, and
is not updated thereafter.
2K The 1 and © values stored on the CLRC663 chip are analog to digital conversions {(ADC)

which can cause low power credential detection jitter when one of the analog values falls
hetween bits of the ADC after conversion. For example, if the analog value for (3 would be read

at 08.5, the ADT would interpret the value as gither 08 or 09 when making a digital conversion.
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On & subsequent LPCD ping, the digital conversion could be rounded in the opposite direction
causing an interrupt signal to be sent out from the CLRC663 chip even though no object was
detuning the antenna in an event known as a false-detection. False-detections pose a problem for
battery-operated products because they can significantly reduce battery life when a product
repeatedly and unnecessarily expends energy attempting to perform LPCD interrupt-based tasks.
{9629 The example code provided by MNXP Semiconductor provides basic controf of the Tand Q
settings by supplying a single variable that can be adjusted to set a range for L and ( at the values
read during initial calibration & x, with the larger the x value becomes, the less sensitive the
antenna becomes, with zero being the most sensitive. Increasing the value of x can quickly cause
excessive detaning due to each increment of x adding two values to the accepted I and (@ ranges,
with one at the high-end of the range, one at the low end of the range, and with both Tand Q
ranges linked to the same variable. An antenna detuned in this way would have fewer false-

detects, but would decrease the range at which a valid detection could oceur.

{0638] A product using an approach based on the MXP Semiconductor exaraple code also fails to
account for fluctuations in temperature {(which can change the [ and Q values returned with each

ping when large enough), and for variation between parts such as discrete electrical components,
printed circoit boards, enclosures, spacing during assembly, ete. {which can all change the Tand
{3 values returned with cach ping).

{0631} i one embodiment, a process deviates from the static NXP Semiconductor example code
by calibrating, in a dynamic way, the Tand (@ values returned with each ping to adapt to current
device and environmental conditions. In this embodinent, better power efficiency and
sensitivity arg maintained over long perviods of time.

{0032] i one embodiment, the process recalibrates signal values in response {o false-detect
events. Second, the process divides the calibration of the T and Q values into separate steps.
Third, the process sets the range for [ and Q calibration, not based ou the initial calibration value
+ x, but instead sets the minimum and maximum rangs values based on the noise seen on each
individual unit. In another embodiment, the process detunes ouly one of the [ or the  values at
one time to further improve the antenna sensitivity in more extreme environments. All these
changes result in lower average power consumption and a more sensitive antenna, meaning a

fonger battery life and better user interface for the user.
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13033} In contrast to the single initial calibration approach used by the NXFP Semiconductor

example code, in some embodiment, the described processes perform a calibration each time a
false-detect event ocours, with logic to detune the antenna in the case of excessive false-detect
events {(five or more in one embodiment). This allows for the maximum inttial antenna
sensitivity for maximum LPCD range, while stiil allowing for energy saving in case of noise on
the I and Q values that would cause repeated false-detections. In the event of an action that
causes the | and  values to change slightly (such as teraperature variations), a small amount of
false-detect events {four or less in one ernbodiment) are aliowed so that the antenna can remain

as sensiiive as possible.

{88341 In one embodiment, the I and Q ranges are separated and determined independently, The

(003

exampie code provided by the NXP chip uses the initial calibration values for and Q + x, and
sets the minimum and maximum range values for both 1 and Q based on the single value x. This
is not ideal for maxirmurn andenna sensitivity if only the 1 or the Q value needs o be detuned due
to noise. By separately determining the ranges for Land Q, even when ene valae must be
detuned, the overall antenna sensitivity may remain high by not detuning the other value, For
example, if the NXP Semiconductor example code calibration returned I = 10, Q = 2F with the
selection = x = 1, the minimum ranges would be set to { = 09, 3 = 2EF and the makimun ranges
would be set to I = 11, § = 30, In contrast, the illustrated embodiment of process 400 removes
the + x value and controls the four values for the range of T and § separately {minfmax { and

minfmax Q).

5} In another embodiment, the range of each of the T and ( values is determined based on

the minimuom and maximum noise seen on sach. This is accomplished by tracking which value, 1
or Q, is responsible {or a faise~-deiection, and opening up the allowoed range on one or both of
and/or ¢ afier a number of false-detections (five in one embodiment). When a false-detection on
the | and/or @ value exceeds the allowed false-detect count by moving past the upper Hmit of the
acceptable range, the process recalibrates to set the maximum range value to this new highe
value while setting the minimurm range to ove less than this value. The reverse is true when a
false~detection exceeds the allowed false-detect count by moving past the lower limit of the
acceptable range. For example, if a particular calibration were to set I = 10 and ¢ = 2F, and then
Q repeatedly false~-detected between Q = 30 and Q = 2F for the allowed false-detect comt of

the next false detect at O = 30 would set the maxinuim range to 3 = 30 and the minimum range
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to Q= (30~ 1} =72F. The noise initially causing the @ value to false-detect is then covered by
the allowable range of @, and no longer causes false-detections. In order to maintain the highest
stable sensitivity on the antenna, the process recalibrates on a suceessful eredential read by
setting the minimum and maximum ranges for Land 3 to the same values, and also resets Tand
false-detect counts to zevo, This allows noise caused by temporary environmental fuctuations,
such as temperature, to be accounted for without permanently sacrificing antenna performance,

and also accounting for the potential of persistent noise on a particular unit,

{5036} In another embodiment, the process 400 detunes the T and Q values mutually exclasively

083

for a set number of false-detections. Floctuations in temperature can cause the | and Q values to
transition between hex values {one hex value higher or lower than previously calibrated), but 1l

T and  valnes do not fransition at the same temperatures. The process takes this into account by
resetting the accepted range of one value when the other vaiue false-detects excessively forg
limited number of resets (three in one exemplary embodiment). For example, if the (Q valae
false-detected five thues in a row, it would be detuned to prevent further false-detections, If'the!
value then false-detected five times in a row and was detuned, the @ value detuning would be
reset to the minimoum range. This reset is counted as one reset, with the allowance for the
process to repeat two additional times betore both [ and Q were allowsd to be detuned at the
same time. This process prevents a rare detuning case that can arise from either I or Q bevoning
detunad due to ADC rounding and causing rapid transitions at certain temperatures (specific
temperatores vary depending on unit), and then the process repeating for the opposite value (Q

for I, and I for Q).

7 Referring to FIG. §, in some embodiments, an exemplary process 500 is performed using

the access control system 100 Hlustrated and deseribed herein. Operations ilustrated and
described for the processes disclosed herein are understood to be exeruplary only, and operations
may be combined or divided, and added or removed, as well as re-ordered in whole or in part,
unless explicitly stated to the contrary, Unless specified to the contrary, it is contemplated that
certain operations or steps performed in the process 500 may be performed wholly by the
credential detector 110, the credential veader 103, or that the operations or sieps may be
distributed among ong or more of the elements and/or additional devices or systems which are

not specifically illostrated o FIGS, 1.3

10
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{038} Process SO0 begins at start operation 301, Process 500 then proceeds to operation 503

where threshold valaes of g credential detector are initially calibrated. Process 500 then

proceeds (o operation 505 where the credential detector generates an intetrogation signal.
Process SO0 then proceeds to operation 507 where the credential detector receives the reflected

interrogation signal. Process SO0 then proceeds to conditional 509 where electrical
characteristics of the reflected interrogation signal are compared {0 the threshold values, Process
500 then proceeds to end operation 525 in response to determining that the electrical
characteristics of the reflected interrogation signal are within the threshold values. In response to
determining the clectrical characteristics of the reflected interrogation signal are not within the
threshold values, the process 500 proceeds to operation 513 where the credential detector
ranstits an activation signal to a credential veader. Process 500 then proceeds to conditional
§15 where the credential detector wails to receive a false detection signal. 1 the credential
detector does not recetve a false detect signal, process 500 then proceeds to end operation 525,
Process 500 then procesds to operation 517 where the dynamic sleep thresholds are recalibrated.

b3

Process 300 then procesds to aperation 519 where the Interrogation signals sent by the credential
detector are selectively inverted. Process 500 then proceeds to operation 521 where the ping
width is modified. Process 500 then proceeds to end operation 325,

{80391 in one ensbodiment, process 500 is executed by a CLRG63 integrated chip. Process 300
mitigates the CLR663 chip’s inherent problem of false detections. Using finmwarg mecharismns,
such as alternating transmit modes, switching between multiple ping widths, and dynaruic sleep
thresholds, process $00 can conserve battery life as well as increased read range. The CLRC663
chip uses a mode called Low Power Credential Detection in wideh it pings for changes in the RF
field, and if the field changes such that the new fizld exceeds the set sleep thresholds, the
CLRCE63 chip will wake up. While in LPCD mode, the analog to digital ¢ ey {ADC) that
measures the RF field's state s susceptible to digital noise that vecurs because the bits in the
ADC do not change synchronously in LPCD mode. Thus, if the ADC's value changes from

801001 to 001010, it will sotually clear bit O first, then set bit 1 afterwards. This second step will
e a famp from 001000 to 001010, If this nolse occcurs at the end of the ping when the ADC
stops sampling, it is possible for the CLROG63 to report incorrect values. This noise can oveur at

different areas along the ping. Thus, it is not problematic if the noise is not at the end of the

ping. However, an issue or problem may arise if the location of the noise can shift around on the

11
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ping due fo temperature changes. Thus, it is possible for the CLR663 chip to wake up from the
notse indefinitely, thereby draining the batteries.

j0040] Increasing the CLROCE83's sleep thresholds reduces the detect range of objects in the
field. NXP's Qa*npie code has these values set to /-1 of the calibrated fleld values. While
increasing the value of the sleep threshoids can keep the CLRC663 chip from false detections,
the eredentials being detected must be placed closer to the detector in order for the credential to
he detected. On the other hand, if the thresholds are set to +/-0, the detect range increases, but
more false detects ocour due to small fluctuations in the RF feld.

196411 In one embodiment, the dynamic sleep threshold feature is used to keep the CLRCO63
chip asleep during small fluctuations of the RF field that may be caused by the analog signal
resting between two digital steps while providing an improved credential detect range. To
provide this feature, the last RF field values are stored in memory. If the new values increase,
then the new sleep threshold's maximurm value is set to the current field value, and the minimum
value is set to the current field value minus one, and vice versa, it the field values are decreased
frora the previous values. In this way, if the value keeps toggling between two digital values, the
RCE63 chip will not wake up for those events, This feature also creates an interval length of 2,
instead of 3, thereby increasing the potential for betier detect range.

{8042} The alternating transmission inversion feature is used to adjust the operation of the
CLRCAHES chip to a state where there i3 1o noise at the end of the LPCD ping. There are two
transmit Hres, TX2 and TX1. By changing which transmit ling is inverted, the reported
characteristics change such that the noise is reduced or is no longer present. It is possible,
however, that both TX2 and TX1 inverted states do have noise at the end of the ping when the
ADC stops sampling.

{343 To mitigate this scenario forther, the width of the dynamic ping is adjusted. Onee ADC
noise is detected on one of the lines, the TX line is inverted, The inversion of the TX line
continues every Hme noise is detected. Once the number of times a noisy result exceeds g certain
threshold, the ping width is changed to reduce or eliminate noise at the end of the new ping

width, If the ping width is changed so that the ADC stops sampling in a new location where

f’)

there is no noise, the result will be improved measurements. Alternating between multiple ping

gt

widihs is conducted while noise is being experienced. The ping width resets to the smallest

value on a legitimate cvedential detect (or when a certain amount of time has passed without any
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noisy measurements). It is also important that atterapts to invert the TX lines and det

eredential presence do not adversely affect the credential read time. The process implements one
or more optimizations specifically to maintain shovt credential read times while mitigating
battery dratnage issues.

180447 Referring to FIG. 6, there is ilusirated a schematic block diagram of a computing device
600, The computing deviee 600 is one example of a computer, server, mobile device, reader
device, or equipment configuration which is utilized, in different embodiments, in connection
with the credential detector 110, credential reader 130, credential 150, or external device 140
shown in FIG. 1. The computing device 600 includes a processing device 602, an input/output
device 604, memory 606, and operating logic 608, Furthermore, the computing device 600
commmunicates with one or more external devices 610,

[0045] The input/output device 604 enables the computing device 600 to commuricate with the
external device 610, For example, the input/output device 604 in different embodiments is a
network adapter, network credential, interface, or a port {e.g., a USB port, serial port, parallel
port, an analog port, a digital port, VGA, DV HDMI, FireWire, CAT §, or any other type of
port or interface). The input/output device 604 s comprised of hardware, software, and/or
firmware. Itis contemplated that the inpuwt/output device 604 includes more than one of these
adapters, credentials, or ports.

18046} The external device 610 in different embodiments can be any type Uf device that allows
data to be inputted or outputted from the computing device 600, For example, the extemal
device 610 in different embodiments is a mobile device, s reader device, equipment, a handheld
computer, a diagnostic tool, g controller, & computer, a server, a printer, a display, an alanm, an
iluminated indicator such as a status indicator, a kevboard, a mouse, ot a touch screen display.
Furthermore, it is contemplated that the external device 610 is be integrated into the computing
device 000, It is further conternplated that more than one external device is in communication
with the computing device 600,

{0471 The processing device 602 in different erbodiments is a programmeble type, a dedicated,
hardwired state machine, or a combination of these; and can further include multiple processors,
Arithmetic-Logie Units (ALUs), Central Processing Units (CPUs), Digiial Sigual Processors
{I38Ps} or the like. For forms of processing device 602 with multiple processing uuils,

R

distributed, pipelined, and/or paraliel processing can be utilized as appropriate. The processing

13
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device 602 may be dedicated to performance of just the operations described herein or may be
utilized in one or more additional applications. In the depicted form, the processing deviee 662
is of g programmable variety that executes processes and processes data in accordance with
operating logic 608 as defined by progranuning tnstructions (such as software or frmware)
stored in memory 606, Alternatively or additionally, the operating logic 608 for processing
device 607 is ar least partially defined by hardwired logie or other hardware. The processing
devige 602 can be comprised of one or more componerts of any type suitable to process the
signals received from input/output device 604 or elsewhere, and provide desired output signals.
Such components may include digital Cl}:‘f‘l}.ii},'y, analog circuliry, or a combination of both.

{8048] The memory 606 in different embodiments is of one or more types, such as a solid-state
variety, electromagnetic variety, optical variety, or a com%m tion of these forms. Furthermore,
the memory 606 can be volatile, nonvolatile, or a combinatien of these types, and some or all ot
memory 606 can be of g portable variety, such as a disk, tape, memory stick, cartridge, ort
like. Tun addition, the memory 606 can store dats that is manipulated by the operating logic 608
of the processing device 602, such as data representative of signals received from and/or sent to
the input/output device 644 in addition to or in liey of storing programming instructions defining
the operating logic 608, just to narne one exaruple. As shown in FIG. 6, the roemory 606 is be
included with the processing device 602 and/or coupled to the processing deviee 502,

136491 The processes in the present application may be implemented in the operating logic 608
as operations by software, hardware, artificial intelligence, fuzzy logic, or any combination
thereof, or at least partially perforraed by a user or operator. In certain embodiments, uniis
represent software elements as a computer program encoded on a nop-transitery computer
readable medium, the credential detector 110, the credential reader 130, the credential 150, or the

external device 140 porforms the described operations when executing the computer program,

HE FIG. 7 illustrates a block diagrawm of an exemplary process 700 o calibrate an access
control system for reducing the number of false detects oceurring, and to thereby reduce the

power requirements of the access control systemn. As iilustrated in FIG. 7, the process diagram is
reduced to software and/for firmware configered to enable the CLRCS63 integrated cireuit ehip to
operate according the described inventive features of the present disclosure. The presest

disclosure is not, however, Himited to the use of the CLRE63 integrated circuit chip. The
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disclosed embodiments are equally applicable to other integrated cirenits, customized circuit
designs, and gpplications.

{681} Axn inttial calibration is made and is also performed every time a false-detect event
occurs. When a false detect occurs, the thresholds are calibrated at blooks 712, 714, 718, 722,
724 and 726, Agp interrogation signal is transmitted and the returned signal is used to determine
the initial calibration values. The returned signal is a signal determined by the credential
detector being located at the point of installation and in the absence of a credential. The returned
signal therefore represents the environment in which the reader is located. The inttial values of
both { and ¢ are determined for the refurned signal. Once determined, the minimura value of I,
Fmin, 18 set to the determined value of 1, and the maximum value of I, Imax, 19 also set o the
determined value of L. The valne of the minimurmm vahie of (@, Qmin, is set to Q and the
maximum valoe of Q, Qmax is also set 1o the determined vahue of Q. A false detect count for

ad a false detect count for ) are each set to zero, In addition, counters are set for both Tand €,
such that a reset value for 1, Ireset, is set to 0 and a reset value for @, Qresetis set to §,

180583 Once the initial calibration has been determined at block 702, the access conirol device
pperates in a standby mode, where the device walts for in fiderrupt detect signal at block 704,
Onee an interrupt signal is detected, the access control device determines at block 706 whether a
card (credential) is present. If a card is present, the card is vead at block 708 and once read the
process retums to the calibration block 702, Additionally, the Imin, the Imax, the Qmin, and the
Omax values are reset to the last “idle” field values, where no card was detected. However, ifa
card is not present, the progess, at block 709, defermines whether a false detect occurred. A false
detect is determined during block 706, I the device wakes up from in interrupt at block 704, but

valid card could not be read at block 706, then a false detect has ocowred. At this point, a
determination is made as to whether the 1 value changed or the Q valued changed. If yes, the
process determines separately the I range of acceptable values and the {3 range of acceptable

values. The credential inciudes, in different embodiments, an access card, a key fob, and a
mobile device, such as a smariphone.

{B083] Once a false detect has coowrred, the | range is determined first by determindng at bloek
710 whether the false detect count for 1is equal to 5. While the tHustrated embodiment uses &

false detect count of 3, other embodiments include different numbers of false detect counts.
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Also, the order of determining the [ range of the (3 range is not eritical, and the {J range in other

embodiments is determined first,

(60541 if the false detect count is equal to 5, then at block 712 it is determined that if INew 15
greater than 1, then Imin is set equal to INew minus 1, and Imax is set equal to MNew. If

however, [New is less than one, then Imin s set equal to INew and Imax is sef equal to INew
plus 1. Onee the valoes of Imin and Imax have been set at block 712, at block 714 the values of
QReset, Qmin, and (max are set. I ($Reset is less than 4, QReset is set to QReset plus 1, Qmin
is set equal to Anew and (roex is set equal fo QNew. Once the values arve set at block 714, a
determination is made at block 716 of whether a @ false detect ocourred.

{0551 As described above, fluctuations In temperature can cause the 1 and @ values to franaition
between hex values {one hex value higher or lower than previcusly calibrated), but the T and (3
ralues do not transition at the same temperatures, The process 700 takes this into account by
resetting the accepted range of one value when the other valoe false-detects excessively for a
Hmited nomber of resets (three in one exemplary embodiment) as determined at block 714, This
process prevents a rare detuning case that can arise from either for Q becoming detuned due {o
AL rounding cansing rapid transitions at certain tevaperatures (specific temperatures vary
depending on unit}, and then the process repeating for the opposite value (Q for §, and 1 for Q).

10056] Retuning to block 710, i it was determined at block 710 that the false detect count for [
was not equal to §, then at block 718, Imin is set to INew, Imax is set to New. Additionally, the
FalseDetectCount I is set to the FalseDetzetCow_ plus 1. Once these values are set, then the
determination of whether a Q false detect oceurred at block 716 is made. 12 Q false detect did

not oeeur, the process returns to block 704 to wait for an interrupt detect.

10871 Adpustments to the Qmin and Qmax values are made tn a fashion similar to those made
with respect to the determination of the Imin and the Inax values. Consequently, a conditional

block 720, a determination block 722, and a determination block 724 for ¢ determing values of
Qrain, Qmax, and a QFalseDetect Counter, Additionally, an IReset is completed at a block 726,
if IReset is less than 4, then IReset is set to [Reset plus one, Imin is set to IMew, and Imax is set
1o fNew. The process block 726 resets the accepted range of one value when the other value
false-detects excessively for a Hratted number of resets {three in one exemplary embodiment).
{BUSE] At the completion of the functions of blocks 724 or 726 the process returns to block 704

where the wait for the interrupt detect ncours.
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RS While the invention has been illustrated and deseribed in detail in the drawings and
toregoing description, the same {s {0 be considered as illustrative and not restrictive in character,
i being understood that only the preferred embodiments have been shown and deseribed and that
ail changes and modifications that come within the spirit of the inventions ars desired 1o be
protected. It should be understood that while the use of words such as preferable, preferably,
preforred or more preferred utilived in the description above indicate that the feature so described
may be mare desirable, it nonetheless may not be necessary and erabodiments lacking the saroe
may be conternplated as within the scope of the invention, the scope being defined by the claims

that follow.

{0860} {n reading the claims, it is intended that when words such as “a,” “an,” “at feast one,” or
“at least one porfion” are used there {3 no intention to Hmit the claim to only one ftem unless

specifically stated to the contrary in the claim. When the language “at least a portion™ and/or “a
portion” is used the e can include a portion and/or the entire em unless specifically stgted to

8

the contrary,
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What is claimed i5;

i. An access control device, comprising:
a credential reader circuif structured to enter a standby mode, awaken from a standby
made, and receive data from a nearby credential; and
a credential detection cireuit, including:
a memory configured to store progrant instructions;
an antenng; and
a processor electrizally coupled to the antenna and to the credential reader cirouit,
the processor configured to exeocute the stored program instructions to:
transmit an interrogation signal;
receive a reflected interrogation signal with the antenna; and
fransinit an activation signal to the credential reader civcuit in response
the received reflected interrogation signal,
2. The device of claim 1, wherein the reflecied intervogation signal has Land Q
values, and the processor is further configured to execute stored program instructions to:
recetve a false detection signal from the credential reader ciroult; and

adiust at least one of the 1 and Q values of the reflected intervogation signgl.

3. The device of claim 2, wherein the processor is further configured fo execute
stored program instructions to reduce the value of at least one of the Land () values in response

to transmitting the activation signal without recelving the false detection signal.

4, The device of claim 2, wherein the processor is further configured o execute
stored program instructions to increase the exceeded vatues of at least one of the I and Q values
in response to receiving a plurality of false detection signals.

S. The device of ¢laim 2, wherein the | and Q values of the reflected interrogation

signal are one of voltage amplitude, current arplitude, and an impedance.
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&, The device of claim 2, wherein the [ and Q values of the interrogation sigoal gach
melude initial values of in phase and quadrature phase measurernents defermined as g function of

an expecied measurement vahie and an acceptable range of signal noise,

7. The devige of claim 6, wherein fluctuations in environmental conditions generate

the signal noise.

&. The device of claim 2, wherein the credential comprises a passive igg.
Q. The device of claim 8, whergin the credential is one of a low freguency proximity

oredential and a contactiess smart credential,
10, The device of claim 2, wherein the antenna is printed on a eirenit board.

11, A method of calibrating a waleup device, comprising:

setting an | threshold value and a  thresheld value;

energizing an antenna (o transmit an interrogation sigunal;

receiving a retlected interrogation signal;

transmitting an activation signal to a credential reader circuit in response to the reflected
interrogation signal, wherein the reflected interrogation signal includes 1 and (¢ signal values;

receiving a false detection signal; and

adjusting at least one of the I threshold value and the Q threshold values as a function of

the T signal value and the @ signal value.

12, The method of clabm 11, further coroprising setiing the | ealibration value and the
Q calibration value at the point of instaliation of the wakeup device,

13, The method of claim 11, further comprising deriving a digital value of an
observed antenna in phase measurement and a digital valug of an observed antenna quadrature

\hase measurement from an analog value using an ana }Oi‘ o dioltdi converier.
2 g
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14.  The method of claim 13, further comprising decreasing the range of at least one of
the in phase measurement and the quadrature phase wsasurement in response to transwitling an

activation signal without receiving a false detection signal,

15, The method of claim 11, further comprising repeating the steps of the method for

calibrating the wakeup device at regnlar intervals,

16, The method of claim 11, wherein the step of adjusting inclndes adjusting the I

threshold value independently of the ( threshold value,

{7 The methed of claim 16, wherein the step of adjusting includes adjusting at least
one of the [ threshold value and the Q threshold values as g function of the 1 signal value and the

A .

(3 signal value after a predetermived number of false detection signals has been received.

18 The mothod of claim 11, whereln the step of receiving a false detection signal
includes receiving a false detection signal as a result of one of the T value being diffevent than the

! threshold value and the Q vahlue being different than Q thresheld value.
4 & <

19, The method of claim I8, further comprising:

determining which one of the T signal value and Q) sigual value causes the false detection
signal; and

wherein the step of adjusting includes adjusting one of the [ threshold and the € threshold

which corresponds to the one of the | signal value and the {J signal value that causes the false

detection signal.

2. The method of claim {8, wherein the step of adjusting includes adiusting at least
one of the { threshold and the Q threshold values g5 a function of the 1signal value and the Q

3

signal value after a predetermined number of false detection signals has been received.

20



WO 2017/112879 PCT/US2016/068360

21, The method of claim 20, wherein the step of adiusting includes adjusting botliof
the [ threshold value and the Q threshold value at the same time after both the I threshold value

and the  threshold value have each been adjusted for a predetermined number of times,

21
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