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(57) ABSTRACT

An automobile, vehicle, vessel or other device may include a
plurality of modules, software applications, computer pro-
gram products, controllers or other logically executing enti-
ties to facilitate controlling, implementing or otherwise
enabling various operations according to computer-readable
instructions, code or other information stored within a
memory, such as within a file or other memory construct. A
controller having capabilities sufficient to facilitate updating,
modifying, creating or otherwise manipulating such stored
files and/or corresponding instructions is contemplated.
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MODULE UPDATING DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 14/458,828, filed Aug. 13, 2014, which in turn is
a continuation of U.S. application Ser. No. 14/055,633, filed
Oct. 16, 2013, now U.S. Pat. No. 8,813,061, which, in turn,
claims the benefit of U.S. provisional Application No.
61/715,045, filed Oct. 17, 2012 and U.S. provisional Appli-
cation No. 61/735,474, filed Dec. 10, 2012, the benefits and
disclosures of which are incorporated in their entireties by
reference herein.

TECHNICAL FIELD

[0002] The present invention relates to updating modules,
devices, software applications or other logically executing
constructs, such as but not necessarily limited to replacing
and/or updating files included within a memory of the
updated module to include a new file or new computer-read-
able instructions, code, data or other information sufficient to
facilitate updating operations associated therewith.

BACKGROUND

[0003] Theinventors of the present invention contemplate a
potential exponential growth in the need to update, program,
reflash, configure, calibrate or otherwise facilitate updating
software, applications, instructions, files, code and other con-
structs when stored within memory of various modules,
devices, etc., particularly for modules included within auto-
mobiles, vehicles, vessels, airplanes or other devices having
relatively long operational lives that require such updates to
be performed well after the manufacturing date. Part of the
exponential growth is contemplated to result from more and
more vehicles including modules, controllers or other fea-
tures having software-based controls or other instruction
dependent infrastructures where updates may be desirable for
security breaches, bugs, defects or other coding issues arising
or determined subsequent to the manufacturing date or
deployment of the corresponding vehicle. While automo-
biles, for example, may be updated at a garage or a dealership
having individuals with expertise with automobiles, requiring
automobile owners to take their vehicle to such locals can be
inconvenient. The inconvenience may lead to some owners
simply avoiding the software update altogether, leaving a
potentially problematic situation for continued operation of
the vehicle as the update may be important to maintaining a
proper operational state of the automobile.

[0004] One non-limiting aspect of the present invention
contemplates facilitating software updates and other updates
to automobiles and other vehicles without requiring the own-
ers to take the vehicle to a dealership or a location having
individuals with specialized expertise. One non-limiting
aspect of the present invention envisions a controller, option-
ally physically attached to the updated device, having capa-
bilities sufficient to facilitate performing updates automati-
cally through wireless signaling, over the air (OTA) signaling
or other communication means (wired connection). This
capability may be advantageous, for example, in facilitating
updates while a vehicle is within a home of the owner and/or
enabling owners to perform updates themselves or in a man-
ner where particular expertise may be unnecessary.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 illustrates an update system in accordance
with one non-limiting aspect of the present invention.
[0006] FIG. 2 illustrates a partial view of an interior of the
vehicle in accordance with one non-limiting aspect of the
present invention.

[0007] FIG. 3 schematically illustrates a representation of a
module update performed in accordance with one non-limit-
ing aspect of the present invention.

[0008] FIG. 4 schematically illustrates a representation of a
module update performed in accordance with one non-limit-
ing aspect of the present invention.

[0009] FIG. 5 illustrates a flowchart for module update
method in accordance with one non-limiting aspect of the
present invention.

DETAILED DESCRIPTION

[0010] As required, detailed embodiments of the present
invention are disclosed herein; however, it is to be understood
that the disclosed embodiments are merely exemplary of the
invention that may be embodied in various and alternative
forms. The figures are not necessarily to scale; some features
may be exaggerated or minimized to show details of particu-
lar components. Therefore, specific structural and functional
details disclosed herein are not to be interpreted as limiting,
but merely as a representative basis for teaching one skilled in
the art to variously employ the present invention.

[0011] FIG.1illustrates an update system 10 in accordance
with one non-limiting aspect of the present invention. The
system 10 is shown for exemplary non-limiting purposes with
respect to facilitating over the air (OTA) updates for a vehicle
12 using one or more files provided from a server 14. A
manager or other individual 16 associated with the server 14
may input the files needed for updating and the server 14 may
communicate an appropriate one or more of files to the
vehicle 12 by way of a network, cloud or other communica-
tion medium 18. Once delivered to the vehicle 12, a controller
20, labeled as vPuma, may be configured to process the files
in a manner sufficient to facilitate updating one or more
modules 22 included within the vehicle 12. In this manner, the
present invention contemplates facilitating automatic updates
of'the vehicle modules 22 without requiring the vehicle owner
to take the vehicle 12 to dealership or to possess any special-
ized expertise, at least with respect to performing software
updates or otherwise having capabilities generally associated
with a mechanic or other individual licensed to repair
vehicles.

[0012] The present invention is predominately described
with respect to facilitating updates for automobiles for exem-
plary non-limiting purposes as the present invention fully
contemplates its use and application of facilitating updates
for other types of vehicles, including but not necessary lim-
ited to vessels, airplanes, trains, trucks, etc., and/or non-
vehicles, including but not necessary limited to industrial
control systems, white goods and medical devices. The
present invention is also predominantly described with
respect to facilitating updates by replacing, modifying, re-
flashing, re-configuring, re-calibrating or otherwise manipu-
lating computer-readable instructions, software, code or
other logically executing or logically controllable features of
the module 22, which hereinafter referred to for exemplary
non-limiting purposes as files, according to the files or other
data provided from the server 14. The manager 16 may be an
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original equipment manufacturer (OEM) or other entity hav-
ing capabilities sufficient to identify the files needed to facili-
tate updating those kept at the module 22. The files from the
server 14 may be sufficient to update various controllable
aspects or software-implementations executing or otherwise
operating at the module 22, such as those related to vehicle
operations associated with the modules 22.

[0013] In the case of the vehicle 12 being an automobile,
the vehicle 12 may include any number of modules 22 con-
figured to support, direct, implement, perform or otherwise
engage various vehicle operations. The vehicle 12, for
example, may include modules for: a powertrain (engine,
transmission, hybrid/electric drive), HVAC (heating/cool-
ing), driver information (vehicle speed, vehicle performance
characteristics), BCM (general body controls such as light-
ing, door locks and more), chassis control/braking (electrical
control of all braking and stability control systems), airbag/
safety (control of airbag deployment and other active safety
systems), infotainment (all aspects of in-vehicle audio, video,
navigation and graphical user interface), etc. These modules
22 may be originally manufactured with files sufficient to
direct their operation and thereafter updated with new files
having computer-readable instructions different in content
and/or form using the controller 20 contemplated by the
present invention.

[0014] The processes performed by the controller 20 may
rely upon wireless signaling with the server 14 to facilitate
transmitting the files associated with updating those already
resident on the modules 22 and/or providing new files for later
added modules or modules not already having an initial file
set. The use of wireless signaling is believed to be particularly
advantageous in allowing files to be delivered to the controller
20 virtually anywhere, including at a home of the vehicle
owner. The wireless signaling may correspond with any type
of wireless signaling, including but not limited to cellular
signaling, Wi-Fi signaling, Internet Protocol (IP) signaling,
satellite signaling, Bluetooth signaling, etc. While the use of
wireless signaling is contemplated, the present invention
fully contemplates using wired or wireline signaling to sup-
port file transport, such as between the server 14 and the
controller 20 and/or an intermediary between the server 14
and the controller 20, e.g., an adapter, a charging station, a
wall outlet or other direct connection available between the
vehicle 12 and home or other location where the vehicle 12
may be typically stored or taken for updating. Optionally,
wired and/or wireless signaling may be used between the
controller 20 and the modules 22 to further facilitate trans-
porting the files and/or instructions necessary to achieving the
contemplated module updates, including communications
carried out over a Controller Area Network (CAN), network
or other bus included within the vehicle 12.

[0015] FIG. 2 illustrates a partial view of an interior of the
vehicle 12 in accordance with one non-limiting aspect of the
present invention. The vehicle 12 may include a dashboard 26
having instruments related to various vehicle operations, a
steering wheel 28 for directing vehicle travel, a human-ma-
chine interface (HMI) 30, such as but not necessarily limited
to atouch-screen, for displaying information to and receiving
inputs from a vehicle occupant, a Universal Serial Bus (USB)
port (exterior port) 32 for interconnecting devices with the
vehicle 12 and/or vehicle bus, and/or any number of other
devices, interfaces, etc. Each of the illustrated vehicle com-
ponents may operate in cooperation with one or more of the
vehicle modules 22 in order to facilitate the operations asso-

Aug. 18,2016

ciated therewith. An electronic control module (ECM) or
other suitable module (not individually shown) may be tasked
with controlling, managing or otherwise overseeing opera-
tions of the various modules and/or components within the
vehicle, including providing control or other oversight for the
various communications that may take place between the
modules 22 and/or over the vehicle bus(es). The controller 20
may be operable with the illustrated and non-illustrated mod-
ules 22 in order to facilitate the operations contemplated
herein, including facilitating displaying information and
receiving user inputs in response thereto by way of the HMI
30 and/or other communicative features of the vehicle (voice
recognition, microphone, connected phone/tablet/computer,
steering wheel controls, Bluetooth connection, etc.) 12.

[0016] FIG. 3 schematically illustrates a representation 30
of' a module update performed in accordance with one non-
limiting aspect of the present invention. The update may
correspond with the controller providing instructions suffi-
cient for updating one or more old files 34 stored within a
memory 36 of the module 22. The module 22 may include a
processor 38 or other features necessary to facilitate the
operations contemplated herein, such as but not necessary
limited to a network interface or other element sufficient to
facilitate communications with the controller 20, i.e., signal-
ing associated with wired and/or wireless signaling. The con-
troller 20 may include a memory 40, a processor 42, an
antenna 44 or other network interface, a logger 46 and/or
other features necessary to facilitate operations contemplated
herein. The controller 20 may be configured to receive a
difference file 48, an update file or other file from the server
14 for storage within the memory 40. The memory 40 may
include computer-readable instructions operable with the
processor to facilitate processing the difference file 48 stored
within the memory 40 and thereafter generating a new file 50
for use in facilitating update of the module memory 36. The
controller 20 may be configured to generate the new file 50
based on the one or more old files 34 being updated, such as
by merging the difference file 48 with the old file 34 to
generate the new file 50.

[0017] Thenew file 50 may include a plurality of computer-
readable instructions, code or other executable constructs
sufficient for directing or otherwise controlling operations of
the module desired for updating. The computer-readable
instructions of the new file 50 may be based upon computer-
readable instructions associated with the difference file 48
and/or the old file 34. The computer-readable instructions of
the new file 50 may, for example, corresponding with the
computer-readable instructions of the old file 34 except for
those intended to be replaced with corresponding computer-
readable instructions included within the difference file 48. In
particular, one non-limiting aspect of the present invention
contemplates downloading a smaller file to the controller 20
than the old file 34 being replaced on the module 22, i.e., the
portions of the old file 34 needing updating or other changes
may be downloaded instead of requiring the entire file to be
downloaded, which may be particularly beneficial if the old
file 34 consumes relative large amounts of valuable memory
and/or is time-consuming to download. While use of the
difference file 48, i.e., a file containing only the differences
between the old file 34 and the new computer-readable
instructions, is contemplated, the present invention is not
necessary so limited and fully contemplates downloading any
size file, including an entire replication of the old file 34 with
the necessary updates already included therein.
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[0018] The antenna 44 may be used to facilitate wirelessly
downloading the difference file 48 to the controller memory
40. The controller 20 may be configured to facilitate updating
or otherwise tracking various versions of the files included
within any number of modules 22 of the vehicle 12. The
logger 46 may be configured to keep track of the files, ver-
sions of the files or other representations (identifications,
revisions, etc.) of the files in order to track the currently
installed files and/or facilitate identifying whether such files
require updates. The controller 20, for example, may be con-
figured to retrieve the identifying information by the logger
46 and to communicate this information to the server 14 in
order to query the server 14 or to otherwise facilitate identi-
fying whether one or more of the modules 22 require one or
more of the old files 34 to be updated, i.e., the server 14 can
compare the information provided by the logger 46 to deter-
mine whether an update is desirable. In the event an update is
desirable, the server 14 can provide corresponding instruc-
tions and/or the necessary files to the controller 20 to facilitate
the desired update. The controller 20 may be configured to
automatically perform the updates at a suitable period of time
and/or to provide messages or other instructions to the vehicle
occupant to initiate an update.

[0019] As shown in a right-hand portion, the module
memory 36, or more particularly the old files 34, may updated
differently depending on the nature of the update. A first
update 54 is shown to correspond with the new file 50 pro-
vided from the controller 20 being stored within the module
memory 36 in place of one of the old files 34, i.e., one of the
old files 34 is deleted and replaced with the new file 50.
Instructions may be provided from the controller 20 to facili-
tate replacing the old file 34 and/or the module 20 may
include a boot loader or other application sufficient to facili-
tate the update upon receipt of the new file 50. A second
update 56 shown to correspond with the new file 50 being
added to the module memory 36 in addition to the old files 34
already stored thereon. A third update 58 is shown to corre-
spond with the new file 50 being used in place of multiple old
files 34 previously stored on the module memory 36. The
illustrated updates are merely exemplary of various updates
that may be performed in accordance with the present inven-
tion and are not intended to necessarily limit the scope of
contemplation of the present invention. The type of updates
and/or the portions of the memory 36 replaced and/or modi-
fied according to the new file 50 may vary depending on the
configuration of the new file 50. Optionally, rather than merg-
ing the difference file 48 with the old file 34 at the controller
20, the module 22 may be configured to perform the merging
and/or other operations sufficient to eliminate the need for the
controller 20 to completely generate a new file 50, e.g., the
controller 20 may be configured to simply pass the difference
file 48, an entire file or other update file to the module 22 for
updating the corresponding portion of the module memory
36.

[0020] The update described with respect to FIG. 3 may be
achieved with the controller 20 being a standalone component
included within the vehicle 12 either during manufacture or
after its manufacture, e.g., the controller 20 may be included
as part of a wiring harness if intended to communicate
through wired communications with the modules 22 being
updated and/or the controller 20 may be a wireless device
physically attached to the vehicle 12 and/or positioned in
proximity thereto when intended to communicate through
wireless communications with the modules 22. The FIG. 3
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representation 30 may be characterized as a network-based
implementation at least in that the controller 20 may be com-
monly connected to a vehicle bus or other vehicle-based
infrastructure as a node or other device having communica-
tion rights and capabilities similar to those possessed by the
vehicle modules 22, i.e., the controller may be required to
follow communication protocols, prioritization processes
and other operations required to facilitate network-based
communications within the vehicle 12. Optionally, the con-
troller 20 may be configured to secure update related trans-
missions, including the new file 50, using transport layer
security (TLS) tunnels and the like. The modules 22 may not
need to be adjusted or otherwise re-configured to communi-
cate with the controller 20 or to connect thereto, i.e., the
modules 22 may simply continue to operate according to
normal messaging procedures associated with identifying
message being carried over the vehicle bus that are intended
for their receipt and processing.

[0021] FIG. 4 schematically illustrates a representation 60
of' a module update performed in accordance with one non-
limiting aspect of the present invention. The update may
correspond with the controller 20 having a USB interface 64
sufficient to facilitate interconnecting the module 22 and the
exterior port 32 of the vehicle 12. The exterior port 32 may be
configured with as a USB interface sufficient to receive a
thumb drive, a USB connection, etc. through which a memory
66 of the connected device may be accessible according to
USB protocols and messaging requirements. The USB con-
nection, for example, may correspond with that specified
within USB specifications 1.1, 2.0 and/or 3.0, the disclosures
of' which are hereby incorporated by reference in their entire-
ties. The use of USB related communications is particularly
contemplated in order to utilize existing capabilities of a
commonly employed technology that may be already
installed on one or more of the modules 22 in the form of a
USB loader 68. The USB loader 68 may be configured to
facilitate accessing the memory 66 associated with the exte-
rior port 32 according to USB specified operations, including
processing files or other data included within the memory 66,
e.g., amusic file included on a thumb drive or a mobile phone
may be communicated to the module 22 by way of the exte-
rior port 32 to facilitate playback through an entertainment
system of the vehicle 12.

[0022] The controller 20 shown in FIG. 4 may be similarly
configured to the controller 20 shown in FIG. 3 insofar as
including the memory 40, processor 42, antenna 44 and log-
ger 46 and having capabilities sufficient to facilitate storing a
difference file 48 from the server 14, copying the old files 34
from the to be updated module 22 and generating a new file 50
for subsequent communication to the module 22 for replace-
ment of 0ld file 34 stored thereon. The USB interface 64 may
be included to provide an internal port 70 connectable
between the module 22 and a relay 72 to facilitate hardwiring
or otherwise controlling a connection between the USB
loader 68 and one of the exterior memory 66 and the control-
ler memory 40. The relay 72 may be operable between a first
position and a second position according to instructions
received from the processor 42 or otherwise generated with
the controller 20 or other device in the vehicle 12. The first
position may correspond with the relay interconnecting the
exterior memory 66 with the USB loader 68 such that the
controller memory 40 is bypassed and/or the module 22 is
disconnected from the controller memory 40. The second
position may correspond with the relay 72 interconnecting



US 2016/0239293 Al

the controller memory 40 with the USB loader 68 such that
the exterior memory 66 is bypassed and/or disconnected from
the USB loader 68. In this manner, the controller 20 may
selectively control whether modules 22 are able to commu-
nicate with the exterior memory 66 or the controller memory
40.

[0023] The ability to selectively control the memory 40, 66
connected to the USB loader 68 may be particularly benefi-
cial in accordance with one non-limiting aspect of the present
invention to facilitate updating files stored within the module
22 using the USB-based capabilities of the USB loader 68. In
particular, the USB loader 68 may be configured to automati-
cally read/write data, files or other information from the con-
nected-to memory 40, 66 according to resident USB operat-
ing capabilities. The USB loader 68 may be configured to
identify, process or otherwise review the files of the con-
nected-to one of the exterior memory 66 and the controller
memory 40 to ascertain whether any corresponding files
should be incorporated for various vehicle operations and/or
for use in facilitating the file updates contemplated by the
present invention. In response to determining a need to update
one of the old files included on the module 22 having USB
loader 68, the controller 20 may be configured to automati-
cally actuate the relay 72 from the first position to the second
position in order to force the USB loader 68 to recognize the
new file 50 stored in the controller memory 40. Once the new
file(s) 50 are recognized, the USB loader 68 may automati-
cally perform an update of the file stored within its memory
36 in order to achieve the desired update, i.e., one or more of
the old files 34 may be replaced or otherwise updated in light
of the new file 50 provided from the controller memory 40.

[0024] When controlled to the second position, the relay 72
may prevent the module 22 from communicating with the
exterior memory 66 or other device connected to the exterior
port 32. This temporary disablement of the capabilities asso-
ciated with the exterior port 32 may be offset by the benefit of
enabling the controller 20 to automatically update the module
22 without requiring the module 22 to include software or
other application program interfaces (APIs) required to
receive instructions from the controller 20 regarding the
desired update. The update process illustrated within FIG. 3
requires the controller 20 provide update instructions or other
information to the module 22 in order to inform the module 22
of the new file 50 and/or to undertake other operations nec-
essary to replace an old file 34 with the new file 50 provided
from the controller 20. In contrast, that the process illustrated
with an FIG. 4 eliminates a need for the controller 20 to
provide such information to the module 22 as the USB loader
68 includes capabilities sufficient to automatically identity
when the new file 50 is available within the controller
memory 40 and to retrieve that new file 50 in a manner
sufficient to facilitate the contemplated updates. Optionally,
the USB loader 68 may be configured to request permission or
to otherwise receive an authorization before undertaking
operations associated with files retrieved from the exterior
memory 66 and/or the controller memory 40.

[0025] The USB loader 68 or other feature of the module 22
and/or another module within the vehicle 12, e.g., the ECM,
may be configured to command the HMI 30 to display infor-
mation to the vehicle occupant associated with obtaining the
permission required by the USB loader 68 to act on any
retrieved files. One non-limiting aspect of the present inven-
tion contemplates relying upon this capability of the USB
loader 68 in order to notify a vehicle occupant that an update
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is available. An update available message may be displayed
through the HMI 30 and a corresponding input may be
received therethrough in order to authorize the USB loader 68
to retrieve the new file 50 from the controller memory 40
and/or to implement the new file 50 if already retrieved from
the controller memory 40. In this manner, one non-limiting
aspect of the present invention contemplates the controller 20
initially identifying a need to update the module 22 and sub-
sequently controlling the relay 72 to the second position in
order to prompt the USB loader 68 to retrieve the new file 50
from the controller memory 40. The USB loader 68 may be
autonomously engaged following movement of the relay 72
to control the HMI 30 in a manner sufficient to obtain the
update permission or update command from a vehicle occu-
pant needed for the USB loader 68 to act on the new file.

[0026] FIG. 5 illustrates a flowchart 90 for a module update
method in accordance with one non-limiting aspect of the
present invention. The flowchart 90 indicates various opera-
tions associated with updating a module (e.g. module 22)
included on a vehicle or other device as a function of files
provided from a controller (e.g. controller 20). The corre-
sponding processes, operations, etc. may be performed in the
illustrated sequence and/or according to another sequence,
optionally with one or more of the processes being omitted or
other processes being added. The method may be embodied
in non-transitory computer-readable medium or computer-
program product of the controller, server, module and/or
other feature, having computer-readable instructions, oper-
able with a processor or other element, sufficient to facilitate
controlling the controller, server, etc. to achieve or otherwise
undertake the operations contemplated herein. The method is
predominately described with respect to updating a module
included on a vehicle for exemplary non-limiting purposes
and without necessarily intending to limit the scooped and
contemplation of the present invention as similar operations
may be performed to facilitate updating other devices.

[0027] Block 92 relates to awakening the controller from a
sleep mode, low power mode or other operational state where
the controller would otherwise be inoperable to facilitate
updating the module. The controller may be awoken by vari-
ous means, such as but not necessarily limited to: engagement
of a ignition key, a wake-up signal/message received of the
CAN, areal-time communication (RTC) message, short mes-
sage service (SMS) message, connection of Ethernet cable
(e.g., Ethernet connection of controller to the vehicle) and/or
as a function of other signals or messaging that may be com-
municated through the antenna and/or through a local net-
work interface of the controller. Once awoken, the controller
may perform diagnostics or other operations to assess its
operational readiness, integrity and/or security, and if passed,
begin the contemplate process for automatically checking
whether updates are available for one or more modules in the
vehicle and/or whether any modules in the vehicle are autho-
rized to be updated with the controller. Optionally, the con-
troller may be configured to assess the operation state of the
vehicle prior to undertaking update related operations in
order to insure sufficient resources are available to complete
the update.

[0028] Block 94 relates to determining an operational state
of the vehicle reflective of its capabilities to facilitate updat-
ing the module. The operational state may be determined to be
one or more of a plurality of operational states, which for
exemplary purposes are described to be one of a first state and
a second state. The first state may correspond with one or
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more vehicle operating parameters indicating conditions are
suitable to updating the module and the second state may
correspond with one or more vehicle operating parameters
indicating conditions are unsuitable to updating the module.
Various conditions may be analyzed to determine whether the
vehicle is in first or second state, including a capacity of a
vehicle battery to provide the power or energy needed to
operate the controller, module and/or other vehicle compo-
nents for a period of time sufficient to start and finish the
update without a loss of power. The vehicle battery being
assessed may correspond with an accessory battery, starting
battery or low voltage battery included within the vehicle to
power the controller, module and/or other vehicle compo-
nents. The assessed vehicle battery may be differentiated
from a high voltage battery included in with a hybrid electric
vehicle (HEV) or electric vehicle (EV) if such a high voltage
battery is unable to facilitate powering the components
needed to perform the update, otherwise the high voltage
battery may also be assessed.

[0029] The capacity, state of charge (SOC), voltage and/or
other parameters of the assessed battery may be monitored
with a battery monitoring system (BMS) or other device. The
controller may include an algorithm for calculating whether
the assessed battery can supply the power needed to perform
the update based on the capacity of the battery, amount of time
needed to perform the update, the amount of power needed for
the components involved in performing the update and/or the
power consumption of other vehicle components and system
that may need to be operational during the update period.
Optionally, the energy may be estimated instead using a con-
stant or estimated power consumption value representative of
energy consumed per unit time such that the capacity of the
assessed battery to power the necessary devices during the
update can be calculated based on an amount time needed to
perform the update. The amount of time needed to perform
the update may be calculated based on a number of time
periods, such as first time period associated with an amount
time needed for the controller to communicate with the
server, and if necessary, download the difference file or other
update file, a second time period associated with an amount of
time needed for the controller to generate the new file, a third
time associated with the amount of time need to communicate
the new file from the controller to the module being update
(data rate) and/or a fourth time period associated with an
amount of time needed for the module to replace the old file
with the new file (may vary depending on whether vehicle
occupant interaction is required, e.g., more time may be esti-
mated if the USB loader obtains a permission by way of the
HMI).

[0030] Block 94 relates to assessing the readiness of the
vehicle to perform the update and is described predominately
with respect to assessing power/energy levels needed to
power the components associated with the update for a period
of time sufficient to insure the update is fully completed. The
ability to make such an assessment may be important as errors
may occur during corresponding read/write operations if
operations are unable to complete due to insufficient power.
Optionally, other factors may be considered when determin-
ing the readiness of the vehicle, i.e., whether the vehicle is in
the first state or the second state. One such factor may be a
security setting related to a lock-down state or user-engaged
control of the vehicle where security measures may be
manual implemented to prevent updates. One non-limiting
aspect of the present invention contemplates engaging a secu-
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rity measure to prevent unwanted attacks or hacks of the
vehicle systems, modules, and components by preventing
updates to vehicle software, code, instructions, etc. When
such a measure is detected, the vehicle operation state may be
automatically determined to be the second state in order to
prevent updating the module and/or to limit the modules that
may be updated to those specifically identified by the user as
being acceptable for updates, which may be beneficial in
thwarting unwanted cyber attacks.

[0031] Block 96 relates to reading a vehicle identification
number (VIN) or other marking sufficient to uniquely identify
the vehicle in the event Block 94 determines the first vehicle
state. The VIN determination may be a precursor to beginning
the module update where the vehicle is uniquely identified for
the purposes of identifying software versions, updating
requirements and other parameters relating to the particular
features of the vehicle that may require updating in accor-
dance with the present invention. The controller may be pro-
grammed with the VIN and/or it may include a processor for
identifying the VIN once connected to the vehicle, e.g., when
connected physical as part of a wiring harness or when wire-
less connected using a wireless link. The controller may iden-
tify the VIN may transmitting a VIN query over the vehicle
bus, reading data stored on other modules and/or obtaining
identifiers from vehicle specific components, such as ampli-
fiers used in certain vehicle circuitry. The VIN may be a series
of alphanumeric numbers, a piece of metadata or other con-
struct sufficient for uniquely identifying the vehicle. Option-
ally, the controller may communicate with the user by way of
the HMI to identify the vehicle, such as through a vehicle
selection menu where the year, make and/or model of the
vehicle may be selected and/or through a personal identifica-
tion sequence where the user inputs a username and password
or other identifying information that may be cross-referenced
to associated information for the vehicle.

[0032] Block 98 relates to assessing a vehicle log kept by
the logger of the controller. The vehicle log may be a database
or look-up table where configurations, versions, operation
systems and other information regarding the software settings
of'each updatable module in the vehicle may be tracked. The
controller may be configured to generate the log as function of
the VIN, such as by querying the server to identify updatable
modules, and thereafter checking with the modules for the
current state of the software and/or identifying previously
made updates. The log may provide a software diagnostics
tool sufficient to keep track of any number of settings for the
various modules independently of information kept with the
ECM or the modules themselves. The log may provide a
back-up system and manifest usable in accordance with the
present invention to facilitate generating reports regarding
software parameters for the vehicle modules, including infor-
mation regarding on-going updates performed with the con-
troller. The information kept in the log may be transmittable
from the controller to the server and/or a third party for use in
performing various inquires. The log may keep state infor-
mation for each module, such as a current state and an ending
state where the current state identifies the current software
version and the ending state identifies the version that is
desirable for the module, i.e., the work that needs to be done
in order to update the module to the desired software version.
[0033] Block 100 relates to querying the server with the
VIN and/or state information kept within the log to determine
whether any of the modules may require an update. The
controller may be configured to automatically and autono-
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mously query the server of the updates on a periodic basis,
which may be user selectable, and/or anytime the vehicle
operating conditions indicate an ability to perform module
updates. Optionally, if the size of the files associated with the
update are unknown before querying the server, the controller
may verify sufficient capacity of the battery to perform the
query before proceeding and without considering the amount
of'time required to download the files and undertake the other
operations associated with updating the modules. The time
associated with these other operations may be continually
assessed with the controller to determine whether the update
operations contemplated herein should continue, i.e., that the
vehicle is likely to remain in the first state given any time
constraints associated with newly discovered information
(the time constraints may increase/decrease depending on
information provided from the server regarding the size of the
file to be updated). The controller may be configured to make
afinal timing assessment just before instructing the module to
read/write date to memory in order to insure sufficient power
is available to complete the update.

[0034] Block 102 relates to the controller receiving a
response message from the server indicating whether any
updates are available. If no updates are available, Block 104
relates to transmitting a log message to a logging server,
which may be independent of the server providing the files for
update, regarding information included within the log. The
log message may identify the update being performed and
that no additional updates are required for the updatable mod-
ules listed within the log of the controller. The log message
may be used by the logging server to facilitate generating
reports and otherwise reporting diagnostics information or
providing a manifest regarding the operational state of the
various modules included within the vehicle or other devices
being assessed with the controller. If updates are available,
Block 106 relates to identifying the desired update and
assessing whether the controller includes a backup or a copy
of'the file requiring update, which is illustrated in the figures
above as an old file. The old file may be stored at the controller
and include the same plurality of computer-readable instruc-
tions as that included within the corresponding files stored
within the module to be updated. The controller may deter-
mine whether the backup copy is available based on informa-
tion included within the response transmitted from the server,
i.e., the server may identity the old file kept on the module,
and/or the logger me keep track of the old files for the pur-
poses of identifying whether the controller already includes a
copy of it.

[0035] Block 108 relates to determining that the old file
requiring updating has not been stored or is not otherwise
available within the controller memory and thereafter per-
forming an assessment of whether the old file can be obtained,
such as by the controller querying the module and/or query-
ing the ECM or other entity keeping additional copies of the
old file. Block 110 relates to determining that a copy ofthe old
file is available and retrieving the old file for storage within
the controller memory. The storage of a backup copy or an
entire copy of the old file being replaced on the module may
be beneficial in enabling a recovery operation where the old
file can be provided back to an updating module in the event
the update fails or the module fails to operate properly fol-
lowing the update. Additionally, storage of the old file may be
useful in limiting the amount of data being downloaded from
the server to correspond with a difference file, i.e., the differ-
ence between the new file and the old file. Blocks 112, 114
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relate to downloading a difference file to the controller
memory and the controller thereafter merging the difference
file with the old file to generate the new file such that the new
file becomes the file intended by the server to replace the old
file on the memory of the module being updated. The server
may include instructions with the difference file to facilitate
the merging and/or the controller may include an application
having capabilities sufficient to perform manipulations of the
old file necessary to generate the new file in light of the
computer-readable instructions or other information included
with the difference file.

[0036] Block 116 relates to determining that a copy of the
old file or the entire old file is not available from sources
within the vehicle and requesting the server to provide an
entire version of the updating new file for storage in the
controller memory. The size of the new file provided from the
server may be larger than the difference file being provided
when the back-up copy of the old file is available. The differ-
ence file may be used in order to limit the download time in an
effort to conserver bandwidth and/or the amount of energy
needed from the vehicle to support the download, which may
be preferred in some situations but its use is not intended to
limit the scope and contemplation of the present invention as
the updating process may be sufficiently achieved when
“entire” files are downloaded from the server for processing
with the controller. The use of the controller to update entire
files may be particularly useful when the module is being
updated for the first time or when modules are added to
vehicle after manufacture as both situations may prevent
delivery of a back-up copy to the controller. Optionally, the
controller or the logger may initially save the old file and keep
track of multiple difference file updates that occur over time
in order to eliminate the need to continuously query for the
back-up copy.

[0037] Block 118 relates to assessing whether all the files
for a particular session have been downloaded to the control-
ler and/or whether the controller has created all of the new
files associated with the current session or module update.
One non-limiting aspect of the present invention contem-
plates the controller being configured to simultaneously
update multiple, different modules and/or to update a single
module with multiple, new files, both of which may require
multiple files to be download and prepared for transmission to
the same or different modules proximate a common period of
time. The controller may include an algorithm for calculating
the most efficient manner for updating multiple modules/files
depending on in-vehicle bandwidth, whether multiple mod-
ules can be communicated with at the same time, whether the
same module can simultaneously process multiple files, etc.
The session or update period may vary depending on the
number of files being updated and the rights and/or capabili-
ties of the controller to utilize in-vehicle network resources
and/or to update certain modules given a current operational
state of the vehicle (e.g., some modules may be not updatable
for safety reasons while the vehicle is running or being
charged (hybrid or electric vehicle) and/or some modules
may not be updatable when in use, i.e., a download process
may start when a certain module is idle or asleep and then
terminate before commencing read/write actions if the mod-
ule is subsequently awoken or otherwise engaged for its nor-
mal usage).

[0038] Block 120 relates to performing the read/write and/
or other operations associated with replacing the one or more
old files with the corresponding one or more new files for the
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one or more modules being updated. The update may be
performed by the module(s) deleting the old file and writing
the new file and/or in some other operation that achieves the
same result, e.g., by merging the difference file with the old
file at the module instead of at the controller. The controller
may transmit the new file and/or instructions to the module
being updated to facilitate replacing the old file. The update
may occur, as noted in FIG. 3, with the controller transmitting
the new file and corresponding instructions to the module,
and as noted in FIG. 4, without the controller transmitting
instructions to the module and instead relying on capabilities
of'the module to obtain the new file on its own from a memory
(this process my include additional instructions being gener-
ate to actuate the relay and/or to interact with a vehicle occu-
pant using the HMI). Of course, the present invention is not
necessarily so limited and fully contemplates other interac-
tions taking place in order to facilitate delivering the new file
to the module for updating, including relying on signaling
and/or messaging being communicated from the ECM or
other module in the vehicle having oversight or authority
sufficient to control the module to perform the desire update.
Optionally, modules having capabilities to perform their own
wireless signaling or to perform other signaling related opera-
tions may be instruction to obtain permission for the update
from entities outside of the vehicle, such as a third party
authorization entity or a trusted authentication authority.

[0039] Block 122 relates to assessing whether the module
updated properly. The assessment may be performed by the
controller transmitting test signals to the module and/or
monitoring module operations for compliance with normal or
pre-defined operation settings. Optionally, the module may
be instructed to transmit a completion message or other infor-
mation sufficient to determine whether the update was suc-
cessful or unsuccessful. Block 124 relates to the controller
and/or module generating a pass message indicating a suc-
cessful update and the logger making a corresponding update
to the log indicative of the same. This logging function may
be beneficial in tracking the software version currently
executing on the module for use in generating reports and
identifying a need to perform subsequent updates. Block 126
relates to assessing whether any additional updates were to be
performed, i.e., after an initial file update or an initial, simul-
taneous processing of multiple file updates. If the update was
unsuccessful, such as in response to the module updating
improperly thereafter and/or the update failing to complete,
Block 128 may be reached and an assessment is made as to
whether the back-up or copy of the old file is available for
re-use. Block 130 relates to re-installing the old file if the old
file is available and Block 132 relates to generating a fail
message for entry in the log if the old file is not available or the
module cannot otherwise return to a proper operational state.
Block 134 assess whether the re-install was successful, and if
s0, Block 136 corresponds with generating a revert message
for updating the log to identify the current state of the soft-
ware.

[0040] As supported above, one non-limiting aspect of the
present invention relates to enabling robust, secure and effi-
cient software updates with limited or no changes required to
existing OEM modules and software, optionally with or with-
out difference files using wired or wireless vehicle connec-
tivity. Implementing a difference file strategy may provide an
efficiency gain (for applicable modules/file size) for OEMs to
improve the automotive software update process. The differ-
ence file strategy means that when updating software only the
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change needs to be sent to the vehicle, not the entire file. The
update file size efficiency saving is dependent on module
hardware and software architectures and the extent of the
needed changes. One benefit of sending only the difference
files is realized from the OEM software update system all the
way through to each individual vehicle. The difference file
engine may be managed by the off-board systems and the
controller, enabling a dramatic and valuable shift in the way
OEM’s execute in-vehicle software updates. Difference (or
“dif”) files may be configured in accordance with the present
invention may be used to allow for only the portion of the
software that changed be sent to the vehicle, reducing file
transmission size and download time in comparison to pre-
flashing otherwise replacing the entire software/firmware of
the module.

[0041] The controller may be configured to handle on-ve-
hicle “dif” file processing for all on-board modules which
avoids additional cost and complexity of having each indi-
vidual module handle dif files, or optionally while working
within architectures already existing with the on-board mod-
ules or existing vehicle network architecture. The controller
may: receive update instructions including target module or
modules detail; receive the difference file software update;
manage an upload of the existing full module file from the
on-board target; manage the software file merge based on the
difference file and the uploaded current version then pushes
the update back to the target module or modules; inform or
ask for authorization to proceed (if needed) from the vehicle
operator; and/or confirm the update(s) were completed cor-
rectly and confirms to the offboard system and the vehicle
operator. Optionally, the controller can be included as an
additional on board networked module or virtualized with an
existing module.

[0042] One non-limiting aspect of the present invention
relates to the controller including a configurable on-board
data logger to help capture and resolve intermittent vehicle
problems through advanced diagnostics, optionally with
capabilities sufficient to support for driver interface/GUI and
driver/operator acknowledgement as needed. The controller
may include configurable conditions for software update
actions, for example: drive history, gear state, voltage, speed,
time of day; software update robustness; retries, network
message timing, delays; module software recovery strategies;
vehicle battery power management; security—software
based, hardware based; full traceability with extensive digital
log files for complete vehicle and module confirmation and/or
encryption. The controller may facilitate various updates,
including firmware, bootloader, application software, cali-
brations, configurations, applications, etc.

[0043] One non-limiting aspect of present invention con-
templates facilitating correction or update ofa vehicle’s radio
and instrument cluster, for example, where the software is
fixed through a coordinated software update. The present
invention contemplates a computer being configured to com-
pare an existing software set to the “fixed” software and/or an
engineer performing assessment to create “dif files” that may
then be saved in a database. The “dif files” and updating
instructions associate with facilitating the contemplated “fix”
maybe sent through the Internet or other computing Cloud to
the vVPUMA in the vehicle. The controller may “catch” the
“dif” files and then upload the “full file” from the on-board
radio and cluster. The controller then merges each dif file and
their full file, creates new “full” files and sends them back to
the radio and cluster for install. The radio and cluster may
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both confirm they were updated successfully back to the
controller. The controller may then send a “success” mes-
sages back through Cloud to the Server. The controller helps
OEMs deliver better vehicles faster. The controller may bring
OTA software updates to OEMs at a much lower cost and/or
enable faster time to market for a vastly improved customer
experience.

[0044] Instead of hearing that sound when a vehicle fails to
properly start, the present invention contemplates alerts,
optionally through a voice or verbal communication system,
being generated to warn of potential vehicle problems before
they become problems. The controller may be configured to
facilitate turning unfortunate and mostly unnecessary “reac-
tive” automotive problems into corrective actions. The con-
troller may be configured to wirelessly generate alerts for
receipt at various types of user devices and through various
communication mediums including those associated with
Smart Phone notifications and alerts. The controller may be
used to enable secure and efficient advanced diagnostics and
prognostics, optionally as an additional on board networked
module or virtualized in an existing module. The controller
may be configured a program to include physics modeling,
complimented with real world data (like outside temperature
for example), which can optionally be continuously updated
or monitored, to facilitate diagnosing and/or predicting the
probability of a vehicle start. In the event of a potential flat tire
situation, for example when a driver comes home from work
and runs over a nail and the tire begins to lose air slowly and
eventually that evening the tire goes flat and to be discovered
being flat tire next morning, the controller can selectively
communicate with key vehicle systems, even when the
vehicle is turned off. It can send a message to the driver that
the tire is going flat. The Cloud can even offer to send roadside
assistance to fix the tire. The controller can provide drivers
with “positive” outcomes to potential automobile problems,
even when a driver is not in the vehicle.

[0045] One non-limiting aspect of the present invention
contemplates implementing or facilitating implementation of
the controller with the use of an on-board controller config-
ured to facilitate wirelessly updating firmware stored within
modules of a vehicle. The controller may be positioned within
the vehicle and configured to interface signaling with the
modules over a wireline bus, the controller configured to:
receive an update for firmware stored within one of the mod-
ules, the update being wirelessly received from a server;
receive a copy of the firmware currently stored within the one
of'the modules, the copy being received over the wireline bus
from the one of the modules; and merge the update with the
copy to create new firmware, the new firmware being suitable
for use in adapting operation of the one of the modules
according to the update.

[0046] Optionally, the controller may be configured to per-
form or otherwise facilitate the performance of one or more of
the following: transmit the new firmware to the one of the
modules over the wireline bus; to determine whether the one
of'the modules successfully installed the new firmware from
an install message transmitted by the one of the modules over
the wireline bus after compiling the new firmware; to wire-
lessly transmit a success message to the server to indicate
whether the new firmware was successfully installed; facili-
tate the update using a difference file and/or significantly less
code than the copy; to merge the update with the copy by
assessing a portion of the copy associated with the update and
thereafter replacing a corresponding portion of code with
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code included within the copy; to instruct the one of the
modules to transmit the copy while at least one of the vehicle
is shutdown and the one of the modules is non-essential; to
facilitate storage of the new firmware within a non-volatile
memory of the one of the modules; to be a standalone module
connected directly to the wireline bus; and/or to be integrated
into another one of the modules included within the vehicle,
the controller relying on the another one of the modules to
interface signaling with the wireline bus.
[0047] While exemplary embodiments are described
above, it is not intended that these embodiments describe all
possible forms of the invention. Rather, the words used in the
specification are words of description rather than limitation,
and it is understood that various changes may be made with-
out departing from the spirit and scope of the invention.
Additionally, the features of various implementing embodi-
ments may be combined to form further embodiments of the
invention.
What is claimed is:
1. A method for updating an old file stored within a
memory of a module included within an automobile, the
module being operable to facilitate an automobile related
operation based at least in part on a first plurality of computer-
readable instructions included within the old file, the method
comprising:
determining a new file to be stored within the memory of
the module in order to facilitate the automobile related
operation, the new file including a second plurality of
computer-readable instructions different in at least con-
tent and/or form than the first plurality of computer-
readable instructions;
generating update instructions with a controller, the update
instructions sufficient for commanding the module to
replace the old file stored within the memory with the
new file such that the module thereafter facilitates the
automobile related operation at least based in part on the
second plurality of computer-readable instructions.
2. The method of claim 1 further comprising:
determining a state of the automobile to be at least one of a
first state and a second state, the first state corresponding
with automobile being in park or turned off, the second
state corresponding with automobile being actively
driven or in motion;
transmitting the update instructions from the controller to
the module following determination of the first state; and

delaying transmitting the update instructions from the con-
troller to the module following determination of the
second state at least until subsequently determining the
first state.

3. The method of claim 2 further comprising determining a
capacity of a battery included within the automobile to power
at least the module, wherein the first state additionally
requires the capacity to be greater than a threshold and the
second state requires the capacity to be less than the thresh-
old.

4. The method of claim 3 further comprising:

determining an update time, the update time including a

first length of time representative of time needed for the
module to replace the old file stored within the memory
with the new file; and

determining the threshold based at least in part on the

update time, including determining the threshold to be
greater when the update time is longer and the threshold
to be less when the update time is shorter.
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5. The method of claim 4 further comprising determining
the update time to include the first length of time plus a second
length of time, the second length of time being proportional to
a communication rate of a medium used to communicate the
update instructions from the controller to the module.

6. The method of claim 5 further comprising determining
the update time to include the first and second lengths of time
plus a third length of time, the third length of time approxi-
mating time needed to query a server in order to assess
whether updating of the old file is desired, and if desired, to
download the new file to the controller.

7. The method of claim 1 further comprising determining
the new file based at least in part on a difference file, the
difference file including a third plurality of computer-read-
able instructions intended to replace at least a portion of the
first plurality of computer-readable instructions of the old file
such that the second plurality of computer-readable instruc-
tion of the new file corresponds with the first plurality of
computer-readable instructions except for those replaced
with the third plurality of computer-readable instructions.

8. The method of claim 8 further comprising:

storing a backup of the old file within a memory of the

controller;

downloading the difference file for storage in the memory

of the controller;

subsequently merging the backup with the diftference file to

create the new file having the second plurality of com-
puter-readable instructions; and

following the merging and prior to transmitting the update

instructions from the controller to the module, storing
the new file within the memory of the controller.

9. The method of claim 8 further comprising providing an
identification number of the automobile to a server located
remotely from the automobile, the server looking-up the dif-
ference file for download to the controller based at least in part
on the identification number, the identification number being
sufficient to differentiate between various types of automo-
biles.

10. The method of claim 8 further comprising wirelessly
downloading the difference file from the server to the con-
troller.

11. The method of claim 10 further comprising download-
ing the difference file to the controller while the controller is
physically connected to the automobile.

12. The method of claim 11 further comprising transmit-
ting the update instructions from the controller to the module
over a wire within the automobile connected therebetween.

13. The method of claim 12 further comprising formatting
the update instructions for transmission over the wire accord-
ing to Controller Area Network (CAN).

14. The method of claim 10 further comprising wirelessly
transmitting the update instructions from the controller to the
module.

15. The method of claim 1 further comprising transmitting
the new file to the module through a Universal Serial Bus
(USB) interface of the controller, the USB interface commu-
nicating with a USB loader of the module, the USB loader
performing operations at the module for replacing the old
filed stored in the memory of the module with the new file.

16. The method of claim 15 further comprising switching a
relay of the USB interface from a first position to a second
position prior to transmitting the update instructions from the
controller to the module, the first position connecting an
interior port of the USB interface to an exterior port and
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thereby bypassing a memory of the controller storing the new
file, the second position connecting the interior port to the
memory of the controlling storing the new file and thereby
bypassing the exterior port to enable transmission of the new
file from the controller to the USB loader for subsequent
replacement of the old file stored in the memory of the mod-
ule.
17. A non-transitory computer-readable medium having a
plurality of instructions, operable with a processor, sufficient
to facilitate updating an old file stored within a first memory
of a module included within a vehicle, the module being
operable to facilitate a vehicle related operation based at least
in part on a first plurality of computer-readable instructions
included within the old file, the non-transitory computer-
readable medium comprising instructions sufficient for:
storing a copy of the old file within a second memory of a
controller physically connected to the vehicle, the con-
troller being separate from the module such that the
second memory is independent of the first memory;

storing a difference file within the second memory, the
difference file being wirelessly received by the control-
ler while physically connected to the vehicle, the differ-
ence file including a second plurality of computer-read-
able instructions;

merging the copy with the difference file to generate a new

file, the new file including a third plurality of computer-
readable instructions, the third plurality of computer-
readable instructions comprising the second plurality of
computer-readable instructions plus any of the first plu-
rality of computer-readable instructions not intended to
be replaced with the second-plurality of computer-read-
able instructions;

storing the new file within the second memory; and

transmitting update instructions to the module, the update

instructions sufficient for commanding the module to
replace the old file stored within the first memory with
the new file such that the module thereafter facilitates the
vehicle related operation at least based in part on the
third plurality of computer-readable instructions.

18. The non-transitory computer-readable medium of
claim 17 further comprising instructions sufficient for:

determining an amount of time needed for:

1) storing the difference file in the second memory;

i1) merging the copy with the difference file;

iii) storing the new file to the second memory;

iv) transmitting the update instruction to the module; and

v) replacing the old file stored within the first memory with

the new file;
determining a capacity of a battery included with the
vehicle to power at least the controller and the module;

determining a threshold representative of power needed to
power at least the controller and the module during the
amount of time; and

querying a server to determine a need to update the old file

with the new file if the capacity is greater than the thresh-
old and delaying querying of the server if the capacity is
less than the threshold, the server being physically dis-
connected from the vehicle and facilitating download of
the difference file to the controller for storage in the
second memory.

19. A system for updating an old file stored within a
memory of a module included within an vehicle, the module
being operable to facilitate a vehicle related operation based
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at least in part on a first plurality of computer-readable
instructions included within the old file, the system compris-
ing:

a server remotely located from the vehicle for determining
anew file to be stored within the memory of the module
in order to facilitate the vehicle related operation, the
new file including a second plurality of computer-read-
able instructions different in at least content and/or form
than the first plurality of computer-readable instruc-
tions; and

a controller mounted with the vehicle for transmitting
update instructions to the module according to com-
mands received from the server, the update instructions
sufficient for commanding the module to replace the old
file stored within the memory with the new file such that
the module thereafter facilitates the vehicle related
operation at least based in part on the second plurality of
computer-readable instructions.

20. The system of claim 19 wherein the server is configured
to facilitate wirelessly transmitting the commands to the con-
troller while the vehicle is being driven and wherein the
controller is configured to non-wirelessly transmit the update
instructions to the module over a wired bus included within
the vehicle while the vehicle is parked or turned off.
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