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DEVICE AND METHOD FOR PERFORMING VALIDATION AND

AUTHENTICATION OF A PHYSICAL STRUCTURE OR PHYSICAL OBJECT

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application is based upon and claims the benefit of priority under 35

U.S.C. § 120 from prior Provisional Patent Application Serial No. 62/1 53,384, filed on April

27, 201 5, the entire contents of which are herein incorporated by reference.

FIELD

The present disclosure relates generally to the field of performing an authentication

process.

BACKGROUND

The background description provided herein is for the purpose of generally presenting

the context of the disclosure. Work of the presently named inventors, to the extent the work s

described in this background section, as well as aspects of the description that may not

otherwise qualify as prior art at the time of filing, are neither expressly nor impliedly

admitted as prior art against the present disclosure.

Authentication processes may include credentialing or compliance validation

processes. Credentialing may refer to a process of establishing the qualifications of persons,

organizational members or employees, or organizations, and assessing their background and

legitimacy. Credentialing may include on-site inspection(s), such as an inspection of an

organization's infrastructure (for instance, an inspection of the organization's

building/property) to determine whether the organization is authentic.

Compliance validation may refer to a process of establishing the adherence to policies

and procedures of persons, organizational members or employees, or organizations, and

assessing their diligence in complying with such policies. Compliance validation may include



on-site inspection^ ), such as an inspection of an organization's infrastructure (for instance,

an inspection f the organization's building/property) to determine whether the organization

is conforming to the established policies and procedures.

A credentialing or compliance validation process generally includes an inspector

manually entering inspection information on survey form(s) and further generating a report

based on the gathered inspection information. Such a technique of generating the inspection

report is unreliable and inefficient, as it is prone to human errors, potential fraudulent

activities, and may not include a detailed inspection of the building/site under consideration.

For instance, the inspector may enter erroneous information of the building under inspection,

may not be visiting the correct location and/or may not fully complete a set of tasks that are

required to generate an accurate inspection report.

Organizations are generally driven by speed and simplicity, and tend to have a 'need-

it-now' approach for services such as building inspections, personnel screening, compliance

to policies and the like. Typically, such organizations face a cumbersome and multi-faceted

process of credentialing or compliance validation via an onsite inspection. Such a process

severely lengthens the amount of time and effort required i obtaining an inspection report.

For instance, inspections conducted i the healthcare industry, financial organizations, onsite

inspections, appraisals, and the like maintain multifaceted processes as a part of conducting

business. Such organizations are burdened with manual paper-based workflows that rely on

human involvement with limited capabilities in place to effectively validate the quality and

accuracy of the inspection report. The inspection processes are cumbersome, time consuming,

and create an elevated level of risk due to potential errors and fraudulent activities.

Accordingly, there is a need for a quick and easy to use tool that enable organizations

to efficiently define the proper steps required to be performed for an authentication process,

in order to execute inspection processes in a task-based and automated manner that will



streamline their business, reduce their reliance on human interaction, and ultimately decrease

the level of risk involved.

SUMMARY

Aspects of the present disclosure generally relate to a communicating device, a

method, and a computer readable medium for performing authentication of a physical

structure. The communicating device includes circuitry that is configured to transmit

instructions to a mobile device via a network, receive, from the mobile device, via the

network, first information associated with execution of the first instruction by the mobile

device, and validate the first information to determine a first score corresponding to the first

instruction, by comparing the first information with pre-stored information. The circuitry is

further configured to transmit a second instruction to the mobile device via the network,

receive, from the mobile device, via the network, second information associated with

execution of the second instruction by the mobile device, validate the second information to

determine a second score corresponding to the second instruction, by comparing the second

information with pre-stored information, and generate an authentication result for the

physical structure i response to the first score being greater than a first predetermined

threshold and a second score being greater than a second predetermined threshold.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of this disclosure that are provided as examples will be

described in detail with reference to the following figures, wherein like numerals reference

like elements, and wherein:

Figure 1 illustrates an exemplary system for managing and credential ing inspections

or compliance validations;



Figure 2 depicts a block diagram illustrating components of the system used for

conducting an inspection;

Figure 3 depicts an exemplary flowchart illustrating the steps performed to process an

inspection request;

Figure 4 depicts an exemplary flowchart illustrating the initial steps performed i

conducting a self-inspection;

Figure 5 depicts exemplary screenshots of a mobile device used for performing self-

inspection;

Figure 6 depicts an exemplary flowchart illustrating the steps performed to conduct a

third-party inspection;

Figure 7 depicts exemplary screenshots of the mobile device used for performing

third-party inspection;

Figure 8 illustrates an exemplary a flowchart depicting the steps performed i

conducting an inspection;

Figure 9 depicts exemplary screenshots of the mobile device illustrating a task to be

performed for inspection;

Figure 0 depicts exemplary screenshots of the mobile device illustrating alternative

options available while conducting an inspection;

Figure 1A illustrates an exemplary screenshot of a geographic location including a

confidence zone;

Figure 1B depicts a task mapping service for a geographical location according to a

embodiment; and

Figure 12 illustrates a block diagram of a computing device according to one

embodiment.



DETAILED DESCRIPTION

Exemplary embodiments are illustrated in the referenced figures of the drawings. It is

intended that the embodiments and figures disclosed herein are to be considered illustrative

rather than restrictive.

The present disclosure relates to a device and a computer implemented method

thereof for performing authentication processes such as credentialing and/or compliance

validation. Credentialing inspections may be defined as a process of determining the

authenticity of an inspection such as an inspection of an organization's infrastructure (i.e., a

building inspection), a real-estate inspection (i.e., property inspection), a healthcare/medical

inspection, a financial services inspection, a auditing/appraisal, an audit/assessment aimed

to determine compliance to policies and procedures and any other onsite inspection. The

present disclosure provides a quick and easy to use tool that enables organizations to

efficiently define the proper steps/tasks required to support credentialing process or

compliance validation, and that enables the execution of the inspection in an automated task-

based fashion.

A task management application i used to define the group of tasks required to

support the credentialing and/or compliance validation process. A task execution application

(also referred to herein as "app"), installed on a mobile device and connected to the task

management application, receives the tasks and guides an inspector to complete the

inspection while on-site. The task management application receives the results of each task

executed by the inspector using the "app" and generates a inspection report i a seamless

manner in different formats and representations used to support the credentialing and/or

compliance management processes.

The method of conducting the inspection is controlled by the task management

application that maintain the group of tasks required to support the credentialing and/or

compliance validation process and makes the



tasks available to the registered inspector, in a random order and one at a time, via a

communicating device that transmits inspection instructions (i.e., tasks) to the "app" installed

on a mobile device. The inspector in possession of the mobile device can view the

instructions on a display panel of the mobile device via the task execution application

installed thereon. Further, i the present disclosure, the terms "instruction" and "task" may be

used interchangeably.

According to one embodiment, the tasks execution application receives an inspection

task that is to be performed by the inspector and waits for a response from the inspector. The

task result (i.e., the output of performing the task by the inspector) is obtained via data

captured from a plurality of sensors or other devices disposed on or accessed by the mobile

device. Further, the results are transmitted by the task execution application via the

communicating device to the task management application, which then validates the results

by comparing information received from the mobile device to information stored in one or

more databases and other data sources. Accordingly, the task management application

performs the task of credential ing the inspection by corroborating information obtained from

various sensors/devices and received from the task execution application.

Turning to Figure 1, an exemplary system 100 for managing and credential ing

inspections and/or compliance validation is depicted according to an embodiment. In the

illustrated embodiment, the system 100 includes a communicating device 101 coupled to

memory 03. The communicating device may be a computer, a computer system resident in a

facility, one or more servers that are coupled to the memory 103, or may alternatively be, or

be supplemented by, one or more remote computer systems via so-called "cloud"

architecture. In any case, memory 103 has stored therein a process i the form of one or more

sets of instructions that is/are executable by the communicating device 101 to control and

manage inspections and inspection-related data. The communicating device 101 is configured



in a fashion such that the device is enabled to share information with other systems and/or

devices via the World Wide Web (WWW), internet, or any other type of network 105.

The system 100 further includes a service provider portal or gateway 107 via which

users may securely access the service provider website controlled and managed by the

communicating device 101 . Approved users may access the portal 107 via the network 105

using, for example, a desktop, laptop, notebook, tablet or other computer and/or via a

portable or handheld electronic communication device 109 that is configured to access the

network 105. The memory 103 has stored therein one or more sets of instructions executable

by the communicating dev ice 101 to control and manage the service provider website

wherein, the service provider website is configured to allow users to access, view, and obtain

reports on inspections and account information via the service provider portal 107.

Additionally, users may access the gateway 107 via the network 105 and download, from the

communicating device 101 , a user application (or app) on their handheld electronic devices in

order to conduct an inspection or perform a compliance validation process. Furthermore,

although the portal/gateway 107 i Figure 1 is depicted to be a separate entity from the

communicating device 101 , the operation and functionality of the portal/gateway 107 may be

incorporated within the communicating device 101 .

The system 100 further includes an agent portal or gateway 10 via which approved

inspectors may securely access a inspector website controlled and managed by the

communicating dev ice 101 . Approved inspectors may access the portal 110 via the network

105 using, for example, a desktop, laptop, notebook, tablet, or other computer and/or via a

portable or handheld electronic communication device that is configured to access the

network 105. The memory 103 has stored therein one or more sets of instructions executable

by the communicating device 101 to control and manage the inspector website wherein, the

inspector website is configured to allow inspectors to manage inspection assignments and



inspection data via the agent portal 1 0 . The term "approved inspectors" may refer to one or

more inspectors that have pre-established secure access to the portal 10, and that have been

provided with corresponding access information, e.g., in the form of one or more of a user

name, password, and/or the like.

The system 100 may further include one or more portable or hand-held mobile

devices 108A-108D, which may be used by inspectors to conduct inspections and which

is/are configured to share collected inspection data with the communicating device 101 via

the network 105. The mobile devices 108A-108D may include Global Positioning Satellite

(GPS) receivers and software configured to receive and process a plurality of GPS radio

signals that are produced by a corresponding plurality of earth-orbiting Global Positioning

Satellites. The mobile devices 108A-108D are thus configured to determine global

coordinates, e.g., latitude, longitude and altitude, as well as real time information, from the

radio signals produced by the satellites. Each of the mobile devices 08A-108D may include

a processor and sufficient memory having stored therein one or more sets of instructions, e.g.,

i the form of a user application or app, executable by the processor to guide a property-

inspector through a property inspection.

Examples of mobile devices 08A- 08D that may be used with the system 100

include, but are not be limited to, smart phones, personal communication devices (PDAs),

application-specific mobile electronic devices and/or other mobile electronic devices having

sufficient memory and computing power to execute a set of instructions that guide property

inspectors through inspections, and configured to pass collected inspection data to the

communicating device 101 via the network 105. Note that "mobile devices 108A-108D" and

"mobile device 108" may be used interchangeably throughout the present disclosure.

According to one embodiment, each of the mobile devices 108A-108D includes a

accelerometer, for instance an accelerometer f a linear type that has a vertical detection axis.



The mobile device 108 also includes circuitry that is configured to interact with the

accelerometer and determine the number of steps taken by a user who possesses the mobile

device 108. The accelerometer may be an integrated sensor of semiconductor material, made

using the E S technology. In operation, the accelerometer detects the component along the

detection axis of the vertical acceleration generated during the step, and produces a

corresponding acceleration signal.

Specifically, the pattern of the acceleration signal (in time) includes an acceleration

profile that is repetitive in nature. For instance, the acceleration profile includes a succession

of a positive phase, i which a positive acceleration peak occurs (i.e., directed upwards), due

to contact and consequent impact of the foot with the ground, and a negative phase in which a

negative-acceleration peak occurs (i.e., directed downwards) due to rebound. The circuitry of

the mobile device, includes, for instance, a microprocessor circuit (for example, a

microcontroller or DSP), that acquires at pre-set intervals, samples of the acceleration signal

generated by the accelerometer and executes appropriate processing operations for counting

the number of steps and measuring the distance traveled by the user.

Additionally, the mobile devices 108A-108D include an altitude sensor (altimeter)

that enables the mobile device to determine the altitude at which the mobile device is

positioned above a predetermined fixed level, such as sea level. Accordingly, the mobile

devices 108A-108D can be configured to determine the height of an object, such as a

building, by determining the difference i altitude at the base of the building and the rooftop

of the building. Thus, the altimeter of the mobile device 108 ca be configured to compute

the number of stories i the building based on the computation of the altitude difference i a

single story of the building and the total altitude difference between the top and bottom of the

building.



Furthermore, the mobile devices 108A-308D may each also include a camera that is

configured to take standsti!l (images) as well as moving pictures (video) of a desired object,

and also transmit the captured video and image data to the communicating device 10 , via a

transmitter. Each mobile device 108 may also be configured to time-stamp the captured

images and/or videos, as well as any other data, by using a built-in timer. Additionally, the

mobile devices 08 may also include a temperature sensor that is configured to detect the

temperature of the surrounding environment of the mobile device. For the sake of simplicity,

a description of the camera, timer, and temperature sensor is omitted herein, as the

functionality and operation of these devices is well known to one of ordinary skill in the art.

Furthermore, each of the devices 0 1, 107, 08, 109, and 110 may include the configuration

shown i Figure 12.

Figure 2 depicts a block diagram illustrating components of the system used for

conducting an inspection. The framework of the system can be divided into three portions

that include a task execution application portion, a task management application portion and a

pl ra ity of external systems portion. According to one embodiment, the task management

application portion may be implemented on a communicating device 101, whereas the task

execution application portion is implemented on a mobile device 108. The task management

application may interact with the task execution application via an application interface API

10. Furthermore, external systems may directly communicate with the task management

application via another application interface API 20.

Figure 2 illustrates the communication flow between the communicating device 101

and the mobile device 108. In Figure 2, block 201 corresponds to an inspection credential ing

application that is downloaded on the mobile device 108. The user of the mobile device 108,

for instance, an inspector who conducts the inspection, receives a set of tasks from the

communicating device 101, and performs each task by using a plurality of sensors, camera,



and the like that are disposed on or accessed by the mobile device 108. The sensors disposed

on the mobile device 108 may include motion sensors such as accelerometers, gravity

sensors, gyroscopes, rotational vector sensors and the like, that are configured to detect

acceleration and rotational forces. Furthermore, the mobile device may be equipped with an

environmental sensors such as barometers, photometers, thermometers and the like that are

configured to measure environmental parameters such as ambient air temperature and

pressure, illumination, and humidity and the like. Additionally, the mobile device may also

include position sensors such as orientation sensors and magnetometers that detect the

physical position of the mobile device.

The inspection credential ing application 201 installed on the mobile device 108

communicates with an authentication device 203 at initial application start-up in order to

authenticate, for instance, log-in credentials of the user. A set of tasks to be performed for

credentialing inspections are maintained in a task management device 207. The task

management device 207 communicates with a task randomizer 205 that randomly assigns a

task to the credentialing application 201 installed on the mobile device 108. By implementing

the task randomizer 205, the credential ing/audi ting process can be automated while

concealing a vetting and acceptance criteria for completing the audit.

Upon performing the tasks, the inspection credentialing application 201 transmits a

response (i.e., task execution data) to a task result and metadata processor 209. According to

one embodiment, the credentialing application 201 may be configured to transmit the

response of each task in a sequential manner to the processor 209. Alternatively, the

credentialing application 201 may also be configured to transmit, i one instance, the

responses of all the tasks performed during the credentialing process. The task result and

metadata processor 209 verifies if the response data obtained from the mobile device 108 is

complete and ready for validation. For instance, if the task is to capture an image of a



building, the metadata processor 209 may perform an initial processing of the image to

determine, for instance, whether content w ithin the acquired image i identifiable and usable.

The processed task execution data from the metadata processor 209 is transferred to a

result validation and scoring device 2 11. The result validation and scoring device 211

collaborates with a validation database 2 13 to validate the execution data. For instance, if the

validation data includes a plurality of street level images of a building under inspection, the

result validation and scoring device 211 matches each image of the plurality of images with

images stored in the validation database 213, i order to authenticate the building under

inspection. According to one embodiment, the validation database 2 13 may be physically

separated from the communicating device 10 1. In such an instance, the result validation and

scoring device 2 11 may communicate with the validation database via the AP 20.

Additionally, the result validation and scoring device 2 11may assign a score to a performed

task. For instance, the score assigned to the task may be based on the degree of validation of

the task. Upon performing the validation and/or scoring of each task that is executed by the

mobile device 108, a validation result execution device 215 may be configured to generate,

based on the validation of each task of the inspection, a final result (for example in the form

of an inspection report ) of the inspection process.

Furthermore, as shown i Figure 2, the external systems may communicate with the

task management application portion via API 20. For instance, the authentication device may

communicate with an authentication provider 222 to obtain authentication information of a

user. a similar manner, applications that require task execution 223 may communicate with

the task management device 207 i order to transmit a set of tasks that are to be performed

for a particular application. Upon completion of the required tasks, the validation result

execution device 2 15 may transfer the result of the tasks to an application consuming the task

results 224. Such a application may further process the results of the performed tasks to



generate, for instance, statistical reports for further analysis and the like.

Figure 3 depicts a flowchart 300 illustrating the steps performed to process an

inspection request, according to an embodiment. The process 300 can be illustratively stored

i memory 103 of the communicating device 101, in the form of one or more sets of

instructions repeatedly executable by the communicating device 101 .

The process 300 commences in step S3 10, wherein the communicating device 101

receives a request from a user to conduct an inspection. The user can submit such a request,

for instance, by completing an online inspection request form.

The data entered by the user is processed by the communicating device 101 , which

thereafter executes a validation process at step S320. Specifically, the communicating device

checks whether the user's input data includes certain information such as a valid name, a

valid address, account number, a unique user identifier and/or the like. Furthermore, the

communicating device 101 processes the user's input data to determine whether the user's

inspection request is a 'self-inspection' type request or a 'third-party' inspection request.

According to an embodiment, the online inspection request form may include an

option requiring the user to choose from a self-inspection and a third-party inspection option.

A self-inspection is a type of inspection wherein, the user intends to conduct the inspection

himself/herself. Accordingly, the user submits a request to the communicating device 101

seeking permission to download the app on the user's mobile device. Note that the process of

conducting the inspection can be programmed via software and executed on the user's mobile

device. Further, the app installed on the mobile device may be used as a business

development tool by the users. For instance, the app may be used to increase profits by

leveraging business development tools contained within the app and/or accessed through the

app. The user can thus increase operation efficiency, thereby reducing overhead costs.



In contrast to the 'self-inspection' type of inspection, the user may opt to select a

'third-party' type of inspection. In such an inspection, the user chooses to take advantage of

services offered by a service provider to conduct inspections. Specifically, the user merely

submits information, for instance, a name and address of the building he/she seeks to

credentialize, and have a inspector perform the inspection on his/her behalf.

If the response to the query a step S320 is a 'self-inspection' type of inspection, the

process proceeds to step S340. In step S340, the communicating device 101 transmits a

message to the user's mobile device 108 instructing the user to download the inspection app.

The communicating device 101 may be configured to process a payment from the user and

upon successful verification, provide the user access to download the app on his/her mobile

device 108. The process thereafter proceeds to step S350, wherein the user using the mobile

device conducts the inspection. The details regarding the steps involved in conducting an

inspection are described later with reference to Figure 8 .

If the response to the query at step S320 is a 'third-party' type of inspection, the

process proceeds to step S360. In step S360, the communicating device 101 stores the request

from the user and further allocates an inspector to conduct the inspection on behalf of the

user. The communicating device 10 may use a plurality of scheduling algorithms to allocate

an inspection task to an inspector. For instance, according to one embodiment, the

communicating device 101 may allocate an inspection task to an inspector based on the

address of the inspection site as well as the current locations of the inspectors. Alternatively,

the communicating device 101 may use a least loaded technique to allocate inspection tasks

to the inspectors. Specifically, i such an approach, an inspection task is allocated to the

inspector who has the fewest number of tasks allocated thus far. Alternatively, the

communicating device 101 may broadcast all inspection tasks to the mobile device 108 of



each inspector, and thereafter assign the inspection task to a specific inspector who first

agrees to perform the task.

The process then proceeds to step S370, wherein the inspector performs the third-

party inspection by using his/her mobile device 108. Details regarding the steps involved in

conducting such an inspection are described later with reference to Figure 8. Upon

conducting the inspection, the process 300 i Figure 3 terminates.

Figure 4 depicts an exemplary flowchart 400 illustrating the initial steps performed i

conducting a self-inspection. The user upon submitting a request for conducting a self-

inspection s notified by the communicating device 101 step S410 to download the

inspection app. The user, upon successful payment verification, downloads the inspection app

i step S410. Thereafter, the process proceeds to step S420, wherein the user creates an

account i the downloaded app from step S4 10. In step S430, the user is instructed to perform

a log-in operation. For the sake of illustration, Figure 5 depicts screenshots of the app as seen

o the mobile device.

The screenshot 5 0 depicts an initial log-in screen wherein the user inputs a username

and a password to log into the inspection app. Additionally, the display screen of the mobile

device 108 may also display a logo of the company from which the user has downloaded the

inspection app.

Upon performing the log-in operation, the process 400 proceeds to step S440. In step

S440, a start-up menu of the inspection app s displayed on the display panel of the mobile

device 108. For instance, as shown in the screenshot 520 of Figure 5, a welcome message

(including the name of the user), as well as the name of the inspection to be conducted by the

user may be displayed on the display panel. For instance, in the screenshot 520 i Figure 5,

the inspection is a building inspection for company 'ABC that is located on 123 Main street,

Dallas, Texas. Additionally, a start button and a task bar that displays the percentage of



inspection completed thus far may also be displayed on the mobile device 108

Upon pressing the start button by performing a touch operation with a finger or a

stylus, the process 400 in Figure 4 proceeds to step S450. In step S450, the process of

performing a self-inspection commences. As shown in Figure 5, screenshot 530 depicts an

icon labelled 'get a new task' corresponding to the credential ing inspection. Additionally, in

screenshot 530, a bar including three icons labelled 'to-do list', 'completed task list', and

'closed task' is also displayed. Upon performing a touch operation on any of these icons, a

list of tasks corresponding to the inspection can be displayed on the mobile device 108.

Additionally, a settings icon, a status icon, and a task icon may be displayed on the bottom

portion f the display panel of the mobile device 108.

The details regarding the operation of conducting a self-inspection are described later

with reference to Figure 8. Upon completing the self-inspection process, the process i Figure

4 term nates.

Figure 6 depicts an exemplary flowchart 600 illustrating the initial steps performed by

an inspector i conducting a third-party inspection. The process begins in step S6 10, wherein

the inspector performs a og-i operation on the inspection app that is downloaded on his/her

mobile device 108. For instance. Figure 7 depicts screenshots of the app as seen on the

mobile device of an inspector. The screenshot 710 depicts an initial log-in screen wherein the

inspector inputs a username and a password to log into the inspection app. Additionally, a

logo of the company that is the service provider for such inspection may also be displayed on

the mobile device 108.

Upon performing a successful log-in operation, the process 600 proceeds to step

S620, wherein a start-up menu is displayed on the mobile device 108 of the inspector. For

instance, as shown i Figure 7, screenshot 720 displays a welcome message along with the

name of the inspector and icons representing 'to-do' inspections, 'completed' inspections,



and 'closed' inspections. As shown in screenshot 720, upon performing a touch operation on

any one of the icons, a corresponding l st of tasks is displayed on the display panel of the

mobile device 108.

The process further proceeds to step S630, wherein an inspector selects a particular

inspection task (from the l s depicted in screenshot 720), and commences the inspection of a

particular entity. As shown in Figure 7, screenshot 730 depicts an icon labelled 'get a new

task' corresponding to the inspection of a particular business (in this example, company

ABC). Additionally, i screenshot 730, a bar including three icons labelled 'to-do list',

'completed task list', and 'closed task ' is also displayed. Upon performing a touch operation

on any of these icons, a list of tasks corresponding to the inspection can be displayed o the

mobile device 108. Additionally, a settings icon, a status icon, and a task icon may be

displayed on the bottom portion of the display panel of the mobile device 108.

The details regarding the operation of conducting the third-party inspection by an

inspector are described later with reference to Figure 8. Upon completing the inspection

process the process Figure 6 terminates.

Next, a detailed description is provided of the steps performed i conducting an

inspection. I must be appreciated that the self-inspection type and the third-party inspection

type of inspections are similar with regard to the tasks that are to be performed for

credentialing the inspection. However, according to an embodiment, the two types of

inspection techniques differ i the sense that in self-inspection, a user (self-inspector)

downloads the app on his/her mobile device 108 and receives instructions in a sequential

manner as to the tasks that are to be performed i order to perform the inspection. According

to one embodiment, while performing self-inspection, the communicating device 101

transmits one task a a time and waits to receive a response from the user's mobile device 108

before transmitting the next task.



In contrast, in one embodiment, in the third-party type of property inspection, a

trustworthy inspector is assigned the task of conducting the inspection. Accordingly, in such

an aspect of credential ing, the communicating device 101 coordinates with the mobile device

108 of the inspector, and either transmits all the tasks to be performed for the inspection in a

single transmission i.e., without waiting for a response of a task, or may alternatively transmit

the tasks sequentially i.e., the next task to be performed is transmitted only when a response

for the previous task is received. It must be appreciated that for both types of inspections

(self-inspection and third-party inspection ) the final results pertaining to the evaluation of the

inspection are performed by the communicating device 101 .

A description of the steps involved in credential ing an inspection is first provided

with reference to Figure 8, followed by a description of exemplary tasks included in the

inspection and their corresponding evaluation.

The credential ing process 800 of Figure 8 commences in step S810, wherein a new

task to be performed is displayed on the display panel of the mobile device 108. For instance,

as shown i Figure 9, the screenshot 910 of the mobile device 108 depicts a task of acquiring

a picture of a company sign. Furthermore, the app also provides an icon labelled 'see

examples' to view a plurality of examples depicting signs of companies acquired by

previously conducted inspections.

Upon performing a touch operation on the 'see examples' icon, the inspector/user can

view a plurality of company signs on the display panel of the mobile device 108 as shown i

the screenshot 101 0 of Figure 10. Further the screenshot 910 in Figure 9 also displays an

icon labelled 'complete later' which enables the inspector/user to perform the current task at a

later time. Additionally, the mobile device 108 is also configured to display the option of not

completing the current task and instead, suggesting the next task to be performed i order to

proceed with the inspection process.



The process further proceeds to step S815, wherein a query is made to determine if

the current task can be performed. If the response to the query is affirmative then the process

proceeds to step S830 otherwise, if the response to the query is negative then the process

proceeds to step S820.

I step S820, the mobile device 108 displays an alternative task to perform on the

display panel. For instance, as shown i the screenshot 1020 of Figure 10, alternatives to the

task of acquiring the company sign are displayed on the display panel. Specifically, tasks

such as taking a picture of the business card, a picture of the utility bill of the company, or a

picture of an official company document may be displayed on the display panel of the mobile

device. Further, the process in step S825 waits for a selection to be made by the

inspector/user from the list of alternative tasks and then proceeds to step S830.

If the response to the query of step S815 is affirmative, the process proceeds to step

S830. Specifically, if the inspector/user chooses to perform the current task (for example,

taking a picture of the company sign ), the camera of the mobile device 108 is activated as

shown i screenshot 920 of Figure 9 . Upon completing the task, the mobile device 108

transmits the content of the completed task (the picture of the company logo i the present

case) to the communicating device 101 . Moreover, as shown in screenshot 930 in Figure 9, a

message is displayed on the mobile device 108 that provides a visual indication to the

inspector/user of a successful completion of the current task. Further, a message indicating

whether the inspector/user is ready for the next task is also displayed on the mobile device

108.

The process further proceeds to step S835, wherein the communicating device 101

computes a weighted score for task that has been performed. Specifically, for a set of tasks

labelled as Ί (i = 1, 2, 3 . . ..K), the communicating device 0 1 computes a score S for the

task T According to one embodiment, the score for each task is a numeric variable



distributed between a lower value 5,· and an upper value S,- . For example, the score of
LOW HIGH

task Tj may be computed by the communicating device 101 to lie between i — d

IG e tec e computing the score for each task is provided later with

reference to the technique of evaluating a task.

According to an embodiment, the communicating device 0 1 may assign each task

with a weight, for instance, the weight of task can be represented as ·. The communicating

device 101 can categorize some tasks to be 'more important' and thus assign a higher weight,

as compared to other tasks which are deemed 'less important' and thus assigned a lower

weight. In step S835, the communicating device 101 computes the weighted score of the task

recently performed by the inspector/user. In other words, the communicating device 101

computes the value of for task /.

The process then proceeds to step S840, wherein a value of a task counter is

incremented. Note that the task counter can be initialized to a value of zero a the

commencement of the inspection process. Further, the process proceeds to step S845,

wherein a query is made to determine if the value f the task counter is greater than a

predetermined threshold value (K). The predetermined threshold value may be determined

based on the number of tasks to be performed in order to obtain an inspection report. f the

response to the query i step S845 is affirmative, the process proceeds to step S850

otherwise, if the response to the query is negative, the process loops back to step S810 to

perform the next task.

Additionally, the mobile device 108 may also be configured to display the status of

the inspection under consideration on the display panel of the mobile device 108. For

instance, as shown in Figure 10, the scieenshot 1030 depicts a pie chart illustrating the status

of the current inspection. For example, the status may include a number of 'to-do' tasks that



need to be completed, a list of 'completed' tasks, as well as the number of tasks that are

'closed'.

Upon conducting the K tasks for completion of the inspection, the process i step

S850 computes an overall weighted score for the inspection. Specifically, according to one

embodiment, the overall weighted score (OS) for the inspection can be computed as a

weighted average of the scores as follows:

a .S + a 2 .S-, + .S + a .S + ... a K .SK

OS =
+

— -
+

—
a + ... + a K

( 1)

Alternatively, according to an embodiment, the overall weighted score (OS) for the

inspection may be computed as a normalized score based on the upper values, _ _of each
"HIGH'

tasks as follows:

.S + 2 .S 2 + .S + .S + ... K .SK

OS (2)
i HlGH ' HIGH HIGH HIGH

Further, the process proceeds to step S855 wherein, the communicating device 101

controls/causes the display of the property inspection results on the mobile device 108.

Additionally, according to an embodiment, the communicating device 101 may also be

configured to determine (and cause to display on the mobile device) a reliability factor for

each conducted inspection based on the number of tasks perfomied and the scores of each

individual tasks. For instance, Table 1depicts a total of 5 tasks (T \ T5) that are selected by

the communicating device 101 for two inspections (Inspection I and Inspection 11). As shown

i Table I, tasks Τ ,, Τ ,, and T are conducted for Inspection I, whereas tasks T2 to T are

conducted for Inspection II.



Table I : Comparison of reliability factors for two inspections

For the sake of simplicity, each task is assumed to have a score (¾ that lies between a

low value, S . = 0 and a high value 5,- = 10. As depicted in Table I, for Inspection I,
LOW l HIGH

the tasks ΤΊ , T
3

and T , have been evaluated to have a score of 9, 9, and 8, respectively,

whereas for Inspection II, the tasks T2 to T have been evaluated to have a score of 6, 5, 4,

and 4, respectively. According to one embodiment, the communicating device 101 may

detennine whether the scores f each task are above a predetermined threshold value in order

to detennine the reliability factor of the inspection. For instance, referring to Table I, the

scores of the three tasks for Inspection are each above 80% of the high score value 5, =
H1GH

10. Accordingly, the reliability factor for Inspection I may be determined to be the minimum

of the three scores i.e., 80%.

In contrast, for Inspection II, each of the tasks have a score that i below 60% of the

high score value i G · Accordingly, Inspection 1may be determined to have a

reliability factor that corresponds to the lowest score of the four scores, i.e., 40%.

According to another embodiment, the reliability factor may be assigned based on a

ratio of the total scores of the tasks to the highest possible score of the inspection.

Specifically, Inspection may be determined to have a reliability factor of 26/30, i.e.,

86.66%, whereas Inspection I may be determined to have a reliability factor of 19/40, i.e.,

47.4%. Alternatively, the communicating



device 101 may compute the reliability factor of an inspection taking into account the number

of tasks performed as well as the overal l scores of the tasks.

Specifically, the communicating device 101 may compute the reliability factor of an

inspection as a weighted sum ( V + δ (OS), wherein N is the number of tasks performed

for the inspection, OS is the overall score for the inspection that is computed as described

above, and the parameters γ and δ are the corresponding weights to be assigned to the

number of tasks and the overall score of the inspection, respectively. Upon determining the

reliability factor of the inspection in step S855, the process of conducting the inspection of

Figure 8 terminates.

It must be appreciated that even though the flowchart as depicted in Figure 8 requires

the completion of tasks i order to generate the inspection results, several modifications to

the technique of conducting inspections as described in Figure 8 are well within the scope of

the present disclosure. For instance, according to one embodiment, the communicating device

101 may cease to transmit a new task for conducting the inspection operation based on scores

of all previously assigned tasks being greater than a predetermined threshold. For instance, if

the scores of a first predetermined number of tasks (for example, the first three tasks out of a

total of ten tasks ) is greater than a certain threshold, the communicating device 101 may

conclude that the inspection is accurate and stop the inspection process by not transmitting

any new tasks to the mobile device 08.

Furthermore, the thresholds for the individual tasks may be similar or distinct from

one another. For instance, consider that the tasks of capturing an organization's logo and

determining the square footage area of the organization's infrastructure are to be performed

i the credential ing process. Furthermore, for the sake of simplicity, assume that the above

tasks are evaluated by the communicating device 101 to have a score that lies between 5,
LOW

= 0 and a high value S, = 10. According
° HIGH



to one embodiment, the task of capturing the organization's logo may be deemed more

important that determining the square footage area of the organization's infrastructure.

Accordingly, the communicating device 10 1 may set the first threshold corresponding to the

task of capturing the organization's logo to have a value of 7, whereas a second threshold

corresponding to the task of determining the square footage area of the organization's

infrastructure may be set to have a value of 5. However, i one embodiment, although the

tasks may be different, both of the tasks may have the same threshold value (for example, a

value of 7).

Additionally, according to one embodiment, the communicating device 101, upon

receiving a response for the task performed by the mobile device 108, initially determines if

the content of the response is feasible for further processing. If the content is deemed not to

be feasible for further processing, the communicating device 10 may transmit the same task

back to the mobile device 108. Alternatively, the communicating device 101 may choose to

transmit a modified version of the task to the mobile device with an anticipation of receiving

a response that can be further processed.

For example, consider that the task submitted to the mobile device 108 is one of

capturing an image of a building that is being inspected and/or capturing a logo of the

organization being credentialized. If the image transmitted by the mobile device 108 is

corrupted or the content in the image is not recognizable, the communicating device 101 may

discard the image received from the mobile device 108 and re-transmit the same task back to

the mobile device 08. The communicating device 101 may also transmit a modified version

of the task to the mobile device 108. For example, if the content of the captured image of the

building or logo or the organization i degraded (i.e., the quality of the captured image i

below a predetermined quality threshold), the communicating device 10 1 may transmit a task



instructing the inspector to capture images from different angles of the property that is being

inspected.

Next, according to an embodiment, several techniques used by the communicating

device 101 to evaluate a specific task and determine a corresponding score for the task are

described. For sake of convenience, the evaluation of specific tasks corresponding to an

inspection f a company's infrastructure (such as a building) is considered. As previously

described, a task to inspect the building may require, for example, the inspector/user to

capture an image of the company sign (logo). The logo captured by the mobile device 108 is

transmitted as an image to the communicating device 101 . The communicating device 101

scans the received image and uses image pattern matching techniques to determine a

similarity between the received image and images stored i a database. For instance, the

communicating device 10 1may attempt to match the logo of the company to several logos

previously collected and stored i a database associated with the communicating device 101 .

Alternatively, the communicating device 101 can access the Internet to obtain a

plurality of logos of various organizations and attempt to find a match thereof. According to

a embodiment, the communicating device 101 may assign a score based o the outcome of

the matching. Specifically, based on the degree of similarity between the captured logo and

the images saved i the database associated with the communicating device 101 , the

communicating device 101 may assign a relatively high score if there i a high degree of

similarity between the captured logo and an image stored i the database. I contrast, if the

captured logo does not match (or only portions f the captured logo match ) an image in the

database, the communicating device 101 may assign a low score for the task. Furthermore,

the memory associated with the communicating device 101 may store information pertaining

to logos and street level images of different organizations, publ ic/government records of

various organizations, and the like.



According to one embodiment, an inspection task may request an inspector/user to

capture street level images of the building under inspection. Accordingly, upon capturing

(and further transmitting to the communicating device 101 ) the street level images of the

building under consideration, the communicating device 101 may utilize computer vision

techniques to determine the content of each captured image. Further, the communicating

device 101 may attempt to match the content of each image of the captured images to a set of

street level images obtained, for instance, via Google images or any other type of street level

images.

The street level images of the building under inspection can be obtained via Google

images based on a initial address of the property, a GPS location of the mobile device 108,

and other similar techniques. Upon a successful match of the captured street level images, the

communicating device 101 may assign a high score to the inspection task. In contrast, when

there is o similarity between the set of images captured via the mobile device 108 and the

street level images obtained for instance, via the Google software, the communicating device

10 1 may assign a low score to the inspection task.

According to one embodiment, a inspection task may require the inspector to walk

(with the mobile device 108) around the perimeter of the building under inspection. An

acceierometer sensor disposed on the mobile device 108 may capture the number of footsteps

taken by the inspector/user and further estimate based on an average footstep size of the

inspector/user, a square footage area of the building under inspection. For instance, the

mobile device 108 may trace a trajectory of the inspector/user as he/she walks around the

building and based on the trajectory and distance travelled by the inspector/user, the area of

the building may be estimated.

Further, upon transmitting this data to the communicating device 101, the

communicating device 101 may obtain a satellite image of the building under inspection and



determine from the obtained satellite image, an estimate of the square-footage area of the

building. Note that the square footage area of the building under inspection can be estimated

from the satellite image based on a scale of the satellite image and a surface area of the roof

(of the building under consideration) as captured in the image. Based on a similarity between

the square footage area computed via information obtained from the accelerometer sensors

and the square footage area of the building obtained from the satellite image, the

communicating device 101 may determine an appropriate score for the task.

Certain tasks may be assigned by the communicating device 101 in order to prevent

fraudulent business listings. Such tasks may requi e the inspector/user to perform physical

activities such as walking around the perimeter of the building as described above. Moreover,

according to an embodiment, the inspector may be required to transmit a measurement

obtained via the altitude sensor disposed on the mobile device 108, when the inspector/user is

located at the entrance (i.e., ground floor) of the building under inspection. Further, the

inspector/user may be instructed to use a stairwell or elevator to reach the roof top of the

building under inspection.

A measurement obtained via the altitude sensor may be transmitted when the

inspector/user is located on the roof of the building. Based on the difference of the two

altitude measurements, as well as the difference between the altitude measurements between

the ground floor and a first floor, the number of stories (floors) of the building under

inspection can be computed. Furthermore, the computed number of stories of the building can

be matched to an image of the building acquired for instance, from the street, wherein the

image captures the entire building. Accordingly, by previously described mechanisms, a

score may be assigned to this task.

Furthermore, the accelerometer can be used in combination with the camera of the

mobile device 108 to capture a video of the inspector/user walking inside the building or a



particular office. Upon transmitting the video to the communicating device 0 , a

determination can be made as to whether the video has been tampered with. Such a

determination can be made for instance by video forgery detection techniques as known to

one of ordinary skill in the art. Based on the degree of video tampering, a score may be

assigned to the video capturing task.

According to one embodiment, the communicating device 101 may identify

businesses that are located in the vicinity of the building under inspection and that have been

previously inspected. The communicating device 101 can identify such businesses by using

the address of the building under inspection and/or a GPS location of the mobile device 108.

Further, the communicating device 101 can generate a list of such businesses and also include

established landmarks that lie within the region.

Further, the inspector/user may be instructed to walk, starting from the property under

inspection, to at least one of the previously inspected businesses and/or landmarks. doing

so, the communicating device 0 can obtain via the accelerometer disposed on the mobile

device 108, a count of the number of steps taken by the inspector/user as well as the distance

travelled by the inspector/user. The distance travelled by the inspector can be verified by the

communicating device 101 by using, for instance, Google maps or any other type of web

mapping application. Based on the degree of similarity in the matching, the communicating

device 101 may assign a score to the task as described previously.

According to one embodiment, in order to ensure that the tasks provided by the

communicating device 101 are being timely performed by the inspector/user, the

communicating device 101 can establish mechanisms to check the authenticity of the

performed tasks. In other words, the communicating device 101 may require that the

inspector/user perform a certain task at a certain time (or within a certain time-frame) of the

day. Accordingly, i order to ensure that the tasks are not being performed in a fraudulent



manner, the time the images/videos/data were captured or collected is cross-checked by the

communicating device 101 with the requested time frame.

The communicating device 10 1 may a o require, for each of the above described

embodiments, a temperature sensor to detect (and transmit) the temperature of the

environment wherein the inspector is conducting the inspection. Upon receiving the

temperature for each task performed by the inspector, the communicating device 101 can

cross check the received temperature with a temperature of the location of the inspector/user

obtained from local weather authorities, the Internet, and the like. Accordingly, the

communicating device 101 can maintain authenticity for the tasks performed i conducting

the property inspection.

It must be appreciated that the above described embodiments are to be considered

illustrative rather than restrictive. A specific property inspection may entail some, all, or a

combination thereof of the above described tasks i conducting an inspection. Furthemiore,

although the concepts disclosed above have been described in connection to conducting a

business/building inspection, the concepts are equally applicable for instance, to conduct

personnel screening for employment purposes.

For instance, large and medium sized businesses frequently h re people. Such

businesses often require that a background check be performed on the person to be hired

before the employment commences. Such a mechanism of credentialing individuals can be

performed, for instance, i the self-inspection mode. Specifically, a app downloaded on a

mobile device 108 can be configured to capture an image of the person, and obtain personal

information pertaining to the person's height, complexion, weight, and the like.

In addition, a biometric sensor disposed on the mobile device 108 may be configured

to obtain a fingerprint scan and/or a retina scan of the person. Further, the person's voice may

be recorded for a predetermined time via a microphone disposed on the mobile device 108.



All or some of the above captured information may be transmitted to a communicating device

101 , which may use image matching techniques to find a match of the person's image, use

the Internet to obtain information about the person, cross-check the obtained information with

governmental agencies or public records and the like, to detect any criminal or fraudulent

activities. Such verified information may enable the organization to make a decision

regarding the hiring f the person.

Additionally, certain organizations are frequently required to manage compliance

risks associated with independent work personnel (e.g., contractors) that are hired for a

particular job. I such a scenario, the organization can improve its compliance efforts by

requiring the potentially hired personnel to conduct a set of tasks related to the personnel's

business and capabilities. Further, the credential ing system may also form a bridge between

the work personnel and a client (i.e., a person interested i hiring the personnel). Specifically,

the client may provide feedback of the job performed by the personnel. Such feedback may

include contextual evidence ( n the form of a video, picture, comments etc. ) related to the

work conducted by the personnel.

Furthermore, the feedback obtained from different clients may be aggregated to

develop a compliance database that includes the performance of various work personnel.

Such a database may aid new/existing clients i determining which personnel should be

hired. Additionally, the compliance and credentiahng processes may be delivered directly to a

client's mobile device via an application interface to the communicating device. For instance,

consider the 'IJBER' mobile application that can interface with a compliance engine, which

instructs the driver to perform certain tasks (e.g. take a picture of the car interior, the latest

driver license, provide an electronic signature, provide a current date, provide a textual

answer to a question, provide a phone number that may be validated by an SMS message and



the like). Such credential ing tasks may ensure the most up to date conformance to compliance

policies.

According to one embodiment, the credential ing process may interact with a crowd

sourced community of validated education providers (for instance, students living on campus)

i order to deliver education verification documents/records. Similarly, the credential ing

processes described above may interact with a group of court runners (e.g., personnel

working i judicial courts) i order to deliver search results from public records searches that

are to be performed a various court locations.

The above discussed credentialing techniques may also be used in a job-credit

'follow-up' scenario. Specifically, job-credit systems perform regular "follow-up" activities,

mostly targeted to clients' location-level, regional, or corporate managers and human-

resources staff. The follow-up outreach is designed to obtain critical documents necessary to

substantiate tax credits. The credentialing techniques described herein may be used to obtain

the 'follow-up' items that are usually sought, such as copies of driver's license for proof of

age or address, tax related forms and documents, DD-214 form authentication for veterans,

etc. Additionally, tasks such as "take a photograph" can also be used validating the data for

each client.

Businesses such as driver qualification businesses also rely on obtaining compliance

information/documents . Similar to the job-credit system, an outreach program is generally

employed to obtain information pertaining to expired driver documentation as well as to

transmit alert messages for pending expirations /renewals. The credentialing techniques

discussed above may be installed i a lightweight desktop and web based compliance widget

that is designed specifically for such purposes. Such a capability may aid a location manager

to work through all out-of-compliance or expiring documents. Furthermore, such capabilities

may be converted into a set of tasks that are sent to the proper users for completion.



In addition, the credentiahng and/or compliance techniques discussed above may be

used in a fleet-compliance industry. Specifically, the techniques can be used for managing

licensing for trucking industry assets. In such an industry, information related to vehicle

registrations, vehicle tags and the like carry expirations. Accordingly, location managers can

be informed of upcoming renewals, obtain trip logs from clients and perform data

entry/calculations on any highway usage taxes and the like.

Furthermore, in any of the above-discussed processes, the communicating device 101

may request/instruct an inspector/user to capture (using the mobile device 108) an image of a

valid, government issued identification (ID) (such as, a driver's license or passport) or any

other type f official ID. The communicating device 101 may request this a any time during

the credentiahng process (for example, as a first step before issuing any other task, after some

steps have been performed, or at the end when all other tasks have been completed). Such

information may serve as an extra blanket of security to ensure the true identity or the

inspector/user.

A with any of the other collected data, the image of the D may be compared by the

communicating device 101 with pre-stored data/information to confinn the validity of the ID.

Moreover, the image of the D may serve as a record of the inspector/user who performed the

credentiahng. Such record may also be useful i keeping track of how many different

businesses/organizations were credentialized by the same person, and also what the

credentiahng results or scores were for each bus iness/organi ation. For example, a low score

in each credential ing process performed by a certain person may raise suspicion that this

person is attempting to commit deception or fraud.

In one embodiment, upon completion of the tasks pertaining to the credentiahng

process, the communicating device 10 1may transmit the results of the credentiahng process,

via a network, to the organization that requested the credentiahng process. The organization



may further analyze the credentialing results based on the organization's policies, and utilize

the credentialing results as a business development tool. For instance, consider the scenario in

which an organization, which provides hardware installment services of various kinds i

homes and business locations, has requested a credentialing process of the employees (i.e.,

installers). Upon receiving the credentialing results from the communicating device, the

organization may evaluate the results to generate a quality score for each installer.

Furthermore, based on the credentialing results, the organization may further determine

necessary steps that need to be taken to improve the work quality of the installers.

Additionally, in one embodiment, based on the type of credential ing/compliance

validation process being performed, the communicating device 101 may transmit the results

of the credentialing/compliance validation process to the mobile device of the user that

performed the credentialing/compliance validation process. For instance, consider the case in

which an organization's human resource director is assigned a task of performing compliance

validation of the employees of the organization. The director may install the compliance

validation 'app' on his/her mobile device in order to execute the tasks pertaining to the

compliance validation process of the employees. Upon completion of the tasks, the

communicating device may generate a report that includes the results of the compliance

validation of all the employees and transmit the report to the mobile device of the director. In

doing so, the director may further analyze the report of the compliance validation to ensure

that each employee abides by the policies of the organization and further determine if any

action(s) is required to be enforced for a particular employee based on his/her compliance

validation result.

Accordingly, the credentialing techniques described herein may also be used as a

quality control measure. For instance, consider a facility such as a finger printing laboratory

that may be visited by several clients. The clients may download the credential 'app' on their



respective mobile devices and obtain pictures of the facility. For instance, the clients may

capture images depicting the state of the equipment used at the facility, a cleanliness of the

facility, and the like. The captured images upon being transmitted to the communication

device may be further inspected (e.g., in a visual manner) for authentication purposes so as to

make accurate deductions of the particular facility.

In one embodiment, implementing the authentication process on the communication

device provides the present disclosure the advantageous ability of ensuring that the generated

authentication report (corresponding to an authentication process) i genuine. Specifically,

the communication device upon receiving information associated ith the transmitted tasks

(pertaining to the inspection), can process the information i an efficient manner to ensure

that the information has not been tampered with and/or determine if the information was

acquired i a fraudulent manner. For instance, consider the task of capturing a logo of an

organization. The communication device upon receiving an acquired logo (from the mobile

device) may compare the logo with a database and generate a degree of matching of the

acquired logo with a logo stored i a database. I must be appreciated that the degree of

matching of the acquired logo can be obtained i a time efficient manner, which is not

possible if the above task were to be conducted manually. Furthermore, as stated previously,

the communication device may terminate the authentication process based on the generated

scores for the prior tasks being above a predetermined threshold. Such a feature provides the

present disclosure the advantageous ability of improving the functioning of the

communication device (processing machine). For instance, consider that a particular

authentication process includes a plurality of tasks that are to be performed i order to

generate the authentication report. such a scenario, rather than performing a l the tasks i a

sequential manner and thereafter generating the report (only after the completion of all the

tasks), the present disclosure may terminate the authentication process based o the results of,



for instance, the first two tasks being above a certain threshold. In doing so, the embodiments

discussed above provide the advantageous feature of saving processing time (and power), as

well as evaluating the scores for each task i a robust manner.

One embodiment of the present disclosure provides a task map service (TMS). The

TMS is a mapping service that utilizes maps such as Google maps, Google maps API, and the

like to generate further detailed information about cation s) associated to a particular task

that is being performed by the credential ing or compliance validation processes of the present

disclosure.

Specifically, TMS provides a visualization of geographic information (pertaining to

the site/location under inspection) in order to enhance a decision making process associated

with the interpretation of the result of the credential ing process. A goal of the TMS is to

generate a visualization that provides a further level of validation of the credential ing process.

Specifically, the goal of the TMS is to generate a geographical visualization that maximizes

accuracy (defined herein as a tendency of measurements that are reported by the mobile

device agreeing with the actual true values) of the results provided by the mobile device that

are used for validation purposes.

According to an embodiment, TMS may be implemented by circuitry i the

communicating device 101 of Figure 1. The TMS obtains an initial location (address) of the

property to be inspected. For instance, the initial location may be a company address (as

shown i 520 of Figure 5) that is transmitted to the mobile device. Furthermore, TMS also

receives data from the mobile device that pertains to the location where inspection is being

conducted. For instance, the mobile device may transmit data pertaining to a latitude,

longitude, and altitude, of the location being inspected.

The mobile device while reporting data to the communication device 10 1may also

provide accuracy information of the data. The accuracy of the coordinates that are reported



by the mobil e device are dependent on the type of mobile device and GPS instrument used,

satellite settings, amount of time invested i establishing and stabilizing GPS connection, and

type of area (i.e., urban, rural etc.) where the inspection is being performed. For example, a

location under inspection that i surrounded by high buildings may have a weak GPS signal

strength, which affects the accuracy of the reported GPS coordinates.

According to an embodiment, the accuracy reported by the mobile device may be i

the form of an error range around the true location. Thus, as shown i Figure 11A, the I MS

generates a zone of confidence 101 around the location being inspected. Furthermore, as

shown in Figure 11A, TMS also depicts the positions (depicted as drop-pins 1103) that are

associated with the location under inspection, where certain validation tasks may have been

performed. As will be described next with reference to Figure 1I B, since the positions lie

within a computed geometrical distance (i.e., the positions lie within the zone of confidence),

i can be concluded that the inspection tasks performed at the respective positions relate to the

same location.

Figure 11B depicts, according to an embodiment, a snapshot 1150 of the task

mapping service for a geographical location 1161 . TMS depicts the address of the location

(' 10727 Winterset Dr') 1161 that is being inspected. Additionally, the TMS also depicts a

position 163 that may correspond to a position where a certain task associated with the

location 1161 may be performed by the mobile device. Note that the distance to traverse from

location 1163 to location 1 6 as shown by the Google API is the distance along the dotted

line 170.

For instance, as shown i Figure 11B, the distance from location 1163 to 1161 is 0.2

miles with an estimated walk-time of 5 minutes. Therefore, utilizing the Google API distance

for validation purposes of an inspection may lead to faulty interpretations. Specifically, the

communicating device upon receiving notifications from the mobile device pertaining to the



inspected positions ( 161 and 1163) may determine that the two locations of inspections are

not associated with the same address, due to a significantly large distance being traveled

between the inspections.

In order to overcome this drawback of using the Google API distance to interpret

inspections, in one embodiment of the present disclosure, the TMS computes a geometrical

distance 1 65 between the two positions ( 11 and 1163) of inspection. Based on the

magnitude of the computed geometrical distance, the TMS may employ a certain threshold to

make accurate inspection interpretations. Specifically, i one embodiment, the TMS may

employ a threshold distance and compare the geometrical distance to the threshold. Based o

the computed geometrical distance being lower that the threshold, TMS may accurately

determine that the inspection positions 1161 and 1163, respectively, are in fact associated

with the same inspection. In this manner, T S provides the advantageous ability of

providing an added layer of validation for the credential ing or compliance validation

processes of the present disclosure.

Each of the functions of the described embodiments may be implemented by one or

more processing circuits. A processing circuit includes a programmed processor (for

example, processor 1203 in Figure 12), as a processor includes circuitry. A processing circuit

also includes devices such as an application-specific integrated circuit (ASIC) and

conventional circuit components arranged to perform the recited functions.

The various features discussed above may be implemented by a computer system (or

programmable logic). Figure 12 illustrates such a computer system 1201 . s noted above,

each of the devices 101, 107, 108, 109, and 120 may have a configuration as shown i Figure

12. Further, the computer system 1201 of Figure 12 may be a general-purpose computer or a

particular, special-purpose machine. In one embodiment, the computer system 1201 is a

particular, special -purpose machine when the processor 1203 is programmed to perform an



authentication of a physical structure such as a building of an organization.

The computer system 1201 includes a disk controller 1206 coupled to the bus 1202 to

control one or more storage devices for storing information and instructions, such as a

magnetic hard disk 207, and a removable media drive 1208 (e.g., floppy disk drive, read

only compact disc drive, read/write compact disc drive, compact disc jukebox, tape drive, and

removable magneto-optical drive). The storage devices may be added to the computer system

1201 using an appropriate device interface (e.g., small computer system interface (SCSI ),

integrated device electronics (IDE), enhanced-IDE (E-IDE), direct memory access (DMA), or

ultra- DMA).

The computer system 1201 may also include special purpose logic devices (e.g.,

application specific integrated circuits (ASICs)) or configurable logic devices (e.g., simple

programmable logic devices (SPLDs), complex programmable logic devices (CPLDs), and

field programmable gate arrays (FPGAs)).

The computer system 1201 may also include a display controller 1209 coupled to the

bus 1202 to control a display 1210, for displaying information to a computer user. The

computer system includes input devices, such as a keyboard 12 12 and a pointing device 1212,

for interacting with a computer user and providing information to the processor 1203. The

pointing device 12 12, for example, may be a mouse, a trackball, a finger for a touch screen

sensor, or a pointing stick for communicating direction information and command selections

to the processor 1203 and for controlling cursor movement on the display 1210.

The processor 203 executes one or more sequences of one or more instructions

contained i a memory, such as the main memory 1204. Such instructions may be read into

the ma memory 1204 from another computer readable medium, such as a hard disk 207 or

a removable media drive 1208. One or more processors i a multi-processing arrangement

may also be employed to execute the sequences of instructions contained in main memory



1204. In alternative embodiments, hard-wired circuitry may be used in place of or in

combination with software instructions. Thus, embodiments are not limited to any specific

combination of hardware circuitry and software.

A stated above, the computer system 1201 includes a least one computer readable

medium or memory for holding instructions programmed according to any of the teachings of

the present disclosure and for containing data structures, tables, records, or other data

described herein. Examples of computer readable media are compact discs, hard disks, floppy

disks, tape, magneto-optical disks, PROMs (EPROM, EEPROM, flash EPROM), DRAM,

SRA , SDRAM, or any other magnetic medium, compact discs (e.g., CD-ROM), or any

other optical medium, punch cards, paper tape, or other physical medium with patterns of

holes.

Stored on any one or on a combination of computer readable media, the present

disclosure includes software for controlling the computer system 120 1, for driving a device or

devices for implementing the invention, and for enabling the computer system 201 to

interact with a human user. Such software may include, but is not limited to, device drivers,

operating systems, and applications software. Such computer readable media further includes

the computer program product of the present disclosure for performing all or a portion (if

processing is distributed) of the processing performed in implementing any portion of the

invention.

The computer code devices of the present embodiments may be any interpretable or

executable code mechanism, including but not limited to scripts, interpretable programs,

dynamic link libraries (DLLs), Java classes, and complete executable programs. Moreover,

parts of the processing of the present embodiments may be distributed for better performance,

reliability, and/or cost.



The term "computer readable medium" as used herein refers to any non-transitory

medium that participates in providing instructions to the processor 1203 for execution. A

computer readable medium may take many forms, including but not limited to, non-volatile

media or volatile media. Non-volatile media includes, for example, optical, magnetic disks,

and magneto-optical disks, such as the hard disk 1207 or the removable media drive 1208.

Volatile media includes dynamic memory, such as the main memory 1204. Transmission

media, on the contrary, includes coaxial cables, copper wire and fiber optics, including the

wires that make up the bus 1202. Transmission media also may also take the form of acoustic

or light waves, such as those generated during radio wave and infrared data communications.

Various forms of computer readable media may be involved in carrying out one or

more sequences of one or more instructions to processor 1203 for execution. For example, the

instructions may initially be carried on a magnetic disk of a remote computer. The remote

computer can load the instructions for implementing all or a portion of the present disclosure

remotely into a dynamic memory and send the instructions over a telephone line using a

modem. A modem local to the computer system 1201 may receive the data on the telephone

ine and place the data on the bus 1202. The bus 1202 carries the data to the main memory

1204, from which the processor 1203 retrieves and executes the instructions. The instructions

received by the main memory 1204 may optionally be stored on storage device 1207 or 1208

either before or after execution by processor 1203.

The computer system 120 1 also includes a communication interface 1213 coupled to

the bus 1202. The communication interface 121 3 provides a two-way data communication

coupling to a network link 1214 that is connected to, for example, a local area network

(LAN) 1215, or to another communications network 2 6 such as the Internet. For example,

the communication interface 12 13 may be a network interface card to attach to any packet

switched LAN. As another example, the communication interface 121 3 may be an integrated



services digital network (ISDN) card. Wireless links may also be implemented n any such

implementation, the communication interface 1213 sends and receives electrical,

electromagnetic or optical signals that carry digital data streams representing various types of

information.

The network link 1214 typically provides data communication through one or more

networks to other data devices. For example, the network link 1214 may provide a connection

to another computer through a local network 121 5 (e.g., a LAN) or through equipment

operated by a service provider, which provides communication services through a

communications network 12 16. The local network 1214 and the communications network

1216 use, for example, electrical, electromagnetic, or optical signals that carry digital data

streams, and the associated physical layer (e.g., CAT 5 cable, coaxial cable, optical fiber,

etc.). The signals through the various networks and the signals on the network link 1214 and

through the communication interface 1213, which cany the digital data to and from the

computer system 1201 may be implemented in baseband signals, or carrier wave based

signals.

The baseband signals convey the digital data as unmodulated electrical pulses that are

descriptive of a stream of digital data bits, where the term "bits" s to be construed broadly to

mean symbol, where each symbol conveys at least one or more information bits. The digital

data may also be used to modulate a carrier wave, such as with amplitude, phase and/or

frequency shift keyed signals that are propagated over a conductive media, or transmitted as

electromagnetic waves through a propagation medium. Thus, the digital data may be sent as

unmodulated baseband data through a "wired" communication channel and/or sent within a

predetermined frequency band, different than baseband, by modulating a carrier wave. The

computer system 1201 can transmit and receive data, including program code, through the

network(s) 12 15 and 1216, the network l nk 1214 and the communication interface 1213.



Moreover, the network link 1214 may provide a connection through a LAN 3215 to a mobile

device 1217 such as a personal digital assistant (PDA) laptop computer, or cellular telephone.

While aspects of the present disclosure have been described in conjunction with the

specific embodiments thereof that are proposed as examples, alternatives, modifications, and

variations to the examples may be made.

The embodiments are mainly described in terms of particular processes and systems

provided i particular implementations. However, the processes and systems will operate

effectively in other implementations. Phrases such as "an embodiment", "one embodiment"

and "another embodiment" may refer to the same or different embodiments. The

embodiments described herein are with respect to methods and compositions having certain

components. However, the methods and compositions may include more or less components

than those shown, and variations in the arrangement and type of the components may be

made without departing from the scope of the present disclosure. Specifically, the methods

described herein may include a combination of several embodiments.

Furthermore, the exemplary embodiments are described i the context of methods

having certain steps. However, the methods and compositions operate effectively with

additional steps and steps in different orders that are not inconsistent with the exemplary

embodiments. Thus, the present disclosure is not intended to be limited to the embodiments

shown, b is to be accorded the widest scope consistent with the principles and features

described herein and as limited only by the appended claims.

I should be noted that, as used in the specification and the appended claims, the

singular forms "a," "an," and "the" include plural referents unless the context clearly dictates

otherwise. Additionally, the above disclosure also encompasses the embodiments listed

below:



( ) A communicating device for performing authentication of a physical structure,

the communicating device comprising: circuitry configured to transmit a first instruction to a

mobile device via a network, receive, from the mobile device, via the network, first

information associated with execution of the first instruction by the mobile device, validate

the first information to determine a first score corresponding to the first instruction, by

comparing the first information with pre-stored information, transmit a second instruction to

the mobile device via the network, receive, from the mobile device, via the network, second

information associated with execution of the second instruction by the mobile device,

validate the second information to determine a second score corresponding to the second

instruction, by comparing the second information with pre-stored information, and generate

an authentication result for the physical structure in response to the fi s score being greater

than a first predetermined threshold and the second score being greater than a second

predetermined threshold.

(2) The communicating device f ( ), wherein the circuitry s further configured to:

transmit a third instruction to the mobile device via the network, based on a least one of the

first score being less than the first predetermined threshold and the second score being less

than the second predetermined threshold.

(3) The communicating device according to (1) or (2), wherein the first threshold and

the second threshold are different.

(4) The communication device of ( ) - (3), wherein the circuitry is further configured

to compute a reliability score for the authentication of the physical structure as a ratio of a

sum of the determined scores associated with the execution of the first, second, and third

instructions to a sum of a highest score associated with the execution of each instruction.



(5) The communication device of (1), wherein the first instruction is one of capturing

an image of the physical structure and capturing a logo corresponding to the physical

structure.

(6) The communication device of (2)-(5), wherein the circuitry is further configured

to retransmit a modified first instruction based on one of the captured image of the physical

structure and the captured image of the logo corresponding to the physical structure having an

image quality below a predetermined image quality threshold.

(7) The communicating device of (5) or (6), wherein the second instruction i one of

determining an area of the physical structure and determining a number of stories of the

physical structure.

(8) The communicating device of (7), wherein the area of the physical structure is

determined based on a number of steps taken along a perimeter of the physical structure by an

operator of the mobile device, and an average footstep size of the operator, the number of

steps being detected by an accelerometer disposed on the mobile device.

(9) The communication device of (7) or (8), wherein the number of stories of the

physical structure is computed based on an altitude difference i a single story of the physical

structure and a total altitude difference between a top and a bottom of the physical structure,

the attitude being determined with reference to a fixed level and being measured by an

altimeter that is disposed on the mobile device.

(10) The communication device of (l)-(9), wherein the circuitry is further configured

to determine a least one other physical structure that has been previously authenticated, and

that is located within a predetermined distance away from the physical structure being

authenticated; transmit a third instruction to the mobile device v a the network instructing an

operator of the mobile device to walk from the physical structure being authenticated to the a

least one other physical structure that has been previously authenticated; and receive third



information associated with execution of the third instruction by the operator of the mobile

device.

( 1 1) The communication device of (10), wherein the third information received by the

communication device is a number of steps taken by the operator of the mobile device i

travelling from the physical structure being authenticated to the at least one other physical

structure that has been previously authenticated, the steps being detected by an accelerometei

disposed on the mobile device.

( 12) A method of authenticating a physical structure performed by circuitry included

in a communication device, the method comprising: transmitting a first instruction to a

mobile device via a network; receiving, from the mobile device, via the network, first

information associated with execution of the first instruction by the mobile device; validating

the first information to determine a first score corresponding to the first instruction, by

comparing the first information with pre-stored information; transmitting a second instruction

to the mobile device via the network; receiving, from the mobile device, via the network,

second information associated with execution of the second instruction by the mobile device;

validating the second information to determine a second score corresponding to the second

instruction, by comparing the second information with pre-stored information; and generating

an authentication result for the physical structure in response to the first score being greater

than a first predetermined threshold and the second score being greater than a second

predetermined threshold.

(13) The method of (12), further comprising: transmitting a third instruction to the

mobile device via the network, based on a least one of the first score being less than the first

predetermined threshold and the second score being less than the second predetermined

threshold.



(14) The method of (12) or ( 13), further comprising: computing a reliability score for

the authentication o the physical structure as a ratio of a sum of the determined scores

associated with the execution of the first, second, and the third instructions to a sum of a

highest score associated with the execution of each instruction.

(15) The method of (12), wherein the first instruction is one of capturing an image of

the physical structure and capturing a logo corresponding to the physical structure.

( 16) The method of (12) - (15), further comprising: retransmitting a modified first

instruction based on one of the captured image of the physical structure and the captured

image of the logo corresponding to the physical structure having an image quality below a

predetermined image quality threshold.

(17) The method of (12) ( 16), further comprising: determining at least one other

physical structure that has been previously authenticated, and that is located within a

predetermined distance away from the physical structure being authenticated; transmitting a

third instruction to the mobile device via the network instructing an operator of the mobile

device to walk from the physical structure being authenticated to the at least one other

physical structure that has been previously authenticated; and receiving third information

associated with execution of the third instruction by the operator of the mobile device.

( 18) A non-transitory computer readable medium including computer executable

instructions, wherein the instructions, when executed by a computer, cause the computer to

perform a method of authenticating a physical structure, the method comprising: transmitting

a first instruction to a mobile device via a network; receiving, from the mobile device, via the

netw ork, first information associated with execution of the first instruction by the mobile

device; validating the first information to determine a first score corresponding to the first

instruction, by comparing the first information with pre-stored information; transmitting a

second instruction to the mobile device via the network; receiving, from the mobile device,



via the network, second information associated with execution of the second instruction by

the mobile device; validating the second information to determine a second score

corresponding to the second instruction, by comparing the second information with pre-stored

information; and generating an authentication result for the physical structure i response to

the first score being greater than a first predetermined threshold and the second score being

greater than a second predetermined threshold.

(19) The non-transitory computer readable medium of (18), the method further

comprising: transmitting a third instruction to the mobile device based on a least one of the

first score being less than the first predetermined threshold and the second score being less

than the second predetermined threshold.

(20) The non-transitory computer readable medium of ( 18) or (19), the method further

comprising: computing a reliability score for the authentication of the physical structure as a

ratio of a sum of the determined scores associated with the execution of the first, second, and

the third instructions to a sum of a highest score associated with the execution of each

instruction.



CLAIMS

1 A communicating device for performing authentication of a physical structure, the

communicating device comprising:

circuitry configured to

transmit a first instruction to a mobile device v a a network,

receive, from the mobile device, via the network, first information

associated with execution of the first instruction by the mobile device,

validate the first information to determine a first score corresponding to the

first instruction, by comparing the f s information with pre-stored information,

transmit a second instruction to the mobile device via the network,

receive, from the mobile device, via the network, second information

associated with execution of the second instruction by the mobile device,

validate the second information to determine a second score corresponding

to the second instruction, by comparing the second information with pre-stored information,

and

generate an authentication result for the physical structure i response to the

first score being greater than a first predetermined threshold and the second score being

greater than a second predetermined threshold.

2 . The communicating device of claim 1, wherein the circuitry is further configured

to:

transmit a third instruction to the mobile device via the network, based on at least one

of the first score being less than the first predetermined threshold and the second score being

less than the second predetermined threshold.



3 . The communicating device of claim 1, wherein the first threshold and the second

threshold are different.

4 . The communication device of claim 2, wherein the circuitry is further configured to

compute a reliability score for the authentication of the physical structure as a ratio of

a sum of the determined scores associated with the execution of the first, second, and third

instructions to a sum of a highest score associated with the execution of each instruction.

5 . The communication device of claim 1, wherein the first instruction is one of

capturing an image of the physical structure and capturing a logo corresponding to the

physical structure.

6 . The communication device of claim 5, wherein the circuitry is further configured to

retransmit a modified first instruction based on one of the captured image of the

physical structure and the captured image of the logo corresponding to the physical structure

having an image quality below a predetermined image quality threshold.

7 . The communicating device of claim 5, wherein the second instruction is one of

determining an area of the physical structure and determining a number of stories of the

physical structure.

8. The communicating device of claim 7, wherein the area of the physical structure is

determined based on a number of steps taken along a perimeter of the physical structure by an

operator of the mobile device, and an average footstep size of the operator, the number of

steps being detected by an accelerometer disposed on the mobile device.



9 . The communication device of claim 7, wherein the number of stories of the

physical structure is computed based o an altitude difference in a single story of the physical

structure and a total altitude difference betw een a top and a bottom of the physical structure,

the attitude being determined with reference to a fixed level and being measured by an

altimeter that is disposed on the mobile device.

10. The communication device of claim 5, wherein the circuitry is further configured

to

determine at least one other physical structure that has been previously authenticated,

and that is located within a predetermined distance away from the physical structure being

authenticated;

transmit a third instruction to the mobile device via the network instructing an

operator of the mobile device to walk from the physical structure being authenticated to the a

least one other physical structure that has been previously authenticated; and

receive third information associated with execution of the third instruction by the

operator of the mobile device.

11. The communication device of claim 10, wherein the third information received by

the communication device is a number of steps taken by the operator of the mobile device

travelling from the physical structure being authenticated to the a least one other physical

structure that has been previously authenticated, the steps being detected by a accelerometer

disposed on the mobile device.

12. A method of authenticating a physical structure performed by circuitry included in

a communication device, the method comprising;



transmitting a first instruction to a mobile device via a network;

receiving, from the mobile device, via the network, first information associated with

execution of the first instruction by the mobile device;

validating the f st information to determine a f st score corresponding to the first

instruction, by comparing the first information with pre-stored information;

transmitting a second instruction to the mobile device via the network;

receiving, from the mobile device, via the network, second information associated

with execution of the second instruction by the mobile device;

validating the second information to determine a second score corresponding to the

second instruction, by comparing the second information with pre-stored information; and

generating an authentication result for the physical structure i response to the first

score being greater than a first predetermined threshold and the second score being greater

than a second predetermined threshold.

13. The method of claim 12, further comprising:

transmitting a third instruction to the mobile device via the network, based on a least

one of the first score being less than the first predetermined threshold and the second score

being less than the second predetermined threshold.

14. The method of claim 13, further comprising:

computing a reliability score for the authentication of the physical structure as a ratio

of a sum of the determined scores associated with the execution of the first, second, and the

third instructions to a sum of a highest score associated with the execution of each

instruction.



15. The method of claim 12, wherein the first instruction is one of capturing an image

of the physical structure and capturing a logo corresponding to the physical structure.

16. The method of claim 15, further comprising:

retransmitting a modified first instruction based on one of the captured image of the

physical structure and the captured image of the logo corresponding to the physical structure

having an image quality below a predetermined image quality threshold.

17. The method of claim 14, further comprising:

determining at least one other physical structure that has been previously

authenticated, and that is located within a predetermined distance away from the physical

structure being authenticated;

transmitting a third instruction to the mobile device via the network instructing an

operator of the mobile device to walk from the physical structure being authenticated to the at

least one other physical structure that has been previously authenticated; and

receiving third information associated with execution of the third instruction by the

operator of the mobile device.

18. A non-transitory computer readable medium including computer executable

instructions, wherein the instructions, when executed by a computer, cause the computer to

perform a method of authenticating a physical structure, the method comprising:

transmitting a first instruction to a mobile device via a network;

receiving, from the mobile device, via the network, first information associated with

execution of the first instruction by the mobile device;



validating the first information to determine a first score corresponding to the first

instruction, by comparing the first information with pre-stored information;

transmitting a second instruction to the mobile device via the network;

receiving, from the mobile device, via the network, second information associated

th execution of the second instruction by the mobile device;

validating the second information to determine a second score corresponding to the

second instruction, by comparing the second information with pre-stored information; and

generating an authentication result for the physical structure i response to the first

score being greater than a first predetermined threshold and the second score being greater

than a second predetermined threshold.

19. The non-transitory computer readable medium of claim 18, the method further

comprising:

transmitting a third instruction to the mobile device based on a least one f the first

score being less than the first predetermined threshold and the second score being less than

the second predetermined threshold.

20. The non-transitory computer readable medium of claim 19, the method further

comprising:

computing a reliability score for the authentication of the physical structure as a ratio

of a sum of the determined scores associated with the execution of the first, second, and the

third instructions to a sum of a highest score associated with the execution of each

instruction.
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