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PROMISCUOUS NETWORK MONITORING 
UTILIZING MULTICASTING WITHIN A SWITCH 

0001. This application is a continuation of U.S. patent 
application Ser. No. 08/746,364, filed Nov. 8, 1996, and 
incorporated herein by reference in its entirety. This appli 
cation is related to U.S. patent application Ser. No. 09/388, 
529, filed Sep. 2, 1999 (now abandoned), which is a con 
tinuation of U.S. patent application Ser. No. 08/746,364, 
filed Nov. 8, 1996, and incorporated herein by reference in 
its entirety. 

FIELD OF THE INVENTION 

0002 The present invention relates to promiscuous moni 
toring of communication networkS. Specifically, this inven 
tion relates to a method and apparatus for providing pro 
miscuous monitoring of a communication network through 
the use of multicasting within an ATM Switch. 

BACKGROUND 

0003) A communication network needs to be monitored 
to evaluate its performance and to diagnosis any potential 
problems. Typically, an end-station communication 
device(s) is connected to the network in Such a manner that 
the end-station(s) receive all the data transmitted within the 
network: this is known as promiscuous monitoring. The 
configurations by which promiscuous monitoring can be 
performed will vary depending upon the type of network. 

0004) Multi-access networks, such as an FDDI (fiber 
distributed data interface) and Ethernet local-area network 
(LAN), allow multiple points of access. In these multi 
access networks, a monitoring point can be easily estab 
lished through which all of the network communication 
traffic passes. In Such a case, an end-station can be connected 
to the network to easily perform promiscuous monitoring of 
the network. By disabling the end-station=S filtering func 
tions, it can receive and promiscuously monitor all commu 
nication traffic transmitted over the network. 

0005 With asynchronous transfer mode (ATM) and other 
Switched networks, however, Such as Switched Fast Ethernet 
or Switched FDDI, promiscuous monitoring cannot be as 
easily performed because the links are point to point. Thus, 
in Such networks, no one place exists within the network 
where a promiscuous monitor can be located to receive all 
the data packetS/frames. A typical prior art approach is to 
promiscuously monitor each link going out of a Switch 
output port by inserting a T-connector, Such as an optical 
Splitter, into the link. 
0006 FIG. 1 illustrates a prior art approach for promis 
cuous monitoring of a communication network. Sender 
communication devices 100a and 100b are connected to 
Switch 110 which is connected to receiver communication 
devices 120a and 120b on links 130a and 130b, respectively. 
The communication network shown in FIG. 1 is simplified 
for illustrative purposes; thus, a typical communication 
network has a vast number of nodes with Switches, Sender 
and receiver communication devices, and links interconnect 
ing the Switches. Unlike the simple case shown in FIG. 1 
having a single Switch 110, communication data Sent by a 
Sender communication device will typically pass through 
multiple Switches 110 before reaching a receiver communi 
cation device. 
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0007 Using T-connector 140a and 140b, a copy of the 
packets transmitted on links 130a and 130b, respectively, 
will be received by not only the intended receiver, 120a and 
120b, respectively, but also can be received by an end 
Station performing promiscuous monitoring. Within a com 
munication network, the point of access for promiscuous 
monitoring is usually Selected at the Switch through which 
most of the communication traffic passes. Promiscuous 
monitors 150a and 150b are connected to each T-connector 
14.0a and 140b, respectively, thereby monitoring links 130a 
and 130b, respectively. Alternatively, a single promiscuous 
monitor can be connected to multiple T-connectors through 
multiple input ports in the promiscuous monitor thereby 
monitoring Several individual links at the same monitor. 
0008. The prior art configurations present several short 
comings. AS the number of Switch output ports increases, the 
necessary number of T-connectors increases, and corre 
spondingly the required number of monitoring end-stations 
or input ports at the monitoring end-station also increases. 
Of course, with Such a monitoring configuration, monitoring 
costs will increase as the number of Switch output ports 
increase. Additionally, Such hardware-based monitoring 
techniques lack the flexibility to change as the network 
characteristicS change. For example, although the amount of 
traffic over certain linkS may change over time, the configu 
ration of the monitoring Systems can be modified only 
inconveniently by changing the hardware connections or by 
having a large number of T-connectors and Selectively 
enabling the reception of the ports in the promiscuous 
monitor. 

SUMMARY OF THE INVENTION 

0009. The present invention utilizes multicasting within a 
Switch to promiscuously monitor a Switched communication 
network at a single point in the network. At least one port per 
Switch is established as a monitor port, where the Switch has 
Sufficient capacity to allow the port to be used for monitor 
ing. The Switch comprises input ports, data output ports, and 
monitor output ports. An interconnection network within the 
Switch is connected to the input ports, the data output ports, 
and the monitor output port. The interconnection network 
routes data packets from input ports to data output ports and 
routes copies of the data packets to the monitor output port. 
A monitor processor is connected to the Switch at the 
monitor output port to receive copies of data packets 
received at the Switch, and thereby monitor the communi 
cation network. The promiscuous monitor can receive cop 
ies of all data packets received at the Switch or receive 
copies of just a Selective Set of data packets received at the 
Switch. 

0010. In another embodiment of the present invention, 
the Switch routes copies of the data packets from Some of the 
input ports or output ports to one monitor output port and 
routes copies of the data packets arriving at the remaining 
input ports or output ports, respectively, to another monitor 
output port. The present invention can also allow modifica 
tion of which input ports=or output portS=data packet copies 
are routed to which monitor output ports. Of course, the 
present invention can be configured with more than two 
monitor output ports. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1 illustrates a prior art approach for promis 
cuous monitoring of a communication network. 
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0012 FIG. 2 shows a wide area network illustrative of 
the configuration and operation of a contemporary commu 
nications network. 

0013 FIG. 3 illustrates a Switch and promiscuous moni 
tor according to an embodiment of the present invention. 
0.014 FIG. 4 illustrates a multicasting routing method 
ology to perform promiscuous monitoring within the Switch 
shown in FIG. 3. 

0015 FIGS. 5A and 5B shows a switch with multiple 
monitor output ports according to a Second embodiment of 
the present invention. 
0016 FIG. 6 shows a switch with multiple monitor 
output ports and output port-based monitoring according to 
a third embodiment of the present invention. 

DETAILED DESCRIPTION 

0017 Networks are a principal means of exchanging or 
transferring information (e.g., data, voice, text, Video, etc.) 
among communications devices (i.e., devices for inputting 
and/or outputting information Such as computer terminals, 
multimedia WorkStations, fax machines, printers, Servers, 
telephones, Videophones, etc.) connected to the network(s). 
A network typically comprises Switching nodes connected to 
each other, and to communication devices, by linkS. 
0018 FIG. 2 shows a wide area network illustrative of 
the configuration and operation of a contemporary commu 
nications network. Network 10 comprises a plurality of 
Switching nodes 20 and links 30. Each of the Switching 
nodes 20 may also have associated therewith a buffer of 
predetermined size and each of the links 30 will have 
asSociated there with a predetermined traffic handling capac 
ity. Note that the depiction of a network comprising only five 
Switching nodes is for convenience of illustration, and that 
an operating network may have a much larger number of 
Switching nodes and associated connecting linkS. 
0.019 Various Switching nodes are shown illustratively 
connected to communications devices 40. It should be 
understood that the Single communications devices shown 
connected to the Switching nodes in the figure are used for 
Simplicity of illustration, and that an actual implementation 
of such a network would ordinarily have a number of 
communications devices connected at Such Switching nodes. 
Note, as well, that the illustrated communications devices 
may also represent another network, Such as a LAN, which 
is connected to network 10. 

0020 Each communications device 40 generates infor 
mation for use by, or receives information from, other 
communications devices in the network. The term “infor 
mation” as used herein is intended to include data, text, 
Voice, Video, etc. Information from communications device 
40 is characterized by a set of transmission and/or rate 
parameters related to network link and buffer requirements 
needed to accommodate transmission of Such information. 
Control information can be communicated from communi 
cation device 40 to a Switch at Switching node 20 to specify 
the rate/buffer requirements. 
0021 Communications networks will often use a net 
working protocol called ASynchronous Transfer Mode 
(ATM). In these networks, all communication at the ATM 
layer is in terms of fixed-size information Segments, called 
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“cells” in ATM terminology. An ATM cell consists of 48 
bytes of payload and 5 bytes for the ATM-layer header. 
Routing of cells is accomplished through cell Switches. 
Packets of information may be broken up (or segmented) 
into multiple cells, each cell carrying the 48 bytes of 
information Sequentially. The destination reassembles the 
cells received into the original packet. 
0022 ATM cells can be carried on a virtual circuit (VC) 
that must be set up Such that received cells can be routed to 
multiple ports at a Switch. Permanent VC connections can be 
easily Set up through Switch management, Switched VC 
connections, however, need to be set up on a more dynamic 
basis. 

0023 FIG. 3 illustrates a Switch and promiscuous moni 
tor according to an embodiment of the present invention. AS 
shown in FIG. 3, Switch 200 has three input ports, three data 
output ports, and a monitor output port. Although Switch 200 
shown in FIG.3 has a certain number of ports for illustrative 
purposes, the present invention is equally applicable for any 
Switch having any number of ports. 
0024. Input links 201, 202 and 203 are connected to 
Switch 200 at input ports 1, 2 and 3, respectively, which are 
connected to interconnection network 210. Interconnection 
network 210 is connected to data output ports 1, 2 and 3. 
Output links 221, 222 and 223 are connected to data output 
ports 1, 2 and 3, respectively. Interconnection network 210 
is also connected to monitor port 1 which is connected to 
promiscuous monitor processor 230. 

0.025 Interconnection network 210 routes data packets 
received at an input port to the appropriate destination data 
output port(s). The number of input ports and/or output ports 
for Switch 200 can exceed the number of links of the 
network connected to Switch 200. Additional output ports 
therefore are available for connecting one or more promis 
cuous monitors. In addition to Switching communication 
data packets between the input ports and the data output 
ports, interconnection network 210 also routes a copy of data 
packets received at each input port or output port to the 
monitor output port 1 through the use of known point-to 
multipoint multicasting techniques within a single Switch. 
Point-to-multipoint multicasting is the routing of a Single 
message to multiple recipients. Typically, multicasting is 
utilized to allow a Single Sender to transmit a message, 
through the various Switches of a network, to multiple 
Senders connected to the network at various locations. To 
Support Such multicasting, Switches incorporate internal 
mechanisms to multicast incoming data to more than one 
output port; at least one of these additional output ports can 
then act as a monitor port. The present invention takes 
advantage of this multicasting capability of the network by 
treating traffic on each input port of the Switch as being from 
a Sender which has receivers downstream on more than one 
output port. Thus, by multicasting within the Switch, the 
network data traffic that passes through this Switch can be 
promiscuously monitored. 
0026 FIG. 4 illustrates a multicasting routing method 
ology to perform promiscuous monitoring within the Switch 
shown in FIG. 3. As a data packet is received at input port 
2, interconnection network 210 routes the data packet to the 
destination data output port, for example, data output port 1; 
this is represented in FIG. 4 as a dotted line. Interconnection 
network 210 also routes a copy of the data packet to monitor 
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output port 1; this is represented in FIG. 4 as a solid line. 
Similarly, as a data packet is received at input port 1, 
interconnection network 210 routes the data packet to the 
destination data output port, for example, data output port 3, 
this is represent in FIG. 4 as a dotted line. Interconnection 
network 210 also routes a copy of the data packet to monitor 
output port 1; this is represented in FIG. 4 as a solid line. 
Although not shown in FIG. 4, interconnection network 210 
routes each data packet received at each input port to the 
appropriate destination data output port(s), while also rout 
ing a copy of all data packets or routing a Selective Set of 
data packets to monitor output port 1. 

0027. In a second embodiment of the present invention, 
multiple monitor output ports are connected to the Switch. 
By configuring the Switch with multiple monitor output 
ports, the present invention can perform load balancing to 
better distribute the data packets copied for promiscuous 
monitoring among multiple monitor output ports. Thus, if 
certain input ports receive more communication data traffic 
than other input ports, the task of promiscuously monitoring 
these input ports having heavy communication traffic can be 
divided among the various monitor processors connected to 
the various monitor output ports of the Switch. A similar 
function can be used to balance the load among output ports 
as well. Therefore, no one monitor processor is dispropor 
tionally monitoring more communication data than the other 
monitor processors. 

0028 FIGS. 5A and 5B shows a switch with multiple 
monitor output ports according to the Second embodiment of 
the present invention. Switch 300, as shown in FIGS. 5A 
and 5B, has three input ports, three data output ports and 
two monitor output ports. FIG. 5A illustrates a configuration 
where as a data packet is received at input port 1 and 
forwarded to the proper destination data output port(s) (not 
shown), interconnection network 310 also routes a copy of 
the data packet to monitor output port 2. Also shown in FIG. 
5A, as a data packet is received at either input port 2 or input 
port 3 and forwarded to the proper destination output port(s) 
(not shown), interconnection network 310 also routes a copy 
of the data packet to monitor output port 1. The routing of 
the data packet copies to the monitor output ports are shown 
in FIG. 5A as Solid lines. 

0029 FIG. 5B illustrates an alternative configuration 
where as a data packet is received at either input port 1 or 
input port 2 and forwarded to the proper destination data 
output port(s) (not shown), interconnection network 310 
also routes a copy of the data packet to monitor output port 
2. Also shown in FIG. 5B, as a data is received at input port 
3 and forwarded to the proper destination data output port(s) 
(not shown), interconnection network 310 also routes a copy 
of the packet to monitor output port 1. 

0.030. In a third embodiment of the present invention, the 
multicasting can be based on the data packets having been 
forwarded to output ports, rather than the data packets 
received at input ports as was the case with FIGS. 4, 5A and 
5B. FIG. 6 shows a switch with multiple monitor output 
ports and output port-based monitoring according to the 
third embodiment of the present invention. Switch 400, as 
shown in FIG. 6, has three input ports, three data output 
ports and two monitor output ports. As a data packet is 
received at input ports 1 and 2, interconnection network 410 
routes a copy of the data packet to destination data output 
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port 1; this is represented in FIG. 6 as dotted lines. Inter 
connection network 410 also routes a copy of the data packet 
to monitor output port 2; this is represented as Solid lines. 
Similarly, as a data packet is received at input ports 1 and 3, 
interconnection network 410 routes a copy of the data packet 
to destination data output port 3; this is represented as dotted 
lines. Interconnection network 410 also routes a copy of the 
data packet to monitor output port 2; this is represented in 
FIG. 6 as Solid lines. 

0031. In embodiments of the present invention having 
multiple monitor output ports, the characteristics of the 
interconnection network controlling the routing of data 
between input ports and monitor output ports can be modi 
fied as the traffic patterns of the connected links change over 
time. Modifications to the interconnection network can be 
performed easily because the routing of data is controlled 
through Software rather than through the hardware configu 
rations of the prior art, Such as optical splitters, which are 
comparatively inflexible. 
0032. It should, of course, be understood that while the 
present invention has been described in reference to 
Switches having particular characteristics, Switches of other 
characteristics should be apparent to those of ordinary skill 
in the art. For example, the Switch can have any number of 
input ports, data output ports and monitor output ports. 
Similarly, any number of promiscuous monitor processors 
can be connected to the Switch on monitor output ports, or 
in other words, output ports not being utilized. The present 
invention is equally applicable for any type of Switch, Such 
as an input-buffered Switch, output-buffered switch and 
shared-memory Switch. 

What is claimed is: 
1. A method of promiscuous monitoring in a Switched 

communications network, using multicasting within a 
Switch, comprising: 

receiving a data packet at a first input port of the Switch, 
the first input port being one of one or more input ports, 

multicasting the received data packet via one or more 
Virtual circuits, the virtual circuits being located within 
the Switch between the first input port and at least a first 
output port and at least a first monitoring port, the first 
output port being one of one or more output ports, the 
first monitoring port being one of one or more moni 
toring ports, and 

promiscuously monitoring the first input port using the 
first monitoring port. 

2. The method of claim 1, wherein the virtual circuits are 
established on a dynamic basis. 

3. The method of claim 1, wherein the virtual circuits are 
established on a permanent basis. 

4. A method of promiscuous monitoring in a Switched 
communications network, using multicasting within a 
Switch, comprising: 

receiving a data packet at a first input port of the Switch, 
the first input port being one of one or more input ports, 

multicasting the received data packet via one or more 
Virtual circuits, the virtual circuits being located within 
the Switch between the first input port and at least a first 
output port and at least a first monitoring port, the first 
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output port being one of one or more output ports, the 
first monitoring port being one of one or more moni 
toring ports, and 

promiscuously monitoring the first output port using the 
first monitoring port. 

5. The method of claim 4, wherein the virtual circuits are 
established on a dynamic basis. 

6. The method of claim 4, wherein the virtual circuits are 
established on a permanent basis. 

7. A method of promiscuous monitoring in a Switched 
communications network, using multicasting within a 
Switch, comprising: 

receiving a data packet at a first input port of the Switch, 
the first input port being one of one or more input ports, 

multicasting the received data packet via one or more 
Virtual circuits, the virtual circuits being located within 
the Switch between the first input port and at least a first 
output port and at least a first monitoring port, the first 
output port being one of one or more output ports, the 
first monitoring port being one of one or more moni 
toring ports, the received data packet identifying the 
first output port as a destination output port, a moni 
toring processor identifying the first input port as a port 
Selected for promiscuous monitoring, and 

promiscuously monitoring the first input port using the 
first monitoring port. 

8. The method of claim 7, wherein the virtual circuits are 
established on a dynamic basis. 

9. The method of claim 7, wherein the virtual circuits are 
established on a permanent basis. 

10. A method of promiscuous monitoring in a Switched 
communications network, using multicasting within a 
Switch, comprising: 

receiving a data packet at a first input port of the Switch, 
the first input port being one of one or more input ports, 

multicasting the received data packet via one or more 
Virtual circuits, the virtual circuits being located within 
the Switch between the first input port and at least a first 
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output port and at least a first monitoring port, the first 
output port being one of one or more output ports, the 
first monitoring port being one of one or more moni 
toring ports, the received data packet identifying the 
first output port as a destination output port, a moni 
toring processor identifying the first output port as a 
port Selected for promiscuous monitoring, and 

promiscuously monitoring the first output port using the 
first monitoring port. 

11. The method of claim 10, wherein the virtual circuits 
are established on a dynamic basis. 

12. The method of claim 10, wherein the virtual circuits 
are established on a permanent basis. 

13. A promiscuous monitoring System, in a Switched 
communication network, comprising: 

a monitoring processor; and 
a Switch including: 

one or more input ports, 
one or more output ports, and 
one or more monitoring ports, the monitoring processor 

coupled to the Switch through the first monitoring 
port, 

one or more virtual circuits, the Virtual circuits multi 
casting a data packet received at one or more input 
ports to at least one output port and at least one 
monitoring port, the output port designated by the 
received data packet as a destination port, the moni 
toring port designated by the monitoring processor as 
the port to which a multicast copy of the received 
data packet is to be transmitted for promiscuous 
monitoring. 

14. The system of claim 13, wherein the virtual circuits 
are established on a dynamic basis. 

15. The system of claim 13, wherein the virtual circuits 
are established on a permanent basis. 


