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(57) Abstract: Disclosed in the present application is a Hyperscan-based Web
application firewall rule matching method, mainly comprising the following
steps: step 1, an OpenResty server using a Hyperscan regular expression match
library for rule matching; step 2, adding an HTTP API interface into a Lua mod-
ule of the OpenResty; step 3, invoking an interface provided by the Hyperscan
to compile regular expressions in the latest configuration, and continuing to in-
voke the interface to serialize a compiling result into a character string and then
write same into a shared memory; step 4, each time when a request arrives, each
worker updating the configuration to the current worker on the basis of a sema-
phore in the shared memory; step 5, storing a deserialized database pointer in the
shared memory; step 6, storing in the shared memory a pointer of an allocated
scratch memory; step 7, after completing the above steps, each worker retrieving
the database pointer and the scratch pointer from the shared memory, and then
invoking a scan interface provided by the Hyperscan for scanning and acquiring
a matching result; and step 8, on the basis of the matching result, each worker
determining whether to release or intercept the current request.
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